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Ersattningsyrkanden Tolk krévs
Misstankt (Efternamn och férnamn) Personnummer
Sababi, Elvin 19921210-0193
Delgiven information om forenklad delgivning vid ett personligt mote genom att skriftlig information éverlamnats
Underrattelse om utredning enligt RB 23:18a Underrattelse Yttrande Underréttelse
Underrattelsesatt, misstankt utsand senast slutford
DV D-skivamed protokoll dverlamnat till forsvarare Grahn | 2020-01-31 | 2020-02-07 | 2020-02-07
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DV D-skiva samt utskrivet protokoll éverlamnat Erinran, Erinran,

2020-01-20 2020-01-20

Misstankt (Efternamn och férnamn) Personnummer
Kokalj, Peter 19860819-7458
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Underréttelse om utredning enligt RB 23:18a Underrattelse Yttrande Underrattelse
Underrattelsesatt, misstankt utsénd senast slutférd
Protokoll pa DV D-skiva 6verlamnat till forsvarare 2020-01-31 | 2020-02-07 | 2020-02-07
Westerlund
Forsvarare
Mikael Westerlund, forordnad 2018-04-26 2020-01-31 | 2020-02-07 | 2020-02-07
Underrattelsesatt, forsvarare Resultat av underrattelse mt Resultat av underrattelse forsv
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Tomaszek, Liza 19890803-4021

Delgiven information om férenklad delgivning vid ett personligt mdte genom att skriftlig information éverlamnats

Underrattelse om utredning enligt RB 23:18a Underrattelse Yttrande Underrattelse
Underréttelsesatt, misstankt utsénd senast slutférd

Utskrivet protokoll samt protokoll pADVD 6verlamnat till | 2020-01-31 | 2020-02-07 | 2020-02-07
forsvarare Melkemichel

Forsvarare

Jack Melkemichel, férordnad 2019-02-28 2020-01-31 | 2020-02-07 | 2020-02-07
Underrattelsesatt, forsvarare Resultat av underrattelse mt Resultat av underrattelse forsv
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Misstankt (Efternamn och férnamn) Personnummer

Momeni, Arash 19921107-1957
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Overlamnat till forsvarare Barnekow

Forsvarare

Lisa Barnekow, férordnad 2019-05-22 2020-01-31 | 2020-02-07 | 2020-02-07

Underrattelsesatt, forsvarare

Resultat av underréttelse mt

Resultat av underrattelse forsv

Ett utskrivet protokoll samt ett protokoll pa DVD Ej erinran Ej erinran

Overlamnat

Misstankt (Efternamn och férnamn) Personnummer

Tomaszek, Alexander 19920324-5213

Delgiven information om férenklad delgivning vid ett personligt mdte genom att skriftlig information éverlamnats

Underrattelse om utredning enligt RB 23:18a Underrattelse Yttrande Underrattelse

Underrattelsesatt, misstankt utsénd senast slutférd

Protokoll dverlamnat pa USB till kriminalvarden fér vidare | 2020-01-31 | 2020-02-07 | 2020-02-07

Overlamnande till Tomaszek

Forsvarare

Thomas Bodstrém, forordnad 2018-09-25 2020-01-31 | 2020-02-07 | 2020-02-07

Underrattelsesatt, forsvarare Resultat av underrattelse mt Resultat av underrattelse forsv

DVD med protokoll samt utskrivet protokoll 6verlamnat Erinran, Erinran,
2019-11-11 2019-11-11

Notering
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\ | . . Signerat av
b FOrhor

POIise Signerat datum

Enhet Diarienr
Nationella Operativa Avdel ningen, Komplexa cyberbrott (KCB) 1 NIB NOA 5000-K1443168-17
Hord person Personnummer
Tomaszek, Liza 19890803-4021
Den hoérde ar ID Styrkt Satt Stallning till misstankt - malsagande - vittne
Misstankt Ja Kénd av insp Keyzer

Tolk Sprak

Brottsmisstanke / Anledning till férhéret

Underréttad om slutlig misstanke, se forhor

Underrattad om misstanke Underréattad om ratt till forsvarare (best i FUK 12§ iakttagna)

Forsvarare/ombud 6nskas ) Forsvarare/ombud nérvarande Godtar den forsvarare som ratten forordnar
Advokat Melkemichel nérvarande Ja

I polisens lokaler

Forhorsledare Forhorsdatum Forhor paborjat  Forhor avslutat
Jm Keyzer 2019-12-20 10:17 10:23
Forhérsplats Typ av forhor Forhorssatt

SC3 Kronoberg / Mamo RB 23:6 L judbandsf érhor
Forhorsvittne Utskrivet av

Involverad personal Funktion

Omid Farhand Bitrédande forhorsledare

Berattelse

FL1: Forhorsledare, Omid Farhand

FL2 Forhordledare, Jim Keyzer

LT: HOrd person, Lisa Tomaszek

ADV1: Advokat, Jack Melkemichel

Dialogfdor hor

FL1: 20e december kl. 10:17.

FL2: Ja.

FL1: Fér jag fragainledningsvis, var befinner du dig ndgonstans nu?
LT: I Mamo.

FL1: | Mamo, tack. Och medverkade via videolank & Lisa Tomaszek.
Lisarepresenteras av?

ADV: Jack Melkemichel.

FL1: Och forhordedare &r inspektor Jim Keyzer och jag som ar inspektor
Omid Farhand. Det som kommer handa Lisa, det &r att vi kom lésa upp
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aklagarens brottsmisstanke exakt hur den &r specificerad. Och det ar
egentligen det som vi ska hdlaforhér om. S& &r du beredd sa l&ser jag
bararakt upp och ner fran det vi har fatt.

LT: Ja

FL1: Lisa Tomaszek har tillsammans och i samrad med Alexander
Tomaszek under perioden 29e december 2015 — 6e september 2018 i
England och Sverige forvéarvat och forvarvat pengar som harror fran
brottslig verksamhet. Och agerat bulvan for Alexander Tomaszek i syfte
att dolja att pengarna harror fran brottslig verksamhet. Vilket méjliggjort
for Lisa Tomaszek och Alexander Tomaszek att tillgodogora sig dess
varde. Lisa Tomaszek har darvid, och sd ar det:

A: Under perioden 2015-12-29 till 2018-09-06 fran Alexander
Tomaszek tagit emot och férvarat motsvarande &minstone 200,000
svenska kronor i kontanter. Varav hon tillgodogjort sig 180,000 kronor
genom inséttning pa eget bankkonto, i dvrigt genom konsumtion.

B: Under perioden 2018-04-27 till 2018-08-02 agerat malvakt genom
att |3ta Alexander Tomaszek anvanda tva av hennes bankkort for att
betala for en resatill Rom men 212.euro 2018-05-01, respektive
180.euro 2018-08-04.

C: LisaTomaszek har vidare tillsammans och i samrad med Alexander
Tomaszek agerat bulvan for att ge Alexander Tomaszek en skenbar
forklaring till hans inkomster genom att upprétta falska
arbetsgivarreferenser och falka handlingar. Brottet ar att betrakta som
grovt eftersom det ar avsett betydande varde och ingatt som ett led i en
brottslighet som utbvas systematiskt och i storre omfattning. Lisa
Tomaszek begick garningarna med uppsat.

Det hér ar &klagarens garningsbeskrivning, det & det du & misstankt for,
har du nagra kommentarer till det hér just nu Lisa?

LT: Ar det ett skamt? (14t skratt). Eeeh, ngj altsdjag... Ja, nej jag har
inga kommentarer. Jag nekar absolut till alladom punkterna for det &r
inte sant.

FL1: Du nekar till punkterna och dom &r inte sanna. Har du ndgra andra
fragor Jim?

FL1: Det sasvart for dig Lisanu nér du inte ser dom har pastaendena
naturligtvis, men det som min kollega laste upp hér att du skulle tagit
emot och forvarat &minstone 200 000kronor. Varav du dv... (avbruten
av den horde)

LT: Ngj, for jag har ju utifran att... Alltsajag... Okej, jag har ingenting
mer att siga om detta hur l1angt... Jag har sagt tillrackligt. Vi har pratat
samanga timmar, jag har ingenting mer att siga utan jag sager det vid en
framtida rattegang i s fall och jag har inget kvar. Jag har ingenting kvar
och ge.

FL2: Och det galler alladom hér pastdendena som Omid | &ste upp just
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nu?

LT: Jag har ingenting mer att séga om detta

FL2: Nd.

FL1: Perfekt. Har forsvararen nagra fragor eller tillagg?

ADV: Ng, jag har inget.

FL2: En praktisk fraga bara, vare sig jag eller Omid har ju varit i kontakt
med brittisk polis men du har fatt tillbaka pengar av brittisk polis som

tog i samband med en husrannsakan?

LT: Domtog... Ja, jag dom gav tillbaka allt dom tog. Sa det var
(...ohorbart...) alting.

FL2: Allting.
LT: (...ohorbart...)
FL2: Just. Hur mycket pengar fick du tillbaka?

LT: Eeeh, jag tror. Jag har inte kollat men det var alltsa 1260 pund eller
nanting.

FL2: Okej. Jag baravill veta att du har fatt tillbaka saker ochting i ala
fall s att det &r utrett den delen.

LT: Ja

FL2: Gott.

FL1: Perfekt. Om det inte & nagra fragor s avslutar vi forhoret men
hang kvar Lisafor vi har lite fragor sen efter forhoret till dig.
Klockan &r 10:23, forhoret avslutas med Lisa

(Forhor avdl utat)




e . Signerat av
b Forhor e
Polise Delgivning narkotikabrott normalgraden Signerat datum

Enhet Diarienr

Nationella Operativa Avdel ningen, Komplexa cyberbrott (KCB) 1 NIB NOA 5000-K1443168-17

Hord person Personnummer
Sababi, Elvin 19921210-0193
Den hoérde ar ID Styrkt Stallning till misstankt - malsagande - vittne
Misstankt Ne

Tolk Sprak

Brottsmisstanke / Anledning till férhéret

Reviderad garningsbeskrivning Narkotikabrott av normal graden.

Underrattad om misstanke Underréattad om ratt till forsvarare (best i FUK 12§ iakttagna)
Forsvarare/ombud 6nskas Forsvarare/ombud nérvarande Godtar den forsvarare som ratten forordnar
Advokat Johan Grahn fria
advokater
Forhorsledare Forhorsdatum Forhor paborjat  Forhor avslutat
Omid Farhand 2020-01-10 10:00 10:04
Forhérsplats Typ av forhor Forhorssatt

RB 23:6 Telefonforhor
Forhorsvittne Utskrivet av

Beréttelse

Elvin Sababi informeras om sinaréttigheter.
Forhorsledaren delger Elvin Sababi f6ljande misstanke:

Alexander Tomaszek har nagon gang omkring den 15 februari 2015 pa okand plats anskaffat
95,6 gr cannabisharts, som &r narkotika, och som inte varit avsedd for eget bruk. Han har
darefter under perioden den 15 februari 2015 till och med den 27 februari 20151 Lund eller pa
annan platsi Sverige 6verlatit ndmnda narkotika till Elvin Sababi. Elvin Sababi har vid
namndatillfalle anskaffat namnda narkotika, som inte varit avsedd for eget bruk. Elvin Sababi
har darefter innehaft narkotikan under namndatidsperiod i syfte att 6verlata den vidare. Elvin
Sababi har i Uppsala 6verlatit eller i vart fall forsokt att Gverldtatre poster 425 gr cannabistill
tre olika personer.

Alexander Tomaszek och Elvin Sababi begick garningarna med uppsat.

Det fanns fara for att brottet skulle fullbordas savitt avser verlételser eller endast pa grund av
tillfalliga omsténdigheter fanns ingen farafor att brottet skulle fullbordas.

Elvin Sababi FORNEKAR ovan delgiven brott.
Elvin har i 6vrigt inga komentarer mer an tidigare férhor angaende ovan
delgiven misstanke.



" = y. FO I‘hor Signerat av
POIise Signerat datum
Enhet Diarienr
Nationella Operativa Avdel ningen, Komplexa cyberbrott (KCB) 1 NIB NOA 5000-K1443168-17
Hord person Personnummer
Tomaszek, Alexander 19920324-5213
Den hoérde ar ID Styrkt Satt Stallning till misstankt - malsagande - vittne
Misstankt Ja Kénd av K
Tolk Sprak

Brottsmisstanke / Anledning till férhéret

Precisering av brottsmisstankar samt ny delgivning avseende urkundsforfal skning (punkten d) infor atal,
se forhorsfaltet. | Gvrigt kompletterande forhor

Underrattad om misstanke Underréattad om ratt till forsvarare (best i FUK 12§ iakttagna)

Ja

Forsvarare/ombud énskas Forsvarare/ombud nérvarande Godtar den forsvarare som rétten férordnar
Advokat Kinora Awrohum Ja

Forhorsledare Forhorsdatum Forhor paborjat  Forhor avslutat
Jim Keyzer 2020-01-21 12:40 13:19
Forhérsplats Typ av forhor Forhorssatt

Haktet Kronoberg RB 23:6 L judbandsf érhor
Forhorsvittne Utskrivet av

Beréttelse

BROTTSMISSTANKAR:
Grovt narkotikabrott (reinfeldt)

Alexander Tomaszek har under perioden 2 april 2013 till 6 november 20151 Lund
eller pAannan platsi Sverige anskaffat samt Gverlétit totalt 5 762 gram narkotika,
huvudsakligen cannabispreparat, vid atminstone 915 tillfallen pa de internetbaserade
marknadsplatserna Silkroad 1, Silkroad 2 samt Flugsvamp (1).

Det berdknade forsdljningsvardet av forsdljningarna ar 741 205 svenska kronor.
Brottet ar att bedomas som grovt da hanteringen av narkotika avsett ett stort antal
overlatelser, utgjort ett led i en verksamhet som har bedrivitsi storre omfattning och
under langre tid, samt varit av sarskilt farlig art. Detta da tillvagagangsséttet inneburit
att narkotika via krypterade natverk enkelt kunnat 6verlatastill ett stort antal personer
utan kontroll 6ver vilka dessa personer & eller deras alder. Den brottsliga
verksamheten har bestatt i (sammanstallning 6ver 6verldtelser av narkotika och
narkotikavederlag i bilaga 1):

a Silk road 1, 200 Gverlatelser, totalvikt 1 131 gram
b. Silk road 2, 335 Gverlatelser, totalvikt 2 184 gram

C. Flugsvamp, 380 overlatelser, totalvikt 2 447 gram
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Grovt narkotikabrott och synnerligen grovt narkotikabrott, brott mot |ékemedel slagen
samt dopningsbrott (admin FS2)

Alexander Tomaszek har under perioden 24 april 2015 — 24 september 2018 (ny
rubricering inford genom lagandring 2016-07-01), som administrator och ansvarig
for narkotikamarknadsplatsen Flugsvamp 2.0 painternet, majliggjort for kdpare och
sdljare att bedriva narkotikahandel i Sverige. Han har darvid olovligen bjudit ut
narkotikatill forsdljning i Sverige, forvarat och befordrat vederlag for narkotika och
formedlat kontakter mellan séljare och kopare av narkotika. Forfarandet har varit
agnat att framja narkotikahandel .

Brottet ar att bedomas som grovt d& hanteringen av narkotika avsett ett stort antal
overl&telser, utgjort ett led i en verksamhet som har bedrivitsi storre omfattning och
under langre tid samt varit av sarskilt farlig art. Detta da tillvagagangsséttet inneburit
att narkotika via krypterade nétverk enkelt kunnat dverlatastill ett stort antal personer
utan kontroll 6ver vilka dessa personer &r eller deras dder.

Den brottsliga gérningen har omfattat 364 536 6verlatelser (tabellen anvandare,
kolumnen antalet_affarer) av olika narkotiska preparat sdsom Benzodiazepiner,
Cannabispreparat, central stimulantia, hallucinogener, opiater samt annan narkotika
som Ketamin, Dextrometorfan och Metoxetamin samt olika typer av dopningsmedel
och |ékemede!.

Brottslighetens sammanlagda vérde har uppgatt till 377 570 716 svenska kronor.

Vinsten for Tomaszek har uppgatt till 1 479 BTC. Véardet i svenska kronor per
transaktionsdatum uppgar till 11 327 121 SEK. Véardet per dagens datum uppgar till
114 miljoner svenska kronor (slutlig berdkning kommer att utga fran dagen for atals
vackande)

Grovt penningtvéttsbrott (reinfeldt + admin FS2)

Alexander Tomaszek har under perioden 1 juli 2014 — 24 september 2018 vidtagit
olika dtgarder sasom att 6verlata, forvara och omsétta bitcoins och annan valutatill ett
varde motsvarande 12 068 326 kronor med syfte att dolja att pengarna harror fran
brottslig verksamhet och for att otillborligen framja mojligheterna att tillgodogora sig
pengar som harror frén brottslig verksamhet.

a) Sdljarkontot reinfeldt: 741 205 kr (vederlag fran verksamheteni p 1).
b) Administrator FS2: 1 479 BTC (vederlag fran verksamheteni p 2).

Vérdet i svenska kronor per transaktionsdatum uppgar till 11 327 121 SEK. Vérdet
per dagens datum uppgar till ca 114 miljoner svenska kronor (slutlig berékning
kommer att utga fran dagen for atals vackande)

Brottet ar att betrakta som grovt eftersom det avsett betydande varde och ingatt som
ett led i en brottslighet som ut6vats systematiskt, under 1ang tid och i storre
omfattning.

Narkotikabrott (innehav)

Alexander Tomaszek har den 24:e september 2018 pa Rudeboksvagen 213 i Lund
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innehavt 441,64 gram cannabis, 1,44 gram svampar innehallande psilocybin och
psilobyn, samt 0,87 gram pulver innehdllande tetrahydrocannabinol (THC), alt som &
narkotika.

Narkotikabrott (6verlatelse) (Elvin Sababi och Alexander Tomaszek) — ny utformning

Alexander Tomaszek har nagon gang omkring den 15 februari 2015 pa okand plats
anskaffat 95,6 gr cannabisharts, som &r narkotika, och som inte varit avsedd for eget
bruk. Han har dérefter under perioden den 15 februari 2015 till och med den 27
februari 2015 Lund eller pAannan platsi Sverige 6verlétit ndmnda narkotikatill
Elvin Sababi. Elvin Sababi har vid namnda tillfélle anskaffat namnda narkotika, som
inte varit avsedd for eget bruk. Elvin Sababi har dérefter innehaft narkotikan under
namnda tidsperiod i syfte att Gverldta den vidare. Elvin Sababi har i Uppsala 6verlatit
eller i vart fall forsokt att Overldtatre poster 425 gr cannabistill tre olika personer.

Alexander Tomaszek och Elvin Sababi begick garningarna med uppsat.

Det fanns farafor att brottet skulle fullbordas savitt avser 6verlatelser eller endast pa
grund av tillfalliga omstandigheter fanns ingen fara for att brottet skulle fullbordas.

Urkundsforfal skning

Alexander Tomaszek har pa okand platsinom Sverige under perioden april 2015 — 20
mars 2017 framstallt eller |tit framstélla, alternativt falskeligen andrat eller utfyllt
urkunder enligt nedan

a) kort tid fore den 23 januari 2015 framstallt alternativt utfyllt eller &ndrat
ett Litauiskt nationellt ID-kort, som &r en urkund (Paulikas)

b) under april manad 2015 framstéllt alternativt falskeligen andrat eller
utfyllt en passhandling, som & en urkund (Juodagalvis).

C) Alexander Tomaszek har pa okand platsinom Sverige nan gang under
juli manad 2016 digitalt framstéllt ett svenskt nationellt ID-kort, som &r en urkund
(Karlstrom)

d) Alexander Tomaszek har pa okand plats inom Sverige ndgon gang under

perioden 2017-02-26 — 2017-03-22 framstallt falska urkunder (referensbrev
Accountant advisory LLP, arbetsintyg Pegasus)

Atgérderna har inneburit farai bevishanseende.

Skadegorelse

Alexander Tomaszek har natten till den 12 april 2017 pa Dosvéagen 29 i Lund satt upp
ett 40-tal klistermarken och sprayat AFA padorren till malsiagandens bostad, varvid
skador for 3 500 kr uppstatt.

FORHOR:

AT: Alexander Tomaszek




Forhor med Tomaszek, Alexander; 2020-01-21 12:40 diarienr: 5000-K1443168-17

FL: Jm Keyzer
ADV: Kinora Awrehum

Forhor 21:ajanuari 2020 och klockan & 12:40 hord person Alexander
Tomaszek och nérvarande &r advokat Kinora Awrohum, forhorsledare &r
Jim Keyzer dh vi har ju pratat om de har garningspastaendena som
kanske var lite svajiga forra gangen, har Alexander fatt se dem?

ADV: Han har fatt se dem

FL: Ja

ADV: De nyamenar du?

FL: Denyaja

ADV: Av Annika?

FL: Japrecis, jag lagger upp dem anda sa kan vi gaigenom dem ganska
Oversiktligt forutom i de delar dar vi behover fordjupa oss.

ADV: Det & den 21:aidag va?

FL: Det & den 21:a. Forsta handlar ju om grovt narkotikabrott, jag gor
som sa att jag kopierar in allt det har i forhoret sa slipper jag hoglasa for
det &r bara svajigt,

ADV: Mm

FL: Grovt narkotikabrott angdende under rollen som Reinfeldt dh jag &
inte helt hundra pa om det & nagonting nytt i den delen men det & de

man & ganska precis dar med att antalet gram som pastas ha hanterats
och under per tidsperiod och sa vidare.

ADV: Och det har &r flugsvamp under ¢ punkten ¢ sd &r det flugsvamp
1.0?

FL: Ja

ADV: Mm

FL: Jadet & sadet ser ut...
ADV: Mm antar jag

FL: Absolut precisvi far val se siga att flugsvamp motsvarar Flugsvamp
1

ADV: Mm

FL: Jamen det &r ett bra pdpekanden for tydlighets skull. Om vi bara ska
gaigenom det har Alexander och sedan kor vi bara din installning rakt
Over disk.

ADV: Och det hér som &r gulmarkerat ar det nyagrejer eller ar det i
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enlighet med det som jag fick senast fran Annika?

FL: Det du fick av Annika skulle vara precis det jag nu visar upp for er.
ADV: Okgj sani har bara gulmarkerat det for att Alexander skall se?
FL: N&ajag har inte gulmarkerat det utan det var sdjag fick det.

ADV: Mh

FL: Men om inte du kénner igen gulmarkeringarna sa kanske det &r
nagonting barafér min del men det &r ju egentligen bara lite forklarande
text i forsta stycket och sedan nast sista stycket handlar ju om ett
fortydligande.

ADV: Mm
AT: Jag minns eller (ohorbart) jag fornekar.

FL: Vill du saga ndgonting kring den listan kand idag?
AT: Ingenting

FL: N&, nasta pastéende &r grovt narkotikabrott och synnerligt grovt
narkotikabrott, brott mot |8kemedel slagen samt dopningsbrott och det &
i egenskap av den pastadda rollen som admin pa FS2, Flugsvamp2, du
kan |&sa texten.

AT: N&jag fornekar brott

FL: Mm jag skall bara fortydliga nagra rader, férsta gulmarkeringen ny
rubricering det &r att det fanns, tillkommit ett brott som & synnerligen
grovt narkotikabrott och den sist ndmnda gulmarkeringen ndr man pratar
om ah andra annan, andra substanser dn narkotika att man tillfor da
dopningsmedel och |akemedel sa som det som skulle ha omsatt pa
Flugsvamp2. Ar du med pé det?

AT: Ja

FL: Ja och sedan hade du stycket pa sista sidan dér har man fértydligat,
eller nasta sida, vinsten for Tomaszek har uppgatt till 1479 btc Bitcoin.

AT: Ja

ADV: Jamen vanta nu slutlig berdkning kommer att utga fran dagens
flopp, fran dagens jaha okej

FL: Japrecis

ADV: Per dagens datum, vilken dag &r det da?

FL: Som sagt fragor pa det har far jag hanvisatill &klagaren hur de
resonerar. Det hér ar vl ett varde som & uppskattat en viss dag.

ADV: Jamen & det transaktion for transaktion, 6verlatelse for
overlatelse eller vad menas, vilken dag. Skitsamma vi skippar det.
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FL: Jadet f&r de utveckla sedan.
AD: Mm

FL: Néasta pastdende handlar om grovt penningtvattsbrott i egenskap av
identiteten Reinfeldt plus admin pa Flugsvamp?2.

AT: Jajag fornekar brott.

FL: Mm och dér &r ocksalite gulmarkeringar det &r ju det vi tittar panu
da och det &r ndgon slags fortydliganden och jag vet att du vid tidigare
forhoret efterlyste summor...

AT: Mm
FL: for grovt penningtvattsbrott (00:5:49 ohdrbart slammer)

AT: Ja

Knackning

FL: Ja

Okand: Nu &r det gront om du vill (ohdrbart) rum
AT: N¢g, ng det ar lugnt

ADV: Skavi taen paus? Baraen jéttekort paus
AT: Javi gor det

FL: Javi tar en paus danu sutar vi.

Paus

FL: Nasta punkt narkotikabrott innehav och det & de punkter som, saker
som ar pétraffade hemma hos dig eller dér du befann dig.

AT: Jag fornekar brottet.

FL: Mm nasta narkotikabrott dverlatelse mellan Elvin Sababi och
Alexander Tomaszek och den &r ny utformning, |1&s

AT: Jag fornekar brott.

FL: Mm ni forstar det har att det har forsokskriteriet det avser Elvin
endast. Varfér man inte skrivit ut det i text vet jag inte men sa ar det.
Nasta urkundsforfalskning. Du kan lésatill och med ¢ punkten

AT: Vad sadu?

FL: Till ochmed c
ADV: Mm

10
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AT: Ja
FL: Och nér det géller dom A till C instéllning?
AT: Mm, fornekar brott.

FL: Och sedan galler den har som tidigare foredrogs som en del av
penningtvéttsbrottet som man har valt att bryta ut till ett eget brott,
Alexander Tomaszek har pa okand plats inom Sverige nagon gang under
tid... under perioden 2017-02-26 till och med 2017-03-22 framstallt
falska urkunder och det avser da referensbrev, Accountant Advisory
LLP, samt ett arbetsintyg for Pegasus och det som &r grunden for det
pastaendet & ju dels, det har dokumenten som ar patraffat i en mapp i
din bostad eller i nérliggande forradsutrymme, jaoch det hér ar inte
uttomligt antal utan det finns flera exemplar. Det man ser & att det
skiljer sig vid salary delen &r ena stunden 7000 dollar eller Euro
(00:09:06 ohdrbart) eller 10000.

ADV: Jadet hér ar alltsd bara ett utdrag av vad som kommer att
presenterasi bevisningen eller ar det den bevisuppgiften som du
presenterar nu?

FL: Det vi kunnat se &r att vi hittar flertal sddana har dokument som
avser Accountant Advisory dér vi inte ser nagon skillnad. Vi hittar
atminstone tva dokument med olika utformning, 10 000 dollar och 7000
dollar. Dom innehaller ocksa olika datum, det hér innehaller datum
02-27-2017 och det andra 03-01-2017

ADV: Mm sasvaret blir att det har & den uttémmande bevisningen inom
punkten d?

FL: Ng det & nog inte mitt svar utan mgjligen en slutsats men inte mitt
svar.

ADV: Och vad &r rétt svar da? Att du kan inte svara?

FL: Jadet f& varasd, du menar att du vill se vartendas vartenda
dokument som...

ADV: Jamen altsa det &r referensbrev det ser vi ju déar
FL: Mm

ADV: Och det &r arbetsintyg det ser vi dér

FL: Mm

ADV: Och det stér ju ocksdi, i garningsbeskrivningen

FL: Mm

ADV: D&rfor undrar jag & det mer som vi inte har sett nu som vi inte

kommer att se som hon som Annika kommer att féra bevisning om da
vill vi gérna se det for det har var ju nytt for oss.

11
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FL: Mm, mm &h jag kan inte svara pa den utan det & de har tva

ungeféarliga likalydande handlingarna som avser Pegasus och ett som
avser Accountant Advisory. Det jag skall visamer har & da dennatjocka
lunta jag fick med mig. Det finns ocks3, vi har gatt igenom det har
tidigare jag vet inte om du kommer ihag det men det handlar om en chatt
mellan Alexander och Elvin &h dar de har intygen, pastar jag, diskuteras
och man skickar bilder som val 6verensstammer med de hér intygen. Vi
kan ta och tittaigenom dem.

ADV: Mm och de har chatterna kommer att ingai den sista fuppen?
FL: De & med i som bilagatill tidigare forhor
ADV: Okg

FL: Formodligen aker de med en gang till i och med att de tas upp i
forhoret.

ADV: Och det & den hér da som & nagon av dom och den har som ar
nagon av dom?

FL: Yesja, definnsju med de bifogade bilderna som heter IMG da
slutar pa 11 respektive 12 finns med hér.

ADV:Jamm

FL: Och den som heter IMG 2017-03-21-WAO0011.JPG visar en bild
av Accountant Advisory LLP med ett datum satt 26 February 2017 och
det dverstammer med den hér, det hér originalet det skajag ocksa siga,
det & inte nagon kopia utan det &r original taget fran den har mappen
med det har dokumentet d& &r patraffat.

AT: Exklusivt

FL: Javerkligen, sa (00:13:30 ohorbart) det inte nu far da skriver jag en
anmalan pa det, sh med det hér dokumentet dd samma datum till synes
sammatext utan att ha luslast det och det andra dokumentet som slutar
pa WA0012.JPG avser Pegasus Solution dh letter of Employment daterat
03-01-2017 och man pratar om en salary pa 7000 dollar och det
motsvarar ett av de har som &r patréffat hos Alexander. Det man kan
konstatera ocksa &r att den som rér Accountat Advisory som &r skickat
till Elvin har ndgon slags underskrift/signatur langst ner vilket det har
pappersskrivna dokumentet inte har. Vad &r det fér ndgonting du skickar
till Elvin, Alexander?

AT: Jajag vill inte kommentera det just nu.
FL: Vad & det ni diskusiterar pa den har?
AT: Jag vill inte kommentera det just nu.

FL: Jadet finnsju en del detaljer som jag inte orkar fordjupamig i just

12
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nu men det kommer sakert &klagaren att ta senare i det har. Ah bratack.
Och beslaget som det kommer ifran heter 2018-5000-BG106420
punkten 2 det & en av de hér tre plastmapparna utan att vara saker satror
jag att det patréffadesi den har carporten utanfor huset.

Det finns ocksa en WhatsApp chatt mellan dig Alexander och din syster
Lizada man refererar till Adam Smith och Adam Smiths signaturer ja
du kan se den, jag har visat den tidigare ocksa.

AT: Ja

ADV: Den dar kénner jag igen.

FL: Ja, kdnner du igen det Kinora?

ADV:Mm

FL: Janu kan inte jag saga parak arm om det var nagon fil bifogad till
den diskussionen

AT: HOgst upp &r det (00:16:42 ohorbart)

ADV: Ar det en JPG?

FL: Ja

ADV: Mm

FL: Det &r det, vi har gétt igenom det hér tidigarei vart fall, skavi passa?
ADV: Ngj, ng jag barakollar pa (00:16:59 ohorbart)

AT: Ngj jag trodde du skulle séga nagot

FL: Det kan vara dokumentet, nu & inte det, jag far kolla upp det innan
jag lagger i det men kan vara nér fotostaten, som ar den filen som bifogas

ADV: Ja
FL: Jaochja
ADV: Chattat med Elvin om det daja

FL: Mm och sedan finns det ju lite epost som &r uttagen fran Pegasus
eller Hawkhostmailen dah dér Adam Smith bland annat skickar ja

ADV: Du &r lite of6rberedd ser jag?

FL: Jadet, det... Jag lagger fram den

ADV: Vad sadu, Adam Smith skickar vad d&?
FL: Adam Smith &h

13
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ADV: Jag fick inte dela

FL: Adam Smith ngj vi far dela pa den allihopa. Adam Smith pa
pegasuscentral.com skickar 22 mgj, mars

ADV: 2017
FL: 2017 till en person
ADV: Nacira

FL: Jaexakt du skainte behbvaldsajag skaklaraav det §alv & Good
Morning Nacira. I’'m pleased to confirm that my reference letter for our
beloved employee and friend Alexander Tomaszek med personnummer
920324 has reached you, min fréga & egentligen har den nagon koppling
till de har intygen som jag nyss har visat upp?

AT: Ahjag vill inte kommentera det just nu.
FL: Mm
ADV: Skajag laggafram den?

FL: Jadet vore bratack, och sedan skulle jag lagt den hdr innan men och
det & dagen innan 21 mars 2017, ett mail fran Nacira Jose Ambard,
Credicorp Bank till Josephine C eller Josephine@accountantadvice.co.uk
ah

ADV: Sadu frén Josephine?
FL: Ja.. ngj fran Narcia dar personen..
ADV: Narcia

FL: Dér personen bara egentligen skriver: Thank you och dar den hér
Josephine Charleston, som vi ser pa de hér intygen sasom utfardare av
det som ror Accountant Advisory skriver: Good evening | confirm the
authenticity of the attached reference letter for Mr Tomaszek received
per email. Please note we have some issues with our server for in and
outgoing email today. Please confirm you received email sent today 21
of March. Kan visa upp sen, det hor ju helt klart ihop med det andra som
ar refererat strax innan. Det hér ror ju dig Alexander, du namns ju med
namn och vid personnummer, vad handlar det hér om?

AT: Ahjag vill inte kommentera just nu.

AT: Jag vill inte kommentera just nu.
FL: Vad vet du om Accountant Advisory LLP?
AT: Jag vill inte kommenterajust nu.

FL: Och vem & den har Narciai CrediCorp Bank?

14
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AT: Jag vill inte kommentera det just nu.

FL: Har du haft ndgon kontakt eller relation med CrediCorp Bank i
Panama?

AT: Jag vill inte kommentera det just nu.

FL: Mm och sedan har jag lite annat med men det spinner mer in pa det
hér med bankkonto, det behtver vi inte ta upp har for det handlar just om
urkunds...

ADV: Fraga

FL: Ja

ADV: Finnsi, i mailen som ni har fatt, finns det har &h finns det
n&gonting som &r attached?

FL: Det & en brafragajag kan inte svara padet &h i nagot skede sa kan
man ju tro det i och med att de refererar till ndgonting men jag har inget

belagg for det jag séger.

ADV: Ng for jag ser ju att det inte &r det.

FL: Ngj, om vi summerar ihop de hdr punkterna D var ju min instélning
till att du skulle ha begétt urkundsforfalskning pa ett satt som beskrivs
under D.

AT: Jag fornekar brott.

FL: Mm &r det ndgonting du vill ségai dvrigt om den har punkten?

AT: Ng intejust nu.

FL: Ngj och saslutligen &r det en del mot skadegorelsen den &r i stort
sett of orandrad sen tidigare det star 3500 men jag tror att ni har pratat om
det tidigare.

ADV: Mm

FL: Dininstéllning dar?

AT: Jag fornekar brott.

FL: Mm, sAdasen har jag ndgrafrégor kring e-posten...
ADV: Ar det hér sjdva beslagen som ni har tagit med?
FL: Yes

ADV: Okej

FL: Som rér epost som rér gboal exander @gmail.com, ni har fatt ta del
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av det hér ocksa tror jag tidigare va?

AT: Yes(0024:23 ohorbart)

FL: Jaabsolut men jag tror inte att det har stéllts nagra fragor kring det
sadet & darfor, det har & ett PM med framfor allt utskrifter av E-post
och det & grundfragan &r egentligen, det man kan konstatera ar att den
har Alexander da adressen har kontakt med en Jens som svarar pa
atminstone mailet havhéasten.dk-mailadressen och man pratar om resor
till 6nVen

ADV: Vilken sida & vi pa?

FL: Vilken sida som helst som ror E-posten, vi kan tasidan...

ADV: Tar ni bara.. & det har &erskapat fran en annan mail?

FL: Ngj det &r vilket tanker du pa?

AT: Ngj det & sadan déar kontakt e-mail om man har glomt |6senordet.
ADV: Jahaoke jgjasorry.

FL: Jahadu okej du menar pa sidan 2, aterskapande mail ja, nej det har
a mailtrédar det ar darfor de héar strecken tillkommer da som ett svar pa
foregdende, ska se om vi kan hitta slutet pa den har traden, det verkar en
av... ngj det & kanske fleramen om vi tittar pa sidan 37 kanske det
borjar safér vi lasa dérifrén mot sidan ett.

AT: Alltsa baklanges?

FL: Ja

ADV: Qj

FL: Ar det svarlast?

ADV: Ja

AT: Kan du bjudamig pa din basta danska?

FL: Absolut inte.
Skratt

AT: Precis James

ADV: Men vanta alltsa & det har som skall |asas da?
FL: Jamendet &r...

ADV: Den hér enklaraden

AT: Ord, ord
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ADV: Ord for ord
FL: Jaalltsadet blir sd ah
AT: Poes

FL: GBO Alexander pratar om att han &r jétteglad att han skall fafdlja
med ut och fiska, hade téankt mig en resatill Ven palérdag, sondag och
garna en timmes fiske innan du sldpper av mig om det har mgjligt, pa
sidan 36, och sedan |6per det har framét i tid det hér & den attonde april
2014 21:53 s kan vi bléddra framét tills det & mer lasbart

ADV: Vad sadu 10 april 2014?

FL: Mm som exempel bara liksom nagonstans att borja och utga ifran

det & det handlar om att gboalexander, eller Alexander pastdr jag, och
vill &kamed en bat och vill gaav paon Ven och fragan egentligen vad
handlar det har om liksom?

AT: Ng jag vill inte kommentera det just nu.
FL: Vad & det for arende du har till Ven och till Danmark?
AT: Ng jag vill inte kommentera det just nu.

FL: Det pratas pasidan 24 éh den 10 augusti 2014: Hej Jens, Alexander
fran Sverige har skriver gboalexander ar allt bramed dig? Hoppas att du
har haft en skdn sommar, mitt sommarlov borjar ta slut och det & dags
for ett gang Ven resor till innan jag & helt klar med skol projektet, undrar
om du har mgjlighet att eventuellt akatill Ven i morgon om jasammatid
som vanligt antar jag Vad &r det for skolprojekt Alexander du haller pa
med?

AT: Ahjag vill inte kommentera det just nu.

FL: Och sedan svarar Jens pa danska sa kan vi bladdra bakét och mot
sidan ett igen &h. Pasidan 19 sa pratas det om en hemsida som
Alexander vill hjalpatill med for bokning, ingenting du vill kommentera
kring de hér resornatill Ven, vad det handlar om?

AT: Ng intejust nu.

FL: En hypotes &r att det handlar om &h resor for att forain narkotikai
Sverige, har jag fel nér jag har den hypotesen?

AT: Ng jag vill inte kommentera det just nu.

FL: Nej, ni far titta vidare om du vill men det & pa det temat resor till
Ven viabét. Sidan 44 & exempelvis ocksa del av en mailtrad dar man
skriver eventuellt den 30 januari 2015

ADV: Vilken sidasadu?

FL: 44 langst ner skriver gboalexander@gmail.com Hej jag studerar pa
Lunds Universitet Sverige men & nu utbytesstudent och gor ett
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projektarbete thesis pa University of Copenhagen jag har valt att studera
och analysera Ven och dess samhalle under ett antal manader tanken &r
att forsoka besoka Ven cirka 5, 10 ganger under projektets gang, nar jag
anlént ska jag bo dér négon dag och sedan tar jag mig hem pé egen hand,
och det &r till en annan mailadress som &r heter Peter Ollgaard eller
Ollgaard och det & flera mottagare hér. De hér studierna & det
nagonting som du vill prataom?

AT: Jag vill inte kommentera det just nu.

FL: Nej, tack

ADV: Varsagod

FL: Och sedan pratar vi om Carpediem servern bland annat, nu har ju du
fétt ta del av deras dokumentation som &r skrivet egentligen sa att. ..

ADV: Men han, vi har inte gétt igen sjdva servern va?
FL: Jo lite va har vi tittar paden

AT: Hur menar du?

FL: Ah sittningarna tanker du pava?

AT: Jasittningarna har vi gatt igenom

FL: Mm

ADV: Har vi fétt gatt igenom alltsa sjélva servern?
AT: Ja

ADV: Carpediem

AT: Mm

ADV: Ja

FL: Och det har & ocks& nagonting som &r delgivet du kanner kanske
igen fran delgivningsprokoll 1?

AT: Ja

FL: Jag vet ju att vi har ju tittat pa en del filer som &r relaterat till den dar
PM-et 8h som, som rér dh Carpediem-servern, & det nagonting du vill
sagai den delen for jag har egentligen inga fragor det blir lite larvigt och
stélla frégor kring nagonting som anda & punkterat och...

ADV: Hur kom (00:34:20 ohdrbart)

FL: Jadet & ju en del av Fu-materialet

ADV: Det mesta har han redan fait?
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FL: Ja, jadet han har redan fétt
ADV: Det har kénner jag igen
FL: Mm

AT: Ngj jag har ingafrégor.

FL: Nej och sedan om du vill titta mer padet dar datar vi det en annan
gang utanfor det har. Det & tanken att det har skall vara det avslutande
forhoret nu om det inte dyker upp nagonting som vi har totalt missat eller
behover utredas, &r det nagonting du vill siga 6verhuvudtaget kring de
misstankar som for dig mot (00:35:28 ohérbart)?

AT: Ng intejust nu.
FL: Ng intei nagon del?
AT: Nej

FL: Negj, advokaten &r det nagonting som du tycker vi behtver fragaom
for att klarlagga ndgonting eller?

ADV: Ngj
FL: Nagonting som jag har missat idag?

ADV: Ngj det var va det har vi diskuterade innan som skulle gas
igenom delgivning och sedan var det sista ur Carpediem.

FL: Mm
ADV: Sadet var vd ingenting annat

FL: Mm och det dér med Ven resorna det blev lite av en bonus &h jamen
da stanger jag av bandspelaren 13:19

Efter att utskrift skett av forhoret har detta gétts igenom och
felstavningar, ohorbart m.m utifran forhorsinspelningen /JK
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Accounting Advisory, LLP

© Accounting Advisory, LLP
1 Embankment Place
WC2N 6RH
London
United Kingdom
§ (+44) 785 615 7379
& josephine@accountantadvice.co.uk
G2 http://www.accountantadvice.co.uk

Reference letter for Alexander Tomaszek
26th of February, 2017

To whom it may concern,

It is with great pleasure I write this letter of recommendation for Alexander Tomaszek with date
of birth 920324 (24th of March 1992) and personal ID number of 19920324-5213.

Alexander has been working closely with Accounting Advisory, LLP located in London, UK
since the 4th of January, 2016. Alexander has been responsible for everything related to IT and
tech for our company. Alexander have also based on our very specific requirements, designed and
created our website.

Based on the 1 year of experiences we have with Alexander Tomaszek - I have nothing but good
things to say about him as a person or as a professional. He is an very reliable, honest and
professional person with great knowledge within IT and computers.

Sincerely,
Josephine Charleston
Accountant at Accounting Advisory, LLP

Page 1 of 1
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Pegasus Solutions

PEGASUS CONSULTING AND INVESTMENTS LIMITED
Company registration number: 2015048

30/F BANK OF AMERICA TOWER

12 HARCOURT ROAD

CENTRAL

HONG KONG

Phone: +852 6659 8019

Email: staff@pegasuscentral.com

Date: 03-01-2017
Subject: Letter of Employment for Alexander Tomaszek

To whom it might concern,

Employee Name:

Alexander Tomaszek

Personal Number (Swedish):

19920324-5213

Date of Birth:

03-24-1992

Employment Dates:

01-11-2015 until current.

Job Title:

Working remotely as IT-Specialist, web consultant, programmer, web designer and
customer support.

Current Salary:

$7,000.00 (USD) per month excluding bonuses, commission, private agreements and
potential quarterly performance bonus.

I, Adam Smith, hereby confirm that Alexander Tomaszek is an employee of Pegasus
Solutions located in Hong Kong with the above specifications. Alexander Tomaszek
maintains a highly professional and ethical behavior as an employee and have our
utmost respect.

Please feel free to contact us if you need additional information.

Sincerely,
Adam Smith

CEO
adamsmith@pegasuscentral.com
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Pegasus Solutions

PEGASUS CONSULTING AND INVESTMENTS LIMITED
Company registration number: 2015048

30/F BANK OF AMERICA TOWER
12 HARCOURT ROAD

CENTRAL

HONG KONG

Phone: +852 6659 8019
Email: staff@pegasuscentral.com

Date: 02-27-2017
Subject. Letter of Employment for Alexander Tomaszek

To whom it might concern,

Employee Name:

Alexander Tomaszek

Personal Number (Swedish):

19920324-5213

Date of Birth:

03-24-1992

Employment Dates:

01-11-2016 until current.

Job Title:

Working remotely as IT-Specialist, web consultant, programmer and web designer.
Current Salary:

$10,000.00 (USD) per month excluding bonuses, commission, private agreements and
potential quarterly performance bonus.

I, Adam Smith, hearby confirm that Alexander Tomaszek is an employee of Pegasus
Solutions located in Hong Kong with the above specifications. Alexander Tomaszek
maintans a highly professional and ethical behavior as an employee and have our
utmost respect.

Please feel free to contact us if you need additional information.

Sincerely,
Adam Smith

CEO
adamsmith@pegasuscentral.com
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Whatsapp-chatt mellan Alexander (bld) och Elvin (rosa)

2017-03-21 20:07:40 Assa damn kolla detta dokumentet hahaha
2017-03-21 20:07:54 IMG-20170321-WA0011.jpg

2017-03-21 20:07:59 Hahahahhahahahahaahhaha

2017-03-21 20:08:02 Smj

2017-03-21 20:08:36 Hahahha

2017-03-21 20:08:39 Fucking klockrent

2017-03-21 20:08:42 Assa din stansrd

2017-03-21 20:08:45 Din lagstaniva

2017-03-21 20:08:46 Med sant

2017-03-21 20:08:49 E sa fucking hog

2017-03-21 20:08:53 Detta pappret hade san ishhhh osynlig stampel som ba sags
om man kolla mot ljus
2017-03-21 20:08:57 Hahha klockren tur

2017-03-21 20:09:01 Ser overlegit

2017-03-21 20:09:03 Ut

2017-03-21 20:09:06 Hahahhahahahaha

2017-03-21 20:09:07 Stod Royal assa

2017-03-21 20:09:11 Me uk kungakrona

2017-03-21 20:09:13 Bahahahah

2017-03-21 20:09:18 Den turen

2017-03-21 20:09:20 E sick

2017-03-21 20:09:25 Smh

2017-03-21 20:09:27 Vilken niva

2017-03-21 20:09:31 Assa det va random print n copy affar

2017-03-21 20:09:32 Du levererar

2017-03-21 20:09:34 Smfh

2017-03-21 20:09:35 Hahahahahahaha

2017-03-21 20:09:37 Ja

2017-03-21 20:09:38 Grov

2017-03-21 20:09:50 IMG-20170321-WA0012.jpg

2017-03-21 20:09:54 Smh

2017-03-21 20:09:59 Allt svaldes

2017-03-21 20:10:03 Hull o har

2017-03-21 20:10:21 Masta

2017-03-21 20:10:26 Vilken maskiiin

2017-03-21 20:10:45 Lovstern vill bli aten av mig. Pianon vill spelas at mig !
Mashallah

2017-03-21 20:10:55 Lobstern

2017-03-21 20:11:51 Hahahahahahahahaha

2017-03-21 20:11:53 Daaamn

2017-03-21 20:12:04 Hummrarna kriga om vem som skulle fa bli vald

2017-03-21 20:12:08 Min bruuush

2017-03-21 20:12:12 Sa stolt 6ver dig

2017-03-21 20:12:24 Svér assa du ar amnad for stora ting, varlden e din

Avsant
Avsant
Avsant
Avsant

Avsant

Avsant
Avsant
Avsant

Avsant
Avsant
Avsant
Avsant
Avsant

Avsant

Avsant
Avsant
Avsant
Avsiant
Avsant
Avsant
Avsant
Avsant
Avsant
Avsant

Avsant

23



Forhdrsbilagor, 2020-01-21 12:40 diarienr: 5000-K1443168-17

2017-03-21
2017-03-21
2017-03-21
2017-03-21
2017-03-21
2017-03-21
2017-03-21

20:12:29
20:12:33
20:12:36
20:12:43
20:12:45
20:12:51
20:12:55

Redan bevisat

Men fortsatter levererar
One of a kind

Sa fucking stolt

(&)
Hahahahahhahaha
OOLvewes555

Avsant
Avsant
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IMG-20170321-WAO0011.jpg
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IMG-20170321-WAO0012.jpg
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27
Utdrag ur WhatsApp-chat 2017-03-11 mellan Alexander (bld) och Liza (rosa)
Tidpunkt
Datum (UTC+1) Body Direction
2017-03-11 22:59:22 866eb0b2-5e14-49f8-9e03-afe2154bb652.jpg Incoming
2017-03-11 22:59:22 Photoshop <333 hahaha Incoming
2017-03-11 22:59:59 Man ska ha en work referens men blir ju svart utan photoshop hehehehe Incoming
2017-03-11 23:18:30 Ser ju legit ut® Outgoing
2017-03-11 23:18:46 Vad hander om dom emailar den dar Adam Smith?! Outgoing
2017-03-11 23:20:03 Du kanske borde 6va pa nagra Adam Smith signaturer &g, den enda grejen som gives it away lite @&& Outgoing
2017-03-11 23:26:59 Hahahah dete mina mails o doman Incoming
2017-03-11 23:27:25 Sa jag svarar© Haha veeet. Va fett stressad sa va kludda natt bs Incoming
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Re: Confirm reference

From: Adam Smith <adamsmith@pegasuscentral.com>
To: Nacira Jose Ambard <njambard@credicorpbank.com>
Date: Wed, 22 Mar 2017 05:10:24 +0100

Good Morning Nacira!

I am pleased to confirm that my reference letter for our beloved employee
and friend Alexander Tomaszek (79920324-5213) has reached you.

Have a great day

Best regards,

Adam Smith
+852 6659 8019

Nacira Jose Ambard wrote:

Good Morning

Please confirm the attached reference letter of Mr. Alexander
Tomaszek.

Best regards,

_NACIRA AMBARD___

_Oficial de Banca Internacional_
_Sucursal Via Espafia, Panama_
_Apartado postal 0833-0125_

_Telf. 0507-2101111 Ext. 1172_
_Desde Venezuela: 0212-7724735_
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RE: Confirm reference

From: Nacira Jose Ambard <njambard@credicorpbank.com>
To: Josephine C <josephine@accountantadvice.co.uk>
Date: Tue, 21 Mar 2017 21:42:37 +0100

Thank you

----- Mensaje original-----

De: Josephine C [mailto:josephine@accountantadvice.co.uk]
Enviado el: martes, 21 de marzo de 2017 03:37 p.m.

Para: Nacira Jose Ambard

CC: Nacira Jose Ambard

Asunto: RE: Confirm reference

Good evening,

I confirm the authenticity of the attached reference letter for Mr.
Tomaszek received per email.

Please note: We had some issues with our server for in- and outgoing emails today. Please confirm you
received my email sent today 21th of March.

Sincerely,
Josephine Charleston
Accountant & Tax Advisor

29



Domaénen Pegasuscentral.com , 2019-10-25 12:19 diarienr: 5000-K1443168-17

Polisen

Polismyndigheten

Nationella operativa avdelningen
Nationellt IT-Brottscentrum

Pér Landegren

Ang doméanen pegasuscentral.com

PM

Datum

2019-10-25

Diarienr (dberopas)

5000-K1443168-17

Jag har via ett analysverktyg for doméner s6kt pa doménen pegasuscen-
tral.com. Nedan visas historisk whois-information samt av verktyget inhdmtat

hostinginformation.

2014-07-09 registreras doménen pegasuscentral.com. Registrant email, admin
email och tech email anges som jakobrosengren01@gmail.com.

2014-07-09 - {

PM 191025 Ang doméanen.docx

MNewer >

L

@0
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Nationella operativa avdelningen 2019-10-25 5000-K1443168-17

2014-07-10 dndras namn-serverarna fran NS45. DOMAINCONTROL.COM
och NS46. DOMAINCONTROL.COM till NS13. HAWKHOST.COM och
NS14. HAWKHOST.COM.

2014-07-10 - (¢ Newer >

n
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Nationella operativa avdelningen 2019-10-25 5000-K1443168-17

I nedan bild visas vilka [P-adresser doménen har hostas pa. Enligt ARIN.NET
sa dr [P-adreserna 198.252.105.22, 198.252.105.130, 172.96.184.154 tillde-
lade HAWK HOST Inc.

Pér Landegren
Handldggare Teknisk Inhdmtning

32
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Polise

Pegasus Solutions Ltd (Seychellerna)

Organisationsnr 143150

Nationella operativa avdelningen, Utredningsenheten

2020-01-15
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1.1

1.2

1.3

Inledning

Bakgrund

I forunders6kning 5000-K1443168-17 géllande synnerligen grovt
narkotikabrott och grovt penningtvéttsbrott har
forundersokningsledaren begirt att en finansiell utredning skall goras pa
bolaget Pegasus Solutions Ltd.

Syfte

Huvudsyftet med den finansiella utredningen &r att i s stor utstrackning
som mojligt utreda vem som dr dgare av bolaget och vilken verksamhet
och omsittning bolaget haft.

Inhdimtade uppgifter

Foljande information har begérts och inhdmtats;

- Bolagshandlingar som Alexander Tomaszek presenterat for foretag

- Uppgifter om domén under namnet Pegasuscentral.com

- Sokning i Dun & Bradstreets foretagsregister

- Begiran om rittslig hjélp har skickats till Hong Kong for att fa ta del
av bolagshandlingar.

- Begiran om rittslig hjélp har skickats till Seychellerna for att fa ta del
av bolagshandlingar, svar har dock inte erhallits.
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Sammanfattning

Pegasus Solutions Ltd dgs av Alexander Tomaszek och registrerades pa
Seychellerna den 20 mars 2014.

Bolaget forekommer 1 olika sammanhang i utredningen for att bland annat
forklara ursprunget pa Alexander Tomaszeks bitcoin och intyga att han har
ett bolag och en anstéllning.

I utredningsmaterialet forekommer olika uppgifter om vem som é&r
verkstéllande direktor for bolaget. En forteckning 6ver anstéllda i bolaget
har patriffats. Tvd av dessa uppger i forhor att de inte haft med Pegasus
Solutions Ltd att gora.

Bolaget har anvints for att oppna konton hos bitcoinvéxlingsforetagen
Bitfinex och LocalBitcoins. Det kan podngteras att stor del av bitcoinen
som sattes in till foretagskontot hos LocalBitcoins kan hérledas fran
marknadsplatsen Flugsvamp 2.0.

Sex kundfakturor utfirdade av Pegasus Solutions har patriffat som
forklaringar pa ursprunget till pengar som satts in pa Alexander
Tomaszeks privata bankkonto hos ICA Banken (via hans konto hos
bitcoinvixlingsforetaget Bitstamp) samt pa Alexander Tomaszek konto
hos bitcoinvixlingsforetaget Kraken. Det kan poédngteras att betalningarna
for fem av fakturorna kan hirledas fran marknadsplatsen Flugsvamp 2.0.

Alexander Tomaszek har i forhor uppgivit att han skapat hemsidor &t
bland annat restauranger. Han har haft en anstillning hos Hummus i
Lund AB for att skota restaurangens hemsida under 2017 till 2018.

En broschyr for Lunds Cykel som Alexander Tomaszek skickat till
bitcoinvixlingsforetaget Kraken har patriffats. Agaren for Lunds Cykel
har forevisats broschyren och uppger i forhor att han inte kinner till
Alexander Tomaszek eller bolaget. Inga andra hemsidor skapade av
Alexander Tomaszek har pétréffats.

Det har i utredningen inte patraffats ndgra uppgifter om eventuell
omsittning, resultat, &rsredovisning, bokforingsmaterial eller bankkonton
for bolaget. Ej heller har ndgra inbetalningar fran bolagskonton med
referens till 16n, utdelning eller vinst gillande Pegasus Solutions Ltd
pétraffats pd Alexander Tomaszeks kénda privata bankkonton i Sverige,
Hong Kong och Panama.
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Bolagsregistrering

Aklagaren har skickat begiran om rittslig hjilpt till Seychellerna for att fa
ta del av bland annat bolagshandlingar, dgare, verksamhetsbeskrivning,
omsittning och anstillda, dock utan att svar erhallits.

Bolagshandlingar sa som registreringsbevis och dgandebevis for Pegasus
Solutions Ltd har patriffats vid inhdmtning av information om Alexander
Tomaszeks konton hos bitcoinvéxlingsforetag. Ett exemplar av dessa
handlingar finns som Bilaga 1 och Bilaga 2 till rapporten.

Bolaget registrerades pa Seychellerna den 20 mars 2014.
Bolagstyp: internationellt affirsforetag
Aktiekapital: 1 USD

Bolagets adress:
Unit 117, Orion Mall, Palm Street, PO Box 828 Victoria, Mahé,
Seychellerna.

Agent 1 landet:
SFM Ltd
Unit 117, Orion Mall, Palm Street, PO Box 828 Victoria, Mahé,

Seychellerna.

Av bolagshandlingarna framgér att foretaget inte far bedriva verksamhet
pa Seychellerna. (Se Bilaga 2, sida 9, forsta stycket.)

Enligt bolagets hemsida (se nedan under punkten 5.2 Hemsida i rapporten)
finns en adress och telefonnummer till bolaget i Hong Kong. Utredningen
har genom begidran om rittslig hjélp till Hong Kong fatt uppgift om att
bolaget inte finns registrerat i Hong Kong.
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4 Foretriadare och dgare
Bolagets foretrddare och édgare ar enligt bolagshandlingarna f6ljande.

Styrelseledamot Agare och fullmaktsinnehavare
Genevieve Odette Rona Magnan | Alexander Tomaszek

Seychellerna ir kint for att vara ett si kallat offshore land'. De erbjuder en
hogre grad av anonymitet och sekretess. Namn pa aktiedgare och
firmatecknare ldmnas inte in vid registrering av bolag pa Seychellerna, det
finns sdledes inget offentligt register for dessa.

Det kan enkelt forklaras att styrelseledamot endast &r bolagsbildar, utan
nagon egentligt inflytande dver bolaget. Det dr innehavaren av aktierna,
och 1 detta fall innehavare av fullmakt att foretrdda bolaget, som &r den
verkliga dgaren av bolaget.

Enligt bolagshandlingarna framgér att Alexander Tomaszek dr ensam
aktiedgare och den som har fullmakt f6r och kontrollerar bolaget.

! Seychellerna finns med pa OECD:s (Organisation for Economic Co-operation and Development) lista
over foretag som atagit sig att forbéttra insyn och skapa ett effektivt informationsutbyte i skattefrgor.
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5 Domén Pegasuscentral.com

En domén under namnet Pegasuscentral.com registrerades hos det
kanadensiska foretaget Hawk Host 2014-07-09. Doménen ar registrerad
med kundnamn Spendon Presentkort med epostadressen
jakobrosengren01(@gmail.com. Hawk Host har reagerat pa att detta inte &r
ett riktigt kundnamn.

Se dokumenten Ang domcdinen pegasuscentral.com samt Material inhdmtat
fran Hawkhost for ndrmare information om doménen.

5.1 Epostadresser

Foljande e-postadresser har patréffats pd doménen;
staff@pegasuscentral.com
alexander(@pegasuscentral.com
billing@pegasuscentral.com
personal@pegasuscentral.com
adamsmith@pegasuscentral.com

Utredare som haft i uppdrag att ga igenom epostmeddelanden har vid en
oversiktlig genomgéng inte patraffat ndgon kundrelaterad kommunikation
via epost. Det vill sdga ingen kommunikation med ndgon som uppfattats
som kund till Pegasus Solutions Ltd.

5.2 Hemsida

Doménen har haft en hemsida: www.pegasuscentral.com. Hemisdan
sparades ner per 28 november 2017 och en skairmdump 6ver hur den ség
ut presenteras nedan. Frdn och med den 2 februari 2018 var hemsidan
borttagen och det enda som syntes ndr man gick in pd sidan var texten

“certificate”.
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Hemsida www.pegasuscentral.com (2017-11-28)

[FETEeEm BRIy

Pagasts Cintral Is going Bumiigh an upgrade. Expact our sanices 1o ba opasbing as nomal —_——

AFENHHT.

Mew inp doraing wil o Svadoe. Siay

BEST WEB HOSTING WITH BEST SUPPORT.

Fasi saroen, rslities hoshng mat (s i war husiness.

We will send you news and offers twice a month.

ABOUT US
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Forstorningar av text pd hemsidan foljer nedan

30/F., Bank of America Tower, 12 Harcourt Road
Hong Kong

{+852)6659 8019

staff@pegasuscentral.com

MAINTENANCE

323-2017.

New top domains will be available. Stay tuned!

Pegasus Central is going through an upgrade. Expect our services to be operating as normal

ABOUTUS

Pegasus Central offers superior, reliable
and affordable Web Hosting to individuals
and small businesses. Founded in 2010,
Pegasus Ceniral has quickly grown to
become a leader in Performance Web

Hosting, web design and SEOQ.
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6 Bitcoinkonton
Nagra av Alexander Tomaszeks konton hos bitcoinvéxlingsforetag verkar
vara dppnade som foretagskonton, exempelvis det ena kontot hos Bitfinex
(under namnet Pegasuscentral) samt kontot hos LocalBitcoins (under
namnet staff pegasussolutions). Till bada dessa foretag har Alexander
Tomaszek skickat in bolagshandlingar avseende Pegasus Solutions Ltd
samt uppgift om hans dgande i1 detta bolag. De bdda foretagskontona
anvindes endast under en kortare period. Foretagskontot hos Bitfinex
anvindes under september till november 2014 och foretagskontot hos
LocalBitcoins anvéndes endast under november till december 2016. Det
har inte gatt att bakatspara alla transaktioner som satts in till Alexander
Tomaszeks konton hos bitcoinvixlingsforetag. Daremot kan podngteras
stor del av bitcoinen som sattes in till foretagskontot hos LocalBitcoins
kan hérledas fran marknadsplatsen Flugsvamp 2.0. Bedomningen é&r att
stor del av bitcoinen som kommit in pa de tvd ovan ndmna bitcoinkontona
sedan har overforts vidare till andra bitcoinkonton, och sedan vixlats till
USD och overforts till Alexander Tomaszeks privata bankkonton 1
Hong Kong.

Se separata PM Bitfinex Alexander Tomaszek och LocalBitcoins Alexander
Tomaszek for uppgifter kring de aktuella bitcoinkontona.

De kan ndmnas att i dokument WIRES - Alenbalen92.doc som
tillhandahéllits av Bitfinex avseende det ena kontot (under namnet
alenbalen92) framgar att for tio av utbetalningarna fran kontot till
Alexander Tomaszeks bankkonton i Hong Kong har referenserna
PEGASUS, PEGASUSCENTRAL och PEGASUS SOLUTIONS uppgivits
som betalningsmeddelande.
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7 Handlingar patriffade i utredningen

7.1 Registreringsbevis

Bolagshandlingar sa som registreringsbevis och dgandebevis for

Pegasus Solutions Ltd har patréiffats vid inhdmtning av information om
Alexander Tomaszeks konton hos bitcoinvixlingsforetagen LocalBitcoins,
Bitfinex och ANX International. Handlingar mottagna fran LocalBitcoins
finns som Bilaga 1 till rapporten och handlingar mottagna fran Bitfinex
finns som Bilaga 2 till rapporten.

7.2 Agare och anstillda

Bolagshandlingar avseende bland annat forteckning dver dgare och
anstéllda for Pegasus Solutions Ltd har skickats in till
bitcoinvixlingsforetaget Bitfinex for Alexander Tomaszeks konto
Pegasuscentral.

Pé nedan handling finns noterat att Alexander Tomaszek &r verklig
huvudman och styrelseledamot/bolagsbildare &r Genevieve Magnan.
Vidare finns sju anstéllda listade. Tva av personerna listade som anstillda,
Alexander Berglund och Arash Momeni, har férevisat dokumentet 1
forhor. De uppger bada att de inte haft med Peagsus Solutions Ltd att gora
och inte haft nagon vetskap om att deras namn star med som anstillda pa
bolaget.

Det kan @ven noteras att namnet Jakob Rosengren finns med pa listan med
anstédllda. Namnet forekommer dven i den epostadress som registrerade
doménen pegasuscentral.com; jakobrosengren01(@gmail.com, som redan
ndmnts ovan i rapporten.
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7/10/2014

TO:

SUBJECT:

Bitfinex.com
compliance@bitfinex.com

Member register

Alexander Tomaszek
Ultimate Beneficial Owner

Ultimate Beneficial Owner Alexander Tomaszek
Nominee director Genevieve Magnan
Nominee shareholder Genevieve Magnan
Statf Alexander Berglund
Staff Navid Momeni
Staff JTakob Rosengren
Staff Erik Paulsson
Staft Jakob Stahl
Statf Arash Momeni
Staff Joset Andersson
Authorized by:

!"\ |

Kdlla: handling mottagen fran Bitfinex
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Det kan d@ven ndmnas en epostkorrespondens mellan
alexandertom@protonmail.com och adamsmith@pegasuscentral.com som
pétraffats 1 utredningen. Adam skriver under som dgare av

Pegasus Solutions.

Re: Please reply a.s.a.p! Urgent

From: Adam Smith <adamsmith@pegasuscentral.com>
To: Alexander <alexandertom@protonmail.com>
Date: Tue, 14 Mar 2017 06:46:21 +0100

2017-03-13 23:19 skrev Alexander:
> Hey Adam,
>

> How are you? In Panama right now in order to get my permanent

> residency set up. Openin% a bank account is as you know a part of the
> process and | gave a bank called Banistmo my employment ref. from you.
> In order to confirm its authentic they need to get in touch with you

> via email to get a confirmation. They told me they have sent out an

> email but still awaiting your reply. Please confirm A.S.A.P since | am

> in a bit of a hurry.

-

> Will sent the gallery plugin later when | have time. Please tell Joe

> to upload all the logos to our FTP when they r done.

>

> Cheers mate,
>

> Alexander
>

> Sent with ProtonMail [1] Secure Email.
>

>
>

> Links:

p- .

> [1] hitps://protonmail.com

Hola Alex! Or should | call you Alejandro? *Wink*

| am great. Thanks for asking. What about you? How is Panama treatin ya?
Strange. Of course | will help you. However - | have not received any

email from any bank either in my inbox or junk folder. | have no spam

filters active either. Pretty sure they have not sent an email yet or

you gave them the wrong email address. Ask them to try again.

Sounds good. Can you modify the same to work with both @107 and Drupal?

Adam,
Owner of Pegasus Solutions

Kdlla: epostmeddelande fran adamsmith@pegasuscentral.com fran Hawk Host
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7.3 Verkstillande direktér

I utredningen har uppgifter om tre olika namn férekommit som
verkstillande direktor (chief executive officer pa engelska, forkortat CEO)
for Pegasus Solutions Ltd;

Alexander Tomaszek

Adam Smith

Calos Johansson

e Alexander Tomaszek CEO férekommer pa visitkort for
Pegasus Solutions patriffade vid husrannsakan hos Tomaszek.

Kdilla: beslag 2018-5000-BG106420-9

e Adam Smith CEO férekommer som den person som undertecknat
anstédllningsintyg for Alexander Tomaszek. Se nedan under
punkten 7.6 Anstdllningsintyg.

e (arlos Johnsson CEO Pegasus Solutions forekommer 1 en
mejlkorrspondens med Litauens nationella sjukforsékringsfond.
Epostmeddelandena verkar handla om att fa identiteter pa
arbetssokanden styrkta, och det handlar om namnen
Tomas Juodagalvis och Simas Paulikas.
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RE: Verifying asmens kodas from job application

From: Carlos Johnsson <personal@pegasuscentral.com>
To: Inga JeZerkauskaité <inga.jezerkauskaite@vlk.It=
Date: Fri, 10 Apr 2015 10:50:58 +0200

2015-04-10 10:46 skrev Inga JeZerkauskaité:
= Dear Carlos,

=3
= Plaass, find the required information:
=3

= Name/surmname: TOMAS JUODAGALVIS
> Date of birth: 1992-05-15

-

=3

> Best ards,

> Inga JeZerkauskaité

-

-

= Chief Specialist of the International Affairs Department

= Lithuanian Mational Health Insurance Fund under the MoH
> Phone +3705 236 4156

= E-mail: inga.jezerkauskaite@vik.It

VMVVY VYWY

= -—{)rlgI:aI Meassage-—-

= From: Carlos Johnsson [mailto:personali@pegasuscentral.com)
= Sent: Friday, April 10, 2015 11:31 AM

> To: Inga JeZerkauskaite

= Subject: RE: Verifying asmens kodas from job application

=g

= 2015-01-21 08:48 skrev Inga JeZerkauskaité:
=> Dear Carlos,

-

=> Pleasa, find the required information under the personal
== jdentification

== number:

-

=> Name/surname: Simas Paulikas

== Date of birth: 1991-03-24

-

e

>> Best regards,

== Inga JeZerkauskaité

-

== Chief Specialist of the International Affairs Department Lithuanian

=> National Health Insurance Fund under the MoH Phone +370 5 236 4156
== E-mail: inga.jezerkauskaite@vik.it

b

=

»> ——(iriginal Messa

== From: Carlos Johnsson [mailto:personal@pegasuscentral.com)]
=>> Sent: Wednesday, January 21, 2015 9:19 AM

== To: viki@vlk.It

»>> Subject: Verifying asmens kodas from job application

-

== Hi,

-
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=> We spoke a few minutes ago over the phone. | would like to have the
== following "asmens kodas" verified in order to establish his real

== [dentity:

>> 39103240048

b=

=> Please reply with his full name and date of birth as agreed so | can
== confirm if any problem oceur.

e

== Appreciate your help a lot. Have a great dayl

e

e e

=> Best regards,

=> Carlos Johnsson

=» CEQ, Pegasus Solutions Ltd

=
=

=
= Hi Inga,
=

= | hope you are well. We have another job application who needs his
> identification established before any employment contract can be

= ﬂgn&d.
= Would be great if you could help us out just as smoothly as last time.
=

= Asmens kodas:
> 39205150125

>

= Please reply with his full name and date of birth so | can confirm if
= any problem ocour.

=

= Thanks in advancs.

j=_pe—

= Best ards,

= Carlos Johnsson

= CEQ, Pegasus Solutions Ltd

Hi,
You are great Inga. Thanks a lot for your cooperation when needed.
Hope you have a wonderful weekend!

Best regards,
Carlos Johnsson
GEO, Pegasus Solutions Ltd

Kdilla:

epostmeddelande fran personal@pegasuscentral.com fran Hawk Host
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7.4 Fakturor

I utredningen har péatriffats sex kundfakturor utfirdade av

Pegasus Solutions. En faktura har Alexander Tomaszek skickat till sin
privata bank, ICA Banken, med forklaringen att detta avser en faktura
utstélld till en kund som betalat i1 bitcoin. Fem fakturor har Alexander
Tomaszek skickat till bitcoinvixlingsforetaget Kraken med forklaring att
detta avsag fakturor utstéllda till kunder som betalat i bitcoin.

Sammanstillning 6ver péatraffade fakturor fran Pegasus Solutions.

Namn Mailadress Faktura(or) | Skickats till

Joseph Gustavo jos.gus0801@yahoo.es #237, #3296 | ICA Banken (#237), Kraken (#3296)
Rafael Luego luegorafael1970@yahoo.es #3144 Kraken

Mathilda Lindstrém | mathildalindstroem45@gmail.com | #3162 Kraken

Martin Sorgas martino.metalhead@gmail.com #3170 Kraken

Angelica Limset anglimsdesign@gmail.com #3199 Kraken

Detaljerad beskrivning av respektive faktura aterfinns i dokument
Fakturor Pegasus Solutions.

Det kan podngteras att inbetalningarna till fem av dessa sex fakturor, det
vill sdga bitcoinen, kan hérledas fran marknadsplatsen Flugsvamp 2.0.
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7.5 Lunds Cykel broschyr

Alexander Tomaszek skickade i maj 2016 en broschyr for Lunds Cykel i
ett epostmeddelande till bitcoinvéxlingsforetaget Kraken som svar pa vad
hans verksamhet innefattar. Kontaktuppgifterna innehéller Alexanders
namn och epostadressen staffl@peagsuscentral.com. Agaren for Lunds
Cykel har forevisats broschyren och uppger i1 forhor att han inte kénns vid
broschyren, att han inte kénner till Pegasuscentral eller Alexander
Tomaszek, samt att han inte har anlitat ndgon for att optimera hans
webbsida 1 Google sokningar eller pa annat sett optimera hans hemsida.

HEMSIDA

1 ICE J

Det Ainns en mangd fardelar for et faretag att Annas pd
internet Intermet &r dppet 24 timmar om dagen, 7 dagar
i weckan, Infommation om era tjanster, produkier och
faretager ran saledes nds var som helst nar som helst,
av vem som helst pa dygnet

Férr | oden amdande man den tryckia upplagan av Gula
Sidorna for att hicia stans bagen, restaurang, cylelalfar,
tandlakare eller cyhelverkstad  Idag vander man sig
direke Ul intemer Sokmotorer som Google Faroor
QIR DG higlper den potentiella kunden att hitta &0

Darefter Ran de ta del av er informatbicn, Har man inte
g hemsida pd internst som foreag, 58 gar man med
stgrsia sannelikher misie om mycket fersaljining

En webbplats har blivit ett wiktigt verkiyg Ffor att locka
nya kunder och behdlla de redan befintliga informerade
om vad ditt faretag gor, Det handlar inte bara om att
ditt firetag behover en hemsida, utan att dira Runder
fdrvantar sig ait ditt faretag haren

iy oyke| atra miisasgrian

hatti b inpettichmt v 2
C fabvmased faw v il Db pil ikasned finns defindid

T —

Ovansidende visar de vl vanligasie soRtermema av
intressenter pa Google innehaliandes Lunds Cykel,

PROBLEMET

lstaller for s hina information am era oppetlider 55
finner man era konkurrenters som har en hemsida pa
internet, Dch ni farlorar potentizlla kunder_  [se siaga )

IKONTAKTA

FARTA Topp 3 | sOkreoultaten fr 855 av bezokama E':!:K.E;ndﬂ;;?masieli Eeul
Finme du inte dar, & existerar inte dirr faretag och de all 5ta __rpEga_u_-Cer‘l FRLEe
Rilickar pd era horhurrentens: Telefon +46738793570

Kdlla: epostmeddelande fran alexxander- (@hotmail.com till support@kraken.com.

Vidare kan ndmnas att Alexander Tomaszek i flera forhor (2018-09-27,
2019-01-29) samt i ett brev till Alexander Berglund (beslag 2019-5000-
BG52583) uppgivit att han gjort hemsidor at bland annat restauranger.
Forutom en hemsida for Hummus Bar i Lund AB (dir Alexander
Tomaszek varit anstilld, se nedan under punkten 7.8 Ovriga handlingar),
har inga uppgifter om 6vriga hemsidor skapade av Alexander Tomaszek
patriffats i utredningsmaterialet.
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7.6

Anstillningsintyg

Tva exemplar av anstéllningsintyg for Alexander Tomaszek utférdat av
Pegasus Solutions har patraffats 1 utredningen. I intygen har olika
anstéllningsdatum och 16ner uppgivits for Alexander Tomaszek.

I anstdllningsintyg nr 1, daterat 2017-02-27, har uppgivits att
anstéllningsdatum var 2016-01-11 och att I6nen uppgick till 10 000 USD
(motsvarande ca 90 000 SEK) per méanad. I anstillningsintyg nr 2, daterat
2017-03-01, har uppgivits att anstéllningsdatum var 2015-01-11 och att
l6nen uppgick till 7 000 USD (motsvarande ca 63 000 SEK) per manad.

1. Anstillningsintyg daterat 2017-02-27

Pegasus Solutions
PEGASUS CONSULTING AND INVESTMENTS LIMITED
Company registration number: 2015048

30VF BANK OF AMERICA TOWER
12 HARCOURT ROAD

CENTRAL

HONG KONG

Phene: +852 6659 8019

Email: staff@pegasuscentral.com

Date: 02-27-2017
Subject; Letter of Employment for Alexander Tomaszek

To whom it might concern,

Employee Name:

Alexander Tomaszek

Personal Number (Swedish):

19920324-5213

Date of Birth:

03-24-1992

Employment Dates:

01-11-2016 until current.

Job Title:

Working remotely as |IT-Specialist, web consultant, programmer and web designer.
Current Salary:

$10,000.00 (USD) per month excluding bonuses, commission, private agreements and
potential quarterly performance bonus.

1, Adam Smith, hearby confirm that Alexander Tomaszek is an employee of Pegasus
Solutions located in Hong Kong with the above specifications. Alexander Tomaszek
maintans a highly professional and ethical behavior as an employee and have our
utmost respect.

Please feel free to contact us if you need additional information,

Sincerely,
Adam Smith

AS

CEO
adamsmith@pegasuscentral.com

Kdlla: dokument patrdffade vid husrannsakan pa Rudeboksviigen 213
(beslag 2018-5000BG106420-2)



Rapport Pegasus Solutions Ltd , 2020-01-17 08:11 diarienr: 5000-K1443168-17

Polisen RAPPORT

Uppréttad av
Carina Bystrom

Datum Diarienr

2020-01-15 5000-K1443168-17

Saknr

Sida
20 (29)

Version

01.00

52

2. Anstiéllningsintyg daterat 2017-03-01

Pegasus Solutions
PEGASUS CONSULTING AND INVESTMENTS LIMITED
Company registration number: 2015048

30F BANK OF AMERICA TOWER

12 HARCOURT ROAD

CENTRAL

HOMNG KONG

Phone: +B52 6659 8019

Emall: staff@pegasuscentral.com

Date: 03-01-2017
Subject: Letter of Employment for Alexander Tomaszek

To whom it might concern,

Employee Name:

Alexander Tomaszek

Personal Number (Swedish):

19920324-5213

Date of Birth:

03-24-1992

Employment Dates:

01-11-2015 until current.

Job Title:

Working remotely as IT-Specialist, web consultant, programmer, web designer and
customer support.

Current Salary:

$7,000.00 (USD) per month excluding bonuses, commission, private agreements and
potential quarterly performance bonus.

I, Adam Smith, hereby confirm that Alexander Tomaszek is an employee of Pegasus
Solutions located in Hong Kong with the above specifications. Alexander Tomaszek
maintains a highly professional and ethical behavior as an employee and have our
utmost respect.

Please feel free to contact us if you need additional information.

Sincerely,
Adam Smith

CEO
adamsmith@pegasuscentral.com

Kdlla: dokument patrdffade vid husrannsakan pa Rudeboksviigen 213
(beslag 2018-5000BG106420-2)
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Forstoring av underskriften pa anstillningsintyg nr 1.

Sincerely,
Adam Smith

AS

CEO

adamsmith@pegasuscentral.com

Det ena anstédllningsintyget dr undertecknat av Adam Smith, verkstéllande
direktor, med epostadress adamsmith@pegasuscentral.com.

Forstoring av brevhuvudet pé anstillningsintyg nr 1

Pegasus Solutions

PEGASUS CONSULTING AND INVESTMENTS LIMITED
Company registration number: 2015048

30F BANK OF AMERICA TOWER
12 HARCOURT ROAD

CENTRAL

HONG KONG

Phone: +B52 6659 BO19

Email: staff@pegasuscentral com

Anstillningsintygen dr utfirdade av Pegasus Solutions, men det star dven
ett annat bolagsnamn under, Pegasus Consulting and Investments Limited
med organisationsnummer 2015048. Se punkten 8 Olika varianter av
bolagets namn nedan i rapporten for ytterligare information om detta
bolag.

Telefonnummer angivet for Pegasus Solutions (+852 6659 8019) har dven
patréffats i andra sammanhang i utredningen. Bland annat uppgav
Alexander Tomaszek det telefonnumret ndr han 6ppnade konto hos

Bank of China i Hong Kong. Samma telefonnummer star dven pa
Alexander Tomaszeks visitkort, se ovan under punkten

7.3 Verkstdllande direktor.
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Datum
2017-03-11

2017-03-11
2017-03-11
2017-03-11

2017-03-11

2017-03-11
2017-03-11
2017-03-11
2017-03-11
2017-03-11

2017-03-11
2017-03-11
2017-03-11
2017-03-12

I Whatsappkonversation mellan Alexander Tomaszek och Liza Tomaszek
2017-03-11 skickar Alexander ett foto till Liza med ett anstdllningsintyg.

(Alexander &r bla, Liza dr rosa)

Klockslag (UTC + 0)
21:44:48

21:44:53
21:57:17
21:58:37

21:59:11

21:59:20
21:59:55
22:18:31
22:18:47
22:20:04

22:26:56
22:27:21
22:27:26
21:34:35

Meddelanden
Hur gar det med papprens etc?

Papprena*
Hahahaa dedar va min férra utsikt. Hahah sa kaxi e jag nt&©

Det gar framat §30 ] men de e sjukt stranga har me att fa ppna bankkonto (vilket e
krav for att man ens ska fa perm. visum) Utan att man har visum /panana ID.

Men far svar av en bank pa mandag
IMG-20170310-WA0015.jpg

Photoshop <333 hahaha
Man ska ha en work referens men blir ju svart utan photoshop hehehehe

Ser ju legit ut®
Vad hander om dom emailar den dar Adam Smith?!

Du kanske borde 6va pa nagra Adam Smith signaturer &, den enda grejen som gives it

away lite GG &

Hahahah det e mina mails o doman

S4 jag svarar© Haha veeet. Va fett stressad sa va kludda natt bs
Ba**

21242

Kdilla: telefon Samsung S8 i beslag 5000-BG100277-43
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I Whatsappkonversation mellan Alexander Tomaszek och Elvin Sababi
2017-03-10 skickar Alexander ett foto till Elvin med ett anstillningsintyg
tillsammans med texten “E jag full av skit”.

Datum Klockslag (UTC+0) Status Bilaga #1 Bilaga #1 - Uppgifter
2017-03-10 20:01:27 Avsant IMG- E jag full av skit
20170310-  https://mmi326.whatsapp.net/d/evMQjCdCY2ar8fw0JcJC

x1jDBh8/AraRS4WogFpGczaADRvWrLg251TOO-
9iI9XtNmUOcriwd.enc

WAO0015.jpg

Kdlla: telefon Samsung S8 i beslag 5000-BG100277-43
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7.7 Referensbrey

Ett referensbrev har patréiffats vid husrannsakan hos Alexander Tomaszek.

Brevet dr fran Ninette Shoffer (dgare av Hummus Bar), daterat
2017-03-01 och beskriver att Alexander Tomaszek dr anstélld hos ett
konsultfoéretag i Hong Kong vid namn Pegasus Solutions sedan 2015.

Kadlla: dokument i beslag 2018-5000-BG106420-2
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7.8 Ovriga handlingar

Nedan presenteras ytterligare handlingar som pétraffats i
utredningsmaterialet dir referenser till bolaget forekommer. Det avser
epostmeddelanden som patréiffats 1 information fran Microsoft.

I ett epostmeddelande till frdn alexxander- (@hotmail.com till
bitcoinvéxlingsforetaget Kraken 1 maj 2016 beskriver avsédndaren att
verksamheten innefattar hemsidor, sékmotoroptimering och it-konsult.

Fran: Alexander b [mailto: alexxander-_@hotmail.com]
Skickat: den 6 maj 2016 00:59

Till: Kraken Support

Amne: RE: Kraken Support: PayCash Withdrawals

Hi,

Luckily | did just see this... Well its really for my company but | havent had time at all to get a company verification and all
that so | sent it straight to my personal bank account instead.

Will send an invoice later. It's basically homepages, SEQ, IT-consulting. Old investments and savings. Been a long time client
with Bitfinex but swapped to you guys since you introduced Ether.

Will one invoice do...? No time for this really. Hope it will get processed as soon as possible. Have a bank meeting in a few
days.... Really bad timing for this kind of requests. | have been verified for a long time...

Question: If Its a delay included in this (last time it took around 6 days in total which is what | planned for this time aswell).
How long does it take for you to cancel the withdrawal so | can continue with another exchange if needed?

Regards,
Alexander

Kdlla: epostmeddelande fran alexxander- (@hotmail.com
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I ett epostmeddelande till fran alexxander- (@hotmail.com till
bitcoinvéxlingsforetaget Kraken i maj 2016 svarar avsédndaren pa Krakens
fragor hur foretaget kommer i kontakt med sina kunder. Det omndmns
dven att vissa tjanster gor de sjdlva medan andra outsourcas till Kina och

Indien.
Frin: Alexander b
Till: Eraken Supoort
Arende: RE: [Kraien Support] Re: PayCash Wethdrawals
Diaturm: den & maj 2006 12:77:16
Hi

Thanks for your reply Robert.

1) It depends. Will this do as proof for this time, | would like to continue with the

withdrawsl If not then plesse cancel,

2) we call by phone, send brochures (with pros and cons to have a website + benefits with

SEC), email and go face to face. We are & big team around the world. Some of our services
we do ourselves, the rest we outsource to Ching, India etc.

Cuestion:

if this will not do as proof and we go ahead with a cancel. [s it possible to get a refund of
the fee's we paid when exchanging? Because this feels kind of weird. | have already
verified my account to tier 3. | am not going to go far and call it & scam but it is not right in
my book. Hope it is possible.

Please get in touch as fast as you can since we are short of time already.

Regards,
Alexander

From: support@kraken.com

Date: Fri, 5 May 2016 06:21:05 -0400

Subject: [Kraken Support] Re: PayCash Withdrawals
To: alexxander-_@hotmail .com

Raobert (Kraken Support)

Hi Alexander,

Thanks for the invoices and invoice addresses. | have 2 quick questions:
1) Do you still want the pending (frozen) withdrawal canceled, i.e. are
these invoices only for future withdrawals?

2) Is there any information on Pegasus Solutions out in the web - if | am
a prospective client, how do | find you?

Thanks for answering these!

Robert

kraken Client Engagement

Kdlla: epostmeddelande fran alexxander- (@hotmail.com
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I ett epostmeddelande till fran alexxander- (@hotmail.com till
bitcoinvixlingsforetaget Kraken i maj 2016 som innehaller fakturor
utfirdade av Pegasus Solutions skriver avsdndaren dven att Hummus Bar
ar en av bolagets kunder.

Det kan i sammanhanget ndmnas att Alexander Tomaszek var anstélld hos
Hummus i Lund AB for att skota restaurangens hemsida under perioden
juni 2017 till juli 2018. For detta erh6ll han en ménadslon om 11 000 kr
efter skatt.

From: alexxander-_@hotmail.com

To: support@kraken.com

Subject: RE: [Kraken Support] Re: PayCash Withdrawals
Date: Fri, 6 May 2016 03:38:20 +0200

Hi,

Hopefully the sweet number 5 will do. See attached invoices. Managed to get a signed message for all invoice addresses which can be confirmed manually here:
www.coinig.com or via the links provided below.

Invoice address: 1FQagCWjQ2Au33iuVjmBgl WifCVAWjCP7T

Message: Invoice3144

Signature: HOXZOh6fHGRMdcoD314E6QH7DTv2ORx8YLZ+hddxH67IRzBDvC3GMWR7Mm{PxFZhc0ZBPB1YMsoQng)mNf/Qjkd=

Link: http://www.coinig.com/?adr=1FQagqCWjQ2Au33iuVim8gL WifCVAw|CP7T&msg=Invoice31448sig=HOXZOh6fHGRMdcoD314E6QH7DTv2QRxBVLZ %
2Bh44xH67IRzBDVC3GMWRIMmfPxFZhc0ZBPB1YMsoQnalmNf%2FQjk4%3D

Invoice address: 1GvKN4CVBuWLeIENDkmvUP9bNbsGmHWndp

Message: Invoice3162

Signature: IFbjnOv7zSvIWZ cdvBXZ COru+ePWw1gCMWGFy5N7+GxzAeq8Bmdcwas) lymdlhpHbrZc3QFKLTSRkgkphwl DQ4=

Link: http://www.coinig.com/?adr=1GvKNACYBuWLe3ENDkmvUPIbNbsGmHWndp&msg=Invoice3162 &sig=IFbjnOv7zSvIWZ cdv8XZ CIru%s2BePWwlg CMWGFySNT%
2BGxzheq8Bmdcwas) lymdlhpHbrZc3QFKLTSRkgkphwlD1Q4%3D+

Invoice address: 14yqUnabGi3FvPQuC1ZizSeTRojdxU4)S3

Message: Invoice3170

Signature: IGgQWEbOgggxmu+UXRgehWTTy10oymOIHIUQZ SmR2tauTA20wqQNhJwBN8ApBbMdftitSFnEs7PIxIntlFjfdOvE=
Link: http://www.coinig.com/?adr=14ygUnabGi3FvPQvC17izSeTRojdxU4J53&msg=Invoice3170&sig=1GagWEbO gggxmus
2BUXRgehWTTy100oymOIHIUQZSmR2tauTA2 OwgQNhwBN8ApBbMdftitSFnEs7PlxIntIFifd0WV8%30+

Invoice address: INrKrGnAJozTyDMxgxGABGWTsRTUATALF3

Message: Invoice3199

Signature: 10y3co2d03043fmmsh/rG1hPOCvz5Wp3aHIxWFLWRrrcZfI3BoSk/Hn2ok8um 13rI8k0wVb5vPpyxtdl2yBGHOM=

Link: http://www.coinig.com/?adr=1NrKrGnAlozTyDMxgxGABEVTsRTUATLF3&msg=Invoice3199&sig=10y3c02d03043fmmsh%
2FrG1hPOCvz5Wp3aH9xWFLWRrrcZfl3Bo5k%2FHn2ok8um 13rI8kOwVb5vPpyxt412yBGHOM %30

Gave me quite some headache to request and get this! Hopefully it's worth it. See previous support ticket from 2014 regarding corporate verification for Pegasus
Solutions. Didn't fulfill it but we did send in some of the required documents at least. Kind of show that we've been into bitcoin for quite some time.

Had one of our clients FTP login details laying here. It's a few months old, but guess it is better than nothing. Added a quick htm|-file:
http://www.hummusbar.se/kraveri.html Please tell me once you've viewed it. Doesn't look good if they see it hehe.

Other sources is also, but not limited to, investments, savings, fee's, other services we provide as a team and solo etc... Hopefully this will do. We can continue like this
forever but the proof is the same.

Best regards,
Alexander Tomaszek

Kdlla: epostmeddelande fran alexxander- (@hotmail.com
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8 Olika varianter av foretagets namn

Det har i utredningen péatriffats olika namnvarianter pa Pegasus
Solutions Ltd. Det har skett granskning av dessa for att ta reda pa om
Alexander Tomaszek har dgande eller kopplingar till ytterligare foretag.

8.1 Pegasus Central

P& hemsidan www.pegasuscentral.com férekom féretagsnamnet

Pegasus Central.

Sokning 1 Dun & Bradstreets foretagsregister (per 2018-07-04) ger ingen
traff pa att det ska finnas nagot féretag under namnet Pegasus Central i
Hong Kong.

8.2 Pegasus Consulting and Investments Ltd

I utredningen har en referens till bolaget Pegasus Consulting and
Investments Ltd patraffats pa ett anstéllningsavtal for Alexander
Tomaszek.

Anstillningsavtalets brevhuvud innehaller Pegasus Solutions, men dven
Pegasus Consulting and Investments Ltd med organisations nr 2015048.
Foretagshandlingar registrerade hos bolagsverket i Hong Kong samt
handlingar fran bolagets dgare har mottagits genom begéran om réttslig
hjilp till Hong Kong. Alla handlingar finns som sidomaterial till
utredningen. Registringsbevis och brev fran dgaren finns som Bilaga 3 till
rapporten.

Bolaget dr bildat 2013 och ensam dgare &r Roberto Santos Cuena
(medborgare i Filippinerna).

Bolagets adress dr 3/F., Shun Feng International Centre, 182 Queen’s

Road East, Hong Kong.
Foretagsnamn Organisations nr | Land Bildat Agare
Pegasus Consulting 2015048 Hong Kong | 2013-12-19 | Roberto Santos Cuenca
and Investments Ltd

Enligt ett brev daterat 30 augusti 2019 till myndigheterna i Hong Kong
skriver Roberto Santos Cuena att foretaget erbjuder konsulttjénster till ett
fatal kunder och inte har nagra anstillda. (Se Bilaga 3, sida 2.)

Utredningen har inte pétraffat ndgon koppling mellan Pegasus Consulting
and Investments Ltd och Alexander Tomaszek.
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9 Bilagor

Bilaga 1 — Bolagshandlingar avseende Pegasus Solutions Ltd fran
LocalBitcoins

Bilaga 2 — Bolagshandlingar avseende Pegasus Solutions Ltd fran Bitfinex

Bilaga 3 — Bolagshandlingar avseende Pegasus Consulting and
Investments Ltd frdn Hong Kong
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Bilaga 1 Bolagshandlingar avseende Pegasus Solutions Ltd fran LocalBitcoins

Bolagshandlingar s& som registreringsbevis och dgandebevis for Pegasus Solutions Ltd
har patriaffats vid inhdmtning av information om Alexander Tomaszeks konto
staff pegasussolutions hos LocalBitcoins. Dessa handlingar presenteras nedan.
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IBC Registration No. 143150
GENERAL POWER OF ATTORNEY

TO ALL TO WHOM THESE PRESENTS SHALL COME, Pegasus Solutions Ltd, a Company
incorporated under the International Business Companies (Amendment) Act, 2009 and having its
registered office at Unit 117, Orion Mall, Palm Street, Victoria, Mahé, Seychelles (hereinafier
referred to as the "Grantor") SENDS GREETINGS:

AND WHEREAS the Grantor is desirous of appointing ALEXANDER TOMASZEK of
Rudeboksviigen 213, 226 55 Lund, Sweden - Passport No:86602793 - DOB: 24.03.1992 - ISSUED
ON: 19.08.2013 - EXPIRES ON: 19.08.2018 (hereinafter called the "Attorney") as the true and
lawful Attorney with full power and authority to do and execute all acts, deeds and things as
hereinafter mentioned in the name of and on behalf of the Grantor and subject to the provisions of
the International Business Companies (Amendment) Act, 2009:

1. The Company is carrying on the business of an International Business Company more
particularly detailed in the main objects clause of the Memorandum of the company.

2. In order to facilitate the business to be carried on smoothly, the Company hereby appoints
ALEXANDER TOMASZEK of Rudeboksvdgen 213, 226 55 Lund, Sweden - Passport
No:86602793 - DOB: 24.03.1992 - ISSUED ON: 19.08.2013 - EXPIRES ON: 19.08.2018 as its
constituted attorney with full power and authority to do and execute all acts, deeds and things as
hereinafter mentioned in the name of and on behalf of the Company and subject to the provisions
of the International Business Companies (Amendment) Act, 2009.

NOW KNOW YOU ALL AND THESE PRESENTS WITNESS that the Company does hereby
appoint, constitute and nominate ALEXANDER TOMASZEK of Rudeboksvigen 213, 226 55
Lund, Sweden - Passport No:86602793 - DOB: 24.03.1992 - ISSUED ON: 19.08.2013 - EXPIRES
ON: 19.08.2018 as true and lawful attorney or agent of the Company with full powers and
authority to do and execute all acts, deeds and things as hereinafter mentioned on behalf of and for
the Grantor as follows:

1. To manage the affairs of the Grantor efficiently and faithfully and in a manner conducive
to the interest of the Grantor.

2. To open one or more accounts for the Grantor with one or more Banks as may be
approved by and to such an extent and with such limits and restrictions as may be
stipulated by the Directors from time to time by a resolution of the Board or Committee of
the Board of Directors of the Company and to operate the same for and on behalf of the
Grantor by drawing, accepting, endorsing, negotiating, releasing, paying or satisfying any
promissory notes, bills of exchange, cheques, drafts or orders for payment of moneys and
delivery of securities, goods, or effects or other negotiable instruments documents which
may be deemed necessary or proper in respect of the business of the Grantor.

3. To sign any deed or document or other paper required to be executed by or in favour of the
Grantor including a Deed of Conveyance or a Deed of Mortgage, hypothecation or pledge
or a lease ora leave or licence agreement or any other document required to be executed
by the Grantor or to adopt, use, attest the affixing of the Common Seal of the Grantor.

4. To buy and sell or otherwise negotiate, deal, invest or transact in any lawful market or
property or other items (including, without limitation, stocks and shares, options, swaps,
derivatives, eurrency, bonds, property, unit trusts, etc) for and on behalf of the Grantor,
and for such purpose to engage or otherwise use in the name of the Grantor the services of
any banks or fund manager or other financial institutions or professional advisors as the
Attorney shall think fit, and to agree and execute all or any forms and/or contracts and/or
other documents as the Attorney shall deem appropriate in the performance of any such

matters and powers.

Pegasus Solutions Ltd
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5. To negotiate and agree any credit line or other financial facilities or accommodation with
any bank, fund manager, stockbrokers or other financial institution as the Attorney may
deem necessary or proper in relation to the Grantor’s lawful business and affairs, and in
connection with such purpose to mortgage, charge, pledge, grant a lien or otherwise
encumber all or any of the Grantor’s assets from time to time as the Attorney shall deem
appropriate and to negotiate, agree and execute all or any forms and/or contracts and/or
other documents.

6. To accept any moneys on fixed deposit according to the schemes made by the Grantor for
accepting fixed deposits and to issue and sign fixed deposits receipts in the form
prescribed by the Grantor.

7. To adjust, settle, compromise or submit to arbitration any accounts or debts owing to the
Company or claims or demands by the Company or any disputes concerning any such
accounts, debts, claims or demands which may hereafter arise between the Company and
any person(s).

8. To appoint agents or dealers for sale of the products of the Grantor on terms and
conditions prescribed by the Grantor and to sign necessary letters or agreements for such

’ appointments.

9. To commence and prosecute any suit or other legal action or proceedings in relation the
business of the grantor and for recovery of any moneys, good or other properties of the
Company or establishing a right related to the business of the grantor and to defend any
suit or legal proceedings against the Grantor by any person or other company, and for that
purpose to sign, affirm, or declare plaints, statements of defence, petitions, affidavits and
other papers as may be require to be done and to appoint any advocate or solicitor for that
purpose.

10. And generally to do all acts and things incidental to the powers hereinabove mentioned
and all other acts and things necessary for carrying on the business of the Grantor to such

an extent and with such limits and restrictions as may be stipulated by the directors from
time to time by a resolution of the Board or Committee of the Grantor.

The Grantor hereby agrees, and in the absence of fraud or gross misconduct indemnify the
‘ Attorney in relation to lawful acts undertaken by the Attorney by virtue of this Power of Attorney.

This Power of Attorney shall be valid from 20" March 2014 until 19" March 2015.

IN WITNESS WHEREOF, the Grantor has pursuant to a resolution of the Board of

Directors of the Company passed at its meeting held on 20" March 2014

The Grantor has duly executed this document as a DEED on 20" March 2014,

FOR AND ON BEHALF OF THE GRANTOR

Pegasus Solutions Ltd, GRANTOR
Acting by its Director:

Name of Director:

Pegasus Solutions Ltd
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NOMINEE DIRECTOR SERVICES AGREEMENT

THIS AGREEMENT is made the 20" March 2014

BETWEEN

GENEVIEVE ODETTE RONA MAGNAN of North East Point , Mahe, Seychelles (hereinafter
called “the nominee™) of the first part

AND

ALEXANDER TOMASZEK of Rudeboksviigen 213,226 55 Lund, Sweden (hereinafter called
“the owner™) of the second part

The director, HEREBY DECLARE AND UNDERTAKE:

That whereas I being appointed as a Director of Pegasus Solutions Ltd, which has its
registered office at Unit 117, Orion Mall, Palm Street, PO Box 828, Victoria, Mahé,
Seychelles ('the Company'), my appointment is solely as nominee for and on behalf of the

Owner.

I shall exercise my power as Director in such manner and for such purposes as the Owner or
the Owner’s duly authorised representative may from time to time lawfully direct or agree to

in writing.

Iwill not transact, manage, carry on or do anything relating to the Company, or sign, enter into
or make any agreements relating to the Company, except as the Owner or the Owner’s duly
authorised representative may from time to time lawfully direct or agree to in writing,

I shall promptly when called to do so by the Owner or the Owner’s duly authorised
representative may, resign as Director of the Company.

I accept my appointment/s o the Company strictly on the basis that:

Any asset introduced to the Company has been/will be lawfully introduced and is
not/ shall not be derived from or related to money laundering, drug trafficking,
terrorism or any other unlawful purpose or activity (“Prohibited Purposes);

The Company will not be engaged or involved in any Prohibited Purposes;

No instructions given to me will require or involve any unlawful act or omission:
and the Owner will keep me informed of the nature of the business transacted by
the Company; and on request and as may be required at law the Owner will
provide updated information on his identity and/or address and/or relating to the
financial position of the Company;

I shall not in any circumstances be liable to the Owner for any loss or damage to
the Owner, the Company or any other person arising out of the use of the
Company by the Owner or any other person;

The Owner shall at all times indemnify me from and against all actions, suits,
proceedings, claims, expenses (including all legal costs on a full indemnity basis)
and liabilities whatsoever which may arise or occur or be taken or commenced,
made or sought from or against you in connection with the Company, save for any
fraudulent or grossly negligent act or omission on my part.

Pegasus Solutions Ltd 6\6:
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The owner, HEREBY DECLARE AND UNDERTAKE:

That the Company will not be engaged in any of the following activities; money laundering,
receiving the proceeds of drug trafficking, receiving the proceeds of criminal activities,
funding terrorist activities or any other illegal activity, and will not use the Company in any
manner whatsoever that may damage the good reputation of the Company and/or its
representatives (Director).

o At all times hereafter I shall fully and effectually indemnify and keep the director indemnified
from and against all actions, proceedings, claims or demands of any nature whatsoever which
may be made against the director directly or indirectly by reason of her acting as Director of
the Company or by reason of any act, deed, matter of thing done or omitted to be done by the
director in the capacity of Director and fo pay all liabilities, costs and expenses which the
directors may become liable for or may incur in connection with any such actions,
proceedings, claims or demands.

I shall pay or cause to be paid to the director in advance an annual fee of such sum as
to be agreed upon from time to time.

I shall not give to the director or any of hisfits directors or officers instructions or
directions which are unlawful under the Laws of Seychelles or any other place having
jurisdiction over the Company or applicable in the place where such instructions are to
be performed.

g I undertake to inform the director of any event or change in circumstances which may
affect his position as my Nominee Director.

I undertake to ratify and confirm whatever the director may do or purport to do or may
have done in the performance of its powers and duties as my Nominee Director.

The director may revoke the nomination and cease providing any services at any time
by giving me notice in writing at the address last known to the director and such notice
shall take effect immediately.

Upon receiving the notice, I shall at once seek another person to replace the director as
a Director of the Company. If I fail to do so within 7 days of the notice, the director is
at liberty to disclose my name and address to the government departments as the
contacting person responsible for the Company.

The undertakings and obligations on my part herein contained shall be binding on my
executors, administrators and successors in title.

It is further agreed herewith, that the Director has no direct or beneficial interest in the
Company.

Pegasus Solutions Ltd ' C@
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MADE IN TWO ORIGINALS AND IN WITNESS WHEREOF the parties hereto have hereunto

set their hands the day and year first above written.
EXECUTED as a DEED by

Name: GENEVIEVE ODETTE RONA MAGNAN
Address: North East Point , Mahe, Seychelles

Position: Dim
i\

Signature =-e=--t=-"=}--

Name: ALEXANDER TOMASZEK

Address: Rudeboksviigen 213, 226 55 Lund, Sweden
Position: Owner

Wan

Signature

Pegasus Solutions Ltd

Witness Name: A\ﬂ'ﬂ‘“(h JC u

Address:,’_n‘l) C\‘:}\mw\s-l-—l' i ﬁn_i-\“f_x S C/{V—k
Position: b 5;.0—-5_5?} r__,{ ST b A

& e

Witness Name: MICHAL TOMASZEK

Signature

Address: Rudeboksvigen 213, 226 55 Lund, Sweden
Position:

Signature
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NOMINEE SHAREHOLDER SERVICES AGREEMENT

THIS AGREEMENT is made the 20™ March 2014
BETWEEN

GENEVIEVE ODETTE RONA MAGNAN of North East Point , Mahe, Seychelles (hereinafter
called “the nominee™ of the first part

AND

ALEXANDER TOMASZEK of Rudeboksvigen 213, 226 55 Lund, Sweden (hereinafter
called “the owner™) of the second part

The nominee, HEREBY DECLARE AND UNDERTAKE:

That I being the holder of 1 (one) issued ordinary share of US$1 (the “Share”) in Pegasus
Solutions Ltd, which has its registered office at Unit 117, Orion Mall, Palm Street, PO Box
828, Victoria, Mahé, Seychelles (the “Company”), and the Share is registered and held in my
name as nominee for and trustee of the Owner absolutely and all dividends and interests
accrued upon the same or any of them is held and shall be held on behalf of the owner and the
nominee agrees to transfer pay and deal with the said share and the dividends and interest
payable in respect of the same in such manner as the beneficial owner shall from time to time
direct.

[ 'will at the request of the owner attend all meetings of members or otherwise which he shall
be entitled to attend by virtue of being the registered holder of the share or any of them and
will vote at every such meeting in such manner as the owner shall have previously directed in
writing and further will if so required by the owner execute all proxies or other documents
which shall be necessary or proper to enable the owner or his nominees to vote at any such
meeting in the place of the nominee.

1 will not transfer, deal or otherwise dispose of the Share, except as the Owner may from time
to time direct in writing subject to such directions being lawful in Seychelles or any other
countries in which the Company is conducting business activities or any other place having
jurisdiction over the Company or where such directions are to be carried out. Instructions shall
be given by the owner or any persons properly authorised by the owner to the nominee in
writing with the signature of the owner who undertakes to ratify all steps taken by nominee in
execution of his instructions.

I shall promptly when called to do so by the Owner, transfer our interest in the Share to the
Owner or as the Owner may lawfully direct.

I have handed you a share transfer form executed by me in blank in respect of the above

holding. You are at liberty at any time to complete and deliver the said share transfer form in
favour of and to such person or persons as you may think fit.

Pegasus Solutions Ltd Cm
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The owner, HEREBY DECLARE AND UNDERTAKE:

That the Company will not be engaged in any of the following activities; money laundering,
receiving the proceeds of drug trafficking, receiving the proceeds of eriminal activities,
funding terrorist activities or any other illegal activity, and will not use the Company in any
manner whatsoever that may damage the good reputation of the Company andfor its
representatives (shareholder).

At all times hereafter I shall fully and effectually indemnify and keep the shareholder
indemnified from and against all actions, proceedings, claims or demands of any nature
whatsoever which may be made against the shareholder directly or indirectly by reason of her
acting as shareholder of the Company or by reason of any act, deed, matter of thing done or
omitted to be done by the shareholder in the capacity of shareholder and to pay all liabilities,
costs and expenses which the shareholder may become liable for or may incur in connection
with any such actions, proceedings, claims or demands.

To give any information which will be requested by the nominee.

To free and relieve the nominee of, from and against all liabilities not attributed to the
nominee’s negligence or wilful breach of duty and shall reimburse the nominee all cost and
expenses incurred in connection with or arising out of this nominee agreement.

I shall pay or cause to be paid to the nominee in advance an annual fee of such sum as
to be agreed upon from time to time.

I undertake to inform the shareholder of any event or change in circumstances which
may affect his position as my Nominee Shareholder.

1 undertake to ratify and confirm whatever the shareholder may do or purport to do or
may have done in the performance of its powers and duties as my Nominee
Shareholder.

The shareholder may revoke the nomination and cease providing any services at any
time by giving me notice in writing at the address last known to the shareholder and
such notice shall take effect immediately.

Upon receiving the notice, I shall at once seek another person to replace the
shareholder as a shareholder of the Company. If I fail to do so within 7 days of the
notice, the shareholder is at liberty to disclose my name and address to the government
departments as the contacting person responsible for the Company.

The undertakings and obligations on my part herein contained shall be binding on my
executors, administrators and successors in title.

It is further agreed herewith, that the shareholder has no direct or beneficial interest in the

Company.

This Agreement shall be construed and governed in accordance with the laws of the Republic of
Seychelles, and the courts of Seychelles shall have sole and exclusive jurisdiction to determine any
dispute and other matters arising out of this agreement in relation thereto.

Pegasus Solutions Ltd %
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MADE IN TWO ORIGINALS AND IN WITNESS WHEREQF the parties hereto have hereunto
set their hands the day and year first above written.

EXECUTED as a DEED by Q @\_‘_
Witness Name: A A C/&

Name: GENEVIEVE ODETTE RONA MAGNAN

Address: North East Point , Mahe, Seychelles Address:/, _, CQ\&%——QSAQ"_‘ %Wiﬁ
==

Position: Shargholder - Position: "l o Ce

Iz

Signature \ Signature @n A

Name: ALEXANDER TOMASZEK Witness Name: MICHAL TOMASZEK

Address: Rudeboksviigen 213, 226 55 Lund, Sweden  Address: Rudeboksviigen 213, 226 55 Lund, Sweden
Position: Owner Position:

?\‘\l ? oy A
Signature ) e

Pegasus Solutions Ltd
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Incorporated in Seychelles
Under the International Business Companies (Amendment) Act, 2009

Share Certificate number 1

Pegasus Solutions Ltd

IBC Registration No— 143150

This certificate records that the shareholder is registered in the Company’s Register of
Members as the holder of the following ordinary shares:

Name of Shareholder: GENEVIEVE ODETTE RONA MAGNAN of North East
Point , Mahe, Seychelles

Nominal Value of each share: US$1
Number of shares to which this certificate entitles the shareholder: 1

Total Nominal Value of Shares to which this certificate entitles the shareholder: US$1

Executed by the Company acting by:

Signature of Director

Date 20 March 2014

No transfer of any of the Shares comprised in this certificate will be registered unless the transfer and this certificate are
lodged at the Company's Registered Office at Unit 117, Orion Mall, Palm Street, Victoria, Mahe, Se ychelles

I certify that this is a trug copy of the original

Pegasus Solutions Ltd
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Pegasus Solutions Ltd (the “Company™)

An International Business Company incorporated in Seychelles

Full Name of Director/Shareholder: GENEVIEVE ODETTE RONA MAGNAN

Address of Director / Shareholder: North East Point , Mahe, Seychelles

Passport No:  N0060779

I consent to act as Director and to be a shareholder of the company and certify that | am not
disqualified from being appointed or holding office as a director and shareholder of a company in

accordance with the International Business Companies (Amendment) Act, 2009,

Dated this 20" March 2014

GENEVIEVE ODETTE RONA MAGNAN
Director / Shareholder:
Pegasus Solutions Ltd

Pegasus Solutions Ltd
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DIRECTOR’S RESOLUTION WITHOUT A MEETING

WRITTEN CONSENT TO ACTION WITHOUT A MEETING OF THE DIRECTOR OF
Pegasus Solutions Ltd (the “Company”) dated this 20" March 2014

BACKGROUND:

A. The Company is a company incorporated as an International Business Company
Under the Laws of Seychelles.

B. The director considers that it is in the best business interest of the Company to
adopt and approve the draft General Power of Attorney (“the Power of Attorney™)
by the Company in favour of ALEXANDER TOMASZEK (“the Attorney”)
authorising and empowering the Attorney to do and/or all lawful acts or other
things (“the Agreement”) for and on behalf of the Company in accordance with the
terms and conditions in the Power of Attorney, copy of which has been produced
to and reviewed by the Director.

RESOLUTIONS:
APPROVAL OF THE POWER OF ATTORNEY

RESOLVED that, execution of the Power of Attorney and Agreement would be each for the
purposes of carrying on the Company’s business and for the commercial benefit of and in the best
interests of the Company.

RESOLVED that, the Power of Attorney shall be and hereby is approved; and GENEVIEVE
ODETTE RONA MAGNAN being the Director of the Company, shall be and hereby are
authorised to sign and execute the Power of Attorney for and on behalf of the Company.

RESOLVED that, the Agreement (if any) negotiated and made by the Attorney pursuant to, and
subject to the limits set by, the Power of Attorney, shall be approved by the Company; and the
Attorney shall be and hereby is authorised to sign and execute for and on behalf of the Company:
(a) the Agreement in such form as may be approved by Attorney; and (b) any other agreements,
documents or forms required in connection with the execution of and performance under the

Agreement.

The Sole Director, by signing this consent, with notice of the time, place and purpose of
the meeting of the Sole Director and agrees to the transaction of the business of the
meeting by unanimous written consent of the director in lieu of such meeting.

Pegasus Solutions Ltd
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Bilaga 2 Bolagshandlingar avseende Pegasus Solutions Ltd fran Bitfinex

Bolagshandlingar s& som registreringsbevis och dgandebevis for Pegasus Solutions Ltd
har patriaffats vid inhdmtning av information om Alexander Tomaszeks konto
Pegasuscentral hos Bitfinex. Dessa handlingar presenteras nedan.
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TO: Bitfinex.com
compliance@bitfinex.com

SUBJECT:  Structure control for Pegasus Solutions Ltd
Director: Genevieve Magnan (Nominee)

Shareholder: Genevieve Magnan (Nominee)
Beneficial Owner: Alexander Tomaszek

Authorized by:

?-\ | - & \

Alexander Tomaszek
Ultimate Beneficial Owner

7/10/2014

76



Rapport Pegasus Solutions Ltd , 2020-01-17 08:11 diarienr: 5000-K1443168-17

7/9/2014
TO: Bitfinex.com
compliance@bitfinex.com
SUBJECT: Authorized Signers for user "pegasuscentral” on Bitfinex.com

The following personnel are authorized to approve, deposit, withdraw and exchange the electronic funds
(USD, BITCOIN, LITECOIN) for the Pegasus Solutions Ltd, corporation no. 143150.

Alexander Tomaszek
Passport no. 86602793

Print Name Signature

:\.\ i y i \

Il‘\\}-J ( Q--—" ’—/n‘h} !?...f""- T :
pegasuscentral@gmail.com 0728765338
Authorized by:

N st

\ s \

¢

Alexander Tomaszek
Ultimate Beneficial Owner
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TO: Bitfinex.com
compliance@bitfinex.com

SUBJECT: Member register

Ultimate Beneficial Owner Alexander Tomaszek
Nominee director Genevieve Magnan
Nominee shareholder Genevieve Magnan
Staff Alexander Berglund
Staff Navid Momeni
Staff Jakob Rosengren
Staff Erik Paulsson

Staff Jakob Stahl

Staff Arash Momeni
Staff Josef Andersson
Authorized by:

Alexander Tomaszek
Ultimate Beneficial Owner

7/10/2014
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7/10/2014

TO: Bitfinex.com
compliance@bitfinex.com

SUBJECT: Company bank statement for Pegasus Solutions Ltd * Agreement with Adam Clarke,
Compliance Department *

Corporate bank account will be set up in Hong Kong within 2-3 weeks.
Until then, we would like to have the company verified to speed up the process.

Authorized by:

?-\ | - & \

Alexander Tomaszek
Ultimate Beneficial Owner
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IBC registration no: 143150

SEYCHELLES

THE INTERNATIONAL BUSINESS COMPANIES (AMENDMENT) ACT, 2009

MEMORANDUM
AND
ARTICLES
OF ASSOCIATION

Pegasus Solutions Ltd

FINANCIAL SERVICES AUTHORITY
REPUBLIC OF SEYCHELLES

70 MAR 2014

BOX 991, VICTORIA, MAHE
SEYCHELLES

Date of Incorporation: 20 March 2014
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FINANCIAL SERVICES AUTHORITY
REPUBLIC OF SEYCHELLES

20 MAR 2014

MEMORANDUM OF ASSOCIATION

Pegasus Solutions Ltd
(the “Company”)
BOX 991, VIGTORIA, MAHE
SEYCHELLES

1. DEFINITIONS AND INTERPRETATIONS

In this Memorandum of Association and the annexed Articles of Association, if not inconsistent with the
subject or context, the words and expressions shall mean:

the “Act” means the International Business Companies (Amendment) Act, 2009;

. the or these “Articles” means the attached Articles of Association of the Company;
“authorized capital” means the sum of the aggregate par value of all shares which the Company is
authorized by its Memorandum to issue plus the amount, if any, stated in its Memorandum as
authorized capital to be represented by shares without par value which the Company is authorized

to issue;

“capital” means the sum of the aggregate par value of all outstanding shares with par value of the
Company and shares with par value held by the Company as treasury shares plus —

(i) The aggregate of the amounts designated as capital of all outstanding shares without par
value of the Company and shares without par value held by the Company as treasure
shares; and

(ii) The amounts as are from time to time transferred from surplus to capital by a resolution of
the directors;

“Share” means a share issued or to be issued by the Company;

“Companies Act” means the Companies Act, 1972 of Seychelles or any other similar law which
replaces the Companies Act, 1972;

“Member” means a person registered as a member in the Share Register;
the or this “Memorandum”™ means this Memorandum of Association of the Company;

“Person” means any individual, corporation, trust, the estate of deceased individuals, foundation,
partnership or firm;

“Resolution of Directors” means either:

(i) A resolution approved at a meeting of the directors of the Company by affirmative vote of
a simple majority of the directors present who voted and did not abstain; or

(ii) A resolution consented to in writing by an absolute majority the directors;

“Resolution of Members” means either:

(i) A resolution approved at a meeting of members of the Company by affirmative vote of a
simple majority of the members present who voted and did not abstained; or

(ii) A resolution consented to in writing by a simple majority of the members entitled to vote;

*Seal” means any seal which has been duly adopted as the common seal of the Company;

“Securities” means Shares and debt obligations of every kind of the Company, and including
without limitation options, warrants and rights to acquire shares or debt obligations;
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“Treasury Share” means a Share that was previously issued but was repurchased, redeemed or
otherwise acquired by the Company and not cancelled; and

“written” includes information made, sent or stored by electronic, digital or other means, including
electronic mail, telegram, telex or fax, and “in writing” shall be construed accordingly.

In the Memorandum and the Articles, unless the context otherwise requires words in the singular shall
include the plural and vice versa, words denoting any one gender shall include all genders, and references to
persons shall include corporations and any other legal entities and vice versa;

2. NAME

The name of the Company is Pegasus Solutions Ltd.

3. REGISTERED OFFICE

The Registered Office of the Company is situated at the offices of SFM LTD of Unit 117, Orion Mall, Palm
Street, P.O. Box 828, Victoria, Mahé, Seychelles or such other places within Seychelles as the directors may
from time to time determine.

4. REGISTERED AGENT

The Registered Agent of the Company is SFM LTD of Unit 117, Orion Mall, Palm Street, P.O. Box 828,
Victoria, Mahé, Seychelles or such other places in Seychelles or such other company entitled to act as
registered agent as the Company may from time to time determine

5. OBJECTS AND POWERS
The objects for which the Company is established are:

(i) To engage in any business or businesses whatsoever or in any act or activity which are not
prohibited under the law for the time being in force in Seychelles;

(i) To borrow or raise money by the issue of debentures, debenture stock (perpetual or
terminable, bonds, mortgages, or any other securities founded or based upon or all any of
the assets or property of the Company or without any such security and upon such terms as
to priority or otherwise that the Company shall think fit;

(iii) To buy, sell, morigage, lease, mangge, build, develop, possess and generally deal in real
properties; to buy, sell, underwrite, invest in, exchange or otherwise acquire, and to hold,
manage, develop, deal with and turn to account any bonds, debentures, shares (whether
fully paid or not), stocks, options, commodities, futures, forward contracts, notes, or

securities of all types, precious metals, gems, works of art, and other articles of value;

(iv) To do all such other things as are incidental to or the Company may think conducive to the
conduct or achievement of the above objects

Page 3 of 16
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6. EXCLUSIONS

The Company may not: 9
(i) carry on business in Seychelles;
(ii) own an interest in immovable property situated in Seychelles, or a lease of immovable

property situated in Seychelles, otherwise than holding a lease of property for use as an
office from which to communicate with members or where books and records of the
Company are prepared or maintained;

(iii) carry on banking business as defined in the Financial Institutions Act 2004;

(iv) carry on business as an insurance or reinsurance company;

(v) carry on international corporate services, international trustee services or foundation
services as defined in the International Corporate Service Providers Act, 2003,

For the purposes of clause 6(i) above and the Act, the Company shall not be treated as carrying on
business in Seychelles by reason only that:

(i) it makes or maintains deposits with a person carrying on business within Seychelles;

(i) it makes or maintains professional contact with counsels and attorneys, accountants,
bookkeepers, trust companies, investment advisers or other similar persons carting on .,
business within Seychelles;

(iii) it prepares or maintains its books and records within Seychelles;

(iv) it holds, within Seychelles, meetings of its directors or Members;

(V) it holds a lease of property for use as an office from which to communicate with Members
or where books and records of the company are prepared or maintained;

(vi) it holds shares, debt obligations or other securities in a company incorporated under the
Act or under the Companies Act 1972;

(vii) it holds bonds, treasury bills or other securities issued by the Government of Seychelles or
the Central Bank of Seychelles;

(viii)  shares, debt obligations or other securities in the Company are owned by any person
resident in Seychelles or by any company incorporated under the Act or under the
Companies Act 1972;

(ix) it owns or manages a vessel registered in Seychelles under the Merchant Shipping Act,
1992; or it owns or manages an aircraft registered in Seychelles under the Seychelles Civil
Aviation Authority Act, 2005; or

(x) it operates as a mutual fund under the Mutual Fund and Hedge Fund Act, 2008.

7. COMPANY LIMITED BY SHARES

The Company is a company limited by shares. The liability of the Members of the Company is limited.

8. SHARE CAPITAL
CURRENCY

The Shares shall be issued in the currency of the United States of America.
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9. AUTHORISED CAPITAL

The authorised share capital of the Cémpany is US$100,000 divided into 100,000 Shares with a par value o;'
US$1.00 each.

J 10. CLASSES AND DIVISION OF SHARES

The Shares shall be divided into such number of classes and series as the directors shall by resolution to
amend this Memorandum of Association from time to time determine.

The directors shall by Resolution of Directors have the power to issue any class or series of shares that the
Company is authorised to issue in its capital, original or increased, with or subject to any designations,
powers, preferences, rights, qualifications, limitations and restrictions.

11. REGISTERED SHARES ONLY

The Company may only issue registered shares in the Company. The Company is prohibited from issuing
bearer shares; converting registered shares to bearer shares; and exchanging registered shares for bearer
shares.

12. AMENDMENT OF MEMORANDUM AND ARTICLES OF ASSOCIATION

The Company may amend its Memorandum of Association of Articles of Association by a resolution of
members or by a resolution of directors

Pege 5 of 16
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We the undersigned Subscriber, hereby subscribes our name to this Memorandum of Association

11

SFM LTD of Unit 117, Orion Mall, Palm Street, P.O. Box 828, Victoria, Mahé, Seychelles

Signed for and on behalf of
SFM LTD
By Authorised Signatory

Dated this 20™ March 2014

WITNESS to the above signature:

; Witness name: Sheryl Lajoie
Occupation: Corporate and Banking Executive
Address: Pte Larue, Mahe, Seychelles.

FINANCIAL SERVICES AUTHORITY
REPUBLIC OF SEYCHELLES

20 MAR 2014

BOX 891, VICTORIA, MAHE
SEYCHELLES
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1.

a)

b)

a)

b)

d)

e)

1
SRR

FINANCIAL SERVICES AUTHORITY
ARTICLES OF ASSOCIATION REPUBLIC OF SEYCHELLES

20MAR 204 12

Pegasus Solutions Ltd
(the *Company”)

‘ BOX 991, VICTORIA, MAHE
SEYCHELLES

REGISTERED SHARES

The company shall issue to every member holding registered shares in the Company a share
certificate signed by the director (s) or officer (s) of the Company, specifying the Number of Shares
held and the par value thereof, provided that in respect of a share or shares held jointly by several
persons, the Company shall not be bound to issue more than one certificate, and delivery of a
certificate for a share to one of several joint holders shall be sufficient delivery to all.

If a certificate is worn out or lost, it may be renewed on production of the worn-out certificate, or
on satisfactory proof of its loss together with such indemnity as may be required by the directors.
Any Member receiving a Share certificate shall indemnify and hold the Company and its officers
harmless from any loss or liability which it or they may incur by reason of wrongful or fraudulent
use or representation made by any person by virtue of the possession of thereof.

The company shall maintain a register of members containing the details of the registered member
for service of any notice, information or written statement required to be given to member.

SHARES

Subject t the provisions of these Articles, the unissued share of the company shall be at the disposal
of the directors who may, without limiting or affecting any rights previously conferred on the
holders of any existing shares or class or series of shares, offer, allot, grant options over, or
otherwise dispose of the unissued shares to such persons at such times and upon such terms and
conditions as the Company may determine by resolution of directors.

The Company may purchase, redeem or otherwise acquire and hold its own shares, subject to the
provisions of this Act.

If at any time the share capital is divided into different classes of shares, the rights attached to any
class (unless otherwise provided by the terms of issue of the shares of that class) may, whether or
not the Company is being wound up, be varied by resolution of the Directors or with the consent in
writing of the holders of not less than three-fourths of the issued shares of that class and holders of
not less than three-fourths of the issued shares of any other class of shares which may be affected
by such variation.

The rights conferred upon the holders of the shares of any class issued with preferred or other rights
shall not, unless otherwise expressly provided by the terms of issue of the shares of that class, be
deemed to be varied by the creation or issue of further shares ranking pari passu therewith.

Treasury shares may be disposed of by the Company on such terms and conditions (not inconsistent
with the Memorandum and Articles) as the Company may by resolution of directors determine.

No purchase, redemption or other acquisition of treasury shares shall be made unless the directors
determine that immediately after the purchase, redemption or other acquisition:

i) The company will be able to satisfy its liabilities as they become due in the
ordinary course of business; and
ii) The realizable value of the Company’s assets will not be less than the sum of its

total liabilities, other than deferred taxes, as shown in the books of account, and
its issued and outstanding capital.
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a)

b)

a)

b)

¢)

a)

b)

c)

d)

e)

g

h)

TRANSFER OF SHARES

Registered Shares in the Company may be transferred by a written instrument signed by t:jz
transferor and containing the name and address of the transferee. In absence of such wri 3
instrument of transfer the director accept such evidence in such manner or form they shall consider
appropriate.

The Company shall not be required to treat a transferee of a registered share as a member until the
transferee’s name has been entered in share register.

TRANSMISSION OF SHARES

The executor or administrator, the guardian or trustee as the case may be of a deceased member,
incompetent member or bankrupt member shall be the only person recognized by the Company as
having any title to his share, but they shall not be entitled to exercise any rights as a member of the
Company until they have proceeded as set forth in the next two paragraphs.

Any Person becoming entitled by operation of Jaw or otherwise to a Share or Shares in consequence
of the death, incompetence or bankruptcy of any Member may be registered as a Member upon
such evidence being produced as may be required by the directors. An application by any such
person to be registered as a Member for all purposes shall be deemed to be a transfer of Shares of
the deceased, incompetent or bankrupt Member and the directors shall treat it as such.

Any Person who has become entitled to a Share or Shares in consequence of the death,
incompetence or bankruptcy of any Member may, instead of being registered himself, request in
writing that some person to be named by him be registered as a transferee of such Share or Shares
and such request shall likewise be treated as if it were a transfer.

MEETINGS OF MEMBERS

The directors may convene meetings of the Members of the Company at such times and in such
manner and places as the directors consider necessary or desirable.

The directors shall convene a meeting of Members upon the written request of Members entitled to
exercise fifty percent or more of the voting rights in respect of the matter for which the meeting is
requested.

At least seven days’ notice, specifying the place, the day and the time of the meeting and the
general nature of the business to be conducted shall be given by the directors to such persons whose
names, on the date the notice is given, appear as Members in the Share Register.

A meeting of the Members shall be deemed to have been validly held, notwithstanding that it is
held in contravention of the requirement to give notice in clause 5S¢, if notice of the meeting is
waived by ninety percent of the votes of all Members having a right to attend and vote at the
meeting.

The inadvertent failure of the directors to give notice of a meeting to a Member, or the fact that a
Member has not received the notice, does not invalidate the meeting.

No business shall be transacted at any meeting unless a quorum of Members is present at the time
when the meeting proceeds to business. A quorum shall be constituted if, at the commencement of
the meeting, there are present in person or by proxy not less than fifty percent of the holders of the
Shares or class or series of Shares entitled to vote on Resolutions of Members to be considered at
the meeting. If within half an hour from the time appointed for the meeting a quorum is not present,
the meeting shall be dissolved.

A Member shall be deemed to be present at a meeting of Members if he participates by telephone or
other electronic means and all Members participating in the meeting are able to hear each other,

At every meeting the Chairman of the Board of Directors shall preside as chairman of the meeting.
If there is no Chairman of the Board of Directors or he is not present at the meeting, the Members
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5)

t)

a)

a)

b)

<)

d)

€)

Any corporation or other form of corporate legal entity which is a Member of the Company may by
resolution of it directors or other governing body authorise such person as it thinks fit to act as its
representative at any meeting of the Members or of any class of Members of the Company, and the
person so authorised shall be entitled to exercise the same powers on behalf of the corporagio
which he represents as that corporation could exercise if it were an individual Member o
Company.

Each Member shall have the right, at any meeting of Members, whether on a show of hands or on a
poll and whether present in person or by proxy, to one vote for every voting Share of which he is
the holder.

WRITTEN CONSENT RESOLUTION OF MEMBERS

An action that may be taken by the Members at a meeting may also be taken by a Resolution of
Members consented to in writing, without the need for any notice, but if any Resolution of
Members is adopted otherwise than by the unanimous written consent of all Members, a copy of
such resolution shall forthwith be sent to all Members not consenting to such resolution. The
consent may be in the form of counterparts, each counterpart being signed by one or more
Members, If the consent is in one or more counterparts, and the counterparts bear different dates,
then the resolution shall take effect on the earliest date upon which Persons holding a sufficient
number of votes of Shares to constitute a Resolution of Members have consented to the resolution
by signed counterparts.

DIRECTORS

The minimum number of directors of the Company shall be one and the maximum number shall
be twenty.

The first directors shall be elected by the subscriber(s) to the Memorandum. Thereafter, any director
shall be elected by the Members or the directors for such term as the Members or the directors may
determine. A director shall hold office until his successor shall take office or until his earlier death,
resignation or removal.

Every vacancy in the board of directors may be filled by a Resolution of the Members or of the
director (if there is only one) or of a majority of the remaining directors as applicable.

A director is not required to hold Shares as a qualification of holding office as a director of the
Company.

A director by writing under his hand deposited at the Registered Office of the Company may from
time to time appoint another director or any other person to be his alternate. Every such alternate
shall be entitled to be given notice of meetings of the directors and to attend and vote as a director
at any such meeting at which the director appointing him is not personally present and generally at
such meeting to have and exercise all the powers, rights, duties and authorities of the director
appointing him. Every such alternate shall be deemed to be an officer of the Company and shall not
be deemed to be an agent of the director appointing him. A director by writing under his hand
deposited at the Registered Office of the Company may at any time revoke the appointment of an
alternate appointed by him. If a director shall die or cease to hold the office of director, the
appointment of his alternate shall thereupon cease and terminate.

The office of director shall be vacated if the director:

(i) is removed from office by a resolution of Members or by a resolution of directors, or
(ii) becomes bankrupt or makes any arrangement or composition with his creditors generally,
or

(iii) becomes of unsound mind, or of such infirm health as to be incapable of managing his
affairs, or

(iv) resigns his office by notice in writing to the Comp'any‘
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g)

h)

i)

a)

b)

c)

d)

€)

g

No director shall be disqualified from his office as director of the Company from contracting with
the Company per se, either as vendor, purchaser or otherwise, and no agreement or transaction
between the Company and any one or more of its directors or any person in which any director has
a financial interest or to whom any director is related or associated, including as a director of that
other person, is void or voidable for such reasons only or by reason only that the director is present
at the meeting that approves the agreement or transaction or that the vote or consent of the director
is counted for that purpose, provided that the material facts of the interest of each director in the
agreement or transaction and his interest in or relationship to the other party to the agreement of
transaction are disclosed in good faith or is known by the other directors.

A director who has an interest in any particular business to be considered at a meeting may be
counted for the purposes of determining whether there is a quorum and such director may also vote
on any such matter or business regardless of his interest therein.

The Company shall keep a register of directors (“Register of Directors”) containing:
(i) the names and addresses of the persons who are directors of the Company;

(ii) the date on which each person whose name is entered in the register was appointed as a
director of the Company;

(iii) the date on which each person named as a director ceased to be a director of the Company;
and

(iv) such other information as may be prescribed by the Act.

The Register of Directors may be kept in any such form as the directors may approve, but if it is in
magnetic, electronic or other data storage form, the Company must be able to produce legible
evidence of its contents. Until a Resolution of Directors determining otherwise is passed, the
magnetic, electronic or other data storage shall be the original register of directors.

POWERS OF DIRECTORS

The business and affairs of the Company shall be managed by directors of the Company. The
directors shall pay all expenses incurred preliminary to and in connection with the incorporation of
the Company and may exercise all such powers of the Company as are not by the Act or by the
Memorandum or the Articles required to be exercised by the Members.

Every director of the Company shall exercise his powers for a proper purpose and shall not act or
agree to the Company acting in a manner that contravenes the Memorandum, the Articles or the
Act. Each director, in exercising his powers or performing his duties, shall act honestly and in good
faith with a view to the best interests of the Company.

If the Company is the wholly owned subsidiary of a holding company, a director of the Company
may, when exercising powers or performing duties as a director, act in a manner which he believes
is in the best interests of the holding company even though it may not be in the best interests of the
Company.

Any director which is a body corporate may appoint any individual as its duly authorised
representative for the purpose of representing it at meetings of the directors, with respect to the
signing of consents or otherwise.

The continuing directors may act notwithstanding any vacancy in their body,
The directors may by Resolution of Directors exercise all the powers of the Company to incur

indebtedness, liabilities or obligations and to secure indebtedness, liabilities or obligations whether
of the Company or of any third party.

All cheques, promissory notes, drafts, bills of exchange and other negotiable instruments and all
receipts for moneys paid to the Company shall be signed, drawn, accepted, endorsed or otherwise
executed, as the case may be, in such manner as shall from time to time be determined by
Resolution of Directors.
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h) The directors may from time to time and at any time by power of attorney appoint any company,
firm or person or body of persons, whether nominated directly or indirectly by the directors, to be
the attorney or attorneys of the Company for such purposes and with such powers, authorities apd
discretions (not exceeding those vested in or exercisable by the directors under these Articles) ‘6
for such period and subject to such conditions as they may think fit, and any such powers of
attorney may contain such provisions for the protection and convenience of persons dealing with
any such attorney as the directors may think fit and may also authorise any such attorney to
delegate all or any of the powers, authorities and discretions vested in him.

i) The directors may entrust to and confer upon any director or officer any of the powers exercisable
by them upon such terms and conditions and with such restrictions as they think fit, and either
collaterally with, or to the exclusion of, their own powers, and may from time to time revoke,
withdraw, alter or vary all or any of such powers. The directors may delegate any of their powers to
committees consisting of such director or directors of their body as they think fit; any committee so
formed shall in the exercise of the powers so delegated conform to any regulations that may be
imposed on it by the directors.

j) Any sale, transfer, lease, exchange or other disposition of more than 50 percent, by value, of the
assets of the Company, if not made in the usual manner or regular course of the business of the
Company, shall be subject to the following requirements —

(i) the proposed sale, transfer, lease, exchange or other disposition shall be approved by a
Resolution of Directors;

(ii) upon approval of the proposed sale, transfer, lease, exchange or other disposition, the
directors shall submit the proposal to the Members for it to be authorised by a Resolution
of Members;

(iii) if the meeting of Members is to be held, notice of the meeting, accompanied by an outline
of the proposal, shall be given to each Member, whether or not he is entitled to vote on the
sale, transfer, lease, exchange or other disposition; and

(iv) if it is proposed to obtain the written consent of Members, an outline of the proposal shall T
be given to each Member, whether or not he is entitled to consent to the sale, transfer,
lease, exchange or other disposition. H

9. PROCEEDINGS OF DIRECTORS MEETINGS

a) The directors of the Company may meet at such times and in such manner and places within or
outside the Seychelles as the directors may determine to be necessary or desirable. ‘

b) Any one director or committee of directors of the Company may call a meeting of the directors by
sending a written notice to each other director.

¢) A director is deemed to be present at a meeting of directors if he participates by telephone or other
electronic means and all directors participating in the meeting are able to simultaneously hear gach
other.

d) A director may by a written instrument appoint an alternate who need not be a director and the
alternate shall be entitled to attend meetings in the absence of the director who appointed him and
to vote or consent in place of the director until the appointment lapses or is terminated.

e) A meeting of directors is duly constituted for all purposes if at the commencement of the meeting
there are present in person or by alternate not less than one-half of the total number of directors, H 12.

unless there are only two directors in which case the quorum is two.

f) A director shall be given not less than two days’ notice of meetings of directors, but a meeting of
directors held without two days’ notice having been given to all directors shall be valid if all the
directors entitled to vote at the meeting who do not attend waive notice of the meeting, and for this
purpose the presence of a director at a meeting shall constitute waiver by that director. The
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h)

w 10.

a)

b)

c)

d)
€)

. 11.

a)

b)

12.

a)

inadvertent failure to give notice of a meeting to a director, or the fact that a director has not
received the notice, does not invalidate the meeting.

If the Company has only one director the provisions herein contained for meetings of directors alt 7
e

not apply and such sole director has full power to represent and act for the Company in all matt

as are not by the Act, the Memorandum or the Articles required to be exercised by the Members. In
lieu of minutes of a meeting the sole director shall record in writing and sign a note or
memorandum of all matters requiring a Resolution of Directors. Such a note or memorandum
constitutes sufficient evidence of such resolution for all purposes.

At meetings of directors at which the Chairman of the Board is present, he shall preside as chairman
of the meeting. If there is no Chairman of the Board or if the Chairman of the Board is not present,
the directors present shall choose one of their number to be chairman of the meeting. In the case of
an equality of votes the Chairman of the Board shall have a second or casting vote.

Any action that may be taken by the directors at a meeting may also be taken by a Resolution of
Directors consented to in writing by the majority of directors without the need for any notice. The
consent may be in the form of counterparts, each counterpart being signed by one or more directors.
If the consent is in one or more counterparts, and the counterparts bear different dates, then the
resolution shall take effect on the date upon which the last director has consented to the resolution
by signed counterparts.

AGENTS AND OFFICERS

The directors may, by a resolution of directors, designate one or more committees, each consisting
of one or more directors.

The directors may, by a resolution of directors appoint any person, including a person who is a
director, to be an officer or agent of the Company.

Each office or agent shall perform such duties as shall be prescribed at the time of their
appointment subject to modification I such duties as may be prescribed thereafter by resolution of
directors.

The emoluments of the officers or agents shall be fixed by resolution of directors.

The directors may remove an officer or agent and may revoke or vary a power conferred on him.
Every officer or agent of the Company, in performing his functions, shall act honestly and in good
faith with a view to the best interests of the Company and exercise the care, diligence and skill that

a reasonable prudent person would exercise in comparable circumstances.

CONFLICT OF INTERESTS

No agreement or transaction between the Company and one or more of its directors, or any person -

in which any director has a financial interest or to whom any director in related, including as a
director of that other person, is void or voidable for this reason only or by reason only that the
director is present at the meeting of directors, that approves the agreement of transaction or that the
vote or consent of the director is counted for that purpose. If the interest of each directors in the
agreement or transaction and his interest in or relationship to the other party to the agreement or
transaction are disclosed in good faith.

A director who has an interest in any particular business to be considered at a meeting of directors
or members may be counted for purposes of determining whether the meeting is duly constituted.

INDEMNITY

Subject to the provisions of the Act, every director and other officer of the Company, who has at all
material times acted honestly and in good faith, shall be entitled to be indemnified out of the assets
of the Company against all losses and/or liabilities which he may sustain or incur in or about the
execution of the duties of his office or otherwise in relation thereto, and no director or other officer
shall be liable for any loss or damage which may be incurred by the Company in the execution of
the duties of his office or in relation thereto.

Page 13 of 16

91



Rapport Pegasus Solutions Ltd , 2020-01-17 08:11 diarienr: 5000-K1443168-17

13. SEAL

a) The directors shall provide for the safe custody of the common seal of the Company (if a con;lhg
seal is issued). The common seal when affixed to any instrument shall be witnessed by a director or
any other person so authorised from time to time by the directors. The directors may provide for a
facsimile of the common seal and approve the signature of any director or authorised person which
may be reproduced by printing or other means on any instrument and it shall have the same force
and validity as if the seal had been affixed to such instrument and the same had been signed as
hereinbefore described. ’

14. DIVIDENDS
a) The Company may, by Resolution of Directors, declare and pay a dividend, but no dividend shall
be declared and paid except out of surplus and unless the directors determine that immediately after

the payment of the dividend:

i.  the Company will be able to satisfy its liabilities as they become due in the ordinary course
of its business; and

ii.  the realisable value of the assets of the Company will not be less than the sum of its total
liabilities, other than deferred taxes, as shown in the books of account, and its issued and
outstanding share capital.

b) Dividends may be paid in money, shares or other property.

¢) In computing the surplus for the purpose of resolving to declare and pay a dividend, the directors
may include in their computation the net unrealised appreciation of the assets of the Company.

d) Subject to the rights of the holders of Shares entitled to special rights as to dividends, all dividends
shall be declared and paid according to the par value of the Shares in issue, excluding Shares which
are held by the Company as Treasury Shares at the date of declaration of the dividend and no
dividend shall be paid on Treasury Shares.

e) If several persons are registered as joint holders of any Share, any of them may give effectual
receipt for any dividend or other monies payable on or in respect of the Share.

f) Notice of any dividend that may have been declared shall be given to each member in the manner
hereinafter mentioned and all dividends unclaimed for three years after having been declared may
be forfeited by the directors for the benefit of the Company.

g) No dividend shall bear interest as against the Company:.

15. ACCOUNTS AND RECORDS

a) Subject to clause 15 (b) of the Articles, the Company shall keep:

(i) such accounts and records as the directors consider necessary or desirable in order to
reflect the financial position of the Company;

(ii) the Share Register
(iii) the Register of Directors; and
(iv) minutes of all meetings of directors, Members, committees of directors, committees of
officers and committees of Members, and copies of all resolutions consented to by
directors, Members, committees of directors, committees of officers and committees of
Members.
b) The documents and records required by clause 15 (a) of the Articles shall be kept at the Registered

Office of the Company or at such other place as the directors may determine, in which case the
Company shall notify the Company’s Registered Agent of such other address.
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16. CONTINUATION
a) The Company may by Resolution of Members or by a Resolution of Directors passed unanimauslﬂ_ 9
by all directors of the Company continue as a company incorporated under the laws of a jurisdictio
outside Seychelles in the manner provided under those laws.
17. VOLUNTARY WINDING UP AND DISSOLUTION
a) The Company may voluntarily commence to wind up and dissolve the Company by a resolution of

members, but if the Company has never issued shares, it may voluntarily commence to wind up and
dissolve the Company by a resolution of directors.
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hereby subscribes our name 1o this Articles of Association

We the undersigned Subscriber,

20

ia, Mahé, Seychelles

Unit 117, Orion Mall, Palm Street, P.O. Box 828, Victor

SFM LTD of

"""" 'éo}'é}{& on behalfof

Sigl
SFM LTD
By Authorised Signatory

Dated this 20" March 2014

WITNESS to the above signature:

Joge

Witness name: Sheryl Lajoie
Occupation: Corporate and Banking Executive
Address: Pte Larue, Mahe, Seychelles.

SERVICES AUTHORITY

NCIAL
ki) SEYCHELLES

REPUBLIC OF

70 MAR 2014

BOX 991, VICTORIA, MAHE
SE‘(CHELLES
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7/10/2014

TO: Bitfinex.com
compliance@bitfinex.com

SUBJECT:  Officer register

Staff, officer Alexander Tomaszek

Authorized by:

oy

Alexander Tomaszek
Ultimate Beneficial Owner




Rapport Pegasus Solutions Ltd , 2020-01-17 08:11 diarienr: 5000-K1443168-17

22
Company minutes to open account on Bitfinex, 2014-07-09

BOARD MEETING - 2014-07-09
Meeting was called to order at 17:00 (GMT + 2:00). Held at Pegasus Solutions online
conference room.

Attendees Present:
Alexander Tomaszek, Ultimate Beneficial Owner
Navid Momeni, Witness

UBO Alexander Tomaszek’s Report:
Pegasus Solutions Ltd have chosen Bitfinex as currency exchange (BITCOIN, LITECOIN,
USD) of all online transactions originating from Pegasus Solutions Ltd businesses.

Me, the ‘owner’, is responsible for all activity on Bitfinex under our user “pegasuscentral”.
Other Business:

Nothing to report.

Assessment of the Meeting:
Nothing to report.

Meeting adjourned at 17:05 (GMT + 2:00)

Authorized by:
N o

R gy

Alexander Tomaszek
Ultimate Beneficial Owner
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IBC Registration No. 143150

Pegasus Solutions Ltd (the “Company”)

An International Business Company incorporated in Seychelles

DECLARATION OF CONSENT BY DIRECTOR/SHAREHOLDER

Full Name of Director/Shareholder: GENEVIEVE ODETTE RONA MAGNAN

Address of Director / Shareholder: North East Point , Mahe, Seychelles

Passport No:  N0060779

I consent to act as Director and to be a shareholder of the company and certify that I am not
disqualified from being appointed or holding office as a director and shareholder of a company in

accordance with the International Business Companies (Amendment) Act, 2009,

Dated this 20® March 2014

GENEVIEVE ODETTE RONA MAGNAN
Director / Shareholder:
Pegasus Solutions Ltd

Pegasus Solutions Ltd
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Incorporated in Seychelles
Under the International Business Companies (Amendment) Act, 2009

Share Certificate number 1

Pegasus Solutions Ltd

IBC Registration No — 143150

This certificate records that the shareholder is registered in the Company’s Register of
Members as the holder of the following ordinary shares:

Name of Shareholder: GENEVIEVE ODETTE RONA MAGNAN of North East
Point , Mahe, Seychelles

Nominal Value of each share: US$1
Number of shares to which this certificate entitles the shareholder: 1

Total Nominal Value of Shares to which this certificate entitles the shareholder: US$1

Executed by the Company acting by:

Signature of Dﬁ\tctor

Date 20 March 2014

No transfer of any of the Shares comprised in this certificate will be registered unless the transfer and this certificate are
lodged at the Company’s Registered Office at Unit 117, Orion Mall, Palm Street, Victoria, Mahe, Seychelles

I certify that this is a trug copy of the original

Pegasus Solutions Ltd




Rapport Pegasus Solutions Ltd , 2020-01-17 08:11 diarienr: 5000-K1443168-17

7/10/2014

TO: Bitfinex.com
compliance@bitfinex.com

SUBJECT:  Officer register

Ultimate Beneficial Owner Alexander Tomaszek

Please see the scans below for POA & nominee shareholder and director agreement.

Authorized by:

N

\ \

Alexander Tomaszek
Ultimate Beneficial Owner
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DIRECTOR’S RESOLUTION WITHOUT A MEETING

WRITTEN CONSENT TO ACTION WITHOUT A MEETING OF THE DIRECTOR OF
Pegasus Solutions Ltd (the “Company™) dated this 20™ March 2014

BACKGROUND:

A. The Company is a company incorporated as an International Business Company
Under the Laws of Seychelles.

B. The director considers that it is in the best business interest of the Company to
adopt and approve the draft General Power of Attorney (“the Power of Attorney”)
by the Company in favour of ALEXANDER TOMASZEK (“the Attorney”)
authorising and empowering the Attorney to do and/or all lawful acts or other
things (“the Agreement”) for and on behalf of the Company in accordance with the
terms and conditions in the Power of Attorney, copy of which has been produced
to and reviewed by the Director.

RESOLUTIONS:

APPROVAL OF THE POWER OF ATTORNEY

RESOLVED that, execution of the Power of Attorney and Agreement would be each for the
purposes of carrying on the Company’s business and for the commercial benefit of and in the best
interests of the Company.

RESOLVED that, the Power of Attorney shall be and hereby is approved; and GENEVIEVE
ODETTE RONA MAGNAN being the Director of the Company, shall be and hereby are
authorised to sign and execute the Power of Attorney for and on behalf of the Company.

RESOLVED that, the Agreement (if any) negotiated and made by the Attorney pursuant to, and
subject to the limits set by, the Power of Attorney, shall be approved by the Company; and the
Attorney shall be and hereby is authorised to sign and execute for and on behalf of the Company:
(a) the Agreement in such form as may be approved by Attorney; and (b) any other agreements,
documents or forms required in connection with the execution of and performance under the
Agreement.

The Sole Director, by signing this consent, with notice of the time, place and purpose of
the meeting of the Sole Director and agrees to the transaction of the business of the
meeting by unanimous written consent of the director in lieu of such meeting.

Pegasus Solutions Ltd
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IBC Registration No. 143150
GENERAL POWER OF ATTORNEY

TO ALL TO WHOM THESE PRESENTS SHALL COME, Pegasus Solutions Ltd, a Company
incorporated under the International Business Companies (Amendment) Act, 2009 and having its
registered office at Unit 117, Orion Mall, Palm Street, Victoria, Mahé, Seychelles (hereinafter
referred to as the "Grantor") SENDS GREETINGS:

AND WHEREAS the Grantor is desirous of appointing ALEXANDER TOMASZEK of
Rudeboksvigen 213, 226 55 Lund, Sweden - Passport No:86602793 - DOB: 24.03.1992 - ISSUED
ON: 19.08.2013 - EXPIRES ON: 19.08.2018 (hereinafter called the "Attorney") as the true and
lawful Attorney with full power and authority to do and execute all acts, deeds and things as
hereinafter mentioned in the name of and on behalf of the Grantor and subject to the provisions of
the International Business Companies (Amendment) Act, 2009:

1. The Company is carrying on the business of an International Business Company more
particularly detailed in the main objects clause of the Memorandum of the company.

2. In order to facilitate the business to be carried on smoothly, the Company hereby appoints
ALEXANDER TOMASZEK of Rudeboksvigen 213, 226 55 Lund, Sweden - Passport

” No0:86602793 - DOB: 24.03.1992 - ISSUED ON: 19.08.2013 - EXPIRES ON: 19.08.2018 as its

constituted attorney with full power and authority to do and execute all acts, deeds and things as
hereinafter mentioned in the name of and on behalf of the Company and subject to the provisions
of the International Business Companies (Amendment) Act, 2009.

NOW KNOW YOU ALL AND THESE PRESENTS WITNESS that the Company does hereby
appoint, constitute and nominate ALEXANDER TOMASZEK of Rudeboksvigen 213, 226 55
Lund, Sweden - Passport No:86602793 - DOB: 24.03.1992 - ISSUED ON: 19.08.2013 - EXPIRES
ON: 19.08.2018 as true and lawful attorney or agent of the Company with full powers and
authority to do and execute all acts, deeds and things as hereinafter mentioned on behalf of and for
the Grantor as follows:

1. To manage the affairs of the Grantor efficiently and faithfully and in a manner conducive
to the interest of the Grantor.

2. To open one or more accounts for the Grantor with one or more Banks as may be
approved by and to such an extent and with such limits and restrictions as may be

. stipulated by the Directors from time to time by a resolution of the Board or Committee of

the Board of Directors of the Company and to operate the same for and on behalf of the
Grantor by drawing, accepting, endorsing, negotiating, releasing, paying or satisfying any
promissory notes, bills of exchange, cheques, drafts or orders for payment of moneys and
delivery of securities, goods, or effects or other negotiable instruments documents which
may be deemed necessary or proper in respect of the business of the Grantor.

3. To sign any deed or document or other paper required to be executed by or in favour of the
Grantor including a Deed of Conveyance or a Deed of Mortgage, hypothecation or pledge
or a lease or a leave or licence agreement or any other document required to be executed
by the Grantor or to adopt, use, attest the affixing of the Common Seal of the Grantor.

4. To buy and sell or otherwise negotiate, deal, invest or transact in any lawful market or
property or other items (including, without limitation, stocks and shares, options, swaps,
derivatives, currency, bonds, property, unit trusts, etc) for and on behalf of the Grantor,
and for such purpose to engage or otherwise use in the name of the Grantor the services of
any banks or fund manager or other financial institutions or professional advisors as the
Attorney shall think fit, and to agree and execute all or any forms and/or contracts and/or
other documents as the Attorney shall deem appropriate in the performance of any such

matters and powers.
O

Pegasus Solutions Ltd
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5. To negotiate and agree any credit line or other financial facilities or accommodation with 28
any bank, fund manager, stockbrokers or other financial institution as the Attorney may

6. To accept any moneys on fixed deposit according to the schemes made by the Grantor for
accepting fixed deposits and to issue and sign fixed deposits receipts in the form
prescribed by the Grantor.

7. To adjust, settle, compromise or submit to arbitration any accounts or debts owing to the
Company or claims or demands by the Company or any disputes concerning any such
accounts, debts, claims or demands which may hereafter arise between the Company and
any person(s).

8. To appoint agents or dealers for sale of the products of the Grantor on terms and
conditions prescribed by the Grantor and to sign necessary letters or agreements for such

’ appointments.

business of the grantor and for recovery of any moneys, good or other properties of the
Company or establishing a right related to the business of the grantor and to defend any
suit or legal proceedings against the Grantor by any person or other company, and for that
purpose to sign, affirm, or declare plaints, statements of defence, petitions, affidavits and
other papers as may be require to be done and to appoint any advocate or solicitor for that
purpose.

The Grantor hereby agrees, and in the absence of fraud or gross misconduct indemnify the
. Attorney in relation to lawful acts undertaken by the Attorney by virtue of this Power of Attorney.

This Power of Attorney shall be valid from 20 March 2014 until 19" March 2015,

IN WITNESS WHEREOF, the Grantor has pursuant to a resolution of the Board of
Directors of the Company passed at its meeting held on 20" March 2014

The Grantor has duly executed this document as a DEED on 20™ March 2014.

FOR AND ON BEHALF OF THE GRANTOR

Pegasus Solutions Ltd, GRANTOR
Acting by its Director:

Pegasus Solutions Ltd
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NOMINEE DIRECTOR SERVICES AGREEMENT 29
THIS AGREEMENT is made the 20" March 2014
BETWEEN

GENEVIEVE ODETTE RONA MAGNAN of North East Point , Mahe, Seychelles (hereinafter
called “the nominee™) of the first part

AND

ALEXANDER TOMASZEK of Rudeboksvigen 213, 226 55 Lund, Sweden (hereinafter called
“the owner”) of the second part

The director, HEREBY DECLARE AND UNDERTAKE:

That whereas I being appointed as a Director of Pegasus Solutions Ltd, which has its
registered office at Unit 117, Orion Mall, Palm Street, PO Box 828, Victoria, Mahé,
Seychelles ('the Company'), my appointment is solely as nominee for and on behalf of the
Owner.

I shall exercise my power as Director in such manner and for such purposes as the Owner or
the Owner’s duly authorised representative may from time to time lawfully direct or agree to
in writing.

I'will not transact, manage, carry on or do anything relating to the Company, or sign, enter into
or make any agreements relating to the Company, except as the Owner or the Owner’s duly
authorised representative may from time to time lawfully direct or agree to in writing.

[ shall promptly when called to do so by the Owner or the Owner’s duly authorised
representative may, resign as Director of the Company.

[ accept my appointment/s to the Company strictly on the basis that:

* Any asset introduced to the Company has been/will be lawfully introduced and is
not/ shall not be derived from or related to money laundering, drug trafficking,
terrorism or any other unlawful purpose or activity (“Prohibited Purposes);

The Company will not be engaged or involved in any Prohibited Purposes;

* No instructions given to me will require or involve any unlawful act or omission;
and the Owner will keep me informed of the nature of the business transacted by
the Company; and on request and as may be required at law the Owner will
provide updated information on his identity and/or address and/or relating to the
financial position of the Company;

® I shall not in any circumstances be liable to the Owner for any loss or damage to
the Owner, the Company or any other person arising out of the use of the
Company by the Owner or any other person;

* The Owner shall at all times indemnify me from and against all actions, suits,
proceedings, claims, expenses (including all legal costs on a full indemnity basis)
and liabilities whatsoever which may arise or occur or be taken or commenced,
made or sought from or against you in connection with the Company, save for any
fraudulent or grossly negligent act or omission on my part.

Pegasus Solutions Ltd (/ﬁ
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The owner, HEREBY DECLARE AND UNDERTAKE:

30

That the Company will not be engaged in any of the following activities; money laundering,
receiving the proceeds of drug trafficking, receiving the proceeds of criminal activities,
funding terrorist activities or any other illegal activity, and will not use the Company in any
manner whatsoever that may damage the good reputation of the Company and/or its
representatives (Director).

At all times hereafter I shall fully and effectually indemnify and keep the director indemnified
from and against all actions, proceedings, claims or demands of any nature whatsoever which
may be made against the director directly or indirectly by reason of her acting as Director of
the Company or by reason of any act, deed, matter of thing done or omitted to be done by the
director in the capacity of Director and to pay all liabilities, costs and expenses which the
directors may become liable for or may incur in connection with any such actions,
proceedings, claims or demands.

I shall pay or cause to be paid to the director in advance an annual fee of such sum as
to be agreed upon from time to time.

I shall not give to the director or any of his/its directors or officers instructions or
directions which are unlawful under the Laws of Seychelles or any other place having
jurisdiction over the Company or applicable in the place where such instructions are to
be performed.

I undertake to inform the director of any event or change in circumstances which may
affect his position as my Nominee Director.

I undertake to ratify and confirm whatever the director may do or purport to do or may
have done in the performance of its powers and duties as my Nominee Director.

The director may revoke the nomination and cease providing any services at any time
by giving me notice in writing at the address last known to the director and such notice
shall take effect immediately.

Upon receiving the notice, I shall at once seek another person to replace the director as
a Director of the Company. If I fail to do so within 7 days of the notice, the director is
at liberty to disclose my name and address to the government departments as the
contacting person responsible for the Company.

The undertakings and obligations on my part herein contained shall be binding on my
executors, administrators and successors in title.

It is further agreed herewith, that the Director has no direct or beneficial interest in the
Company.

Pegasus Solutions Ltd @
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MADE IN TWO ORIGINALS AND IN WITNESS WHEREOF the parties hereto have hereunto

set their hands the day and year first above written.
EXECUTED as a DEED by

Name: GENEVIEVE ODETTE RONA MAGNAN
Address: North East Point , Mahe, Seychelles

Position; Dir tor
\ \
\\ + 1;]

Signature

Name: ALEXANDER TOMASZEK

Address: Rudeboksvigen 213, 226 55 Lund, Sweden
Position: Owner

Rt

Signature

Pegasus Solutions Ltd

Witness Name: A\M\aw ©\’\L‘L (
Address: /a0 C'Q\N\Q.QQ‘/’ \ WJJ-( ) S@w@z‘:

Position: Co_lyo_{ﬁﬁ f,c co <

s

Witness Name: MICHAL TOMASZEK

Signature

Address: Rudeboksviagen 213, 226 55 Lund, Sweden
Position:

z e
Signature é/f/

/
I
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NOMINEE SHAREHOLDER SERVICES AGREEMENT

THIS AGREEMENT is made the 20™ March 2014
BETWEEN

GENEVIEVE ODETTE RONA MAGNAN of North East Point , Mahe, Seychelles (hereinafter
called “the nominee” of the first part

AND

ALEXANDER TOMASZEK of Rudeboksvigen 213, 226 55 Lund, Sweden (hereinafter
called “the owner™) of the second part

The nominee, HEREBY DECLARE AND UNDERTAKE:

That I being the holder of 1 (one) issued ordinary share of US$1 (the “Share”) in Pegasus
Solutions Ltd, which has its registered office at Unit 117, Orion Mall, Palm Street, PO Box
828, Victoria, Mahé, Seychelles (the “Company”), and the Share is registered and held in my
name as nominee for and trustee of the Owner absolutely and all dividends and interests
accrued upon the same or any of them is held and shall be held on behalf of the owner and the
nominee agrees to transfer pay and deal with the said share and the dividends and interest
payable in respect of the same in such manner as the beneficial owner shall from time to time
direct.

I will at the request of the owner attend all meetings of members or otherwise which he shall
be entitled to attend by virtue of being the registered holder of the share or any of them and
will vote at every such meeting in such manner as the owner shall have previously directed in
writing and further will if so required by the owner execute all proxies or other documents
which shall be necessary or proper to enable the owner or his nominees to vote at any such
meeting in the place of the nominee.

I will not transfer, deal or otherwise dispose of the Share, except as the Owner may from time
to time direct in writing subject to such directions being lawful in Seychelles or any other
countries in which the Company is conducting business activities or any other place having
Jurisdiction over the Company or where such directions are to be carried out. Instructions shall
be given by the owner or any persons properly authorised by the owner to the nominee in
writing with the signature of the owner who undertakes to ratify all steps taken by nominee in
execution of his instructions.

[ shall promptly when called to do so by the Owner, transfer our interest in the Share to the
Owner or as the Owner may lawfully direct.

I have handed you a share transfer form executed by me in blank in respect of the above

holding. You are at liberty at any time to complete and deliver the said share transfer form in
favour of and to such person or persons as you may think fit.

Pegasus Solutions Ltd O%Q
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The owner, HEREBY DECLARE AND UNDERTAKE:

That the Company will not be engaged in any of the following activities; money laundering,
receiving the proceeds of drug trafficking, receiving the proceeds of criminal activities,
funding terrorist activities or any other illegal activity, and will not use the Company in any
manner whatsoever that may damage the good reputation of the Company and/or its
representatives (shareholder).

At all times hereafter I shall fully and effectually indemnify and keep the shareholder
indemnified from and against all actions, proceedings, claims or demands of any nature
whatsoever which may be made against the shareholder directly or indirectly by reason of her
acting as shareholder of the Company or by reason of any act, deed, matter of thing done or
omitted to be done by the shareholder in the capacity of shareholder and to pay all liabilities,
costs and expenses which the shareholder may become liable for or may incur in connection
with any such actions, proceedings, claims or demands.

To give any information which will be requested by the nominee.

To free and relieve the nominee of, from and against all liabilities not attributed to the
nominee’s negligence or wilful breach of duty and shall reimburse the nominee all cost and
expenses incurred in connection with or arising out of this nominee agreement.

I shall pay or cause to be paid to the nominee in advance an annual fee of such sum as
to be agreed upon from time to time.

I undertake to inform the shareholder of any event or change in circumstances which
may affect his position as my Nominee Shareholder.

I undertake to ratify and confirm whatever the shareholder may do or purport to do or

may have done in the performance of its powers and duties as my Nominee
Shareholder.

The shareholder may revoke the nomination and cease providing any services at any
time by giving me notice in writing at the address last known to the shareholder and
such notice shall take effect immediately.

Upon receiving the notice, I shall at once seek another person to replace the
shareholder as a shareholder of the Company. If I fail to do so within 7 days of the
notice, the shareholder is at liberty to disclose my name and address to the government
departments as the contacting person responsible for the Company.

The undertakings and obligations on my part herein contained shall be binding on my
executors, administrators and successors in title.

It is further agreed herewith, that the shareholder has no direct or beneficial interest in the

Company.

This Agreement shall be construed and governed in accordance with the laws of the Republic of
Seychelles, and the courts of Seychelles shall have sole and exclusive jurisdiction to determine any
dispute and other matters arising out of this agreement in relation thereto.

Pegasus Solutions Ltd %
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108
3C Registration No. 143150

MADE IN TWO ORIGINALS AND IN WITNESS WHEREOF the parties hereto have hereunto 34
set their hands the day and year first above written.

EXECUTED as a DEED by w @\»J~
Witness Name:A_w AL

Name: GENEVIEVE ODETTE RONA MAGNAN

=
Address: North East Point , Mahe, Seychelles Address:/_‘,o C\;\MMQQQ'/= (Q{U“ f@wﬁ
A——

Position: Shareholder - Position: iy i 0 G
A Aok

Signature N ' g Signature kemomddliss,
Name: ALEXANDER TOMASZEK Witness Name: MICHAL TOMASZEK
Address: Rudeboksvigen 213, 226 55 Lund, Sweden  Address: Rudeboksvégen 213, 226 55 Lund, Sweden
Position: Owner Position:

] /__A;\‘\%. o /::\::,/ ] TR
Signature IRLLQ//J-QA e ok Signature (’(7/;

Pegasus Solutions Ltd
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35

IBC Registration No. 143150
Pegasus Solutions Ltd (the “Company™)
An International Business Company incorporated in Seychelles

DE ION OF OR/SHAREHOLDER

Full Name of Director/Shareholder: GENEVIEVE ODETTE RONA MAGNAN

Address of Director / Shareholder: North East Point , Mahe, Seychelles

Passport No:  N0060779

I consent to act as Director and to be a shareholder of the company and certify that I am not
disqualified from being appointed or holding office as a director and sharcholder of a company in

accordance with the International Business Companies (Amendment) Act, 2009,

Dated this 20" March 2014

GENEVIEVE ODETTE RONA MAGNAN
Director / Shareholder:
Pegasus Solutions Ltd

Pegasus Solutions Litd
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BITFINEX# | custcope: NOTE:

INVEST IN THE FUTURE

INTERNAL KYC CHECKED:
DATE: OFFICER:

PROOF OF IDENTITY / SOURCE OF FUNDS

In accordance with the requirements of current anti-money laundering; proceeds
of crime and counter terrorism financing legislation, we are required to establish
and record evidence of the identity and source of funds for all of our Clients be-
fore establishing a business relationship.

In order to meet the requirements, we would be grateful if you would complete
the online form, attach copies of the relevant identification documents as re-
quired and complete this form.

---- Thank you.

EVIDENCE OF IDENTITY AND SOURCE OF FUNDS

I confirm having attached self-attested copies of the certain documents as the
proof of identity and proof of address. The documents provided are valid and in
case of identity documents have a validity of at least 6 months and proof of ad-
dress is not older than 3 months.

DECLARATION
| do hereby solemnly declare that the information provided is up-to-date and cor-
rect. The documents provided as proof of identity and proof-of-address have

been self-attested. | authorize BITFINEX to verify the information provided to
confirm its accuracy.

M
: o
Signature APPLICANT:; .L\[__,(,L-/‘) g Date: 2014-07-07

Upon completion of this form, please print, sign and attach

Please notice that not signing and/or completing this form in all the on-

line sections will result in delays in the verification process il

Notice: KYC/AML collection and handling is handled by the appointed money service
operator Bitfinex Limited (www.bitfinex.com.hk) located in Hong Kong S.A.R. Collec-
tion and retention of data is in accordance with regulations in accordance with the
laws of the Hong Kong S.A.R.

36
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1 O
Republic of Seychelles

INTERNATIONAL BUSINESS COMPANIES ACT, 1994
(Act 24 of 1994)

arﬁ%%afe rz)/ %fwr/boraﬁbm

THIS IS TO CERTIFY that, having satisfied all the requirements in respect of incorporation under the International Business

Companies Act, 1994,
Pegasus Solutions Ltd

is incorporated in the Republic of Seychelles as an International Business Company,

th
onthis 20 day of March2014

Given at Victoria, Seychelles. ®
1

Randolf Samson

Fnancial Jervices. /H{/va"fy
REGISTRAR OF INTERNATIONAL BUSINESS COMPANIES

'(?)m/)uuy. /’u‘ 143150

5, [T e AT IOTeC] o

L T T T L

ICEEIEEPE ORI PR R

i
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é@ﬁ\ Swedish Tax Agency

Telefon: 0771-567567

9301:4691:2850

EXTRACT OF THE POPULATION REGISTER
5614-06-03

Alexander Tomaszek
Rudeboksvagen 213
226 55 LUND

Utdrag om folkbokforingsuppgifter

Personal identity no.
Name

Residential address

Population registration
County

Municipality

Parish

-
o
=4

—
=
=
e
=
=
=
S —
=
=
——1
—
—
[ — ]
=
=

Citizen of
Civil status
Name as single

733124052

Place of birth (residence)

END OF EXTRACT

* Indicates middiename

SKV 7795 L utgava 7 05-10

www.skatteverket.se

- Malwmdhus Ty

1992-03-24-5213
Tomaszek, Alexander

Rudeboksvagen 213
226 55 LUND

Registered 1995-11-01
Skane

Lund

N Nobbelow

Sweden
Single

N Nobbelov

38
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Bilaga 3 Bolagshandlingar avseende Pegasus Consulting and Investments Ltd
fran Hong Kong

Bolagshandlingar sa som registreringsbevis och dgandebevis for Pegasus Consulting
and Investments Ltd har mottagits genom begéran om rittslig hjélp till Hong Kong.
Alla handlingar finns som sidomaterial till utredningen. Registringsbevis och brev fran
dgaren presenteras nedan.
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ROBERTO S. CUENCA

30 August 2019

MS. ICY LAI

3/F, Shun Feng Building
International Centre
182 Queens Road East
Hong Kong

Dear lcy:

| refer to your emails regarding the Production Order from the District Court of Hong Kong and
the schedule of the documents that have to be provided.

Please be informed that | have enclosed items | to iv all duly signed and certified as true copies.
As for item v (all records and documents on the business nature of the company), please note
that these are all contained in the articles of association of the company. Furthermore, the
company has been mainly involved in consultancy to a few clients and has no employees. Lastly,
all turnover and earnings are indicated in the tax returns of the company.

As for items vi, vii and viii (banking details), the company has only one bank which is the Bank of
East Asia. Copies of bank statements are attached and contain all information on internet
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L& (R o

v e ICRIS 3
Cyber Sgarch Centee

lSiarchv [Productv |Shoppingv lAbout e-Searchv [My Accountv [Logout 1
Welcome LAWCLERKMLAU! System Clock: 29-MAR-2019 17:40:52 GMT +0800
Account unused credit limit: HK$1,849.00 SH @
Document Index Search

Your Search: CR No.: = 2015048

CR No.: 2015048

Company Name: PEGASUS CONSULTING AND INVESTMENTS LIMITED

Company Type: Private company limited by shares

Date of Incorporation; 19-DEC-2013

Active Status: Live

Remarks: -

Winding Up Mode; -

Date of Dissolution / )

Ceasing to Exist:

Register of Charges: Unavailable

Important Note: -
Name History

Effective Date Name Used
19-DEC-2013 PEGASUS CONSULTING AND INVESTMENTS LIMITED
Proceed to Document Index
Back to top

ICRIS_Ver_1_0_6_Build_06_06

ICRIS CSC Companies Registry, The Government of the Hong Kong Special Administrative Region.

https:/fwww.icris.cr.gov.hk/csci/DIS_SearchCompany.do 1M
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7% Filed [116

EEHHR 4
Annual Return
e gty . NAR1

A ¥ @8 Company Number

2015048

# Note

1 /\H 4 # Company Name

PEGASUS CONSULTING AND INVESTMENTS LIMITED

QO 2 FRLW(WHKE) Business Name (If any)

———

3 4, HEP Type of Company
SHLHMEIIEBAITE v 8 Pleass tick the relevant box

BAAH [Jaman [Jegamas
Private company Public company Company limited by guarantee
O s+ ZHBBHEHEW - - T
Date to which this Return is Made Up
B DD A MM FEYYYY

(OWRA L\ 5]+ KPR R E 4\ 552 12 2325 W9 T4 H BT RE -
SOMLRL T - BRBIGIESEDR B L B0y o 8 LMy 6 HAENZH -
HEBREREE @ FRRIEH AR ERE L Gt SRBEH B9 BRENZA »

For a private company, the information in this return should be mads up to the anniversary of the dafe of its incorporation.
For a public company, the return should be mada up to the date that is 6 months after the end of its accounting referance period.
For a company limited by guarantee, the retum should be made up to the date that is 9 months after the end of its accounting

reference period.)

O 5 BMARBXMNNUBERFTRENGH M

Period Covered by Financial Statements Delivered with this Form

(B 2N TREBEAILIT A private company need not complete this seclion)

N/A &
H DD A MM £YYYY 8 0D g MM FEYYYY
O® 6 s EE s Address of Registered Office
3/F., Shun Feng International Centre, 182 Queen's Road East, Hong Kong
© # 3 A K ¥ Presentor’s Reference 5 47 3K % X # For Official Use
# 4 Name: CC HO CORPORATE SERVICES (HK) LIMITED
it ak Address: 3/F., Shun Feng International Centre,
182 Queen's Road East,
Hong Kong
B Tel: 25296611 4 Fax: 2865 2908
®/E Email:
2 8% Reference: In Charge:lL, EL, P146, Due Date:30/01/20

22801764981
NAR1L 2015048
18/01/2019

393451 1/2014 (2014 4F 3 ) Specification No. 1/2014 (March 2014)
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BE NAR1 7\ 51 &8 % Company Number
£, 2015048
® 7 SE#Eimak Email Address
8 i R it Mortgages and Charges
REABBBNREEN  FEABRR (ATHF) A 0TERERRBEN » RER 191241
FE1EBREEANMLEENERMRHENARMNE
Total amount of the indebtedness as at the date to which this retumn is made up in respect of all
mortgages and charges which are required to be registered with the Registrar of Companies pursuant to
the Companies Ordinance or would have been required to be so registered if created after 1 January
1912
9 MEAEATNE A AR Number of Member(s) of a Company Not Having a Share Capital
(B2 EIFEBA AT  Company having a share capital need not complete this section)
BEXHRPROEREANINRAAK N/A
Number of Member(s) as at the Date to which this Return is Made Up
® 10 Jg X Share Capital

(FER X892\ STEBH K7 Company not having a share capital need not complete this section)

REXHBBOEE BN As at the Date to which this Return is Made Up
6 4 o BB E® KR Issued Shares
(uEEE/

% 5k B %) RWERA EERERE
Class of Shares Currency 8 4 i % EEamns
(e.g. Ordinary / Total Number Total Amount Total Amount Paid up or
Preference etc.) Regarded as Paid up

Ordinary HKD 10,000 10,000.00 10,000.00
i HKD 10,000 10,000.00 10,000.00
Total

B158
48 — ¥ Page2

{ERAKEE 1/2014 (2014 5= 3 B) Specification No. 1/2014 (March 2014)
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@ ©

RiE

Form

NAR1

11 A H## Company Secretary

A. ATIWE (HMA) Company Secretary (Natural Person)
(S8 — L2 B BBE A + FFHE A & Use Continuation Sheet A if more than 1 company secretary is a natural person)

4 5 & 3¢ Company Number

2015048

6

(Blank Section)

F ¥ /HONG KONG

hX gL
Name in Chinese
BXEL -3
Name in English Sumame
LS
Other Names
A4 3
Previous Names Chinese
"X
English
B4 th 3¢
Alias Chinese
=X
English
FRERLE
Hong Kong
Correspondence
Address
i B
Region
1§ 58!
Email Address

5 4y B B |dentification
(a) BHELBNT

Hong Kong Identity Card Number
(b) WR HFREH
Passport Issuing Country
R
Number

B. A EIBE (3% ABIE) Company Secretary (Body Corporate)
(OEFB— L2\ FREE B - FFME A 48 Use Continuation Sheet A if more than 1 company secretary is a body corporate)

BXER

Name in Chinese

XXam

Name in English

CC HO CORPORATE SERVICES (HK) LIMITED

& S 4
Hong Kong

3/F., Shun Feng International Centre,

Address

182 Queen's Road East,

E

Region

% # /HONG KONG

5 it 4t

Email Address

42 H i@ 5% Company Number

{BIHRER 1/2014 (2014 4 3 F) Specification No. 1/2014 (March 2014)

F24177
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S 8

R

Form

12 F X Directors

NAR1

A. ¥ (B A) Director (Natural Person)
(WA~ L HBHEMA » H/FE B HE Use Continuation Sheet B if more then 1 director is a natural person)

HEBEFRIEBANLE ~ B Pleass tick the relevant box(es)

4 ¥ & 38 Company Number

2015048

&5 j3-3 BRES R ¥ Attemate to
Capacity Director Alternate Director
3 A
Name in Chinese
58 %) 39
Name in English  Surname CUENCA
Other Names Roberto Santos
MERA g 3 B
Previous Names Chinese
®X N
English
i X
Alias Chinese
B3 -
English
<313
Residential 34 Laoag St.,
Address
Alabang Hills,
Muntintupa City,
BR/4E T
Country,”Region Philippines
BE otk "
Email Address
5 4348 1] |dentification
(8 EBESBNES —
Hong Kong tdentity Card Number
(b WK FREAR .pelle,
Passport Issuing Country Philippines
RE
Number P0352644A

{85995} 1/2014 (2014 4 3 ) Spedification No, 1/2014 (March 2014)

G158
#EWHE Page4
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R

Form

NAR1

12 #|H Directors @8t E contd)
B. X ()% A M) Director (Body Corporate)

2\ ¥ & ¢ Company Number

2015048

(WERGEFTBHEA TR » AFHE C IHE Use Continuation Sheet C if more than 2 directors are body corporate)

SBIEHFRIEABALE v 8 Please tick the relevant box(es)

BRREEE

Alternate Director

{X,# Alternate to

(Blank Section)

Q 1 &5 g
Capacity Director
PR
Name in Chinese
EXEB
Name in English
@ i
Address
BR/4E
Country,/Region
Q@ msmma

Email Address

4 5] 6§ 51 Company Number
(REBREBEZZMHEAHR)
(Only applicable to bady corporate registered in Hong Kong)
BEBHERIEBAE v 8 Please tick the relevant box(es)
© 2 55  §
Capacity Director

[] ewxs

Alternate Director

R Alternate to

BXEW

Name in Chinese

(Blank Section)

E S &% |
Name in English

@ i
Address

BR/HE
Country,/Region

Q@ wEwu
Email Address

A Bl {8 8% Company Number
(RAFFUEEE RS LA B
(Only applicable to body corporate registered in Hong Kong)

$BEIRYE 1/2014 (2014 £ 3 7) Specification No. 1/2014 (March 2014)

[t}
[N
(=2}

8

B HHE Pageb
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(=)

* NAR1

12 | H Directors ¢ntx®

C. #§{EH ¥ Reserve Director
RARARRAE—EZRAMBERAFARFRE—RENAALHE)

(Only applicable to a private company with only one member who is also the sole director of the company)

th X
Name in Chinese
.38 . ¥ K
Name In English ~ Sumame
Other Names
RAESR 3
Previous Names Chinese
x
English
IE %
Alias Chinese
k%4
English
ik
Residential
Address
R/BE
Country, /Region
R

Email Address
5 4> B 55 Identification
(@ ERESBRE

cont'd)

4\ €] i@ 32 Company Number

2015048

(Blank Section)

Hong Kong Identity Card Number

(b) B& EEER
Passport Issuing Country
4]

Number

1BEAIRER 1/2014 (2014 £E 3 {) Specification No. 1/2014 (March 2014)

picz
HAH Pageé
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(]

@

?;?; NAR1 /\ B &% Company Number 10

2015048

13 HRAATNE AR Particulars of Member(s) of a Company Having a Share Capital
(B ENE: 5.0 HEHAIF Company having a share capital must complate this section )
D mTrIsIRANLE v §8 Please tick the relevant bax

FLETATGRARWIIRMER—
Patticulars of members of a non-listed company are listed in Schedule 1

[] twoanpasanrks=
Partticulars of members of a listed company are listed in Schedule 2

14 /E]§2# Company Records
(% IFE » 55/MHE D 4§ Use Continuation Sheet D if the space provided is insufficient)

ATBETHEENBE(NAEFRFRD 6 HHRANEHBEEA)

Address where the following company records are kept (if not kept at the registered office stated in Section 6)

2\ 5162 #& Company Records # 3 Address

N/A

15 PBEIR Statement
(IBENNE  FEERNIL 7 575 (F S JL T8 For a private company, please tick the box to make the Statement)

RAFATARE—HAFHERALRENECOMEHAEPER AALTRIRAE
WEPEE) CEFRHBR UBAXBATERATNNCAROGRMAME : ARAORAA
HRANBROSHAMEEBRA+4£ UBHAE+AZEARA  SWIRE (A5KHA) £
1MAERHEHLTIRRAMBTEEERNA »

The company has not, since the date of the last annual retum (or since the date of incorporation in the case of
the first annual return), issued any invitation to the public to subscribe for any shares or debentures of the
company and that if the number of members of the company exceeds S0 as at the date of this retum, the
excess consists wholly of persons who, under section 11(2) of the Companies Ordinance, are excluded in the
calculation of the number of members of the company.

# R Advisory Note
FEATESHEMEANERRENY (EBREHS]) UABRBIARAGET—HRE -
All directors of the company are advised to read ‘A Guide on Directors' Duties’ published by the Companies Registry
and acquaint themselves with the general duties of directors outlined in the Guide.

A Hh i $ 436 F 7 H This Return includes the following Continuation Sheet(s)
{i | Continuation Sheet(s) A B Cc D

& = Signed : =
% 4 Name CUENCA Roberto Santos H 7 Date : 20/12/2018

#& W Director, /S5 Company-Seeretary * BDD / AMM / f£YYYY
55 R T i A4 Delete whichever doss not apply

$HEH Page?

{5EA4R0% 172014 (2014 7 3 ) Specfication No. 1/2014 (March 2014)

Pex)
ot
o
(¥
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m NAR1

AREBANEREM

Date to which this Return is Made Up
19 12 2018
H DD A MM £ YYYY

® FELHLATHNRAREN (B 13F)

[t — Schedule 1

GEEmAE#EA
FOR NON-LISTED COMPANY)

/A H] {4 3% Company Number

2015048

Particulars of Member(s) of a Non-listed Company (Section 13)

(FRBERIIEL LN B R HTREH R - WEL TR BaEE— TR » TS R— )
(Non-listad company having a share capital must complete this page.
class of shares, please use additional Schedule 1.)

If the space provided is insulﬁcier;t\, or if there is more than one

of Member(s) as at the Date to which this Return is Made Up
& & %8 51 Class of Shares Ordinary
8 B R B B 815 4B Total Number of Issued Shares in this Class 10,000
43 Shares
gL/ £28 st ot ARNAR L] b wmE
Name Address Current Transferred * Remarks
Holding
KE B
Number Date
CUENCA Roberto | 34 Laoag St., Alabang Hills, 10,000

Santos Muntinlupa City, Philippines

*WARNBREGE L—OAFHRRAMAURCIBEARESRR WAASRIAEBAURIAER
Al AHERRR—-6HR REIWMANEL /ABME "AE, —WEHR -

% |f there have been any transfers of the company's shares since the date of the last annual return (or since incorporation
if this is the first annual return), please also provide details of the transfers; the name of the transferee should be stated

in the ‘Remarks' column.

FHUBIRTE 1/2014 (2014 & 3 F) Specification No. 1/2014 (March 2014)

K Page 1/ 1

fart )
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Polise

Epulo Labs SA (Panama)
Organisationsnr 155646898

Nationella operativa avdelningen, Utredningsenheten

2020-01-15
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1.1

1.2

1.3

Inledning

Bakgrund

I forundersokning 5000-K1443168-17 gillande synnerligen grovt
narkotikabrott och grovt penningtvéttsbrott har
forundersokningsledaren begirt att en finansiell utredning skall goras pa
bolaget Epulo Labs SA.

Syfte

Huvudsyftet med den finansiella utredningen &r att i s stor utstrackning
som mojligt utreda vem som ar dgare av bolaget och vilken verksamhet
och omsittning bolaget haft.

Inhdmtade uppgifter

Foljande information har inhdmtats;

- Bolagshandlingar i beslag

- Uppgifter om domédn under namnet Epulolabs.com

- Begéran om rittslig hjélp har skickats till Panama for att fa ta del av
bolagshandlingar

Sammanfattning

Epulo Labs SA dgs av Alexander Tomaszek och registrerades i Panama
den 29 mars 2017.

I utredningsmaterialet forekommer endast ett fatal uppgifter om bolaget.

Ett syfte med bildande av bolaget kan ha varit att 6ppna bitcoinkonton hos
bitcoinvéxlingsforetaget Bitfinex, detta har dock inte skett.

Det har 1 utredningen inte patréffats ndgra uppgifter om eventuell
omsittning, resultat, &rsredovisning, bokforingsmaterial eller bankkonton
for bolaget. Ej heller har ndgra inbetalningar fran bolagskonton med
referens till 16n, utdelning eller vinst gidllande Epulo Labs SA patriffats pa
Alexander Tomaszeks kénda privata bankkonton i Sverige, Hong Kong
och Panama.
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Bolagsregistrering

Aklagaren har skickat begiran om rittslig hjilpt till Panama fatt ta del av
bolagshandlingarna avseende Epulo Labs. Dessa aterfinns som
sidomaterial till utredningen.

Bolagshandlingar sa som registreringsbevis och dgandebevis for

Epulo Labs SA har patriffats vid husrannsakan hos Alexander Tomaszek
(beslag 2018-5000-BG101818-88). Originalhandlingarna &r utfirdade pa
spanska med det finns dven en engelsk dversittning. Bilaga 1 till
rapporten innehaller bolagshandlingar pa engelska.

Bolaget registrerades i Panama den 29 mars 2017.
Bolagstyp: anonymt bolag
Aktiekapital: 10 000 USD

Bolagets adress:
500 Street, Global plaza, 19" Floor, Office H, Panama City, Panama.

Agent i landet:
Advokatbyra Cambra La Duke & Co
50™ Street, Global plaza, 19™ Floor, Office H, Panama City, Panama.

Utredningen har genom begédran om réttslig hjilpt till Panama mottagit
handlingar fran Cambra La Duka & Co dir det framgar att de anlitats av
Alexander Tomaszek for att ansoka om bolaget. Dessa aterfinns som
sidomaterial till utredningen.

Foretriadare och dgare
Bolagets foretrddare och dgare ar enligt bolagshandlingarna f6ljande.

Styrelsemedlemmar Agare

Gracieili Mariana Morales Alexander Tomaszek
Mary Alexa Dominguez

Cristino Guevara Salazar

Enligt bolagshandlingarna framgar att Alexander Tomaszek &dr ensam
aktiedgare och den som har fullmakt f6r och kontrollerar bolaget.
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5.1

Domén Epulolabs.com

En domin under namnet Epulolabs.com finns hos det kanadensiska
foretaget Hawk Host. Doménen ir, tillsammans med bland annat doménen
Pegasuscentral.com, registrerad med kundnamn Spendon Presentkort med
epostadressen jakobrosengren01(@gmail.com. Hawk Host har reagerat pa
att detta inte &r ett riktigt kundnamn.

Se dokumenten Ang domdnen pegasuscentral.com samt Material inhdmtat
fran Hawkhost for nirmare information om doménen.

E-postadress

Foljande e-postadresser har patriaffats pd doménen;
team@epulolabs.com

Utredare som haft i uppdrag att ga igenom epostmeddelanden har vid en
oversiktlig genomgang inte patriffat ndgon kundrelaterad kommunikation
via epost. Det vill sdga ingen kommunikation med ndgon som uppfattats
som kund till Epulo Labs SA.

Bitcoinkonton

Enligt bolagshandlingarna 1 Bilaga 1 (sida 14) finns protokoll fran
styrelsemote den 6 april 2017 dér det anges att ett eller flera konton ska
Oppnas for bolaget hos bitcoinvéxlingsforetaget Bitfinex.

Med anledning av detta har kontakt tagits med Bitfinex, som svarar att det
inte finns nagra bitcoinkonton for Epulo Labs SA.
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7 Handlingar patriffade i utredningen

7.1 Registreringsbevis

Bolagshandlingar s& som registreringsbevis och dgandebevis for

Epulo Labs SA har pétraffats vid husrannsakan hos Alexander Tomaszek
(beslag 2018-5000-BG101818-88). Originalhandlingarna ar utfiardade pa
spanska och finns som sidomaterial till utredningen. Det patriffades dven
en engelsk overséttning av handlingarna och dessa finns som Bilaga 1 till
rapporten.

7.2 Epostmeddelanden

Nedan presenteras ytterligare handlingar som pétraffats i
utredningsmaterialet dir referenser till bolaget forekommer. Det avser
epostmeddelanden som patriffats i information fran Hawk Host och
Microsoft.

Tre test-epostmeddelanden mellan feam@epuloabs.com och Alexander
Tomaszeks privata epostadresser har patriffats.

asdf

From: Alexander b <alexxander-_@hotmail.com>
To: team@epulolabs.com
Date: Thu, 30 Mar 2017 06:40:38 +0200

[
sadsa
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From: Epulo Labs <team@epulolabs.com>
To: alexxander-_@hotmail.com

Cc: gboalexander@gmail.com

Date: Thu, 30 Mar 2017 06:57:14 +0200

Re: Demo

|

From: Alexander <gboalexander@gmail.com>

To: Epulo Labs <team@epulolabs.com>

Date: Thu, 30 Mar 2017 06:58:27 +0200

|

Yes

2017-03-30 6:57 GMT+02:00 Epulo Labs <team@epulolabs.com>:
Demo

Kdlla: epostmeddelanden till/fran team@epulolabs.com
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Ett epostmeddelande fran team@epulolabs.com till
bitcoinvaxlingsforetaget Bitfinex har patréftats. Epostmeddelandet verkar
handla om en fraga till Bitfinex om dokument som krévs for att 6ppna
foretagskonto.

Regarding corporate account verification

From: team@epulolabs.com

To: compliance@bitfinex.com

Date: Thu, 30 Mar 2017 06:30:28 +0200
Hi,

Does any of the documents required to open a corporate account on
Bitfinex need to be notarized?

Best regards,
Alex

Kdlla: epostmeddelande fran team@epulolabs.com
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Ett epostmeddelande fran suppot@namecheap.com till
team@epulabs.com har patriffats. Epostmeddelandet verkar handla om
verifiering av kontaktinformation for bolaget. Jose Castello med adress 1
Panama och epostadress team@epulolabs.com har angivits som kontakt.

IMMEDIATE VERIFICATION required for epulolabs.com

From: support@namecheap.com
To: team@epulolabs.com
Date: Thu, 30 Mar 2017 06:57:07 +0200

As of January 1, 2014, the Internet Corporation for Assigned Names and Numbers (ICANN) has
mandated that all ICANN accredited registrars begin verifying the WHOIS contact information for all
new domain registrations and Registrant contact modifications.

The following change has been made to the Registrant contact information for one or more of your
domains and requires verification:

Name Jose Castello
Address 1 Calle D El Cangrejo
Address 2

City Panama City

State Province Panama

Postal Code 92253

Country PA

Email Address team@epulolabs.com

Please click the link below to verify the Registrant email address. You have until 2017-04-14 04:56:59.
to verify this email address. After this date, the domain(s) associated with this Registrant contact will
be suspended until the email address is verified.

Click here to verify your email address

If the above link does not work, please copy-and-paste the following URL into an open web browser to
complete the verification process:

http:/iraa.namecheap.com/ConfirmProfile.aspx?VerificationKey=a63826af-eele-4c6a-adat-
e3edf542671f

Once you click the link, your email address will be instantly verified and there is nothing further for you
to do on the following domains:

epulolabs.com

Sincerely, Namecheap.com

Kdlla: epostmeddelande till team@epulolabs.com
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8 Bilagor
Bilaga 1 — Bolagshandlingar avseende Epulo Labs SA fran Panama
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Bilaga 1 Bolagshandlingar avseende Epulo Labs SA fran Panama

Bolagshandlingar sa som registreringsbevis och dgandebevis for Epulo Labs SA har
patréaffats vid husrannsakan hos Alexander Tomaszek (beslag 2018-5000-BG101818-
88). Originalhandlingarna &r utfirdade pé spanska och finns som sidomaterial till
utredningen. Det pétraffades dven en engelsk dversittning av handlingarna och dessa
presenteras nedan.
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TRANSLATION

Public Registry of Panama No. 1098719
SIGNED BY: EDUARDO ANTONIO .
ROBINSON ORELLANA - (signature not legible)
DATE: 2017.04.05 12:41:56 -05:00

PURPOSE: PUBLICITY REQUEST

LOCALIZATION: PANAMA, PANAMA

This document has been signed with qualified electronic signature by EDUARDO ANTONIO ROBINSON ORELLANA.

LT AT

The authenticity of this document can be verified in the Web Service of Verification: https://www.registro-publico.gob pa

JURIDICAL PERSON CERTIFICATE
IN REGARDS TO THE PETITION
141219/2017 (0) OF DATE 05/04/2017
THAT THE CORPORATION

EPULO LABS S A,

TYPE OF CORPORATION: ANONYMOUS CORPORATION

IS REGISTERED AT (MERCANTILE) RECORD N° 155646898 (S) SINCE WEDNESDAY, MARCH 29" OF
2017.

-THAT THE CORPORATION IS IN EXISTENCE

-THAT THE OFFICERS ARE:

RESIDENT AGENT: CAMBRA LA DUKE & CO.
SUBSCRIBER: CRISTINO GUEVARA SALAZAR
SUBSCRIBER: GRACIEILI MARIANA MORALES
DIRECTOR / PRESIDENT: GRACIEILI MARIANA MORALES
DIRECTOR / SECRETARY: CRISTINO GUEVARA SALAZAR
DIRECTOR / TREASURER: MARY ALEXA DOMIGUEZ

TION WILL BE EXERGISED:
L REPRESENTATIVE OF THE CORPORATION AND WILL BE
ITIVE ABSENCES BY THE SECRETARY AND IN THE
EFINITIVES, BY WHOEVER APPOINTS THE BOARD
e

USAND AMERICAN
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EPULO LABS S.A.

CERTIFICATE OF INCUMBENCY

‘The undersigned, being the Registered Agent of EPULO LABS S.A., a corporation organized
and existing under the laws of Republic of Panama, (“the Company”), since March Twenty
Ninth (29™) 0f 2017, with the registered address at 50" Street, Global Plaza, 19" Floor, Office
H, Panama City, Republic of Panama and Registration Number 155646898, hereby certifies,
that as far as can be determined from the documents retained at the Registered Office the
pem)ns and/or companies named below are duly elected, qualified and acting officers of the

ny, holding offices set forth opposite their names, and are duly authorized to execute

and deliver documents on behalf of the Company, and have remained so authorized since the
dates of appointment:

Name Office Held Date of Appointment

GRACIEILI MARIANA Director-President  March Twenty Ninth (29") 2017
MORALES

50" Street, Global Plaza,

19" Floor, Office H, Panama City,

Republic of Panama

Director- Treasurer  March Twenty Ninth (29™) 2017

March Twenty Ninth (29) 2017
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Transferee

Transfer of Shares

Number
~of

Date of
Transfer
(M/DFY)

Paid

rch 29th, 2017
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Minutes of an Extraordinary Meeting of the Board
of Directors of the corporation named
EPULO LABS S.A.
In Panama City, Republic of Panama, on April Sixth (08") of 2017, at nine o'clock in the morning (9:00
a.m.), took place an Extraordinary Meeting of the Board of Directors of the corporation named EPULO
LABS S$.A., an anonymous company duly registered under the Laws of the Republic of Panama.

All the members of the Board of Directors where present at the meeting, Mrs. GRACIEILI MARIANA
MORALES, MARY ALEXA DOMINGUEZ and CRISTINO GUEVARA SALAZAR, who waived their right
for a previous summons for this meeting.

The meeting was chaired by the President of the company, Mr. GRACIEILI MARIANA MORALES, the
titular and acted as Secretary, Mrs. CRISTINO GUEVARA SALAZAR, the titular.

The President declared the mesting open and manifested that the purpose was to consider to open one or
more than one account at BITFINEX and to appoint Mr. Alexander Tomaszek to act individually on
behalf of the Company.

iing the above mentioned proceeding and because of motion presented and seconded it was

ts on behalf of the Company at BITFINEX.
on behalf of the Company and acting individually to

I4
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the following agr 1 iode bk
GRACIEILI MARIANA MORALES - DIRECTOR-PRESIDENT

CRISTINO GUEVARA SALAZAR - DIRECTOR -SECRETARY

MARY ALEXA DOMINGUEZ - DIRECTOR - TREASURER

e hereinafter referred to as “THE DIRECTOR(s)"
Mr. Alexander Tomaszek,

Passport No.: 86602793

Date of Birth:

hereinafter referred to as "THE BENEFICIAL OWNER(s)"

regarding EPULO LABS S.A. regl in with the number 155646898, hereinafter referred to as
“THE COMPANY",

§ 1, THE BENEFICIAL OWNER(s), hereinacﬂnghﬁs(ﬂaér)capadtvﬂsuwner(s)ofall issued shares of THE COMPANY confirm(s)
that THE DIRECTOR(s) been Board of Directors and/or Officers of THE COMPANY.

§ 2. THE BENEFICIAL OWNER(s) and THE DIRECTOR(s) agree to the following:
1)THATTHEDRETFOR(S)M¢(S)MMWM3WWI&Nasmnﬂneemdmﬂhmmcﬁmctalnmmheneﬁdallnmrest
In THE COMPANY.

i)ﬂiﬂmeuutsmn(;)mlmmonumwnmmswmonsofms BENEFICIAL OWNER(s) or persons authorized by THE
Mmownm(s),sub]edumyhpmofoﬂdemtyand undadaﬁngﬂvatmacnon(s)aremllylnleeepmwnﬁmemsand
regulations of the applicable jurisdictions. These written instructions can be issued by electronic mail, fax or any other electronic

Instrument.
ili) THAT

shall be considered authorized persons to act in representation of THE BENEFICIAL OWNER(s) for this purpose.

{v) THAT THE BENEFICIAL OWNER(s) solely completely indemnify/indemnifies THE DIRECTOR(s) against all and any consequences,
any and all liabilities of every nature and kind, Iawsmmwordamageswhlmmightmrm him/them as a result of the acts
pu‘hmedhyﬂl‘:‘nmmn(s)inhlsfmairmpadty officer(s) and/or director(s) of the COMPANY, as a result of instructions
given by THE BENEFICIAL OWNER(s)or person(s) authorized by THE BENEFICIAL OWNER(s),

ilMWMWWs)mMDms)mwﬁe

1) THE DIRECTOR (S) agrees and accepts that all ﬂalnfnmaﬂmdeEdWTHEBmLWNEl(s)mmnﬁnﬂtyMth
‘this agreement or mmnmmenmmmnmgamm the of this
nfTH!lEYIEFImI.WNER(S),sn‘l'l‘lED‘l’RECl’DR(S]lsobtigahednothouﬂllzeforarwoﬁmwmﬂsemﬁ’ermmmeme
pammormudferh of the

any and all iaspmsibimyotnaulwin case a Judicial
file, or anyma-ldmispmsenhadﬁa

Signature (s) of Beneficial Owner(s):

L In]

148



Rapport Epulo Labs SA (Panama) , 2020-01-17 08:13 diarienr: 5000-K1443168-17

Herewith the Is made

GRACIEILI MARIANA MORALES - DIRECTOR-PRESIDENT

CRISTINO GUEVARA SALAZAR - DIRECTOR -SECRETARY

MARY ALEXA DOMINGUEZ - DIRECTOR - TREASURER

z hereinafter referred to as "THE DIRECTOR(s)"

Mr. Alexander Tomaszek,
Passport No.: B6602793
Date of Birth:

hereinafter referred to as “THE BENEFICIAL OWNER(s)"

regarding EPULO LABS S.A. registered in Panama with the incorporation number 155646898, hereinafter referred to as
"THE COMPANY".

§ 1. THE BENEFICIAL OWNER(S), herein acting in his (their) capacity as owner(s) of all ssued shares of THE COMPANY confirmy(s)
that THE DIRECTOR(s) has/have been appointed as member(s) of the Board of Directors andjor Officers of THE COMPANY.

§ 2. THE BENEFICIAL OWNER(s) and THE DIRECTOR(S) agree to the following:

:) .'III"H':EOT:E DIRECTOR(s) hald(s) such position strictly and solely as nominee and has/have no direct or Indirect beneficial interest

n IPANY,

i) THAT THE DIRECTOR(s) shall act only on the written Instructions of THE BENEFICIAL OWNER(s) or persons authorized by THE

BENEFICIAL UWNER(S), subject only to proofof;dmuty and undertaking that such action(s) are fully in keeping with the laws and
of the tten instructions can be Issued by electronic mail, fax or any other electronic

instrument.
iil) THAT

shall be considered authorized persons to act In representation of THE BENEFICIAL OWNER(s) for this purpose.

Iv) THAT THE BENEFICIAL OWNER(s) solely completely indemnify/indemnifies THE DIRECTOR(s) against all ard any consequences,

any and all llabilities of every nature and kind, law suit and/or damages which might occur to him/them as a result of the acts
by THE DIRECTOR(s) in his/their capacity of officer(s) and/or director(s) of the COMPANY, as a result of instructions

given by THE BENEFICIAL OWNER(s)or person(s) authorized by THE BENEFICIAL OWNER(s).

§ 3. THE BENEFICIAL OWNER(s) and THE DIRECTOR(s) agree to the following:
i)‘l'ﬁ!m(‘)lgrlﬁandmpsthﬂallH!a#nfonmﬂonpruuldedbfTHEIleLmﬁﬂ(S)hwﬂfwﬂﬂlywim
this agreement or information that THE DIRECTOR (S) gathers during the execution of this agreement is confidential and property
Mmlmmmm(&),sDTH!DIR!CI’OR(S)ilnbﬂgatednutmuﬁﬂaeforunymmdﬂfemmatmm
permitted or required for the of the herein, Each party agrees not to reveal or provide information
mwmwmwmpmn,Mmmempﬂmafanyamlm,mdlawmuaauwmmepmelmmaﬂm
a’nd!nbe_ 9; the employees that in the course of the execution of this contract have a necessity to

case, every person or companies hired to the ends
rectly involved in mmonurmmmmammow
mmhmwmwmammmmm(s)mmm

(S) of any and all responsibility or liability in
n file, elmmcnrofanyamg'? cﬂmalumjalo

Signature (s) of Beneficlal Owner(s):

10
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TRANSLATION

Public Registry of Panama No. 1104742
SIGNED BY: EDUARDO ANTONIO

ROBINSON ORELLANA (signature not legible)
DATE: 2017.03.31 16:50:53 -05:00

PURPOSE: PUBLICITY REQUEST

LOCALIZATION: PANAMA, PANAMA

This document has been signed with qualified electronic signature by EDUARDO ANTONIO ROBINSON ORELLANA.

LR TP R

The authenticity of this document can be verified in the Web Service of Verification: hitps:/iwww. registro-publico.gob.pa

IN REGARDS TO THE PETITION
132394/2017 (0) OF DATE 30/03/2017
THAT THE CORPORATION

EPULO LABS S A

TYPE OF CORPORATION: ANONYMOUS CORPORATION ] s

IS REGISTERED AT (MERCANTILE) RECORD N° 155646898 (S) SINCE WEDNESDAY, MARCH 28 OF
2017

-THAT THE CORPORATION IS IN EXISTENCE

-THAT THE OFFICERS ARE:

RESIDENT AGENT: CAMBRA LA DUKE & CO.
SUBSCRIBER; CRISTINO GUEVARA SALAZAR
SUBSCRIBER: GRACIEILI MARIANA MORALES
DIRECTOR / PRESIDENT: GRACIEILI MARIANA MORALES
DIRECTOR / SECRETARY: CRISTINO GUEVARA SALAZAR
DIRECTOR / TREASURER: MARY ALEXA DOMIGUEZ

-THAT THE LEGAL REPRESENTATION WILL BE EXERCISED:

THE PRESIDENT WILL BE THE LEGAL REPRESENTATIVE OF THE CORPORATION AND WILL BE

REPLACED IN HIS TEMPORARY OR DEFINITIVE ABSENCES BY THE SECRETARY AND IN THE
(o] BE THEM TEMPORARY OR DEFINITIVES, BY WHOEVER APPOINTS THE BOARD

THE BOARD OF SHAREHOLDERS.
IS OF 10,000.00 AMERICAN DOLLARS

J/
INTERPRETE FUBH
INGLES EWANOL
Resuelto N* 348 Del 26 Da Mswln De 1982
MINISTERIO DE GOBIERNO ¥ JUSTICH
Panama, Rep g Panama

I7
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TRANSLATION M
PUBLIC DEED NUMBER FOUR THOUSAND TWO HUNDRED FORTY FIVE **+****sssmamsssssass

(4,245)
BY MEANS OF WHICH the Certificate of Incorporation of the corporation named EPULO LABS
S.A. is protocolized.

Panama, 27" of March of 2017. —

In Panama City, Capital of the Republic and Head of the Notarial Circuit of the same name, on the
Twenty Seventh (27™) day of the month of March of two thousand seventeen (2017), before me.
VICTOR MANUEL ALDANA APARICIO, Notary Public Eighth of the Panama Circuit, with 1D
number four — one hundred seven — six hundred twenty seven (4-107-627), personally appeared:
CRISTINO GUEVARA SALAZAR, male, Panamanian, of legal age, neighbor of this city, with 1D
number nine — one hundred thirty seven — six hundred ninety nine (9-137-699), and GRACIEILI
MARIANA MORALES, female, Panamanian, of legal age, neighbor of this city, with ID number
eight- seven hundred sixty six- two thousand eighty one (8-766-2081), with the purpose to
protocolize the Certificate of Incorporation of the corporation named “EPULO LABS S.A.” which is
hereby incorporated in accordance with Law Number thirty two (32) of February Twenty — sixth
(26th) of one thousand nine hundred twenty seven (1927) and other existing laws of the Republic

of Panama, persons to whom that | know and asked me to protocolize the Certificate of

Incorporation of the corporation named “EPULO LABS S.A."
The applied for protocolization is made and all the copies that the interest party petitions will be
| GAVE NOTICE to the ones that appears before me, that a copy of this deed must be registered

and read, as it was done, before the instrumental witnesses, JACINTO HIDALGO FIGUEROA,
with ID number two-sixty four-six hundred fifty six (2-64-656) and SELIDETH EMELINA DE LEON
CARRASCO, with ID number six-fifty nine-one hundred forty seven (6-59-147), both
Panamanians, of legal age and neighbors of this city, who | know and are capable to exercise the
charge, found the deed in compliance, gave their approval and they all sign it to provide constancy,
with the witnesses, before me, the Notary Public. . i,
THIS PUBLIC DEED CARRIES THE NUMBER: FOUR THOUSAND TWO HUNDRED FORTY

(Sgd.) Cristino Guevara Salaz
Ortiz Marlon Elias Salinas
VICTOR MANUEL ALDANA

10
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ARTICLES OF INCORPORATION - _
rations of the Republic of P

0
Organized under the General Law about anonymous corpol

ian, Iegal age, ighber
undersigned CRISTINO GUEVARA SALAZAR, male, Panaman an, of . nel :
ine — one undred thirty seven — six undred ninety nine -Ggg)l
nine hi hi nl (9-137.

of legal age, neighbor of this city, with
-2081), appear with

city, with ID number
GRACIEILI MARIANA MORALES, female, Panamanian,

seven hundred sixty six- two thousand eighty one (8-766
ity with the dispositions of the Law Number thirty

number eight-

i form

object of incorporating a corporation in con '
orporations of the

two (32) of one thousand nine hundred twenty seven (1927) about Anonymous Corp the
Republic of Panama, by means of this document we agree, establish and constitute the following

ARTICLES OF INCORPORATION under the following clauses:
EPULO LABS S.A.

FIRST: The name of the Corporation is:
SECOND: The objectives of the corporation are: A) Dedicate to the administration and exercise of

activities in any part of the world; B) Establish, intermediate, negotiate and in general perform the

service of brokerage and representation in all its branches; C) Issuance of shares and other values

and obligations of persons, companies, anonymous corporations, collective corporations; D) Buy,
sell, exchange, commercialize, rent and negotiate with movable and unmovable property and
merchandise; E) Hold any title and for the time deemed convenient to the corporation all kinds of
assets, credits, bank deposits and all the rights and businesses; F) Participate or acquire the
totality or any share of the business of any natural or juridical person, foreign or national that are
beneficial to the corporation: G) In addition to all the objectives indicated above, the corporation
may in general be involved in transactions, operations, businesses, deals and activities authorized
by the Laws of the Republic of Panama and of other countries, even when such activities are not
considered or specified in the social pact and will have all the faculties expressed in Article
Nineteen (19) of Law thirty two (32) of one thousand nine hundred twenty seven (1927) of the
Republic of Panama, and any other faculty granted to the corporations by other effective laws; H)
Perform any of the activities above mentioned as principal, agent or in any other character: 1)
Perform any other activity not prohibited to the anonymous corporations by the Constitution or by
"_—""-_"'——-—.,___..
THIRD: The authorized capital of the corporation will be of TEN THOUSAND DOLLARS

the Laws of the Republic of Panama or any other country, ----

(US$10,000.00), legal tender in the United State of Northamerica, divided in ONE HUNDRED
(100) registered common shares, each one with a nominal value of ONE HUNDRED DOLLARS
(US$100.00), legal tender in the United States of Northamerica, The share certificates can be

anguage and must be signed by any two (2) officers indistinctly, The company wil
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! FIFTH The corporation will have its domicile at 50th Street, Global Plaza 1

'l
H.xPanama City, Republic of Panama and will be of perpetual duration, but it may be
liguidated at any moment by the affirmative vote of the shareholders that represent, at least, the
majority of the shares. The corporation will also have a registered office that will be located at 50th
Street, Global Plaza Tower, 19" Floor, Suite H, Panama City, Republic of Panama. This registered
office can be changed to a new one by the simple issuance of a Resolution of the Board of

Directors or Shareholders stating such change, resolution that will remain in the private files of the

company.
SIXTH: The Board of Directors will be composed by no less than three (3) members, but more can

be added as it becomes necessary or convenient to the company. To be a director is not

necessary to be a shareholder. The meetings of the Board of Directors and/or the Board of

Shareholders, be them ordinary or extraordinary, can be held in any part of the world. -

SEVENTH: The officers will be: one (1) President, one (1) Secretary and one (1) Treasurer, but

there can be appointed as many officers as it is necessary or convenient to the company. To be an

officer is it no necessary to be director or shareholder.
EIGHTH: The President will be the Legal Representative of the company and will be replaced in
his temporary or definitive absences by the Secretary and in the absence of both, be them
temporary or definitive, by whoever appoints the Board of Directors or the Board of Shareholders.
Whoever exercises the legal representation of the company can, without previous or posterior
authorization from the Board of Directors or the Board of Shareholders, open branches of the
company in any part of the world and grant powers of attorneys to third parties to this effect.
Furthermore, can grant Especial or General powers of attorney, in any language, to physical
persons and/or juridical persons so that they ‘be used in any part of the world.-------—---emseeenmmmmneeee
NINTH: The Resident Agent of the company is the CAMBRA LA DUKE & CO., attorneys at law,
with domicile at Panama City, Republic of Panama, who in turn agrees to the designation of the
position under the premise that they will not be responsible for the actions of the directors, officers,

agents or shareholders of the company. The Resident Agent is not in any way responsible for the

activities of directors, officers or from results or effects of the acts, business, affairs or operations

and other facts that are executed or authorized to be executed and/or done by the company, either

by authorized persons or third parties. The Resident Agent will not be responsible for civil or
criminal or physical actions and of any other nature that are executed against the company by

individuals, financial companies, banks or private institutions, national or intern i I public

bodies, for unlawful acts committed by the company or its shareholde
persons or third parties) in the course of its busin
TENTH: The granting of general or special powers of

can be done by the Board of Directors, being established




Rapport Epulo Labs SA (Panama) , 2020-01-17 08:13 diarienr: 5000-K1443168-17

“1 154

Offi ible for the acts, 3
Agent, or the Directors or Officers of the company shall not be respons! le for t busj

othe men wers of attoy
affairs or operations and r actions executed through the aforeme! tioned PO’

through its shareholders.
[ELEVENTH: Directors do not contract personal Jiability for the obligations of the company.--—-—__

TWELFTH: The resolutions of the Board of Directors or the Board of Shareholders will have to be

signed by the President and the Secretary of the meeting.
THIRTEENTH: The number of the first directors and officers will be a minimum of three (3) and

their names and addresses are as follows:
DIRECTOR - PRESIDENT: GRACIEILI MARIANA MORALES;

DIRECTOR - TREASURER: MARY ALEXA DOMINGUEZ;
DIRECTOR - SECRETARY: CRISTINO GUEVARA SALAZAR, all with address at 50th Street,

Global Plaza Tower, 19th Floor, Suite H, Panama City, Republic of Panama.
Signed in Panama City, Republic of Panama on the Twenty Seventh 277 day of the month of

March of two thousand seventeen (2017).
Gracieili Mariana Morales.

(Sgd) Cristino Guevara Salazar
Mr. RICARDO MANUEL CAMBRA LA DUKE, has countersigned this minute with ID number

eight-four hundred thirty eight-five houndres two (8-438-502), attorney at law. ——-——-----=-—-

(Sgd) Ricardo Manuel Cambra La Duke.
This copy that | issue, seal and sign on the Twenty Seventh (27") day of the month of March of two

thousand seventeen (2017) is in accordance with the original.

Seal of the Eighth Notary Public, Republic of Panama,
(Signature not legible)
VICTOR M. ALDANA APARICIO
Public Notary Eighth

PUBLIC REGISTRY OF PANAMA
SIGNED BY: RAQUEL JUDITH BARBA

TUNON
DATE: 2017.03.29 15:41:35 - 05:00

LOCATION: PANAMA, PANAMA
SUBMITED THE PROCESS REQUESTED WITH THE NUMBER OF ENTRY 129186/2017
PREENTED TO THIS REGISTRY ON THE DATE 28/03/2017 AT 06:02 PM ' i

OWNER OF THE DOCUMENT
EPULO LABS S.A.

REASON: COMPLETION OF PROCESS (Signature not legible)
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Kompletteringar ang. bitcoin fran Netrouting-servrar

1 Bakgrund

I dokument Beskrivning av innehall server carpediemeveryday samt Beskrivning av
innehall server new-mattsson-programming innehaller information om vad som fanns i
servermaterialet fran respektive server. Detta dokument avser kompletterande beskriv-
ningar av innehallet avseende bitcoin-relaterade fynd.

Dokumentet innehéller en del tekniska begrepp som forklaras i nedan tabell:

Bitcoin Core Programvara som installeras som en s.k. “full-node” i
bitcoinnétverket. Den tillhandahéller en bitcoinplanbok
(wallet) och kraver att blockkedjan dr nedladdad pa
servern till skillnad mot s.k. lightweight wallets som
maste forlita sig pa en tredjepart.

bitcoin-cli Kommando f6r att interagera med Bitcoin Core.

bitcoin-cli dumpwallet Exportera alla privata nycklar fran en bitcoinplanbok

bitcoin-cli listunspent Lista alla bitcoinadresser som har nagon balans i
bitcoinplanboken.

bitcoin-cli listaccounts Returnerar en lista pa konton och dess balans i bitcoin-
planboken.

bitcoin-cli getwalletinfo Ger information generell information om bitcoinplan-
boken, t.ex. balans, antal transaktioner, namn etc.

bitcoin-cli listtransactions Returnerar de senaste transaktionerna i planboken.

BTC Bitcoin

Flera av de privata nycklarna till bitcoin-adresser som beskrivs i detta dokument har
patréffats pa flera stéllen i flera olika filer pa bada servrarna. Bild 1 visar dversiktligt
hur dessa privata nycklar relaterar till varandra.
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2 new-mattsson-programming (178.239.55.163)

2.1 clds.txt (i katalog /home/)

Filen clds.txt innehéller 9982 privata nycklar till bitcoin-adresser. Filen bedoms vara
produkt av kommandot: bitcoin-cli dumpwallet och har tidsstimpeln 2017-11-
25'. Fran privata nycklar som aterfanns i denna fil sikrades 66,24533298 bitcoin 2019-
11-07°.

1924 bitcoin-adresser i filen aterfinns i Flugsvamp Market 2.0-klustret’. 4880 bitcoin-
adresser aterfinns utanfor klustret. Om man slar ihop de 4880 bitcoin-adresserna till ett
eget kluster finns det 2999 transaktioner mellan klustren. Resterande 3178 bitcoin-
adresser dr ej anvénda i blockkedjan.

Bild 2. Klustrade bitcoin-adresser avseende adresser som forekommer i filen clds.txt. Klustret som
bendmns clds.txt innehaller 4880 bitcoin-adresser.

2999 transaktioner

clds.txt Flugsvamp
Market 2.0

Vid aterskapandet av planboken sé finns det 8137 transaktioner i historiken. Transakt-
ionsperioden #r 2015-07-22 — 2018-01-06".

9981 privata nycklar i clds.txt patraffas dven i walletclddd.dat (se avsnitt 2.5). Vidare
aterfinns 9978 privata nycklar i clds.txt aven i wallet.dat och i fyra andra filer som alla
patriffas i servermaterialet carpediemeveryday (se avsnitt 3.1 och 3.2).

' Tidsstdmplar i detta dokument avser datum nir filen senast 4r 4ndrad.

% Se dokument Sckring av bitcoin nr 1. Privata nycklar i material firdn Netrouting. T detta dokument star
det att det finns 9980 privata nycklar vilket &r felaktigt — 9982 privata nycklar 4r det ritta antalet.

3 Klustret kollat 2020-01-26. Fortsttningsvis i detta dokument vid jamforelser med klustret #r frén detta
datum.

* Transaktionen som avser sikringen av bitcoin 2019-11-07 ér exkluderad.
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2.2 Filen keeys.txt (i katalog /home/)

Filen keeys.txt bedoms vara en produkt av kommandot: bitcoin-cli dumpwallet.
Filen har tidsstdampeln 2017-11-25 och innehaller 1028 bitcoinadresser och tillhdrande
privata nycklar.

1 adress - 158HyHfsVU6JiMHF6T36DFLvs]jTOENTMxM - dterfinns i Flugsvamp Mar-
ket 2.0-klustret. Denna bitcoin-adress aterfinns i en post i tabellen gjorda_insattningar i
databasen btcrel (se Tabell 1). Posten innehaller &ven anvéndare id 62086 vilket genom
information frn databasen knyts till anvdndarnamnet morecheese. Bitcoin-adressen och
dess saldo i posten aterspeglas i féljande transaktion i blockkedjan:
88278b03b228c159322bd41cced7935815dd10ab946542971d9b33c72dc0fef.

Tabell 1. Post frén tabell gjorda_insattningar i btcrel.

170095 0,01458362 62086 2017-08-06  158HyHfsVUGJIMHF6T36DFLvSjTOENTMxM
20:21:01

Vid aterskapandet av planboken fanns 0,02621594 bitcoin kvar i planboken. Sikring av
dessa bitcoin dokumenteras i Sdkring av bitcoin. Privata nycklar i material fran Netrou-
ting — filen keeys.txt.

Planboken har enligt historiken 10 transaktioner dér transaktionsperioden ar
2017-08-06 —2017-10-30. 3 av dessa transaktioner avser mottagande av bitcoin direkt

fran klustret/bitcoin-planboken med rotadress
15dAfMQUBYTgQfA4PySkNDW4ZNYysmighP”.

Tabell 2. Transaktioner som avser mottagande av bitcoin direkt fran Kluster /5dAf.....°

Mottagna

Transaktionsid Mottagande bitcoin-adress i filen keeys.txt bitcoin

3ae0371f2a75b941b8705655a698d894ba17bd4247c43022eb8bda76b414cc88 1AeSoTaMWmRjZmo1BmjBNS5FAXR3EVGKvz 0,001462
6e9b9328a34156fd1863c9aab52d522ac3d7f8b2af67e7251a227ba358d37487  1Gyd1uPUvrOrzH6834vyR5UBYStC1PGhBQ 0,00020528
95f0a4b82624c7fd6a9664a47a615b9d3680cfba17c65d095524667d297bd7f2  1CD3LgMgpGuK904ZV1mkXtMMM6X7aQqJ48 0,00176436

2.3 Filen test (i katalog /root/)

Filen test bedoms vara en produkt av kommandot bitcoin-cli dumpwallet. Tids-
stampeln for filen dr 2017-05-22. Vid kontroll visar det sig att denna planbok har 0 i
balans.

Planboken innehéller 381 privata nycklar med tillhrande bitcoin-adresser, dock fore-
kommer bara 75 bitcoin-adresser i blockkedjan). Inga bitcoin-adresser fran denna plan-
bok férekommer i Flugsvamp Market 2.0-klustret.

> Se dokument Bitcoinpldnboken 15dAfMQUByTgQfA4PySKNDWA4ZNYysmighP for ndrmare beskrivning
av klustret. I detta dokument kommer detta kluster fortsattningsvis bendmnas ”Kluster 15dAf....”

6 https://www.blockchain.com/btc/tx/3ae0371f2a75b941b87056552698d894bal 7bd4247¢c43022eb8bda76b414cc88
https://www.blockchain.com/btc/tx/6e9b9328a34156fd1863c9aab52d522ac3d718b2af67e7251a227ba358d37487
https://www.blockchain.com/btc/tx/95f0a4b82624c7fd6a9664a47a615b9d3680ctbal 7¢65d095524667d297bd 712
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Vid aterskapandet av planboken sé finns det 86 transaktioner i historiken och transakt-
ionsperioden dr 2017-05-12 — 2017-08-13. Av dessa avser:

e 5 transaktioner mottagande av totalt 6 bitcoin fran Flugsvamp Market 2.0-
klustret.

Tabell 3. Transaktioner som avser mottagande av bitcoin direkt fran Flugsvamp Market 2.0-klustret

Mottagna
Transaktionsid Mottagande bitcoin-adress i filen test bitcoin
€e297d15d8f2cc270d949b398f542d3e54dfde382dfe6b47d3f24ab745b0674d  14H1S94cK2sX4HWAA2EBuUyrVnV3pvNqumQ 0,3
eed9da4a7210bfc8be86c21b845d2410ff3a1971129ecch2fbbb48dfeed581ca  1Mk3XJ7N1pjUM58t59xiB8a2eNe822XkPW 0,4
1ecba21ae6bd39beb10592c3847448e46ebb6b4a993e2e4225f6247fecbdd9771 16apopErulJk3kojvadyaFjDf\WSnq1wPFR 0,2
7848bcab11a6a3002970e567e09e305ae66564742ea309c9d1fcd1f04bf46f09  1Jyp3g25xFLXLWKVyo3Qr7LqzQf22Hn1g3 0,1
db79bb0c076d3030bfeda03ab242278f9cb9e26b4676a4fe85631cbb16c85a0c  1LnCxkfrZQXC6ZJqP862TSDFpiKHI3EZ3i 5

e 46 transaktioner avser transaktioner mellan denna planbok och Kluster 15dAf....
(Se bilagan sist i dokumentet).

Sett till relationen med andra filer i servermaterialet sa aterfinns samtliga 381 privata
nycklar i planboksfilerna wallback.dat och walletpyw.dat (se nedan avsnitt).

2.4 Filen wallback.dat (i katalog /home/)

Filen wallback.dat har tidsstimpeln 2017-05-22 och &r en planboksfil. For att analysera
filen har filen ldsts in i programvaran Bifcoin Core. Planboken innehéller 1285 privata
nycklar med tillhérande bitcoin-adresser. Dock har bara 75 adresser anvénts i blockked-
jan, vilket dr samma adresser som é&terfinns i filen test (se ovan avsnitt).

Vid kontroll mot en annan fil, walletpyw.dat med tidsstampel 2017-05-22, som ater-
fanns i samma mapp sa dr wallback.dat och walletpyw.dat identiska. Detta kontrolle-
rades genom filernas hashsummor (MD5 och SHAT).

2.5 Filen walletcldddd.dat (i katalog /home/)

Filen walletcldddd.dat har tidsstimpeln 2017-11-25 och &r en planboksfil. For att ana-
lysera filen har filen lésts in i programvaran Bitcoin Core. Planboken innehéller 9982
privata nycklar med tillhdrande bitcoin-adresser. 9981 av dessa nycklar dterfinns i filen
clds.txt (se avsnitt 2.1), den resterande privata nyckeln har en bitcoin-adress som ¢j
anvints 1 blockkedjan.

9978 av 9982 nycklar i walletcldddd.dat aterfinns i filen wallet.dat samt de fyra iden-
tiska filerna (sett till privata nycklar) som patréffas i servermaterialet

fran carpediemeveryday (se avsnitt 3.1 och 3.2). De fyra resterande nycklarna som finns
i walletcldddd.dat har bitcoin-adresser som inte anvénts i blockkedjan.
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2.6 Filen walletmedfacoin.dat (i katalog /root/.bitcoin/)

Filen walletmedfacoins.dat har tidsstampeln 2018-06-27 och dr en planboksfil. For att

analysera filen har filen ldsts in i programvaran Bitcoin Core. Planboken innehéller 747
privata nycklar med tillhdrande bitcoin-adresser. 717 av dessa bitcoin-adresser aterfinns
i Flugsvamp Market 2.0-klustret. De resterande 30 adresserna har en direkt koppling till
klustret Flugsvamp Market 2.0.

Enligt planbokens historik har det skett 1091 transaktioner mellan 2017-09-24 och
2018-09-23. Planboken hade en aterstaende balans pa 0,88822246 BTC som sikrats till
en planbok som kontrolleras av Polismyndigheten’.

Vid stickprovskontroll finns exempelvis transaktionen
973550e349eb4964e701570a2e3d31050eccc214dcbec72£c849508dea8109d30

lagrad i planboken dér 1 av de sdndande bitcoin-adresserna,
IMJhWZ4m1NR48AypWtdnPmiMBDTUWWpQpw, dterfinns i pldnboken. Transaktionen
aterspeglas i en post i tabellen gjorda uttag 1 btcrel:

Tabell 4. Post frén tabell gjorda_uttag i btcrel. Observera att antalet bitcoins i tabellen motsvarar motta-
gande antal bitcoin + transaktionsavgift, i detta fall 0,05386747 + 0,00490673
(https://www.blockchain.com/btc/tx/973550e349eb4964e701570a2e3d31050eccc214dcbe72fc8495b8dea
8109d30).

id uttagsadress bitcoins anvan-  user- tidpunkt tidpunkt_fran_web
dare_id name

143215 12dTG5pwf3b3ECcxMnh4e2da 0,0587742 3379 lawless 2017-12-27 04:51:24 2017-12-27 04:48:04
pB53XUyccd

Ett annat exempel 4r transaktionen
138c1d1325cd7b9%afdaab519051clfl14al9el56ccblObecc21014£326fcccO06lfel
som &r lagrad i planboken med mottagnings-adressen
IMvmGLpLsRw9j19aSHQtlgrsbtQ9aiobdy. Denna bitcoin-adress och dess antal
mottagna bitcoin aterspeglas i en post i gjorda_insattningar 1 btcrel.

Tabell 5. Post frén tabell gjorda_insattningar i btcrel.

205645  0,00629998 3913 2017-12-26  1MvmGLpLsRw9j19aSHQt1qrsbtQaioDdy
20:09:01
2.7 Filen wallettom.dat (i katalog /root/.bitcoin/)

Filen wallettom.dat har tidsstampeln 2018-01-13 och dr en planboksfil. For att analy-
sera filen har filen l4sts in i programvaran Bitcoin Core. Planboken konstateras vara tom
da kommandona listtransactions, listunspent, listaccounts,
getwalletinfo ger inga resultat.

7'Se dokument Sdkring av bitcoin. Privata nycklar i material fi-in Netrouting — filen walletmedfacoins.dat
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3 carpediemeveryday (109.235.54.6)
3.1 Flera filer som innehaller samma privata nycklar

Foljande patraffade filer i servermaterialet carpediemeveryday innehaller samma privata
nycklar till bitcoin-adresser:

e Filen privkeyscld.txt (patriaffas i katalog /home /) — en textfil som beddms vara

en produkt av kommandot bitcoin-cli dumpwallet. Tidsstdmpel for filen
ar 2018-05-10.

¢ Filen cldimportkey.sh (pétriffas i katalog /home /) — en sé kallad shellscript-fil
dér de privata nycklarna férekommer rad for rad med kommandot
bitcoin-cli importprivkey. Tidsstdampeln for filen dr 2018-05-10.

e Filen walletbacss.dat (patréffas i katalog /home /) — en planboksfil och har
tidsstampeln 2017-11-22. Filen har ldsts in i programvaran Bitcoin Core {or att
se vilka privata nycklar som aterfinns i filen.

o Filen cldwllettt.dat (patréffas i katalog /home /) — en planboksfil och har tids-
stampeln 2018-04-19. Filen har l4sts in i programvaran Bitcoin Core for att se
vilka privata nycklar som aterfinns i filen.

Filerna innehaller 9978 privata nycklar till bitcoin-adresser som samtliga dr identiska.
Dessa nycklar forekommer dven i filen wallet.dat i samma servermaterial (se avsnitt
3.2) samt i filerna clds.txt (avsnitt 2.1) och walletcldddd.dat (avsnitt 2.5).

3.2 Filen wallet.dat (i katalog /root/.bitcoin/)

Filen wallet.dat har tidsstimpeln 2018-05-11 och &r en planboksfil. Filen har I4sts in i
programvaran Bitcoin Core for att se vilka privata nycklar som &terfinns i filen. Filen
innehaller 11 979 privata nycklar till bitcoin-adresser. Av dessa aterfinns 1924 i Flug-
svamp Market 2.0-klustret och 4880 utanfor detta kluster. Resterande 5175 bitcoin-
adresser har inte anvénts i blockkedjan.

Planboken har 9978 privata nycklar gemensamt med ovan nimnda fyra filer

fran carpediemeveryday (avsnitt 3.1) samt clds.txt (avsnitt 2.1) och walletcldddd.dat
(avsnitt 2.5) fran new-mattsson-programming. De resterande 2001 privata nycklar har ej
anvénts 1 blockkedjan.

Transaktionerna i planboken &r identiska med de som patraffades i samband med inlés-
ningen av de privata nycklarna fran filen clds.txt i en bitcoinplanbok®

¥ Se dokument Sdkring av bitcoin nr 1. Privata nycklar i material frdn Netrouting.
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3.3 Ovriga filer

¢ Filen walletskummm (patriffas i katalog /root/.bitcoin/) — har testats att

lasas in 1 Bitcoin Core utan att lyckats. Filen forefaller vara korrupt. Tidsstdm-
peln for filen dr 2018-05-10.

e Filen walletTempQOchLive.dat (patriffas i katalog /root/.bitcoin/)— har
testats ldsas in i Bitcoin Core utan att lyckats. Filen forefaller vara korrupt. Tids-
stampeln for filen dr 2017-10-13.

e Filen walletTom.dat (patréffas i katalog /root/.bitcoin/)— har testats att
lasas in 1 Bitcoin Core utan att lyckats. Filen forefaller vara korrupt. Tidsstdm-
peln for filen dr 2016-12-24.

4 Andra identifierade transaktioner
4.1 Gemensamma inséttningar anvandare rakningar och kopare

I dokument Anvdndare rakningar id 40847 - Gemensamma transaktioner med anvdn-
dare kopare id 1181 beskrivs 2 transaktioner som aterspeglas i poster i tabellen
gjorda_insattningar 1 btcrel. Posterna innehaller anvéndare-id som knyts till anvéndar-
namnen rakningar (id 40847) och kopare (1181).

Tabell 6. Fran tabell gjorda_insattningar i databasexport btcrel.

id bitcoins anvandare_id tidpunkt adresslut
151674 0,06 1181 2017-05-25 02:21:01 1L5yEYrv5hJXReqSLMaeak1HN6RVyCiWiC
151675 0,06 40847 2017-05-25 02:21:01 1HoxaAkTeAHE2x9ZqCokq7hi8pVWescHsH
152187 0,05 1181 2017-05-28 01:56:01 1L5yEYrv5hJXReqSLMaeak1HN6RVyCiWiC
152188 0,05 40847 2017-05-28 01:56:01 1HoxaAkTeAHE2x9ZqCokq7hi8pVWescHsH

De séndande bitcoin-adressernas (och vixeladressernas) privata nycklar i dessa trans-
aktioner aterfinns i filerna walletcldddd.dat, walletbacss.dat, privkeyscld.txt, cldwl-
lettt.dat, cldimportkey.sh, wallet.dat och clds.txt.

Tabell 7 och 8 redovisar transaktionerna sa som de ser ut i blockkedjan. Rodmarkerade
bitcoin-adresser med summa aterspeglas i posterna i btcrel ovan och gronmarkerade
bitcoin-adressers privata nycklar aterfinns i ovan ndmnda filer.

Tabell 7. Information ur blockkedjan gillande transaktionen. Tidpunkten motsvarar nér transaktionen
mottogs av nétverket.

Transaktion: 2a7bde4e9f0aca3abebaee3cbec940eb012798919656ff506b22ef80f57ebf21 2017-05-25 02:20
Séndande adress(er) Mottagande adress(er)

1Mjzx9rKt2gyrGHHuYwhf6j5CzmWwUHpGb — 12ZBcFCH7cPdZYcjYduKgereD2hAUhGBVb 0,01020706 BTC
1KTy5hWjnoUoGubrUBvSmzkh6nMLymBtzu 1L5yEYrv5hJXReqSLMaeak1HN6RVyCiWiC 0,06 BTC

1BgAysDwxRvi3ioX4QYzimVGe4wdzV4h3N 1HoxaAkTeAHE2x9ZqCokq7hi8pVWescHsH 0,06 BTC




: » PO|IS€I1 ;o/f\?;nct)m 3(1(614)

Upprattad av Datum Diarienr Saknr Version

Mats Frederiksen, Jack Molin 2020-01-29 5000-K1443168-17 01.00

164

Tabell 8. Information ur blockkedjan géllande transaktionen. Tidpunkten motsvarar nér transaktionen
mottogs av nitverket.

Transaktion: 15809a28ac7f997d8ef4bb4cf6e278f640bbf8ce4c07eee972b4e5846fd386c8 2017-05-28 01:55
Sdndande adress(er) Mottagande adress(er)

1PyLLF7vgwG2Z29mSKzdCXHpzcjrnUe28Ke —  1L5yEYrv5hJXReqSLMaeak1HN6RVyCiWiC 0,05 BTC
158iXwZkUvAWtdrochc9SRiT7kzWVAKkSf 17j3rwgxPgwkoLKHYrJiY7ZFQNhk8mN2fE 0,01124547 BTC

1HoxaAkTeAHE2x9ZqCokq7hi8pVWescHsH 0,05 BTC
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4.2 Transaktioner relaterade till inséttningar Binance

I dokument Bitcoinsparning — Binance beskriver man hur flertalet utbetalningar, en del i
stora jimna belopp, kommer direkt eller indirekt frdn marknadsplatsen Flugsvamp 2.0
for att sedan skickas vidare till ett antal konton hos bitcoinvéxlaren Binance.

Pé sidan 4 i ovan nimnda dokument kan man l4sa “Anledningen till att inte alla bitcoin
kan kopplas till Flugsvamp 2.0-klustret i analysverktyget kan forklaras med att klustret
inte dr komplett, det vill sdiga inte innehaller alla de bitcoinadresser som kan forknippas
med handel pa Flugsvamp 2.0. Bedomningen vid granskning av bitcoinadresserna och
transaktionsmonstret dr dnda att alla bitcoinen hérror fran Flugsvamp 2.0.”

I och med de adresser som aterfunnits i bl.a. wallet.dat (se bl.a. avsnitt 3.1 och 3.2 ovan)
kan ett ytterligare antal utbetalningar knytas till att komma frdn marknadsplatsen och
styrker utredarens bedomning. De symboliseras med en réd pil i grafen nedan (Bild 3).
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Bitcoinanalys av bitcoinplanbok "refundwallet”.

Inledning.

I samband med husrannsakan pa Rudeboksvigen 213 i Lund Antriffades ett minneskort
som lag i en pase pa golvet i vardagsrummet pa entré plan.
Beslagsnummer: 2018-5000-BG101818-1.

P& minneskortet aterfinns ett antal kataloger och filer.

Under katalog SJUKA 1&sningar\ChangeTip refundar till slut.

aterfinns en fil som heter electrumord refundwallet. txt.

Innehéllet beddms vara en s.k seed'. 12 stycken engelska ord som kan anviindas for att
dterskapa en bitcoinplanbok. Electrum? dr £.6. en programvara som kan anvindas som
en bitcoinplanbok. Med hjélp av denna seed aterskapades bitcoinplanboken i Electrum.

I analysen sker en omvandling av bitcoin till svenska kronor.

Bitcoin kan fluktuera kraftigt i virde jamfort med en vanlig valuta.

For att uppskatta véirdet av 1 bitcoin vid transaktionstillfillet har den aktuella kursen det
datumet himtats frén Coindesk’. Det bor papekas att det blir ett ungefirligt vérde.

Forkortningar som kan forekomma.

e  BTC = bitcoin, XMR= Monero. Kryptovalutor.
e UTC = Coordinated Universal Time.
Referens for exakta tidsangivelser varlden 6ver. Bitcointransaktioner i natverket anges i UTC.
Skillnaden mellan svensk tid (Central European Time, CET) och UTC &r 1 timme vintertid och tva
timmar sommartid.
Exempel: 2019-10-01 15:00 UTC -> 2019-10-01 17:00 CET.
2019-10-31 15:00 UTC -> 2019-10-31 16:00 CET
e  SEK=svenska kronor

" https://en.bitcoin.it/wiki/Seed_phrase
? https://electrum.org/#home
3 https://www.coindesk.com/ (https://www.coindesk.com/api)

Bitcoinanalys av bitcoinplanbok “refundwallet”.
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Sammanfattning

e Planboken har under perioden 2016-08-01 - 2016-10-02 tagit emot tre
transaktioner pé totalt 3,591097 BTC till ett uppskattat viarde av ca 18 743 SEK.

Planboken har tagit emot 0,42 BTC (ca 2 200 SEK) fran marknadsplatsen
Flugsvamp 2.0. (se dven dokument Anvdindarkonto fsagerskiten id 38391,
Anvdndarkonto liggerikomaatmid 38470, Anvindarna fsagerskiten id 38391 och
liggerikomaatm id 38470 och Finansiell utredning Alexander Tomaszek, kap. 4.2.4.1)

Planboken har tagit emot 3, 171097 BTC (ca 16 500 SEK) ChangeTip.com.
(se dven dokument ChangeTip.com)

e Planboken har under perioden 2016-08-08 - 2016-10-02, fordelat pa fyra
transaktioner, skickat totalt 3,590603 BTC till ett uppskattat viarde av ca 17 643
SEK.

e Transaktioner ut fran planboken har gatt till oidentifierade bitcoinadresser.

Bitcoinanalys av bitcoinplanbok “refundwallet”.
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R PM

— o
jm POIISen ;a(;lm8-10-12

Diarienr (aberopas)

5000-K1443168-17

Polismyndigheten
Utredningsenheten

Nationella operativa avdelningen
Carina Bystrom

Sidkring bitcoin 2018-5000-BG100277-42

I telefon Samsung 7 i beslag (2018-5000-BG100277-42) patriaffades ett foto
pa en textfil med namn “summer wallet.txt” innehallandes recovery seeds for
bitcoinplanbok.

Med hjilp av recovery seeds aterskapades bitcoinplanboken. Planboken
inneholl 0,186236 BTC (10 367,34 SEK).

Efter beslut fran aklagare Anna Svedin 2018-10-12, 6verfordes saldot till en
av Polismyndigheten skapad planbok. Transaktionen genomfordes 2018-10-12
09:48 och nérvarande utredare fran Polismyndigheten var Carina Bystrém och
Mats Frederiksen.

Belopp som ér sdkrat uppgar till 0,186220450 BTC (10 366,47 SEK).
Transaktionsavgift uppgick till 0,000015550 BTC (0,87 SEK).

PM sakring bitcoin 2018-10-12.docx
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R PM

r\z . .
& Polisen

Diarienr (aberopas)

5000-K1443168-17

Polismyndigheten
Utredningsenheten

Nationella operativa avdelningen
Carina Bystrom

Sédkring bitcoin 2018-5000-BG100277-43

I telefon Samsung 8 i beslag (2018-5000-BG100277-43) patraffades fyra
bitcoinplanbdcker i appen Electrum.

Med hjilp av recovery seeds aterskapades bitcoinplanbdckerna. Planbdckerna
inneholl ett samlat viarde om 1,23489261 BTC (71 609,57 SEK)

Efter beslut fran aklagare Anna Svedin 2018-10-18, 6verfordes respektive
planboks saldo till av Polismyndigheten skapade planbocker. Transaktionerna
genomfordes 2018-10-12 16:48-17:14 och ndrvarande utredare fran
Polismyndigheten var Carina Bystrém och Sanna Borg.

Totalt belopp som é&r sékrat uppgér till 1,23410793 BTC (71 564,07 SEK).
Transaktionsavgifter uppgick till 0,00078468 BTC (45,50 SEK).

1176
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Datum Diarienr

[_]
Po I I Se n 2020-01-29 5000-K1443168-17

Polismyndigheten

Nationella operativa avdelningen
Nationellt IT-brottscenter

Mats Frederiksen

Sdkring av bitcoin. Privata nycklar i material frdn Netrouting - filen
keeys.txt

Inledning

| material fran Netrouting, och som beddmts tillhéra Flugsvamp 2.0, aterfanns en fil vid namn
/home/keeys.txt. Filenar en textfil som bedéms vara en s.k. dumpfil fran programvaran
Bitcoin Core och innehaller bitcoinplanbokens privata nycklar. Med hjalp av dessa kan man aterskapa
bitcoinplanbokden.

For narmare information om analysen av de adresser som patraffades se dokument Kompletteringar
ang. bitcoin frén Netrouting-servrar avsnitt 2.2.

Efter beslut fran aklagare Annika Wennerstrém 2020-01-29, 6verférdes planbokens saldo till av
Polismyndigheten skapade planbdcker. Transaktionen genomférdes 15:53 2020-01-29 och
narvarande utredare fran Polismyndigheten var Mats Frederiksen och Jack Molin.

Sammanfattning:

Vardet av bitcoin i svenska kronor (SEK) ar baserat pa den aktuella kursen for bitcoin

den 29 januari 202: 89366,8876 SEK.

Informationen &r hamtad fran Coinbase’. Det skall papekas att det &r ett ungefirligt varde da olika
vaxlares kurs pa kryptovaluta kan variera.

BTC SEK
Balans i planboken: 0,02621594 2343
Sakrat till en av polisen skapad planbok: 0,02601742 2 325
Transaktionsavgift: 0,00019852 18

Ovrigt:
Sakringen har registrerats som beslag 2020-5000-BG12554.

! http://api.coindesk.com/v1/bpi/historical/close.json?start=2020-01-29&end=2020-01-29&currency=SEK

Sdkring av bitcoin. Privata nycklar i material fran Netrouting - filen keeys.txt
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Beslagsprotokoll

FORBUDSMEDDELANDE Sgnerat av
Verks'téllaréclifgn getperativaAvdeI- .
singen Korprexacyberorort | ITUATANMONOR ANAR
(KCB) 1 NIB NOA 2020-5000-BG12554 Diarienummer

Handl&ggande enhet

Nationella Operativa Avdel-
ningen, Komplexa cyberbrott
(KCB) 1 NIB NOA

5000-K1443168-17

Missténkt person

Tomaszek, Alexander, 19920324-5213

Plats for verkstéllan

POLISEN HUVUDKONTOR, POLISEN HU-
VUDKONTOR, Polhemsgatan 30, Stockholm

Datum och klockslag for verkstallighet

2020-01-29 15:53

Bedlutat av
Wennerstrom, Annika

Verkstdlt av
Molin, Jack
Frederiksen, Mats

Andamal med &tgérden

» Kan antagas ha betydelse for utredningen av
brott

« Kan antagas vara pa grund av brott forverkat

Brott

5005 - Grovt narkotikabrott (admin del 1)

Domstol for 6verklagan Beslag taget fran
Stockholms tingsratt Kan g anges
Foremal spunkter
Platsbeskrivning Status
Sakringen beskrivsi dokumentet: Skalamnas ut
EOtZ 0'.500?5612554'1 'Sakring av bitcoin. Privata nycklar
itcoin (1 1) i material fran Netrouting - filen
keeys.txt'.
Ansprékstagare
1st.

Anteckningar: 0,02601742 bitcoin sakrade fran en bitcoinplanbok baserat pa privata nycklar i

material fran Netrouting.
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Datum Diarienr

[_]
Po I I Se n 2020-01-29 5000-K1443168-17

Polismyndigheten

Nationella operativa avdelningen
Nationellt IT-brottscenter

Mats Frederiksen

Sdkring av bitcoin. Privata nycklar i material frdn Netrouting - filen
walletmedfacoins.dat

Inledning

| material fran Netrouting, och som beddmts tillhéra Flugsvamp 2.0, aterfanns en fil vid namn
/root/.bitcoin/walletmedfacoins.dat. Filenvar en bitcoinplanbok som aterskapades i
Bitcoin Core. For ndrmare information se dokument Kompletteringar ang. bitcoin fran Netrouting-
servrar avsnitt 2.6.

Efter beslut fran aklagare Annika Wennerstrom éverférdes planbokens saldo till av Polismyndigheten
skapade planbocker. Transaktionen genomférdes 16:14 2020-01-29 och narvarande utredare fran
Polismyndigheten var Mats Frederiksen och Jack Molin.

Sammanfattning:

Vérdet av bitcoin i svenska kronor (SEK) ar baserat pa den aktuella kursen for bitcoin

den 29 januari 202: 89366,8876 SEK. Informationen ar hamtad fran Coinbase’. Det skall papekas att
det &r ett ungefarligt varde da olika vaxlares kurs pa kryptovaluta kan variera.

BTC SEK
Balans i planboken: 0.88822246 79 378
Sakrat till en av polisen skapad planbok: 0.88301163 78 912
Transaktionsavgift: 0,00521083 466

Ovrigt:
Sakringen har registrerats som beslag 2020-5000-BG12557.

! http://api.coindesk.com/v1/bpi/historical/close.json?start=2020-01-29&end=2020-01-29&currency=SEK

Sdkring av bitcoin. Privata nycklar i material frén Netrouting - filen walletmedfacoins.dat
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Beslagsprotokoll

FORBUDSMEDDELANDE Sgnerat av
Verks'téllaréclifgn getperativaAvdeI- .
singen Korprexacyberorort | IIUATAMMONOR AN
(KCB) 1 NIB NOA 2020-5000-BG12557 Diarienummer

Handl&ggande enhet

Nationella Operativa Avdel-
ningen, Komplexa cyberbrott
(KCB) 1 NIB NOA

5000-K1443168-17

Missténkt person

Tomaszek, Alexander, 19920324-5213

Plats for verkstéllan

POLISEN HUVUDKONTOR, POLISEN HU-
VUDKONTOR, Polhemsgatan 30, Stockholm

Datum och klockslag for verkstallighet

2020-01-29 16:14

Bedlutat av
Wennerstrom, Annika

Verkstdlt av
Molin, Jack
Frederiksen, Mats

Andamal med &tgérden

» Kan antagas ha betydelse for utredningen av
brott

« Kan antagas vara pa grund av brott forverkat

Brott

5005 - Grovt narkotikabrott (admin del 1)

Domstol for 6verklagan Beslag taget fran
Stockholms tingsratt Kan g anges
Foremal spunkter
Platsbeskrivning Status
Sakringen beskrivsi dokumentet: Skalamnas ut
EOtZ 0'.500?5612557'1 'Sakring av bitcoin. Privata nycklar
itcoin (1 1) i material fran Netrouting - filen
walletmedfacoins.dat'
Ansprékstagare
1st.

Anteckningar: 0.88301163 bitcoin sakrade fran en bitcoinplanbok baserat pa privata nycklar i

material fran Netrouting.
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- Datum Diarienr
Po I I S e n 2020-01-29 5000-K1443168-17

Polismyndigheten

Nationella operativa avdelningen
Nationellt IT-brottscenter

Mats Frederiksen

Sdkring av bitcoin 2020-02-29. Privata nycklar i material fran
Netrouting.

Inledning

| material fran Netrouting aterfanns i ostrukturerat material ett antal privata nycklar till
bitcoinadresser. De bitcoinadresser som fortfarande hade ett saldo (699 stycken) aterskapades i en
bitcoinplanbok och analyserades:

e 669 adresser forekom i Flugsvamp Market 2.0-klustret.

e 29 adresser var involverade i varsin transaktion dar varje adress tar emot bitcoin fran
Flugsvamp Market 2.0-klustret.

o 1 adress (LHcFmmFULuhf7x3uvYYzfiGgx4dksSMJurv) hade ingen kdnd koppling till Flugsvamp
Market 2.0-klustret i analysverktyget. Vid sokning i det ostrukturerade servermaterialet pa
den privata nyckeln till bitcoin-adressen aterfanns strangar som:

bitcoin-cli importprivkey "<privata nyckeln till bitcoin-adressen>"
"kunder-evilmorty" false

Namnet evilmorty aterfanns i databasinformation fran debra - en anvéndare vars anvandare-
id forekom i tabell gjorda_insattningar i btcrel. Darfor bedémdes dven denna adress tillhora
Flugsvamp 2.0.

Efter beslut fran dklagare Annika Wennerstrom éverférdes planbokens saldo till av Polismyndigheten
skapade planbocker. Sdkringen delades upp i tva transaktioner.

Transaktionerna genomfordes 16:51 samt 17:17 2020-01-29 och narvarande utredare fran
Polismyndigheten var Mats Frederiksen och Jack Molin.

! Se Protokoll 6ver datamedieundersékning avseende material inkommen via europeisk utredningsorder fran
Netrouting.

Sdkring av bitcoin 2020-02-29. Privata nycklar i material fran Netrouting.
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Diarienr

] Datum
Po I I Se n 2020-01-29 5000-K1443168-17

Polismyndigheten

Nationella operativa avdelningen
Nationellt IT-brottscenter

Mats Frederiksen

Sammanfattning:

Vérdet av bitcoin i svenska kronor (SEK) ar baserat pa den aktuella kursen for bitcoin

den 29 januari 202: 89366,8876 SEK. Informationen ar hamtad fran Coinbase’. Det skall papekas att
det &r ett ungefarligt varde da olika vaxlares kurs pa kryptovaluta kan variera.

BTC SEK
Balans i planboken: 4,24487076 379351
Sikring 1 till en av polisen skapad planbok: 2,0 178 734
Transaktionsavgift 1: 0,00783457 700
Sakring 2 till en av polisen skapad planbok: 2,22249383 198 617
Transaktionsavgift 2: 0,01454236 1300

Ovrigt:
Sakringen har registrerats som beslag 2020-5000-BG12559.

? http://api.coindesk.com/v1/bpi/historical/close.json?start=2020-01-29& end=2020-01-29&currency=SEK

Sdkring av bitcoin 2020-02-29. Privata nycklar i material fran Netrouting.



86

1

‘buiIN0JIaN Up4Lf [D1IIDW | ADPIAU DIDAL] “6Z-Z0-0Z0Z U10331q AD BuLpS

909TqELLSI085989/0EG60IEA698TIEITTSRLITA0LTIGYIECO8ILPPYSY88/X1/210/AS/WOI" UIBYINIO|q MMM//:sd11y

- (sa1Ag £999F - NM/IES ZPE'S - G/18S 6OE°LT)
218 98662200°2 D18 £STESL00°0 WiBay

(teny gz ) - tebuebui Ja|) epper

@ 018 ZEVLEY000 ngrabodpiHbbsgldy ywsHAdyaLOrdNL
@ 018 62LL2700°0 ABSAHZMISNAWD9HTIAIadMIPKIBZ1A266L
@ 319 52297000 HAWXINUEHBOZAALZ L LISZ AQUIAXASNELSINGL
i 218 246715000 rADYSNAaHANXPARLSZMIAAGOSENATIZIBL
@& D18 9ELB9E00°0 yAUBNWTEHZIMIrdAZDSYNZHAWONNZZEDL
@ D18 rO/LPB00°0 BZADWAI4 P ZoBBZSZIPUUMKIAruANISHAL
@& 319 56879000 sjenzdinexobnydriigosnozigieserol

{& 019 PSSLESO00  24ArNEANEZEIUA9EYONHUraINME400rEzL
i 0189 000000002 e3guyeLanXNZZZUNAHMONMBIBRaEYFIddL #: D19 LB9S8E0DD ZIQDANBANNG AINZPZXHZrGINSXINITOIr]
i D19 9966ZZ000 agAEA2aHAINWZYPHENHEBHNGEIXAHANZL f & D19 0000£900°0 9BAEAFHAINWZYPHENHEBHNAEAXAHANEL
7
£%:91 6Z-10-0Z0Z B '5988/qegaR0iZOEU698L0BRLLSE/9Z00/ L6 PIEZ082/PRYSTEED UseH
mE:ﬁE:mEEmm

PM sékring bitcoin educationonline , 2020-01-30 14:09 diarienr: 5000-K1443168-17

oqueld SpuEpPUES URIJ SSOIPR[OXEA U ¢ WET POJ WUl USSAIPY " UE[PIy}I0[q I T UOIPESUBL],

uasylIapald S1eN
J91U32511040-1] 1||2UOoiieN
uauiujapae eainesado ejjauoneN
ud31aysipuAwsijod

LT-89TEVYTN-0005 6¢-10-020¢ : mm — — o
Juanielq wnjeqg ™

(v) €



PM sékring bitcoin educationonline , 2020-01-30 14:09 diarienr: 5000-K1443168-17

187

699PEPPYISTPHEERPYRO8EIISU6LEROYIOISEIA8LAR60T8IO676902PGIEIFIEA/XT/21G/AS/ WO UIBYINIO|q MMM/ /:sdy |

‘buiIN0JIaN Up4Lf [D1IIDW | ADPIAU DIDAL] “6Z-Z0-0Z0Z U10331q AD BuLpS

19 EREGRLZLE

# D19 E8E6VEZTE BIQUIBLANXNZZZUNAHMONMBIBPORFIddL

65:91 62-10-0202

(s21Aq 85089 - NM/IBS ZFE'S - 9185 89E'LE)
D19 9EZYSYLO0 Wbny
(Jeny L5y ) = JeBuebul sayy eppen
& D189 /5£/8100°0 AANDLO0ADIHEMODUSHEHTHZNANPXDEL
& D19 9651L8€00°0 SZomodanruwlinlieiebdgINDM/penySdinL
& 019 LEZ/9E000  BmINdsAANDZAHNSoUdEMINZAINAPbAMMIL
@ D18 6YBLSZO00 WOrddHZNArIMN4ANNALISZYXAHAoH 1D 1oL
& 018 858607000 pwidepy1so1l | uyragmedieg42q0x3isal
. 219 855595000 Pairoqbae42oMmeoudndryrox L giubleol
{% 019 LZ200Z00'0 bgzuodugaLzaeigyxibeiasambonsInbAglL
& D19 6E/55500°0  AZIAPTADASBANGIMMDEDDRAYVINGSSNUIAINL
i D189 000505000 D0IM0s ] XdaAaanrsnalinzagaxesjyswngL
{& D18 0006/200°0 HMMEITYIR4aNKZHZNS LNIZbHAGAdDMEW]
B BCEPFRORESDSU6/SROPIVGEINR/ 086011067 690IPUILIFBEY UseH
mc_:ﬁm"—:mEEmm

(v) ¥

LT-89TEVYTI-000S

Juauelqg

yUe(paYYI0][q I Z UOIESURLL

uasy1Iapald S1eN
J21U92511040-] ]| }|]2UOIIEN
uaguiujapae eaijesado ejjauonen

ud31aysipuAwsijod
6¢-T0-0¢0C

uasi|o




188

Beslagsprotokoll

FORBUDSMEDDELANDE Sgnerat av
Verks'téllaréclifgn getperativaAvdeI- .
singen Korprexacyberorort | INNVAPANNONO A
(KCB) 1 NIB NOA 2020-5000-BG12559 Diarienummer

Handl&ggande enhet

Nationella Operativa Avdel-
ningen, Komplexa cyberbrott
(KCB) 1 NIB NOA

5000-K1443168-17

Missténkt person

Tomaszek, Alexander, 19920324-5213

Plats for verkstéllan

POLISEN HUVUDKONTOR, POLISEN HU-
VUDKONTOR, Polhemsgatan 30, Stockholm

Datum och klockslag for verkstallighet

2020-01-29 17:17

Bedlutat av
Wennerstrom, Annika

Verkstdlt av
Molin, Jack
Frederiksen, Mats

Andamal med &tgérden

» Kan antagas ha betydelse for utredningen av
brott

« Kan antagas vara pa grund av brott forverkat

Brott

5005 - Grovt narkotikabrott (admin del 1)

Domstol for 6verklagan Beslag taget fran
Stockholms tingsratt Kan g anges
Foremal spunkter
Platsbeskrivning Status
2020-5000-BG12559-1 Sakringen beskrivsi dokumentet: Ska lamnas ut
bitcoin ( 1 st) 'Sakring av bitcoin 2020-02-29. Privata
nycklar i material fran Netrouting'.
Ansprékstagare
1st.

Anteckningar:  4.22249383 bitcoin sakrade fran en bitcoinplanbok baserat pa privata nycklar i

material fran Netrouting.
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2020-01-07

PM elektronisk post

staff@pegasuscentral.com

5000-K1443168-17

189



Mail till och fran staff@pegasuscentral.com , 2020-01-09 15:36 diarienr: 5000-K1443168-17

2020-01 -07190

1. Bakgrundsinformation

Elektronisk post lada:staff@pegasuscentral.com

Riittshjilp skickad till: Hawkhost, Kanada
Datum: 2018-03-01

Svar mottagen fran: Hawkhost, Kanada
Datum: 2019-05-14

Datum intervall for elektronisk post i denna PM: 2018-05-22 till 2018-05-23

PM upprittad av: Omid Farhand, Inspektor, Nationellt it-brottscentrum, NOA
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RE: Cost for visa solution in UAE

From: contact@motei.com

To: staff@pegasuscentral.com

Cc: Maricor Daoa <corporate@motei.com>
Date: Wed, 23 May 2018 09:26:49 +0200
Dear Alexander,

Thank you for your interest in Motei & Associates.

We note your inquiry and one of our lawyers will respond to you shortly.

Yours sincerely,

MOTEI %% ASSOCIATES

Damac Executive Heights
Emirates Hills (TECOM)
Office 801, 8th Floor

P.O. Box: 112888

Dubai, UAE

Tel: (+971) 4 435 5959 - Fax: (+971) 4 435 5858 - Skype: motei.office
Email: admin@motei.com Website: www.motei.com

Follow Us: @ @

Email Confidentiality Notice

This Electronic Mail and any attached information are confidential and may also be privileged. It is
intended only for the use of authorized persons. If you are not an addressee, or have received this e-
mail in error, you are not authorized to read, copy, disseminate, distribute or use this e-mail or any
attachment in any way. Please notify the sender by return e-mail or over the telephone and delete this
e-mail.

----- Original Message-----

From: staff@pegasuscentral.com <staff@pegasuscentral.com>
Sent: Tuesday, May 22, 2018 5:53 PM

To: contact@motei.com

Subject: Cost for visa solution in UAE

Hi,
My name is Alexander and | am a Swedish citizen currently living in Sweden. In the end of either
August or September | plan to move to Dubai and stay at least 1-2 years in order to establish my

base there and ultimately become a tax resident.

There is different ways of reaching this as you know. | plan on setting up an online/internet
company in order to get my residence visa and then live in Dubai.

Questions:

1) Do you offer a full solution-package for this, i.e from start to
finish?

2) If yes: Please list EVERYTHING that is included in your package as

well as the final costs.

| will contact a few law firms and agencies regarding this project.
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Please get in touch as soon as possible. 192

Have a great day,
Alexander



Dell-mail , 2020-01-30 14:15 diarienr: 5000-K1443168-17

2020-01-30

PM elektronisk post

gboalexander@gmail.com

5000-K1443168-17
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2020-01 -3(5"94

1. Bakgrundsinformation

Elektronisk post ldda: gboalexander@gmail.com

Riittshjilp skickad till: Google, Irland
Datum: 2018-10-26

Svar mottagen fran: Google,Irland
Datum: 2019-10-11

Profil information:

Namn: Alexande%

Skapad: 2010-02-20

Sista inloggning:2018-09-18

Aterskapande mail: alexxander- @hotmail.com

Datumintervall for redovisade mail i denna PM:2018-03-05 till och med 2018-03-12

PM upprittad av: Omid Farhand, Inspektor, Nationellt it-brottscentrum, NOA
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Fran: Alexander

Till: dell team client support thai@dell.com

Arende: Fwd: Address for onsite service , service tag J2PMP72
Datum: den 5 mars 2018 07:24:08

---------- Vidarebefordrat meddelande ----------

Fran: Alexander <gboalexander@gmail.com>

Datum: mandag 5 mars 2018

Amne: Address for onsite service , service tag J2PMP72
Till: "dell team_client support_thai@dell.coms"

<dell team client support thai@dell.coms>

Hi Natpakon,

Thank you so much for your fast reply.

My address is:

Shangri-La Hotel, Bangkok

89 Soi Wat Suan Plu Khwaeng Bang Rak, Khet Bang Rak, Krung Thep Maha Nakhon
10500, Thailand

#*¥ROOM 2025%**
ALEXANDER TOMASZEK

https://goo.gl/maps/PCcS2S9VK 712
Thanks in advance.
Best regards
Alexander
mandag 5 mars 2018 skrev <dell team client support thai@dell.coms>:
Dear Mr. ALEXANDER,
May I have your address in Bangkok for technician onsite ?
Best regards.

Natpakon

195



Dell-mail , 2020-01-30 14:15 diarienr: 5000-K1443168-17

Fran: Alexander

Till: dell team client support thai@dell.com
Arende: Re: URGENT Transfer warranty | ST: J2PMP72
Datum: den 5 mars 2018 10:01:17

Hi again,

Sorry for spamming you. But i have a bit of a panic attack now. I leave Bangkok the 7th of
March so tomorrow is only the time i can have this repaired.

Tried a 4th time via a Swedish business VPN server to reach the Swedish version of the
ownership page. But still same bug.

Please transfer to

Alexander Tomaszek

Adress: Room 2025, Shangri-La, Bangkok
Bangkok

Thailand

Phone: 08 21941172
Need charge port rrpaired AND a nrw Power adapter (incls the cord).

Please send a technican tomorrow. Need to attend some meetings soon.

Best regards
Alexander

mandag 5 mars 2018 skrev Alexander <gboalexander@gmail.com>:
Tried another browser. Same problem. Button just spins. Please help. I need my laptop to
work. Very much stress and panic now. Help!! :(((
Best regards,
Alexander

---------- Vidarebefordrat meddelande ----------
Frén: Alexander <gboalexander@gmail.com>

Datum: méndag 5 mars 2018
Amne: Transfer warranty | ST: J2PMP72

Till: "dell team_client support thai@dell.com" <dell _team client support
thai@dell.com>

Attached screens.

mandag 5 mars 2018 skrev Alexander <gboalexander@gmail.com>:
Hi
Thanks for your email.

I just tried 2 times. The CONTINUE button just spins. Nothing happens.
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Please help witthh this. I am panicing really hard. Need to havw on site tech
tomorrow.

Please help!
See screenshots.

Regards
Alexander

mandag 5 mars 2018 skrev <dell team client support thai@dell.com>:
Dear Mr.Alexander,

Did you submitted warranty in our Dell website ? , because warranty team not see
any record and they cannot update our warranty. Please use this link to submit

http://www.dell.com/support/assets-transfer/us/en/19

Best regards,

Trithot L.

197



Dell-mail , 2020-01-30 14:15 diarienr: 5000-K1443168-17

Frén: Alexander

Till: dell team client support thai@dell.com

Arende: Urgent on site tech request for 13/3 2018 (tomorrow) J2PMP72
Datum: den 12 mars 2018 05:47:36

Regarding:

J2PMP72

Hi Dell,

I recently had an onsite tech visiting me in Bangkok to change the charging port and
motherboard. Due to some tech reasons only the charging port was changed and I asked
him to report that we simply replace the motherboard next week or so.

I would like to request an on site technican to replace my

* Motherboard: The motherboard was never replaced last time due to some tech thing I
forgot to disable. Would therefore like to have it replaced this time as planned. Hopefully
all my problems regarding charging and battery time will simply disappear.

* F5-button: It stopped working for unknown reasons after the tech was here. I use my F5
button on a daily basis. Would like to have a new one.

* Touchpad replacemnet: Either a touchpad replacement or that he open it and see whats
happening underneath. I cannot use it anymore with normal pressure. I have to put my
whole body on it to make the click go through. Currently using an portable mouse...

Please request for the on site tech to come tomorrow the 13th of March as early as
possible, with the parts that is available. I am in desperate need to get it fixed (!!) now
once I am back in Thailand (where my ownership is currently) and soon will leave
again.

The address is:

S Condo, room 703

7 Sirimangkalajarn Rd.

Soi. 1 Suthep Muang District 50200
Chiang Mai

Thailand

My phone (thai number): 0821941172

Will update my email frequently. I am leaving very soon again. This time Its really urgent.
Thank you for your help and for reading my email.

Best regards,
Alexander Tomaszek
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199
Fran: Alexander
Till: Trithot.Larpthanapai@dellteam.com
Arende: Re: Dell Transfer ownership | ST#J2PMP72
Datum: den 12 mars 2018 15:57:04
Bilagor: 1520866400844577815719.jpg

15208664859392108639208.jpg
1520866555918831556641.jpg

Hi (again :D....)

Oh my i really apologize for being so annoyong with all my emails. Sorry!! Been a real
stressful week.

I forgot to ask for one more thing. I used to have 2 AC adapters. One was replaced in
Bangkok and one is still with me in Chiang Mai. It doesnt work (was destroyed due to
charging problem with bad voltage output, just like the replaced, I assume).

Then 1 plug it in it says something like:

"Cannot recognize charger. Please use Dell 45 watt adapter." Or something like that. And
the battery wont charge. It only says "Plugged in, not charging" in the battery icon. Also on
startup, before reaching bios, it will ask me to click "Continue" when having the bad ac
adapter in.

I If course dont use it anymore tho after my previous one got replaced in Bangkok.

So if its not too late please add an AC adapter (the left one on the attached photos) for
replacement as well so i can give this faulty one to him. If possible... :))))).

Last email now :D
Have a good evening boss.

Best regards,
Alexander

méndag 12 mars 2018 skrev Alexander <gboalexander@gmail.com>:
Oh, also please make sure it says
"S Condo" somewhere in address so they can find it easily :) name if the Big apartment
building.

Thaanks!!!

Regards,
Alexander

mandag 12 mars 2018 skrev Alexander <gboalexander@gmail.com>:
I
Love
Youuu

Thank you very very very much. So glad to have your and the dispatch emails in my
inbox :))

That sounds good. Yes, phone is as before. Thai number: 08 219 411 72.
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Best regards,
Alexander

mandag 12 mars 2018 skrev <Trithot.Larpthanapai@dellteam.com>:

Hi Mr. Alexander,

| already submit service and sent all 3 parts as issues you inform to me. |
have checked part will available on tomorrow and our engineer will call for
appointment with you again.

Best Regards,

Trithot Larpthanapaiboon
Dell Technical Support Specialist

Thailand Toll Free : 1800 060 143(ProSupport) | 1800 006 007(Standard)

From: Alexander <gboalexander@gmail.com>
Sent: Monday, March 12, 2018 5:07 PM

To: Larpthanapai, Trithot - Dell Team

Subject: Re: Dell Transfer ownership | ST#I2PMP72

Sigh - Gmail seemed to have sent 2 different emails. Please read both. Most
importantly that you order a technican to come with the parts available in
their Chiang Mai office:

If NOT... Then please send to deal with the other stuff tomorrow (F5 button,
touchpad, computer not going into sleep), tomorrow the 13/3.

Address:

Alexander Tomaszek

S Condo, Room 703

7 Sirimangkalajarn Rd. Soi. 1
Suthep Muang District 50200
CHIANG MAI

Thailand

Thai phone number (same as before): 08 219 411 72 (he can call when in
lobby).

Sorry for my very long email but as | said | am about to board a flight soon
and will have no option to reply until you end your shift | believe. Therefore

to go ahead with whatever is possible to do tomorrow (even if they only
have one part available!!!!!). | am simply very desperate to have my
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working computer working again. Its been to long without it working properly.
| paid a lot for it and also paid a lot to extend the warranty. | want to work and
never have to deal with this warranty stuff ever again.

Thanks a ton in advance and | apologize once again for taking your time. |
just miss my OId Dell XPS......

Best regards,
Alexander Tomaszek

So sorry for spamming!! Just need it to be solved a.s.a.p.. :((( Its my
workstation and | cannot have a faulty laptop.

Best regards,
Alexander

2018-03-12 9:58 GMT+01:00 Alexander <gboalexander@gmail.com>:
HI!

Its the same status as before. Charging/AC adapter, battery etc show
Good health - just like before - although its NOT working. Ive already
had my battery replaced in Sweden and the ProSupport simply said: get in
touch again if charging problem still persist (it does). Which is the case
now. AC adapter is working after getting a new one.

But | would like to have the motherboard replaced, as was planned last
time (?) the technican visited me in Bangkok, but i asked him to wait and
report it will have to be delayed. But its still needed regardless of what any
status says - JUST like the status said before ("Health in good condition".

A thing worth noting is that after he pulled out my old
motherboard, installed the new one for some minutes (until | realized | still
needed my old motherboad to deal with the encryption) - the F5 button

stopped working. So the motherboard have given me trouble:
* Charging the laptop within a reasonable time (4+ hours instead of 2. . . ..

)

* Old charging problem also most likely persists, even though status have
showing good health since forever (again, just like before)

* The F5 button stopped working which of course is a direct cause of this.
Since the motherboard was the only thing played with by the technican.

| still cannot charge my laptop as intended Trithot. Bios is already latest.

Summary:

* Touch pad is not working properly. | have to press it very hard to register
either left or right click.

* F5 button does not work. Every other button on the keyboard works
perfectly. This happened after fiddling with the motherboard.

* Another well known Dell XPS problem | also have from time to time is
that when | close the lid, it does not go to sleep. | have formatted and tried
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both Windows 8 and Windows 10. Same thing. If | Google the problem,
there is lots of users with the same problem. | am not alone with this. All
drivers, updates and bios are the latest.

1

* Since charging problem still exist really, and the motherboard was
supposed to be changed last time but was delayed because | asked to, |
urge you to get it replaced as well. If not possible - only the two above. But
| sincerely ask you to look at this case. If it was needed before, and
problem still persist, then its most definitely needed again.

| am about to board a flight very soon within Thailand and wont be able to
reply until 6PM. | urge you, from the bottom of my heart, to send an onsite
techie to finally solve my problems | have had for a year now.

If NOT... Then please send to deal with the other stuff tomorrow (F5
button, touchpad, computer not going into sleep), tomorrow the 13/3.

Address:

Alexander Tomaszek

S Condo, Room 703

7 Sirimangkalajarn Rd. Soi. 1
Suthep Muang District 50200
CHIANG MAI

Thailand

Thai phone number (same as before): 08 219 411 72 (he can call when in
lobby).

Sorry for my very long email but as | said | am about to board a flight soon
and will have no option to reply until you end your shift | believe. Therefore

to go ahead with whatever is possible to do tomorrow (even if they
only have one part available!!!!!). | am simply very desperate to have my

working computer working again. Its been to long without it working
properly. | paid a lot for it and also paid a lot to extend the warranty. | want
to work and never have to deal with this warranty stuff ever again.

Thanks a ton in advance and | apologize once again for taking your time. |
just miss my Old Dell XPS......

Best regards,
Alexander Tomaszek

mandag 12 mars 2018 skrev <Trithot.Larpthanapai@dellteam.com>:

Hi Mr.Alexander,

Can you help me check battery information in BIOS, we need
information to investigate your issue. Please check status of battery such
as Health :??7?7? , AC adapter :??? or you can take picture in BIOS and
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reply to me.

Best Regards,

Trithot Larpthanapaiboon
Dell Technical Support Specialist

Thailand Toll Free : 1800 060 143(ProSupport) | 1800 006 007(Standard)

From: Alexander <gboalexander@gmail.com>
Sent: Monday, March 12, 2018 2:49 PM

To: Larpthanapai, Trithot - Dell Team

Subject: Re: Dell Transfer ownership | ST#I2PMP72

Hi,

Thanks for your answer :)

Its an encryption software via Windows. | am well aware of BIOS, | am a
computer geek myself Trithot :) Its all sorted. It has nothing to do with

specific bios settings or so. Just that the Windows software calls a
special bootloader.

Well it really isnt working as when | first bought the Dell laptop. My
problem still persists.The charging is working after receiving a new
adapter but it still takes 4 hours+ to charge... After he disconnected the

old motherboard, and then put it back in, my F5 button stopped working..

Please just replace it Trithot. It was supposed to be replaced last time in
Bangkok anyway. So it would just be fair its replaced and then finally all
of my problems will be gone. lve extended the warranty to utilize it if
needed. And this is such case.

Please, | am begging you...

Best regards,
Alexander

2018-03-12 7:44 GMT+01:00 <Trithot.Larpthanapai@dellteam.com>:
Hi Mr.Alexander

Can you tell me , which security that u need to enable in
motherboard. If you mean security in BIOS you can go to BIOS setting
(F2). And my team not approve to sent motherboard due to it's still
working properly.
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Best Regards,

Trithot Larpthanapaiboon
Dell Technical Support Specialist

Thailand Toll Free : 1800 060 143(ProSupport) | 1800 006 007(Standard)

From: Alexander <gboalexander@gmail.com>
Sent: Monday, March 12, 2018 1:28 PM

To: Larpthanapai, Trithot - Dell Team
Subject: Re: Dell Transfer ownership | ST#I2PMP72

Hi Trithot,
THANKS for your fast reply. | love you.

Its already the absolute latest. The technican never replaced the
motherboard (which you ordered for replacement that he brought -
thanks!!). Because | forgot to disable some security feature | have
enabled that was enabled, which works in cooperation with the
motherboard... So | asked him to tell you, or in the report, that we
should replace it once | am back in Thailand and not in Cambodia.

So please replace the F5, touch pad and planned motherboard. Or

whatever part is available in Chiang Mai right now.

Tomorrow the 13th of March is my only available day. Then | will fly out
from Thailand for some time :( So | will really appreciate any of the
three fixes until | have time for the other parts to be replaced.

Of course my phone is acting weird right now so please email me for

now. Will check every 10 minute.

Best regards,
Alexander

2018-03-12 6:22 GMT+01:00 <Trithot.Larpthanapai@dellteam.com>:

Hi Mr.Alexander,

So you mean before this your system can fully charge within 2hr,
right ?. If yes my team would like you to update BIOS to last version.

you can download from this link

http://www.dell.com/support/home/th/en/thdhs1/drivers/driver
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sdetails?driverld=3DWPP

For keyboard and touch pad | will sent to your below address in
chiang mai, once part available technician will call for appointment
with you again.

Best Regards,

Trithot Larpthanapaiboon
Dell Technical Support Specialist

Thailand Toll Free : 1800 060 143(ProSupport) | 1800 006 007(Standard)

From: Alexander <gboalexander@gmail.com>
Sent: Monday, March 12, 2018 12:29 PM

To: Larpthanapai, Trithot - Dell Team
Subject: Re: Dell Transfer ownership | ST#I2PMP72

Hi Trithot,

Thank you for your reply and once again THANK YOU SO MUCH for
your quick responses and help with transfering ownership, helping
me with the onsite request etc. This is why | love and stay with Dell. |
apologize for not being able to get in touch with you sooner. | have
been in Cambodia since the 7th of March, which to my surprise had
incredible bad internet connection available. Many times its been
impossible to use internet at all. Luckily | am finally back in Thailand
(Chiang Mai) and have first now (!) access to my email which
Google/GMail also blocked because of the Cambodian IP address |
tried to sign in from *sigh*......

ANYWAY! Yes, it seem to work. Although charging some time can
take 4 hour compared to what it once was.. 2h. On top of this, my F5
button stopped working after the technican was here? Which |
frequently use for a quick refresh of a window or page.

Another thing, which | just forgot to report since the problem is quite
new, is that the touchpad is veery hard to click. | need to press it with
full force to get the "click" (left or right) through...

| therefore kindly ask you to send an onsite tech to replace the
following:
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* Motherboard replacement: The motherboard was never replaced
last time due to some tech thing | forgot to disable. Would therefore
like to have it replaced this time as planned. Hopefully all my
problems regarding charging and battery time will simply disappear.
* F5-button: | use my F5 button on a daily basis. Would like to have a
new one.

* Touchpad replacemnet: Either a touchpad replacement or that he
open it and see whats happening underneath.

Please request for the on site tech to come tomorrow with the
parts thats available. | am in desperate need to get it fixed (!!)
now once | am back in Thailand (where my ownership is
currently) and soon will leave again.

The address is:

S Condo, room 703

7 Sirimangkalajarn Rd.

Soi. 1 Suthep Muang District 50200
Chiang Mai

Thailand

Will update my email frequently.
Thank you for your help and for reading my email.

Best regards,
Alexander Tomaszek

2018-03-06 9:47 GMT+01:00 <Trithot.L arpthanapai@dellteam.com>:

Dear Mr.Alexander,

May | know your problem has resolve ?

Best Regards,

Trithot Larpthanapaiboon
Dell Technical Support Specialist

Thailand Toll Free : 1800 060 143(ProSupport) | 1800 006 007(Standard)

From: Alexander <gboalexander@gmail.com>
Sent: Tuesday, March 6, 2018 11:34 AM

To: Larpthanapai, Trithot - Dell Team
Subject: Re: Dell Transfer ownership | ST#I2PMP72
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Thanks!! Appreciate it a lotttt.

Have a good day,
Alexander

tisdag 6 mars 2018 skrev <Trithot.Larpthanapai@dellteam.com>:
Hi Mr. Alexander,

We already sent parts (1xMotherboard , 1xDc in (charging
port),1x Adapter and 1x Power cord ) for service to you.

Best Regards,

Trithot Larpthanapaiboon
Dell Technical Support Specialist

Thailand Toll Free : 1800 060 143(ProSupport) | 1800 006 007(Standard)

From: Alexander <gboalexander@gmail.com>
Sent: Tuesday, March 6, 2018 10:50 AM

To: Larpthanapai, Trithot - Dell Team

Subject: Re: Dell Transfer ownership | STHI2PMP72

Hi again (:DD)

Dell tech office just called and we made an appointmemt.
Awesome, thank you sooo much.

| just to be sure, asked them to confirm on whats going to be
changed. Which they couldnt answer right away so thryvwere
going to call your Malaysian branch and confirm.

So pleaae tell them i need:

1x charging port

2x AC power adapters since both of mines stopped working due
to the bad charge port.. . ..

Bbest regards,
Alexander
mandag 5 mars 2018 skrev Alexander
<gboalexander@gmail.com>:
Info for you/tech:
Alexander Tomaszek
Room 2025, Shangri-La Hotel, Bangkok
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Please call phone an hour or two (preferably two) before
coming.

Whats needed:
* A new charging port
- the current does not work. Probably sending out bad voltage.

* 1 (or 2.. because i really have 2 faulty adapters now because
of this faulty/bad charging port) new AC adapter as well as
cord (whole Kit).

- The current charging port have completely destroyed 2 (two!)
Of my Dell charging adapters. None work anymore. Recently
replaced my Dell battery. So i will not like ti use any faulty
chargers.

So please let me replace both.. i beg you!

THANKS! Best regards,
Alexander

mandag 5 mars 2018 skrev Alexander

<gboalexander@gmail.com>:

Damn it. Phone:
08 21941172

mandag 5 mars 2018 skrev Alexander

<gboalexander@gmail.com>:

| love you!

Original Owner Information
*Original Owner (Company Name or Personal Name) :
Company: None

Name: Alexander Tomaszek

*Country of Original Purchase:

Hong Kong - with warranty later transfered to Sweden some
time in 2017, while I extended the warranty to 2019 july.

Product Information
Service tag:
J2PMP72

Xpress: 41522846222
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*Order or Invoice Number:

None. Boought in a computer shop in Hong Kong
Product Type:

XPS 13, 9350

Service Level:

Pro, Premium and NBD on site til 2019
New Owner Information

First name:

Alexander

Last name:

Tomaszek

E-mail Address :
gboalexander@gmail.com
*Company:.

None

Address:

Room 2025 Shangri-La Hotel Bangkoj
City :

Bangkok

State:

Bangkok

Zip code:

10500

Country: Thailand

Telephone:

(Thai)

0821141972

mandag 5 mars 2018 skrev
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<Trithot.Larpthanapai@dellteam.com>:

Dear Mr.Alexander,

Please fill in your information below and reply to me

ASAP.

Original Owner Information

*Original Owner (Company Name or Personal Name) :

*Country of Original Purchase:

Product Information
Service tag:

*Order or Invoice Number:
Product Type:

Service Level:

New Owner Information
First name:

Last name:

E-mail Address :
*Company:.

Address:

City :

State:

Zip code:

Country: Thailand

Telephone:
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Best Regards,

Trithot Larpthanapaiboon
Dell Technical Support Specialist

Thailand Toll Free : 1800 060 143(ProSupport) | 1800 006 007(Standard)
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Datum

2020-01-30

Diarienr (dberopas)

Polismyndigheten

Nationella operativa avdelningen
Nationellt it-brottscentrum
Nicklas Allvin

Kompletterande PM till Omséttning Flugsvamp 2.0

Inledning

Syftet med detta PM ir att rikna' ut hur mycket som har salts pa Flugsvamp
2.0 (hadanefter refererad till FS2) som varit narkotika och som varit annat,
exempelvis Doping och dopningspreparat. Detta PM ska ses i relation till
PM:et Omsdittningen Flugsvamp 2.0. Anledningen till detta &r bland annat att
samma grundmaterial anviands hir och siffror samt utrdkningar 4r hédmtade
frén det dokumentet.

Utrdkningarna i detta PM bygger pa tabellen produkter fran databasexpor-
terna debra’ samt debra20170112°. For att fa en sa komplett bild som mojligt
Over tabellen produkter, har nimnda databasexporter (hddanefter refererad till
databasexporten) slagits ihop. De urval, bearbetningar, tolkningar etc. som &r
gjorda for materialet i PM.et Omsdittning Flugsvamp 2.0 géller dven for detta
PM.

I PM:et kommer vissa delar av materialet vara bearbetat och urval har
gjorts. Det dr mina tolkningar, utrdkningar, beddmningar och urval som pre-
senteras genomgaende i denna rapport. Underlaget som denna rapport bygger
pa finns i sin helhet i sidomaterialet.

Databasexporten
Nedan presenteras en sammanstillning som dr himtad fran PM.et Omsdittning
Flugsvamp 2.0 6ver antalet forsédljningar for de olika 6verkategorierna.

' Observera att avrundning av decimaltalen #r gjorda i utrikningar.
2 Server Walhallah
3 Server A2B

Uppdat.Kompl.Omsatt.FS2.docx
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Nationella operativa avdelningen 2020-01-30
Overkategori antal forsaljningar Antalet affiirer/dag
Bensodiazepiner 44 852 44,146
Cannabis 74 885 73,706
Centralstimulantia 60 008 59,063
Dissociativa 2392 2,354
Dopning och dopningspreparat 2 508 2,469
Hallucinogener 17 202 16,931
Opiater 17 307 17,034
Receptbelagda Iikemedel 43 839 43,149
Smart Drugs 941 0,926
Specialbestéllningar 1 744 1,717
Z-analoger 5747 5,656
Ovrigt 4393 4,324
Totalt 275 818 271,474409

Dataexport - 6verkategorier

Av informationen ovan gar det att utldsa att det har gjorts 275 818 stycken
affarer. De Overkategorierna som det har sdlts mest av dr Cannabis och daref-
ter Centralstimulantia.

For att rdkna ut antalet forsdljningar per dag har antalet forsdljningar delats
pa antalet dagar som databasexporten avser, vilket dr 1 016 dagar. Antalet for-
sédljningar lag totalt pa 275 818 stycken och det delat med 1 016 ger resultatet
271,474409. Med andra ord forekom det i genomsnitt 271,474409 forséljning-
ar dagligen under tidsperioden 24 april 2015 till den 20 februari 2018. For att
uppskatta antalet forsdljningar f6r hela FS2 perioden har 271,474409 multipli-
cerats med 1 230, vilket &r antalet dagar fran den 24 april 2015 till den 24 sep-
tember 2018, och ger resultatet 333 913 stycken affdrer (avrundat nedat). Re-
sultatet 333 913 stycken affdrer &r avhingigt till att forséljningen lag konstant
for resterande period.

Skillnaden mellan resultatet fran tabellen anvandare och produkter for sél-
jare dr utifran databasexporten 7 930 stycken affirer (275 818 — 267 888 =
7 930) och fran den uppskattade 9 017 stycken affirer (333 330 — 324 313 =
9017).

Narkotikaméngd i 6verkategorierna

For att rékna ut hur mycket narkotika som salts inom vardera 6verkategori har
sammanstéllningar fran PM:et PM Omsdttning FS2 anvénts, se nedan bild som
exempel.
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Nationella operativa avdelningen 2020-01-30

Overkategori antal_forsaljningar Red enhet
Opiater Buprenorfin Franska Subutex B8 1514 (st
Opiater Heroin Thegir'sbrunaHeroin&3 |V1 836 |gram
Opiater OxyContin Svenska Oxycontin 80mgMundiPharma 392 |st
Opiater Buprenorfin Subutex 8mg 380|st
Opiater Heroin Super Horse #3 375|g
Opiater Buprenorfin Subutex 8mg- FRANSKA 369 (st
Opiater OxyContin OxyContin 80mg Mundipharma 353 (st
Opiater Heroin HEROIN AV HOGSTA KVALTE 332|g
Opiater Heroin Brunt heroin #3 - ORDERSTOPP! 303 |Gram
Opiater OxyContin Original OxyContin 80 mg Mundipharma AB 292 |st
Opiater Buprenorfin Subutex 8mg 249 |st
Opiater Buprenorfin Buprenorfin 2mg[Sandoz] Sista dagen 19/12! 245 |st
Opiater Heroin Urbans bruna Heroin +benzo 222|g
Opiater Buprenorfin Franska Subutex B8 215|st
Opiater Heroin GRYMT HEROIN #3 | | Dunder kvalitet! -JULREA 213|G
Opiater Buprenorfin Svenska Sub 8mg 208 |st
Opiater Buprenorfin Buprenorfin 8mg[Sandoz] Fa kvar! 204 |st
Opiater Buprenorfin Franska Subutex 8mgiblister. 197 |st
Opiater Buprenorfin Svenska Subute x 8mg 195 |st
Opiater Me tadon Metadon 20mg 194 (st
Opiater Heroin Santas nré 189 |gram
Opiater Buprenorfin Buprenorphine 8mg [Sandoz] *FATAL* 177|st
Opiater Morfin Dolcontin Doltard 30mg - Apoteksvara 164 |st
Opiater Kratom KRATOM (BaliStrain) 160|gram
Opiater Buprenorfin Franska Subutex 8mg 159 (St
Opiater

Varje sammanstillning av 6verkategorierna bestar av 25 rader (férutom Over-
kategorin Dissociativa) av det som har salts mest av i fallande skala, se ovan.
Vad som har skrivits i kolumnerna kategori och titel for varje rad har legat till
grund for bedomning om det &r narkotika eller ej. Exempelvis bedoms
Franska Subutex B8 vara narkotika och att det har férekommit 1 514 stycken
forsdljningar av den produkten medan KRATOM (Bali Strain)* bedsms ej som
narkotika och att det har forekommit 160 stycken forsdljningar av den produk-
ten. Nér varje rad har gétts igenom och bedomts, sammanstéllts de som anses
vara narkotika och summeras. Det som summeras &r vérdet i kolumnen an-
tal forsaljningar. Summeringen av antalet forsdljningar som bedoms vara
narkotika delas med totalen av antalet forséljningar (alla viarden i kolumnen
antal forsaljningar). Utrdkningen &r enligt foljande: 7977 antal forsdljningar
som beddms vara narkotika delat (/) med totalt antal forsdljningar, vilket &r
8137 och resultatet blir 98 procent avrundat nerat. Med andra ord bedéms 98
procent av det som har salt i dverkategorin Opiater vara narkotikaklassat pre-
parat. Utrdkning kommer gélla for varje overkategori och resultatet kommer
finns nedan.

* Vixten Kratom #r ej narkotika, diremot beredningar av Kratom med substansen mitragynin
dr narkotika. I denna kontext dr det svart att avgora vad som séljs och ddrav bedoms den ej att
vara narkotika.
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Nationella operativa avdelningen 2020-01-30

Sammanstiillning narkotika eller ej.
Nedan bild dr en sammanstillning av vad som har bedémts vara narkotika och
ej. Den bygger pa topp 25 rader fran 6verkategorierna.

Overkategori B4 Antal fors:iljningar B Narkotika B Ej narkotika I Procentsats pa narkotika
Bensodiazepiner 19448 19448 0 100
Cannabis 19715 19715 0 100
Centralstimulantia 31091 31091 0 100
Dissociativa 2392 2392 0 100
Dopning och dopningspreparat 1890 0 100 0
Hallucinogener 10548 8482 2066 80
Opiater 8137 7977 160 98
Receptbelagda likemedel 26145 10089 16056 38
Smart Drugs 859 281 578 32
Specialbestillningar 259 206 53 79
Z-analoger 5021 5021 0 100
Ovrigt 2429 0 2429 0
Totalt 127 934 104 702 21 442 ) |

Sammanstdllning narkotika eller ej

I kolumnen léngst till vinster &r den genomganga Gverkategorin, i andra ko-
lumnen Antal forsdljningar dr en summering av alla vérdena som finns i topp
25 av flest salda produkter, i tredje kolumnen finns antalet f6rsdljningar som
beddmts vara narkotika, i kolumnen Ej narkotika ér antalet forsdljningar som
inte bedoms vara narkotika och i den sista dr procentsats for hur mycket som
dr bedomt vara narkotika forséljning. Raden 7ofalt 4r en summering av vad
som framkommit i kolumnerna Antal forsdljningar, Narkotika och Ej narko-
tika. Det ska dven pétalas att alla procentsiffror i kolumnen Procentssats pa
narkotika ér avrundade nedét.

Antal narkotika forsiiljningar

Nedan presenteras en sammanstillning 6ver hur mycket som har sélts som
varit narkotika for varje dverkategori. Sammanstéllningen bygger pa informat-
ion fran kolumnen Antal forsaljningar 1 bilden Dataexport — éverkategorier
och information frdn kolumnen Procentsats pa narkotika i bilden Samman-
stdllning narkotika eller ej.

Overkategori B antal forsaljningard Procentsats narkotika [l Antal fors:iljningar av procenten
Bensodiazepiner 44 852 100% 44852
Cannabis 74 885 100% 74885
Centralstimulantia 60 008 100% 60008
Dissociativa 2392 100% 2392
Dopning och dopningspreparat 2508 0% 0
Hallucinogener 17 202 80% 13761,6
Opiater 17 307 98% 16960,86
Receptbelagda lakemedel 43 839 38% 16658,82
Smart Drugs 941 32% 301,12
Specialbestillningar 1744 79% 1377,76
Z-analoger 5747 100% 5747
Ovrigt 4393 0% 0
Totalt 275 818 236 944,16=l

Antal narkotika forsdljningar
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Nationella operativa avdelningen 2020-01-30

I kolumnen lingst till vinster 4r Overkategorierna for narkotika, i andra ko-
lumnen antal forsaljningar dr den totala summeringen av antalet forséljningar
av preparat och i den tredje kolumnen 4r den procentsats som ridknades ut i
bilden Sammanstillning narkotika eller ej och i kolumnen léngst till vanster &dr
utrdkningen for hur ménga forsdljningar som har varit narkotika. Raden léngst
ner i bilden &r en summering av antalet forsdljningar i stort och vad som be-
doms vara narkotika forsdljning.

Utrdkningen for att fa fram vérdet i kolumnen Antal forsdljningar av pro-
centen ar gjort enligt foljande exempel: 17 307 antal forsaljningar ganger (*)
98 Procentsatsen narkotika ger resultatet 16 960,86. Med andra ord kan
16 960 forséljningar av 17307 varit narkotika.

Sammantaget kan 236 944° forsiljningar av 275 818 varit narkotika, vilket
innebir att 85 procent® (avrundat nedat) varit narkotika forsiljningar.

Sammanfattning

Antal 6verlatelser — tabellen anvandare

Kolumnen antalet affarer beskriver antalet affarer som varje kopare och sil-
jare har gjort genom FS2. En affdr = en 6verlatelse. Summering av antal affi-
rer (kopare/séljare), genom 1016, dvs. antalet dagar som databasexporten
tacker. Resultatet multipliceras med 1 230, dvs. hela brottsperioden.

Summering antalet affarer for kopare

301 113/1 016 =296,371063 x 1 230 = 364 536
Antalet narkotika affirer

364 536 * 85 % = 309 855,60

Summering antalet affarer for siljare

267 888/1 016 =263,669291 x 1 230 =324 313
Antalet narkotika affirer

324 313 * 85% =275 666,05

Vad respektive dverlatelse har bestétt av framgar i stort av tabellen produkter
Antal forsdljningar 275 818 /1 016 =271,474409 x 1 230 =333 913

Antalet narkotika affirer

333 913 * 85% =283 826,05

Nicklas Allvin

3 Avrundat nedat
685,90 procent
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Polismyndigheten
Nationella operativa avdelningen
Sektionen for sérskilda insatser

Korrigering av analysprotokoll

PM

Datum

2020-01-10

Diarienr (aberopas)

5000-K1443168-17

I undersokningsprotokollet avseende servern “flugwiki.se” har ett fel patraf-
fats. Under stycket "Beskrivning av material” finns tre rader med namn pa
undersokningarna. Dessa skall endast vara tva stycken, den forsta och den
sista. Det vill sdga inte raden som namngetts "EIO-Lettland-2018-07 (12,5

GB)”.

Korrekt skall alltsa vara:
EIO-Lettland-2018-04 (12,5 GB)
EIO-Lettland-2019-01 (15,9 GB)

Stockholm 2020-01-10

U0037944

PM 200110 Korrigering av.docx
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POIise Svar fré.n Netrouting Signerad datum

Enhet Diarienr

Nationella Operativa Avdel ningen, Komplexa cyberbrott (KCB) 1 NIB NOA 5000-K1443168-17
Uppgiftslamnare Datum Tid

Eriksson, Bjérn 2020-01-28  14:16

Beslag verkstallt Material for analys

Nej Nej

Mottaget Mottaget datum Tid

Sétt pa vilket uppgift lamnats

Uppréttad av
Bjorn Eriksson

Uppgiften avser

Svar fran Netrouting
Uppgift

Den 11 Juni 2019 inkom viamail nedan tidigare redovisat svar fran Netrouting och Robbin
Diepeveen till kriminalinspektdr Bjorn Eriksson:

Hello Bjorn,
Thank you for your patience, below are my findings/responses,

Regarding the server 00637 / 94.228.219.212, the server has been formatted (disk kill 4
wipes) and re-provisioned on 30-August-2016 with a minimal install of "Debian Jessie
amde4”

The server has been used before by an I'T company mainly focussed on creating websites and
doing SEO work.

They have multiple serverswith us, for none we' ve ever received abuse reports or subpoena’s.

The server 178.239.55.163 is till powered down and haven't been touched since
26-12-2018 (except for a physical move from Spijkenisse to The Hague (but it hasn’t been
powered on since)).

The server 94.228.215.233 is being reused since 11-Januari-2019

The server 109.235.54.6 has been powered off on 20-12-2019, the server self had been
reused, however the disk is still in our stock.

All times mentioned in our systems are Dutch timestamps (CEST / UTC+ 2 (summer time)).

None of the above additional servers have been copied by Dutch Authorities, if they' d need to
copy those, we' d need an additional subpoena coffering those servers.

Please let us know if you need anymor e information,

Again my apologies for the delay,
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Den 5 december 2019 skickades kompletterande fragor till Dieverpeen fran Eriksson med
anledning av ovan svar:

Hi Robbin,
Hope all iswell.

We are going through the disks we received from you and | have some additional questions regarding
the one with 1P 109.235.54.6.

Below you write the following:

The server 109.235.54.6 has been powered off on 20-12-2019, the server self had been reused,
however the disk is still in our stock.

The date you describe that it was powered off | assume to be wrong. Could you please tell me the
correct date and year?

Going through the disk we see activities in logs from 2019, for example from April and May. Isit
possible that you have a log somewhere that describes all activities that you have done with this disk
that we received, if possible from beginning of September 2018 up until you passed it to the Dutch
police?

Many thanks!

Bjorn

Svar paovan frégainkom 2020-01-28
Hi Bjorn,

My apologies for the delay there.
I'mall good, thank you. I hope you're doing well as well.

I've been off since December due to my resignation on 31 January (taking out my vacation
time from the past 2 years)

Additional questions you can direct towards Savvas Bout at (previously my manager and
CTO of the company).

According to our system, there indeed dlipped a typo into the date, the correct dateis
20-12-2018, not 2019.
Please find attached a screenshot which is taken from our back office system;

As you can see the server got suspended at 2018-11-03 06:02: 17 by our billing system

which does an API call to the back office (back office system disables the options for
customersto restart/start/monitor/login/remote console to their servers and then turns the
server off). It did that twice but as you can see the server hasn't been powered on between
those 2 dates.

The memory and CPU from the server have been taken and reused for different purposes.
We'd keep all our serversracked with the drivesin there. Easier to maintain and oversee and
we'd got plenty of empty rack space on our dedicated racks.

Lastly at 20-12-2018, the server got removed from the customer's account and placed back
in stock.

In April / May 2019 ColoHouse/Netrouting and therefore all its servers did move from our
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Svar fran Netrouting, PM, 2020-01-28 14:16 diarienr: 5000-K1443168-17

old Location Spijkenisse, towards our other Datacenter in The Hague ()

All servers have physically been moved from the old location to the new location.

Before the move, a sever was briefly powered on to see if it was still working (if in stock), and
once racked at the new datacenter it was made sure it worked.

My best bet is that you've seen those data/dates, however, | can't provide you the exact days

on which this happened, this was quite a hectic time going over hundreds off serversin just
over less than a month.

| won't be able to check my email any longer as of 31 January.
Thank you for your patience and good luck with the case.

Best,

Se bilaga 1 gédllande ovan lank

/IKrinsp B Eriksson
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< C {y @& dsccloud/Robbin/s

50086 Server provisiof 11-28 16:00:2 Kida

50097 Pror ng with profile 571 3 )4:16 Johannes Kidai

50098 IPMI command:st

s Kidane

50089 PMI command:pow:

50100 Server provisi

66903 Server por

66904

erver powercyc

66905

r powercycled

4 Joh

Server sta 3 2017-11-22 15:52:42 Johannes Kidane

. S - . Server was removed from client and putin

location Data Facilities on 1.3-45U 17174 stock by me. Jim Kiapwijk
77658 WHMCS H Suspend Starting
77659 Issued nd command to IPM| 17
78174 WHMGS Hook Suspend Starting ) 018-11-22 06:02:14

Issue pend comir 0 IPMI 2018-11-22 02:14

78577 Server put in stock and client removed

2018-12-20 11:30:08 Robbin Di




Réattelse gallande beslag , 2020-01-30 07:53 diarienr: 5000-K1443168-17

PM I 2»5

POIisen ;2;[;0-01-27

Diarienr (dberopas)
Polismyndigheten 5000-1K1443168-17
Nationella Operativa Avdelningen
Nationellt it-brottscentrum (SC3)
Jessica Bennison

Qi
eSSy

Rattelse gallande beslag

Nedan ndmnda beslag har av misstag hamnat pa PM:et Sammanfattning av
undersokta beslag, dér det framgar att de inte skulle vara av intresse for
utredningen. Beslagen nedan &r av intresse for utredningen da de innehaller
krypterad data i form av krypterade containrar.

e 2018-5000-BG101818-15:1
e 2018-5000-BG100277-6
e 2018-5000-BG100277-9

En krypterad container, &r en fil, t.ex. en textfil, som fungerar som en
behallare, en container, for andra filer. Filerna man ldgger i denna behallare
blir krypterade for att man valt att kryptera behallaren.

P& ovan nimnda beslag har foljande krypterade behallare iakttagits.
2018-5000-BG101818-15:1

I beslag 2018-5000-BG101818-15:1 iakttogs foljande filer (se tabell 1) som
bedoms vara en krypterad behallare.

Namn Beslagsnummer Sokvig | Storlek (i bytes)
Ettan 2018-5000-BG101818-15:1 |\ 734003200
Tvan 2018-5000-BG101818-15:1 |\ 734003200

Bad Boys - Inner Circle.mp3 2018-5000-BG101818-15-1 |\usbin  |314572800
Collect Call.mp3 2018-5000-BG101818-15-1 |\ 223346688

Jon Bon Jovi - Its my life.mp3 | 2018-5000-BG101818-15-1 | \usbin 104857600
Tabell 1.

2018-5000-BG100277-6
I beslag 2018-5000-BG100277-6 iakttogs foljande fil (se tabell 2) som beddms
vara en krypterad behéllare.

Namn Beslagsnummer Sokvig | Storlek (i bytes)

Maéns Zelmerlsf och Erik 2018-5000-BG100277-6 \ 63795200
Zetterberg.rar
Tabell 2.




Réattelse gallande beslag , 2020-01-30 07:53 diarienr: 5000-K1443168-17
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2020-01-27 5000-1K1443168-17

2018-5000-BG100277-9
I beslag 2018-5000-BG100277-9 iakttogs foljande fil (se tabell 3) som bedoms
vara en krypterad behéllare.

Namn Beslagsnummer Sokvig Storlek (i bytes)
CFest 2018-5000-BG100277-9 |\ 524288000
Tabell 3.
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b Bilaga - Skaligen misstankt
Polise
Enhet Diarienr
Nationella Operativa Avdel ningen, Komplexa cyberbrott (KCB) 1 NIB NOA 5000-K1443168-17
Skaligen misstankt person Identifierad Anledning Personnr

Kokalj, Peter Nej 19860819-7458
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b Bilaga - Skaligen misstankt
Polise
Enhet Diarienr
Nationella Operativa Avdel ningen, Komplexa cyberbrott (KCB) 1 NIB NOA 5000-K1443168-17
Skaligen misstankt person Identifierad Anledning Personnr

Momeni, Arash Nej 19921107-1957
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Personalia och dagsbotsuppagift

Utskriftsdatum
2020-02-13
Namn Personnummer
Momeni, Arash 19921107-1957
Tilltalsnamn Kallas for Oknamn Kon
Man
Fodelseférsamling Fodelselan Fodelseort utland
N Nobbel v
Medborgarskap Hemvistland Telefonnr
Sverige
Adress

Sveavéagen 138 LGH 1501
113 50 Stockholm

Folkbokfdringsort

Senast kontrollerad mot folkbokféring

Stockholm 2020-02-13
Foraldrars/Vardnadshavares namn och adress (betraffande den som inte fylit 20 &r)

Utbildning

Yrke / Titel

Arbetsgivare Telefonnr

Anstéllning (nuvarande och tidigare)

Arbetsforhet och halsotillstand

Kompletterande uppgifter

Uppgiven inkomst Bidrag

336000 0

Forsorjningsplikt

Férmogenhet

0

Hemmavarande barn under 18 ar

0

Skulder

150000

Kontroll utférd
Taxerad inkomst

79000

Taxeringskontroll utford av

Insp Bergée

Taxeringsar

2019

Datum

2019-05-23



230

b Bilaga - Skaligen misstankt
Polise
Enhet Diarienr
Nationella Operativa Avdel ningen, Komplexa cyberbrott (KCB) 1 NIB NOA 5000-K1443168-17
Skaligen misstankt person Identifierad Anledning Personnr

Sababi, Elvin Nej 19921210-0193
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b Bilaga - Skaligen misstankt
Polise
Enhet Diarienr
Nationella Operativa Avdel ningen, Komplexa cyberbrott (KCB) 1 NIB NOA 5000-K1443168-17
Skaligen misstankt person Personnr
Tomaszek, Alexander 19920324-5213
Identifierad Kontrollsé&tt Kommentar

Ja Annat Passfoto
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b Bilaga - Skaligen misstankt
Polise
Enhet Diarienr
Nationella Operativa Avdel ningen, Komplexa cyberbrott (KCB) 1 NIB NOA 5000-K1443168-17
Skaligen misstankt person Identifierad Anledning Personnr

Tomaszek, Liza Nej 19890803-4021
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Personalia och dagsbotsuppagift

Utskriftsdatum
2020-02-13
Namn Personnummer
Tomaszek, Liza 19890803-4021
Tilltalsnamn Kallas for Oknamn Kon
Kvinna
Fodelseférsamling Fodelselan Fodelseort utland
N Nobbel v
Medborgarskap Hemvistland Telefonnr
Sverige
Adress

26 Homsey Lane, Flat 5,
N6 5Lx London
Storbritannien

Folkbokforingsort

Senast kontrollerad mot folkbokféring

2019-09-27

Foraldrars/Vardnadshavares namn och adress (betraffande den som inte fylit 20 &r)

Utbildning

Yrke / Titel

Arbetsgivare

Anstéllning (nuvarande och tidigare)

Arbetsforhet och halsotillstand

Kompletterande uppgifter

Telefonnr

Uppgiven inkomst Bidrag

Forsorjningsplikt

Férmogenhet

Hemmavarande barn under 18 ar

Skulder

Kontroll utférd
Taxerad inkomst

Taxeringskontroll utford av

Taxeringsar

Datum



Polise

Enhet

Underréattelse/Delgivning jml RB 23:18a

Nationella Operativa Avdel ningen, Komplexa cyberbrott (KCB) 1 NIB NOA

Arende

Diarienr Handlaggare
5000-K1443168-17  Eriksson, Bjorn
Garning

Grovt penningtvéttsorott m.m.

Berdrd person

Personnr Efternamn

19921210-0193 Sababi

Underrattelse utsand Yttrande senast Underrattelse slutford
2020-01-31 2020-02-07 2020-02-07

Underrattelsesatt

DV D-skiva med protokoll dverlamnat till forsvarare Grahn

Notering

Datum

2020-01-20

Erinran

Se separat protokoll for erinran

Foérnamn

Elvin

Delgiven info. om ev. férenklad delgivning

Forsvarare

Namn

Johan Grahn

Underrattelse utsand Yttrande senast Underrattelse slutford
2020-01-31 2020-02-07 2020-02-07

Underrattelsesatt

DV D-skiva samt utskrivet protokoll dverlamnat

Notering

Datum

2020-01-20

Erinran

Se separat protokoll for erinran



= Underrattelse/Delgivning jml RB 23:18a
Polise

Enhet

Nationella Operativa Avdel ningen, Komplexa cyberbrott (KCB) 1 NIB NOA
Arende

Diarienr Handlaggare

5000-K1443168-17  Eriksson, Bjorn

Garning

Penningtvéttsbrott

Berdrd person

Personnr Efternamn Foérnamn

19860819-7458 Kokal] Peter
Underrattelse utsand Yttrande senast Underrattelse slutford Delgiven info. om ev. férenklad delgivning
2020-01-31 2020-02-07 2020-02-07

Underrattelsesatt

Protokoll pa DV D-skiva éverlamnat till forsvarare Westerlund

Notering

Resultat av underrattelsen/delgivningen

Ej erinran

Forsvarare

Namn

Mikael Westerlund

Underréttelse utsand Yttrande senast Underréttelse slutford

2020-01-31 2020-02-07 2020-02-07

Underrattelsesatt

Protokoll pa DV D-skiva 6verlamnat

Notering

Resultat av underrattelsen/delgivningen

Ej erinran



= Underrattelse/Delgivning jml RB 23:18a
Polise

Enhet

Nationella Operativa Avdel ningen, Komplexa cyberbrott (KCB) 1 NIB NOA
Arende

Diarienr Handlaggare

5000-K1443168-17  Eriksson, Bjorn

Garning

Penningtvéttsbrott m.m.

Berdrd person

Personnr Efternamn Foérnamn

19921107-1957 Momeni Arash
Underrattelse utsand Yttrande senast Underrattelse slutford Delgiven info. om ev. férenklad delgivning
2020-01-31 2020-02-07 2020-02-07

Underrattelsesatt

Ett utskrivet protokoll samt ett protokoll pa DV D éverlamnat till férsvarare Barnekow

Notering

Resultat av underrattelsen/delgivningen

Ej erinran

Forsvarare

Namn

Lisa Barnekow

Underréttelse utsand Yttrande senast Underréttelse slutford

2020-01-31 2020-02-07 2020-02-07

Underrattelsesatt

Ett utskrivet protokoll samt ett protokoll pa DVD overlamnat

Notering

Resultat av underrattelsen/delgivningen

Ej erinran



= Underrattelse/Delgivning jml RB 23:18a
Polise

Enhet

Nationella Operativa Avdel ningen, Komplexa cyberbrott (KCB) 1 NIB NOA
Arende

Diarienr Handlaggare

5000-K1443168-17  Eriksson, Bjorn

Garning

Grovt penningtvéttsbrott

Berdrd person

Personnr Efternamn Fornamn

19890803-4021 Tomaszek Liza

Underrattelse utsand Yttrande senast Underrattelse slutford Delgiven info. om ev. férenklad delgivning
2020-01-31 2020-02-07 2020-02-07

Underrattelsesatt
Utskrivet protokoll samt protokoll pd DV D 6verlamnat till férsvarare Melkemichel

Notering

Resultat av underrattelsen/delgivningen

Ej erinran

Forsvarare

Namn

Jack Melkemichel

Underréttelse utsand Yttrande senast Underréttelse slutford

2020-01-31 2020-02-07 2020-02-07

Underrattelsesatt

Utskrivet protokoll samt protokoll pad DV D 6verlamnat

Notering

Resultat av underrattelsen/delgivningen

Ej erinran



Xt Underréattelse/Delgivning jml RB 23:18a
Polise
Enhet
Nationella Operativa Avdel ningen, Komplexa cyberbrott (KCB) 1 NIB NOA
Arende
Diarienr Handlaggare
5000-K1443168-17  Eriksson, Bjorn
Garning

Synnerligen grovt narkotikabrott, grovt narkotikabrott, grovt penningtvéttsbrott m.m.

Berdrd person

Personnr Efternamn Fornamn

19920324-5213 Tomaszek Alexander

Underrattelse utsand Yttrande senast Underrattelse slutford Delgiven info. om ev. férenklad delgivning
2020-01-31 2020-02-07 2020-02-07 2018-09-25

Underrattelsesatt

Protokoll 6verlamnat pa USB till kriminalvarden for vidare 6verlamnande till Tomaszek

Notering

Datum

2019-11-11

Erinran

Se separat protokoll for erinran

Forsvarare

Namn

Thomas Bodstrém
Underréttelse utsand Yttrande senast Underréttelse slutford
2020-01-31 2020-02-07 2020-02-07

Underrattelsesatt

DVD med protokoll samt utskrivet protokoll dverlamnat

Notering

DVD- samt utskrivet protokoll &en dverlamnat till forsvarare Kinora Awrohum

Datum

2019-11-11

Erinran

Se separat protokoll for erinran



