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Polismyndigheten
NOA Datum Diarienummer
Nationellt It-brottscentrum, It-forensik 2023-01-11 K615323-19

106 75 STOCKHOLM 5800/49376-21

PM

I beslag 2021-5000-BG137934-1 antréffades en datorbackup namngiven
KONTORSDATOR-FULLDISK.tib. Utredare har analyserat materialet som antréffats
pé datorbackupen och utredare har valt ut 28 objekt for redovisning. Objektens innehall
redovisas nedan.

Objekt 1 — "GIFT CARDS.xIsx”

Objektet dr ett Excel-dokument namngivet GIFT CARDS .xIsx. Excel-dokumentets
struktur och innehdll 1 avgrdnsad form redovisas nedan. I dokumentet finns tre
arbetssidor namngivna Sheetl”, ”Sheet2” och ”Sheet3”. Avgriansningen innebdr att de
forsta raderna redovisas per sida.

Dokumentets metadata redovisar forfattare och senast modifierad av som Fredrik.
Datum for senaste modifiering &r enligt dokumentets metadata 20717-10-02.

Sheet1
US AUG US SEP
usp
VICK-WPI5ZU-TMFN 376.06| |NET-2
U2XV-CNICQ-TMIW 444.54| |CTRL Clayton
ZQ0G-KSLEPV-EGSP 671.65] |CTRL CRM5-D7W5BM-JRSM 855.7
BSU3-PB82WI-56DN 714.42) |CTRL 2QRR-5CGYBW-MURW 686.42
hotmail.com GPQR-MPVVUI-SXE3 428.34| |CTRL Clayton
16@hotmail.com BATG-JKEU27-BGIS 460.98| |MNET-2 tom
hotmail.com TYQR-D7FPLT-PSEU 442.65| |CTRL Clayton
hotmail.com URVA-KABY2ZN-MRGZ 413.21) |MNET-2
1@hotmail.com GTNZ2-QVCF3E-KE7V 515.37| |MET-2 X5JC-ZSYDMI-TQMW 586.79
hotmail.com ZQ0G-KSLEPV-EGSP 671.69] |CTRL
hotmail.com KNP5-Q59WVA-RTKF 551.83| |NET-2 GWEKB-X75VXW-VTZU 526.03
hotmail.com UCQ7H-NSZE4D-TKS8 6598.08| |HITHRON YESF-AS42UW-0C42 443,21

Det finns fler konton med liknande information pa sida/sheet 1.

1 (84)
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olw2323

olw2323

olw2323

3@hotmail.com olw2323
@hotmail.com olw2323
6616@hotmail.com olw2323
6@hotmail.com olw2323
@hotmail.com olw2323
91 @hotmail.com olw2323
hotmail.com olw2323
@hotmail.com olw2323
@hotmail.com olw2323
g@hotmail.com olw2323
4@hotmail.com olw2323

Totalt finns 175 kontouppgifter pa sida/sheet 2.

Sheet3

@hotmail.com:olw2323

hotmail.com:olw2323

1@hotmail.com:datal23456

l@hotmail.com:datal23456

nl3@hotmail.com:datal23456

otmail.com:datal23456

hotmail.com:olw2323

antho h1954@hotmail.com:datal23456

h@hotmail.com:olw2323

arne 2@hotmail.com:olw2323

ockl@hotmail.com:datal23456

h@hotmail.com:olw2323

@hotmail.com:olw2323

hotmail.com:olw2323

e2011@hotmail.com:datal23456

Totalt finns 175 kontouppgifter pa sida/sheet 3.

2 (84)
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Objekt 2 — "mbh.txt”
Objektet dr en textfil namngiven mbh.txt. Nedan redovisas de fem forsta raderna av
textfilen. Textfilen innehaller totalt 25 669 rader text.
1 6253el40ebe4bbebcbaTb00ac0bfE1257; ;sandstream71l p dinhembio. com
2 942bT7T7df9a3l14b2842c26381c35%e5e e s Vandmand ; crtan tmail.com
H aleT7flab2568b254f4a0240f625935a2; ymbjornberg; mat nberg.net
2 le6cS5l843d150a45878c0aedi9fa765; jHembio Greven:m Bswipnet.se
5 ece2idadeTB8dB027bfefalalec298be7  ljungberg,; tommy . J pCc.nu

Textfilens tidsstampel for senast modifierad visar 2007-04-26.

Objekt 3 — "nelly.txt”

Objektet dr en textfil namngiven Nelly.txt. Nedan redovisas de fem forsta raderna av
textfilen. Textfilen innehaller totalt 65 633 rader text.

1 id;firstname;lastname; address;postcode;city,;phone;cellphone;email ;password,;birthdate

L= O
s owe e

£ 3Tk Hemmanswva

tan 15;50333;kalmar;

,433 46,Part111e,,

503;07T68T16503;
2 1800;07386022
1752470;1linape
2-480086;theres

Enelly.se;leakim; 81
rno@scringklubben. com;ban
85@hotmail.com;chilla; 8B5S
lander@gothnet.nu;debildewil;

Textfilens tidsstampel for senast modifierad visar 2009-09-17.

Objekt 4 — "plus.txt”

Objektet dr en textfil namngiven plus.txt. Nedan redovisas de fem forsta raderna av
textfilen. Textfilen innehaller totalt 246 911 rader text.

freddanfhotmail .com;c953ef697804525b35620e9f70234aa9
mvgplus.com,b002594ded05dEas8e85644594a0cde
itroms.com; fbbkl1T7ce9f51a58950e05e08cc145598L57
2il.com;6lelfl8a425chT9%a18c3f6224011akb74

1 1;fredddd;

3 17;
2 l;,taﬁla kd;tal
5 19:5on of Sewvenl

sevEHless@qntnall com;46cT093a602b334d47d367413eT72592Te

Textfilens tidsstampel for senast modlﬁerad visar 2009-09-26.

3(84)
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Objekt 5 — "Working Copy of finest.se.txt”

Objektet dr en textfil namngiven Working Copy of finest.se.txt. Nedan redovisas de fem
forsta raderna av textfilen. Textfilen innehaller totalt 29 894 rader text.

Rad
1 id;username;password;firstname;lastname;email;cellphone;street;zip;city;birthdate;birth
num;gender

o) 6;Fredrika;96ebfb6al 7de12d44e6e06d43d7ef288;Fredrika (G ©
finest.se;46707686 G © 5t;11526;STOCKHOLM; 19784 °;0

3 7;tozer;£529390530866580187472¢cc5195a602; Tozer; (D~ sthmsfinest.com
;7021224 (2 [ ;11356;STOCKHOLM; 1974 4D 2 ; |

4 8;done;25fdf91141218a9e7b897ee3e4f2123e; Danic| (| NGB danic G
usicbay.se;46736 GGG ;1 1 550;STOCKHOLM;1979-08-
3

5 9;Fredrik;2130fdb928ac701ccca044b44b96d8dd;Fredrik (G . nusicbay.
se;0705 10 3 5 ; 1 2360;Stockholm; 198 1-1 G ; |

Objekt 6 — mIRC-kommunikation
Objektet dr en loggfil tillhdrande chattapplikationen mIRC.

Session Start: Wed Nov 13 14:08:48 2013

Session Ident: #redroom

02[14:09] * Attempting to rejoin channel #redroom
03[14:09] * Rejoined channel #redroom

[14:23] [Terryl] Ytril, not done yet?

01[14:24] [Ytril] now!

01[14:24] [Ytril] sorry for the delay

[14:24] [Terryl] never mind.
01[14:25] [Ytril] ok, so leté&#39;s discuss business :)
[14:25] [Terryl] I&#39;ve sent messages to two contacts

[14:25] [Terryl] hope they will reply soon.

[14:25] [Terryl] they provide diazepam

01[14:25] [Ytril] ok good.. what kind of contacs are these?
manufacturers or middle man?

01[14:26] [Ytril] FYI, we&#39;ve mailed almost all of the suppliers
that provide diazepam on this site: chembuyersguide.com

01[14:27] [Ytril] very few answered and the few who did didné&#39;t
want to sell without providing export certificates and paperwork like

that

[14:29] [Terryl] manufacturers

[14:29] [Terryl] there&#39;re very few info about diazepam on Chinese
websites.

01[14:29] [Ytril] ok

[14:29] [Terryl] I dig them kinda hard and found two very new
infomation

[14:29] [Terryl] posted on Nov.

01[14:30] [Ytril] alright, let&#39;s hope one of them can provide
[14:30] [Terryl] yeah, if not, I&#39;11 go on digging

[14:31] [Terryl] I&#39;m sure there&#39;s a market here.

[14:31] [Terryl] takes some days probably, during these time we&#39;11
finish our supply chain from China to Sweden.

01[14:32] [Ytril] yes there should be.. diazepam is very similar to

4 (84)
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alprazolam
[14:32] [Terryl] yeah, don&#39;t worry:) I&#39;m very good at finding
things

01[14:33] [Ytril] excellent
[14:33] [Terryl] btw, the lab asked me me to provide address to ship
invoice and paper report.

01[14:34] [Ytril] ok, perhaps they can email them as pdf?

[14:34] [Terryl] no,

[14:34] [Terryl] it seems that it&#39;s their procedure to follow
[14:35] [Terryl] the invoice, well, in China is a different thing

01[14:35] [Ytril] I see.. is the office space still active?

[14:35] [Terryl] related to tax
[14:35] [Terryl] so they were forced to provide these

01[14:35] [Ytril] oh ok

01[14:36] [Ytril] got a solution in mind for that?

[14:36] [Terryl] in case of they suspect, I gave the same old office
address to them. Of course, I called the office manager to continue
our contract. Thinking we need the office address for receiving
diazepam and the related lab reports as well.

01[14:37] [Ytril] yes.. how are we doing financially? got a couple of
BTC I can send over right away.. it&#39;s almost $400 now (!!) so that
will help a little!

01[14:38] [Ytril] 1DniMfCwCpolJdDs2fbwAjoz2ZeZs7aEUiZ

01[14:38] [Ytril] 2
[14:38] [Terryl] The manager of the office still be willing to offer
the same price, maybe recently the business is really at down side

01[14:39] [Ytril] how much was that?

01[14:39] [Ytril] and the lab report is like $500 right?

14:40] [Terryl] $600 or a bit less, due to the exchange rate changes.
14:40] [Terryl] yeah

14:40] [Terryl] I can handle those costs, don&#39;t worry

14:41] [Terryl] he seems to be willing to ask me to sign a 3 month
contact or longer, and giving discounts,

01[14:41] [Ytril] We got some btc so if you have an easy way of
cashing them out thaté&#39;s a good idea now when it&#39;s $400

01[14:41] [Ytril] I&#39;11 send you 2 now

01[14:41] [Ytril] 1DniMfCwCpolJdDs2fbwAjoz2ZeZs7aEUiZ

01[14:41] [Ytril] correct?

[14:42] [Terryl] I think if things goes well, we can sign 3 months
contact.

[14:42] [Terryl] yes

01[14:42] [Ytril] cool, sent
[14:42] [Terryl] cashing is very easy. Not trackable at all.

01[14:42] [Ytril] nice
[14:43] [Terryl] ité&#39;s a perfect way to launder money.

01[14:43] [Ytril] yep! :)

01[14:43] [Ytril] and really good way for us to send you cash
[14:43] [Terryl] yeah;)

[14:43] [Terryl] so how are you planning to sell?

[14:44] [Terryl] mostly on sheep market?

01[14:44] [Ytril] yes, starting out on sheep

01[14:45] [Ytril] we all think that it will sell good there

01[14:47] [Ytril] greedy bastards just increased the fee from 3.2% to
6.8% on sheep
[14:47] [Terryl] but most people don&#39;t know how to get to that
place, so website is way better to sell to normal people who have bad
nights.

01[14:47] [Ytril] yes, we will do that for sure once we have enough
suppply
[14:48] [Terryl] you&#39;re referring to the owner of sheep?

01[14:48] [Ytril] vyes
[14:48] [Terryl] hmm, what&#39;s the fee on S.R?

01[14:48] [Ytril] it was 7.2% if I remember correctly

5(84)
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[14:49] [Terryl] then it&#39;s still less than the sheep.
01[14:49] [Ytril] yeah, but still, 7% is a lot considered how much
volume the site process
[14:50] [Terryl] well they should earn the money, IMO, if i1t&#39;s not
keep on increasing then ité&#39;s alright.:) at least we can sell them
fast.
[14:50] [Terryl] is the volume less than 30% compared to SR?
01[14:tril] or it has some other name
01[14:59] [Ytril] xanax is the name in the US
[14:59] [Terryl] yeah, probable
01[14:59] [Ytril] for example Valium is the name in the US but in
sweden 1t&#39;s called Stesolid
01[15:00] [Ytril] so it can be something totally different
[15:00] [Terryl] hmm, yeah. alprazolam should work differently
compared to diazepam. but well, I don&#39;t know:)
01[15:01] [Ytril] yeah, 1t&#39;s a little bit stronger
[15:01] [Terryl] IC
[15:01] [Terryl] btw, it seems that I can easily kill sb. by like 10
grams of alprazolam, dissolved in soda
01[15:01] [Ytril] yeah, that should be enough to kill someone, or at
least brind the person sleeping for a week or so
[15:02] [Terryl] ite&#39;s taking like 10,000 pills
01[15:02] [Ytril] oh yeah hmm 10.000 pills would most likely kill
someone
[15:02] [Terryl] yeah.
[15:03] [Terryl] thanks god there&#39;s no one I hate. Otherwise...
[15:03] [Terryl] hehehe
01[15:03] [Ytril] read about someone that accidentaly eat 0.5gr and
that person did not die
[15:03] [Terryl] so it&#39;s 0.5gr. 10gr can eaisly dissove in water I
think
01[15:04] [Ytril] alprazolam isn&#39;t dissolvable in water though
01[15:04] [Ytril] you would need to dissovle in alcohol
[15:04] [Terryl] oops..
[15:04] [Terryl] don&#39;t teach me to kill somebody lol
01[15:05] [Ytril] haha
[15:11] [Terryl] hey buddy, Do you have anything else to talk? I
don&#39;t have any by now
01[15:22] [Ytril] Doné&#39;t think so..
01[15:22] [Ytril] basically there&#39;s not much more to do at them
moment then to wait for the package the get sent my EMS
[15:22] [Terryl] yes
[15:23] [Terryl] I think so too.
01[15:23] [Ytril] on this end we wil keep selling slowely waiting to
rack up sales until we get large supply
01[15:23] [Ytril] so we can all relax a little :)
[15:23] [Terryl] yes! get some rest, let&#39;s wait for the big time
01[15:24] [Ytril] yep! @)
[15:27] [Terryl] so bye for now!
02[16:05] * Terryl (~Terryl@113.109.41.59) Quit (Quit: Linkinus -
http://linkinus.com )
02[23:48] * Disconnected
Session Close: Thu Nov 21 23:48:08 2013

| HEMLIG |

6 (84)
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Objekt 7 — mIRC-kommunikation
Objektet dr en loggfil tillhérande chattapplikationen mIRC.
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Session Start: Fri Nov 22 00:00:00 2013
Session Ident: #redroom

02[13:22] * Attempting to rejoin channel #redroom

03[13:22] * Rejoined channel #redroom

03[13:22] * irc.swepipe.se sets mode: +nt

03[14:18] * Terryl (~Terryl@113.109.41.59) has joined #redroom
[14:21] [Terryl] Hi Ytril!

[14:22] [Terryl] are you having a nice day?

01[14:32] [Ytril] hi there!

01[14:32] [Ytril] yes I do, really bad weather over here though..
cold and rainy

01[14:32] [Ytril] how&#39;s your day?

bro. )
[14:36] [Terryl] I&#39;m doing good! Although I&#39;m kinda tired.

shipped.

think I can call the police since what I&#39;m doing is an illegal
transaction.

01[15:21] [Ytril] sorry was away

01[15:21] [Ytril] ok sounds good

01[15:21] [Ytril] yeah well theres&#39;s always a risk that
they&#39;11 scam, but it&#39;s a risk worth taking

01[15:21] [Ytril] good price

[16:06] [Terryl] yeah;)

[16:09] [Terryl] I think those people(e.g. haihangchem) who charge
higher price since they only do business with foreigners.

[16:10] [Terryl] and the domestic ones don&#39;t. they charge much

stuff at at least half the price.

[16:11] [Terryl] is there any news from your side?

[16:11] [Terryl] Or maybe we can have a rest during this weekend;)
01[16:16] [Ytril] yeah that&#39;s true

01[16:16] [Ytril] nope, no news on this end

01[16:16] [Ytril] I&#39;m about the leave office for the day
01[16:17] [Ytril]

on monday!

02[16:21] * Disconnected

Session Close: Fri Nov 22 16:21:02 2013

[14:35] [Terryl] oh, thaté&#39;s so bad. But don&#39;t take those pills

[14:36] [Terryl] well, today&#39;s only news is the diazepam has been

[14:37] [Terryl] have been worried that they scam me. And I don&#39;t

fairer price. If we have license, we might be able to purchase these

have a really good week-end now and we&#39;11 talk
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Objektet dr en loggfil tillhérande chattapplikationen mIRC.
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Session Start: Tue
Session Ident:

02[10:43] ~*
10:43]1 *
10:43]1 *
11:56]1 *
[11:56] [TerryOTG]
[11:59] [TerryOTG]

03]
03]
03]

Nov 26 00:00:00 2013

#redroom

Attempting to rejoin channel #redroom
Rejoined channel #redroom
irc.swepipe.se sets mode:
TerryOTG

+nt
(~TerryOTG@112.96.165.53)
Ytril you there?

i have been getting the details with the lab.

has joined #redroom

The

lkg diazepam will be delivered tomorrow.

[12:00] [TerryOTG]

within a day or two.

[12:01] [TerryOTG]
01[12:03] [Ytril]
01[12:03] [Ytril]
[12:03] [TerryOTG]
01[12:03] ]

now though

[12:03] [TerryOTG]
[12:03] [TerryOTG]

[Ytril

Also the return of the test shipment will be done
It will be sent within this week

talk to you later!

Hi Terry!

ok sounds good!

)

I&#39;11 be here later on, will be away for 1-2h

good to see you.

1&#160;am&#160; taking&#160;a&#160; subway.&#160;&#160;1ts&#160; fines&#16
0;to&#160;talk&#160;in&#160;15mins

[12:03] [TerryOTG] am I encrypted?

01[12:04] [Ytril] yes you are :)

[12:04] [TerryOTG] good.

[12:04] [TerryOTG] is there any news from your side?

01[12:05] [Ytril] hmm not much I beleive..

[12:06] [TerryOTG] alright then. lets wait.

01[12:06] [Ytril] I will probably have left for lunch by the time you
get back in 15 min or so, but I will be back after lunch around 1.15pm
my time
[12:07] [TerryOTG] hmm probably that would be all for today
[12:07] [TerryOTG] do you have anymore to discuss?

01[12:07] [Ytril] yes perhaps so. no not really, then let&#39;s talk
tomorrow instead!

[12:08] [TerryOTG] yeah
[12:08] [TerryOTG] talk to you TMR

01[12:08] [Ytril] yes! take care!

[12:08] [TerryOTG] have nice day!

[12:08] [TerryOTG] bye for now

02[12:09] * TerryOTG (~TerryOTG@112.96.165.53) Quit (Quit: TerryOTG )

02[16:31] * Disconnected

Session Close: Tue

Nov 26 16:31:29 2013
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Objekt 9 — mIRC-kommunikation
Objektet dr en loggfil tillhorande chattapplikationen mIRC.
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Session Start: Wed Nov 13 15:11:20 2013

Session Ident: #redroom

02[15:11] * Attempting to rejoin channel #redroom

03[15:11] * Rejoined channel #redroom

01[15:17] [Ytril] got disconnected, did you write anything?
[15:19] [Terryl] just curious, does your name pronounce like
&quot;itrilé&quot;?

01[15:20] [Ytril] no, more like yu-trill

[15:21] [Terryl] oh, haha

[15:22] [Terryl] I had bad times thinking out your name&#39;
pronunciation

[15:22] [Terryl] Yu-tril, I got it:)

01[15:23] [Ytril] haah great

[15:23] [Terryl] I&#39;d like to take some rests, will get o
tomorrow at around 8:00 Beijing time.

[15:24] [Terryl] 8:00PM

01[15:24] [Ytril] alright great!

01[15:24] [Ytril] talk tomorrow then!

[15:24] [Terryl] :) yeah, talk to you then:)
[15:25] [Terryl] have a nice day! hope eveything goes well,
now !

01[15:25] [Ytril] same to you!
01[15:25] [Ytril] bye!

http://linkinus.com )
02[19:49] * Disconnected
Session Close: Wed Nov 13 19:49:04 2013

S

nline

bye for

02[15:25] * @Terryl (~Terryl@113.109.53.142) Quit (Quit: Linkinus -
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Objekt 10 — mIRC-kommunikation
Objektet dr en loggfil tillhérande chattapplikationen mIRC.

Session Start: Fri Dec 06 14:45:04 2013
Session Ident: #redroom

02[14:45] * Attempting to rejoin channel #redroom

03[14:45] * Rejoined channel #redroom

03[14:50] * Terry (~Terryl@113.109.57.53) has joined #redroom
02[14:52] * Ytril (~Ytril@h-176-10-249-118.na.cust.bahnhof.se) Quit
(Ping timeout: 610 seconds )

[14:54] [Terry] hi Ytril

[16:09] [Terry] Ytri?

02[16:16] * Terry (~Terryl@113.109.57.53) Quit (Ping timeout: 260
seconds )
03[16:16] * Terry (~Terryl@113.109.38.171) has joined #redroom
01[17:28] [Ytril] terry
01[17:28] [Ytril] hi!
01[17:28] [Ytril] are you there?

01[17:29] [Ytril] shipment finaly arrived to stockholm and passed
trough customs without any delays!

01[17:30] [Ytril] will probably be delivered to our address on
monday.. better get ready for doing a real shipment

01[17:32] [Ytril] talked to the others about the diazepam as well..
we all think that it would be worth sending some of the 51% powder
over here anyways so that we can press some of it up IF the cartridge
things works we will be able to send over lots of the

01[17:32] [Ytril] alprazolam and some of the diazepam as well
01[17:32] [Ytril] would be really good for us to be able to press up
some diazepam pills as well

01[17:32] [Ytril] looks like we will see pretty big demand on our
&quot;offline&quot; channels for all of these pills

01[17:33] [Ytril] same guy who bought that last batch like the
product and will mos likely want to buy lots and lots of it

01[17:33] [Ytril] perhaps even 50.000 pills / month

01[18:04] [Ytril] Terry, I need to get going.. Will be here on monday
01[18:04] [Ytril] have a really good week-end now!

01[18:04] [Ytril] bye!

[18:04] [Terry] oops.

02[18:04] * Disconnected
Session Close: Fri Dec 06 18:04:43 2013
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Objekt 11 — mIRC-kommunikation
Objektet dr en loggfil tillhérande chattapplikationen mIRC.

Session Start: Fri Nov 15 10:54:23 2013
Session Ident: #redroom

03[10:54] * Now talking in #redroom

03[10:54] * irc.swepipe.se sets mode: +nt

03[10:58] * Terry (~Terryl@113.109.39.95) has joined #redroom
[10:59] [Terry] Ytril
[10:59] [Terry] good morning

01[11:10] [Ytril] Hi terry!

01[11:10] [Ytril] =)

01[11:10] [Ytril] how are you today
[11:12] [Terry] I&#39;m kinda busy today.

01[11:12] [Ytril] ok take your time let me know when u got some time
to talk, I&#228;11 be here for many more hours
[11:13] [Terry] I&#39;m good, Jjust ate a Subway sandwitch

01[11:14] [Ytril] hehe ok nice
[11:15] [Terry] well, it&#39;s during a Crazy Shopping day which
Alibaba made.

[11:16] [Terry] ité&#39;s got over 6 billion dollars order from over 1
million pieces of packages.

01[11:17] [Ytril] oh really that&#39;s crazy
[11:19] [Terry] this really breaks the nation&#39;s express
services&#39; limit, therefore, my orders (cartridges, stamp, anti-
static films) have been delayed
[11:19] [Terry] the orders were made on Nov.1ll, and they finally came
today

01[11:20] [Ytril] oh ok so they have arrived now?

[11:21] [Terry] yeah...

[11:21] [Terry] so I&#39;ve been trying to find the best way to
package them
[11:21] [Terry] let me send you some pics.

01[11:22] [Ytril] great! ok
[11:30] [Terry] so slow.

[11:30] [Terry] anyway I&#39;m sending
[11:31] [Terry] how&#39;s the production?

01[11:33] [Ytril] ok I will take a look!

01[11:33] [Ytril] it&#39;s going very good! Working on putting up the
first batch for sale today!

[11:33] [Terry] sent!

[11:34] [Terry] great!

[11:34] [Terry] do you have any photos for them?

[11:34] [Terry] wanna take a look

01[11:36] [Ytril] this looks great terry!

01[11:36] [Ytril] wvery good!

[11:37] [Terryl ;)

[11:37] [Terry] howé&#39;s the little yellow thing?

01[11:37] [Ytril] yes, I will send you pictures of the pills later,
don&#39;t want to take them with my phone though so there&#39;s trace
of the pictures left, but we will take photos later today for product
selling page so you will see :)

01[11:37] [Ytril] the yellow thing looks excellent! wehre did you get
those?

[11:39] [Terry] take your time, no worrys. Just little curious:)
[11:40] [Terry] ah, I bought it from the anti-static seller&#39;s, $1
for 100 of them

01[11:40] [Ytril] ah great!!

01[11:40] [Ytril] looks really good

01[11:40] [Ytril] only thing hard to see on those pictures are the
seal that you made
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01[11:40] [Ytril] does it look good?

01[11:40] [Ytril] = not &quot;home made&quot;

[11:42] [Terry] They&#39;re well sealed, and I&#39;11 test them for
several times later before I put this to the shipping box

01[11:42] [Ytril] fantastic!

[11:42] [Terry] you can&#39;t tear it up with bare hands
[11:42] [Terry] not a chance

[11:42] [Terry] I tried

[11:43] [Terry] only thing you can do is scissors

01[11:43] [Ytril] great!!!

[11:44] [Terry] and I&#39;11 stamp on the little boxes

01[11:44] [Ytril] perfect!

[11:45] [Terry] doesn&#39;t seem to work either on the bags or the
cartridges themselves
[11:45] [Terry] how this time it rocks:)

[11:45] [Terry] hope*

01[11:45] [Ytril] yes ok I can imagine that

01[11:45] [Ytril] yes, hopefully!

01[11:46] [Ytril] this time we&#39;11 only do 3 cartridges, not the
big black one
[11:47] [Terry] oh, why not
[11:47] [Terry] I bought the black one too.

01[11:48] [Ytril] since they are marked sample it will not be strange
that not the whole kit is being shipped, it might even be better to
send fewer
[11:48] [Terry] can&#39;t be even fewer, this thing doens&#39;t work
without one of 3 colors
[11:49] [Terry] black is not essential, true

01[11:49] [Ytril] the whole package if opended will look more clean
with only the smaller cartridges

01[11:50] [Ytril] and it will not look like explosives if that&#39;s
why they&#39;re opening it..

01[11:50] [Ytril] the black on might look like a bomb hehe

01[11:50] [Ytril] not the other ones
[11:50] [Terry] yeah, sounds reasonable
[11:51] [Terry] OK then, I&#39;11 not send the black one

01[11:51] [Ytril] great
[11:53] [Terry] thinking that you&#39;11 get many more cartridges
later on
[11:53] [Terry] you can make many paintings lol
[11:55] [Terry] Ytril, do you manage all the online things? like
selling on sheep market?

01[11:55] [Ytril] hehe yes

01[11:56] [Ytril] yes, mostly me, not shipping though
[11:58] [Terry] so totally we have like 7 guys?

01[11:59] [Ytril] no

01[11:59] [Ytril] 4 over here that&#39;s partners

01[11:59] [Ytril] inclusive me

01[12:00] [Ytril] but then shipping guy and people that receives
packages and stuff, but they will just get some cash once in a while
not depending on how much we sell
[12:01] [Terry] I got it
[12:02] [Terry] fewer people are easier to manage.

[12:03] [Terry] btw, I got no replies about the diazepam

[12:03] [Terry] will call them on Monday

[12:05] [Terry] And also I&#39;11 dig diazepam hard. Can&#39;t really
expect one or two contacts will help

01[12:06] [Ytril] ok that sounds good!

01[12:06] [Ytril] no real hurry about it but we need to think about
it, it will sell just as much as alprazolam
[12:07] [Terry] Ok, I&#39;11 talk me time then.

[12:10] [Terry] are you busy on your task now?
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01[12:10] [Ytril] yes I&#39;m working on it as we speak :)
[12:11] [Terry] great:)
[12:11] [Terry] do you only sell domestically?
01[12:13] [Ytril] for starters, then scandinavia as soon as we have
more supply
01[12:13] [Ytril] and then europe
01[12:13] [Ytril] mail from sweden is considered as low-risk, so
it&#39;s a great country to be sending from to the whole of europe
[12:15] [Terry] marvelous!
[12:15] [Terry] especially people in North EU, you guys don&#39;t have
much time for sunshine, will feel upset from time to time
[12:16] [Terry] I mean the sunshine duration
01[12:18] [Ytril] yes it&#39;s really dark period during the winter,
only few hours of daylight
[12:19] [Terry] big market there:)
[12:20] [Terry] alright, I think I&#39;11 not stop you from work.
I&#39;11 send the cartridges tomorrow:)
[12:20] [Terry] leté&#39;s keep contact. Have a nice weekend, mate~~
02[12:54] * Disconnected
Session Close: Fri Nov 15 12:54:16 2013

| HEMLIG |

Objekt 12 — mIRC-kommunikation
Objektet &r en loggfil tillhorande chattapplikationen mIRC.

Session Start: Mon Nov 18 16:11:40 2013
Session Ident: #redroom
02[16:24] * Attempting to rejoin channel #redroom
03[16:24] * Rejoined channel #redroom
01[16:24] [Ytril] terry sorry got some connection problems over here
01[16:25] [Ytril] [Terryl] yes, that can be one solution.
[16:27] [Terryl] however this is going to be hard if I have to open
the cartridge, and fill them. I have to buy 3 big bags of color
powder. That will be costly and hard to control. However it&#39;s
still doable
[16:27] [Terryl] another solution is to fill all 3 of them with REAL
stuff. But maybe you think that&#39;s too risky?
01[16:28] [Ytril] hmm I will discuss this with the others!
01[16:30] [Ytril] ok, got the address for the test shipment
01[16:30] [Ytril] Jonas Alfredsson
01[16:30] [Ytril] wait, hold lost the note with the rest of the
address hehe
01[16:30] [Ytril] 2 min
[16:31] [Terryl] yep, we need to find a solution for the cartridges in
7 days. Otherwise it can&#39;t catch up with our process.
[16:32] [Terryl] take your time:)
16:35] [Ytril] DIREKTEN VASTERTORP
[ ] STORTLOPPSVAGEN 33
[ ] 129 47 STOCKHOLM
[ ] SWEDEN
[Ytril] ATT: JONAS ALFREDSSON
[ ] PHONE: +4684647704
[ ] there u go!
16:35] [Ytril] :)
[Terryl] got it
will send tomorrow
Ytril
you still there?
Ytril&gt;?
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01[17:12] [Ytril] Terry! yes I am
01[17:12] [Ytril] lots to do today
01[17:12] [Ytril] excellent!
01[17:12] [Ytril] hopefully it will go trough just fine this time! :)

02[17:15] * Disconnected
Session Close: Mon Nov 18 17:15:46 2013

Objekt 13 — mIRC-kommunikation
Objektet dr en loggfil tillhorande chattapplikationen mIRC.

Session Start: Thu Jan 23 00:00:00 2014
Session Ident: #redroom

02[13:50] * Attempting to rejoin channel #redroom

03[13:50] * Rejoined channel #redroom

03[13:50] * irc.swepipe.se sets mode: +nt

03[14:36] * TerryOTG (~TerryOTG@112.96.101.50) has joined #redroom
[14:37] [TerryOTG] hi ytril!

[14:38] [TerryOTG] how are you doing?

[14:39] [TerryOTG] Still no luck. Probably need to continue to find
suppliers after the holiday.

[14:39] [TerryOTG] hows it going on your side?

01[14:40] [Ytril] hi! I&#39;m good thanks!

01[14:40] [Ytril] ok, too bad.. when is the holiday starting over
there?

01[14:40] [Ytril] after additional testing, we have found that the
diazepam actually works
[14:40] [TerryOTG] officially on 29th.

01[14:41] [Ytril] even though it does taste worse than it should, but
that could be due to that original pharma companies put somehting in
the pills that takes away the bad taste
[14:41] [TerryOTG] but many companies stop working in this friday.
01[14:41] [Ytril] ok I see, how long is the holiday for?

[14:42] [TerryOTG] oh really? so should I send the 3 catridges again?
[14:42] [TerryOTG] its almost deadline for shipping things.
[14:43] [TerryOTG] it ends on 7th Sep.

01[14:45] [Ytril] yes, you can ship them over
01[14:45] [Ytril] we will be able to send them
01[14:45] [Ytril] 7th SEP not FEBRUARY?

[14:46] [TerryOTG] sorry. Feb.
[14:46] [TerryOTG] hahhaa

01[14:46] [Ytril] hehe ok
01[14:46] [Ytril] though so ;)

[14:46] [TerryOTG] Sep will be like crazy

01[14:46] [Ytril] hehe yep
01[14:46] [Ytril] you never know..

[14:49] [TerryOTG] :)
[14:50] [TerryOTG] Hows the sales on alprazolam?

01[14:52] [Ytril] it will take a few days before sales pick up, first
customers need to verify the site is legit and ships, then more orders
will follow.. just been online on the forums since tuesday

01[14:53] [Ytril] today first customers got their samples and will
write that ité&#39;s all good and legit

01[14:53] [Ytril] so next week will be good.. and as soon as we can
add the diazepam pills, it will pick up sales really good

01[14:54] [Ytril] it&#39;s the kind of busines where you slowly get
regulars cusotmers that will return for more orders all the time
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[14:55] [TerryOTG] gorgeous.
[14:55] [TerryOTG] I think we are patient enough.
[14:56] [TerryOTG] its been 4 months since we started this plan.
[15:02] [TerryOTG] I need to go now. Talk more later.
[15:02] [TerryOTG] Hope we can achieve success soon.
[15:02] [TerryOTG] bye for now.
[15:03] [TerryOTG] take care!
02[15:03] * TerryOTG (~TerryOTG@112.96.101.50) Quit (TerryOTG )
02[15:54] * Disconnected
Session Close: Thu Jan 23 15:54:41 2014
Objekt 14 — mIRC-kommunikation
Objektet &r en loggfil tillhorande chattapplikationen mIRC.
Session Start: Mon Feb 17 11:37:43 2014
Session Ident: #redroom
02[12:54] * Attempting to rejoin channel #redroom
03[12:54] * Rejoined channel #redroom
[12:55] [Terry] hello, Ytril!
01[12:56] [Ytril] hi terry!
01[12:56] [Ytril] a little busy, are you still here in about 30-40
minutes?
[12:57] [Terry] oh, yeah
[12:57] [Terry] no problem. pop up up when you&#39;re done
01[12:57] [Ytril] ok good talk soon :)
[12:57] [Terry] :)
01[13:45] [Ytril] Terry, ok, now I&#39;m here!
01[13:45] [Ytril] have you had a good week-end?
01[13:48] [Ytril] have to go away for a little bit again, sorry
[13:49] [Terry] oops
01[13:49] [Ytril] be back in a bit
[13:49] [Terry] ok
[13:49] [Terry] I have a great weekend, how about you?
01[14:01] [Ytril] terry, ok now I&#39;m here :)
01[14:03] [Ytril] one thing in regards to bitcoins.. now when selling

these stuff we must be carefull so that the bitcoins we receive
can&#39;t be traced.. usually, we runt our coins though a bitcoin
tumbler, sush as bitcoinfog so that they can&#39;t be traced
01[14:04] [Ytril] we have not &quot;washed&quot; any of the coins
received from the selling activity yet, so either we send you
&quot;unwashed&quot; coins, but then you will have to fog them before
cashing out

01[14:04] [Ytril] or we can fog yours as well before sending them to
you

[14:10] [Terry] hi, Ytril.

01[14:10] [Ytril] hi!

[14:10] [Terry] I prefer fogged bitcoins.

01[14:11] [Ytril] ok, yeah, that would probably be best

01[14:11] [Ytril] we&#39;11 fog everything before doing anything with
them

[14:11] [Terry] great:)

01[14:11] [Ytril] the fog-process takes at least 6h

01[14:11] [Ytril] sending over some btc to the fog now, so we will
have them fogged tomorrow

[14:12] [Terry] it&#39;s a bit longer that I expected.

[14:13] [Terry] due to the floating rate of bitcoins, I think I have
to take the risk.

[14:13] [Terry] when will I be getting the bitcoins?
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01[14:14] [Ytril] 1&#39;m sending coins to bitcoin fog now

01[14:14] [Ytril] after 2 confirmation, I&#39;11 request them back to
an address, after that they are fogged

[14:15] [Terry] will I be able to get them by tomorrow morning my
time? it&#39;s 8:15 PM here.

01[14:19] [Ytril] if you out up your own bitcoin fog account I can
transfer them there

01[14:19] [Ytril] otherwise it will be tomorrow morning swedish time
[14:20] [Terry] pls give me a website.

[14:20] [Terry] of the fog

01[14:20] [Ytril] you must access it though TOR

01[14:21] [Ytril] address is: http://fogcore5n3ov3tui.onion

[14:21] [Terry] Ok

01[14:21] [Ytril] easy to put up an account, just enter username and
password, then get your deposit address from the deposit page
01[14:22] [Ytril] let me know your address and I&#39;11 transfer
coins to it

[14:22] [Terry]

&#160;0k, &#160; checking&#160; that&#160;1in&#160;a&#160; sec

01[14:23] [Ytril] how much btc would $1500 be?

03[14:23] * Terry (~Terry@210.16.140.94) has joined #redroom
01[14:23] [Ytril] [Ytril] easy to put up an account, Jjust enter
username and password, then get your deposit address from the deposit
page

01[14:23] [Ytril] [Ytril] let me know your address and I&#39;11
transfer coins to it

01[14:23] [Ytril] [Terry]

&#160;0k, &#160; checking&#160; that&#160;in&#160;a&#160; sec

01[14:23] [Ytril] [Ytril] how much btc would $1500 be?

[14:24] [Terry ] let me check..

01[14:24] [Ytril] ok

[14:24] [Terry ] 655 is the price for now

[14:25] [Terry ] so it comes to 2.29btc

01[14:25] [Ytril] alright!

01[14:25] [Ytril] let mek now your bitcoin fog address

[14:25] [Terry ] will you be online for a little bit longer? I have
other issus to discuss with you.

[14:26] [Terry ] I&#39;m downloading tor, China blocked it, I have to
download it by a VPN setup abroad.

01[14:27] [Ytril] ok!

02[14:27] * @Terry (~Terry@113.109.42.192) Quit (Ping timeout: 260
seconds )

[14:28] [Terry ] first thing is are you in need of diazepam?
01[14:32] [Ytril] do you mean more of the 50% or in need of a better
supply?

[14:32] [Terry ] the 50% ones.
[14:33] [Terry ] now I don&#39;t get a better supply.
01[14:34] [Ytril] Ok, yes we would need that, but might be better to
make the next shipment of only alprazolam
[14:36] [Terry ] alright, alprazolam would be needed more.
[14:36] [Terry ] I&#39;11 arrange a next shipment soon, probably
within this week.
[14:36] [Terry ] 1EMDgakjdEBZjWXScTM2b55iuxLMzDJ2wG
[14:37] [Terry ] this is the fog btc address.
01[14:37] [Ytril] ok, great
[14:39] [Terry ] the deep web is amazing
[14:56] [Terry ] Ytril, you still there?
01[15:00] [Ytril] sorry, yes, I&#39;11 be back in 5 minutes, have to
reboot
02[15:01] * Disconnected
Session Close: Mon Feb 17 15:01:00 2014

| HEMLIG |
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Session Start: Sat Nov 12 04:23:25 2011
Session Ident: #codemasters
02[04:23] * Disconnected
02[04:25] * Attempting to rejoin channel #codemasters
03[04:25] * Rejoined channel #codemasters
03[05:04] * Terry (~terry@117.136.12.5) has joined #codemasters
02[05:22] * Terry (~terry@l117.136.12.5) Quit (Quit: Colloquy for
iPhone - http://colloquy.mobi )

has joined #codemasters
03[23:12] * Terry (~terry@117.136.14.52) has joined #codemasters
02[23:23] * Terry (~terry@117.136.14.52) Quit (Quit: Colloquy for
iPhone - http://colloquy.mobi )
Session Time: Sun Nov 13 00:00:00 2011

Quit (Ping timeout: 600 seconds )

[13:26] &lt;Terry&gt; anybody?

seconds )
03[13:35] * Terry 1is now known as Terry

http://colloquy.mobi )

has joined #codemasters
02[16:46] * @hithron (hithron@staff.goldenpirates.org) Quit (Read
error: Operation timed out )

Operation timed out )

Operation timed out )
03[16:47] * hithron (hithron@staff.goldenpirates.org) has joined
#codemasters

03[23:17] * Terry (~terry@117.136.16.129) has joined #codemasters
[23:17] &lt;Terry&gt; ctrl , did you get my mail?

http://colloquy.mobi )
Session Time: Mon Nov 14 00:00:00 2011

Quit (Ping timeout: 600 seconds )
03[04:11] * ctrl sets mode: +ooo0 Freddddii GoldenDic GoldenRic
03[04:11] * ctrl sets mode: +o hithron
03]

has joined #codemasters
03[13:47] * Terry (~terry@117.136.16.193) has joined #codemasters

iPhone - http://colloquy.mobi )
Session Start: Wed Nov 16 11:54:42 2011

Session Ident: #codemasters
03[11:54] * Now talking in #codemasters

03[18:20] * hithron (~sunknown@c-ab4370d5.012-12-
6b6codl.cust.bredbandsbolaget.se) has joined #codemasters
02[20:53] * hithron (~sunknown@c-ab4370d5.012-12-

6b6c6dl.cust.bredbandsbolaget.se) Quit
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03[09:41] * fredddiii (~freddddii@c213-89-173-252.bredband.comhem.se)

02[01:18] * fredddiii (~freddddii@c213-89-173-252.bredband.comhem.se)

03[13:25] * Terry (~terry@182.242.227.220) has joined #codemasters

03[13:34] * Terry (~terry@117.136.16.140) has joined #codemasters
02[13:35] * Terry (~terry@182.242.227.220) Quit (Ping timeout: 240

02[13:45] * Terry (~terry@117.136.16.140) Quit (Colloquy for iPhone -

03[14:34] * fredddiii (~freddddii@c213-89-173-252.bredband.comhem.se)

02[16:46] * @GoldenRic (hithron@goldenpirates.org) Quit (Read error:

02[16:47] * @GoldenDic (hithron@goldenpirates.org) Quit (Read error:

03[16:48] * GoldenDic (spy@goldenpirates.org) has joined #codemasters
03[16:48] * GoldenRic (spy@goldenpirates.org) has joined #codemasters

02[23:27] * Terry (~terry@117.136.16.129) Quit (Colloquy for iPhone -

02[01:21] * fredddiii (~freddddii@c213-89-173-252.bredband.comhem.se)

11:37] * fredddiii (~freddddii@Rc213-89-173-252.bredband.comhem.se)

02[14:01] * Terry (~terry@117.136.16.193) Quit (Quit: Colloquy for




Protokoll FK- PM filer i Acronis (gammal backup), 2023-01-13 09:48 diarienr: 5000-K615323-19 21 ‘

| HEMLIG |

Session Time: Thu Nov 17 00:00:00 2011

02[00:13] * net2- (~freddddii@c213-89-173-252.bredband.comhem.se)
Quit (Ping timeout: 600 seconds )
03[02:28] * net2- (~freddddii@c213-89-173-252.bredband.comhem.se) has

joined f#codemasters
03[14:00] * Terry (~terry@117.136.16.199) has joined #codemasters
02[14:02] * Terry (~terry@117.136.16.199) Quit (Client Quit )
03[14:11] * Terry (~terry@117.136.16.199) has joined #codemasters
[14:13] &lt;Terryé&gt; Ctrl
[14:14] &lt;Terryé&gt; hithron:
[14:15] &lt;Terryé&gt; Anybody?
02[14:25] * Terry (~terry@117.136.16.199) Quit (Quit: Collogquy for
iPhone - http://colloquy.mobi )
03[15:55] * Terry (~terry@117.136.16.201) has joined #codemasters
02[16:14] * Terry (~terry@117.136.16.201) Quit (Quit: Colloquy for
iPhone - http://colloquy.mobi )
03[16:50] * Terry (~Terry@221.3.207.73) has joined #codemasters
[16:50] &lt;Terryé&gt; ctrl
[16:51] &lt;Terryé&gt; I need 10k and can pay you right now. please
inform me about the payment method when you wake up.
[16:52] &lt;Terryé&gt; it seems that theres&#39;s some problems with my
MIRC. Please just simply mail me. thanks.
[16:52] &lt;Terry&gt; hithron
02[16:53] * Terry (~Terry@221.3.207.73) Quit (Client Quit )

03[21:08] * net2-- (~freddddii@c213-89-173-252.bredband.comhem.se)
has joined #codemasters
02[21:14] * net2- (~freddddii@c213-89-173-252.bredband.comhem.se)

Quit (Ping timeout: 600 seconds )
Session Time: Fri Nov 18 00:00:00 2011

03[09:19] * Terry (~terry@117.136.16.202) has joined #codemasters

02[09:30] * Terry (~terry@1l17.136.16.202) Quit (Quit: Colloquy for
iPhone - http://colloquy.mobi )

02[13:21] * net2-- (~freddddii@c213-89-173-252.bredband.comhem.se)
Quit (Ping timeout: 600 seconds )

03[17:33] * Terry (~terry@174.138.170.218) has joined #codemasters
[17:33] &lt;Terry&gt; hello?

01[17:37] &lt;net2&gt; hi there

01[17:37] &lt;net2&gt; we&#39;re here..

03[17:39] * Terry (~Terry@174.138.170.218) has joined #codemasters
[17:40] &lt;Terry &gt; Ctrl
[17:40] &lt;Terry &gt; Hithron
[17:41] &lt;Terry &gt; NEED CODES AND IN HURRY!

[17:42] &lt;Terry &gt; Please go get your mail!

03[17:43] * Terry  (~terry@174.138.170.218) has Jjoined #codemasters
[17:43] &lt;@ctrl&gt; hi terry, that mail isn&#39;t checked very often
and we&#39;ve all been very busy with other things the past couple of
days (business trips amongst other things). state what you need here
[17:44] &lt;@ctrlsgt; and hopefully we can accomodate you. 1it&#39;s
friday and close to closing/dinner time though, so I can&#39;t promise
anything superspeedy.

[17:45] &lt;Terry &gt; Oh
[17:45] &lt;Terry &gt; Ok

02[17:45] * Terry (~terry@174.138.170.218) Quit (Ping timeout: 504
seconds )

03[17:45] * Terry 1is now known as Terry
[17:45] &lt;Terry &gt; I need 10k codes

02[17:46] * Terry (~terry@174.138.170.218) Quit (Client Quit )
[17:46] &lt;@ctrlé&gt; that can be arranged, certainly.

[17:47] &lt;@ctrlé&gt; as you might recall, we only have codes in the
$400+ range currently.

[17:48] &lt;@ctrls&gt; if that&#39;s acceptable then we can compile a
list of codes for you within the next hour or so. we don

18 (84)



Protokoll FK- PM filer i Acronis (gammal backup), 2023-01-13 09:48 diarienr: 5000-K615323-19 22 ‘

| HEMLIG |

[17:48] &lt;Terry &gt; Please inform me about the payment.

[17:48] &lt;Terry &gt; It doesn&#39;t matter

[17:48] &lt;Terry &gt; The codes works well

[17:48] &lt;Terry &gt; Except for the 161 code that can&#39;t be
redeemed

[17:48] &lt;@ctrl&gt; to make it easy, we can go with the same payment
setup as before.

[17:48] &lt;Terry &gt; Ok. That would be fine

[17:48] &lt;@ctrl&gt; and we&#39;11 add an extra code of $400+ to
compensate for the 161 code you could not redeem last time.
[17:49] &lt;Terry &gt; Oh, that&#39;s nice of you.

01[17:50] &lt;net2&gt; hi terry

[17:50] &lt;Terry &gt; Then I&#39;11 pay you later. And after the
payment, I&#39;11 inform you about this.

[17:50] &lt;Terry &gt; Hi.
17:51] &lt;net2&gt; ok, here&#39;s how we would like payment:

[
01[17:51] &lt;net2&gt; $1500: felix@ctrl.net
01[17:51] &lt;net2&gt; $1500: fredrik@kronberg.com
01[17:51] &lt;net2&gt; $1500: theswedishwebmaster@gmail.com
01[17:52] &lt;net2&gt; $500: markblen3993@mail.com
01[17:52] &lt;net2&gt; $500: keendogo934@mail.com

[17:52] &lt;Terry &gt; Wouldn&#39;t it be the same as before?
01[17:53] &lt;net2&gt; no we need 500 each to those last two as
well.. sp not really the exakt same..
[17:53] &lt;Terry &gt; What about another 15007
01[17:53] &lt;net2&gt; oh sorry, hold on
[17:54] &lt;Terry &gt; Can you send me a mail about this? Since I
can&#39;t copy the messages here.
01[17:54] &lt;net2&gt; ok, I will mail u in 5 min.. what email?
[17:54] &lt;Terry &gt; Breathlex@gmail.com
01[17:55] &lt;net2&gt; ok, 1i&#39;11 mail u in a bit
[17:55] &lt;Terry &gt; Yep. That&#39;s $6000 in our agreement.
01[17:55] &lt;net2&gt; you sjhould pay $6500 for 10k in codes right?
01[17:56] &lt;net2&gt; oh ok, yes that&#39;s correct
01[17:56] &lt;net2&gt; ctrl just informed me
[17:56] &lt;Terry &gt; Yeah.
[17:56] &lt;Terry &gt; I&#39;11 need more in the next few days
[17:57] &lt;@ctrlé&gt; We can only sell a limited amount more this
month as we have another buyer purchasing at 84% of value. How much
would you be needing?
[17:57] &lt;@ctrlsagt; We&#39;re getting another large batch in 10 days
though. .
[17:57] &lt;Terry &gt; Oh.
[17:57] &lt;Terry &gt; Can you reserve 20k for me?
[17:58] &lt;Terry &gt; I can digest 30k in 10 days.
[17:58] &lt;@ctrlé&gt; Not sure. 10k definitely, 20k unsure. We&#39;11
have to get back to you on that. But yes 10k we could do.
[17:59] &lt;@ctrl&gt; We do have the codes but we don&#39;t know for
sure how much the other buyer wants yet.. we should know soon we hope.
[17:59] &lt;Terry &gt; Ok.
[17:59] &lt;@ctrlsgt; I&#39;11 reserve 10k for you in the system. And
we can talk about more when you need it.
[ ] &lt;Terry &gt; So 10k for this time and another 10k next time?
[ ] &lt;Qctrl&agt; Yeah.
[18:00] &lt;Terry &gt; And more on 10 days later?
[ ]
[ ]
[ ]

18:01] &lt;Terry &gt; If so, I&#39;m pleased with that.

18:02] &lt;Terry &gt; Thanks.

18:02] &lt;Terry &gt; When will you go online and which time zone are
you in?

[18:03] &lt;Terry &gt; So that I can adjust my time with you.

[18:04] &lt;@ctrl&gt; We are in Sweden, so GMT+1 .. it&#39;s 6pm here

right now. And one of us is usually online, even late at night.

19 (84)



Protokoll FK- PM filer i Acronis (gammal backup), 2023-01-13 09:48 diarienr: 5000-K615323-19 23 ‘

| HEMLIG |

However, we&#39;re all three of us going on vacation separately from
monday. .
[18:05] &lt;@ctrlegt; I&#39;11 setup a mail that forwards to all of us
later on, that you can use for when we&#39;re not online here.
01[18:05] &lt;net2&gt; ok Terry, just emailed you paypal accounts to
pay to
[18:06] &lt;Terry &gt; Ok. So when you are on vacation, do you still
do business?
[18:06] &lt;@ctrlsagt; Well, we&#39;11 all be connected as we have
other companies we need to run as well.. but we can&#39;t guarantee
any fast responses.
[18:06] &lt;Terry &gt; Or you wanna have a complete relax ?
[18:06] &lt;Terry &gt; Thanks , net2
[18:06] &lt;Terry &gt; I got it.
[18:07] &lt;@ctrl&gt; Two of us will be back in the office by november
25.
[18:07] &lt;Terry &gt; Ok. I got it.
[18:08] &lt;Terry &gt; I&#39;11 send payment when it&#39;s morning in
ny time.
[18:08] &lt;Terry &gt; See you soon.
[18:09] &lt;@ctrlegt; Ok. Sweet dreams!
02[18:17] * Terry (~Terry@174.138.170.218) Quit (Ping timeout: 506
seconds )
Session Time: Sat Nov 19 00:00:00 2011
03[00:56] * Terry (~Terry@174.138.170.218) has joined #codemasters
02[01:08] * Terry (~Terry@174.138.170.218) Quit (Ping timeout: 504
seconds )
03[03:31] * Terry (~Terry@66.212.29.170) has joined #codemasters
02[03:31] * Terry (~Terry@66.212.29.170) Quit (Client Quit )
03[03:32] * Terry (~Terry@66.212.29.170) has joined #codemasters
[ ] &lt;Terry&gt; Hello
[ ] &lt;Terrvy&gt; I&#39;ve paid.
[03:32] &1lt;Terryé&gt; Net2
[ ] &lt;Terry&gt; Ctrl
[ ] &lt;Terry&gt; Hithron
[03:35] &lt;Terryé&gt; Please check And send me 10k codes and
compensating one.
[03:35] &lt;Terryé&gt; Breathlex@gmail.co
[03:36] &lt;Terryé&gt; Oh. That should be breathlex@gmail.com

02[03:37] * Terry (~Terry@66.212.29.170) Quit (Quit: Leaving )
03[03:48] * Terry (~Terry@66.212.29.170) has joined #codemasters
02[03:48] * Terry (~Terry@66.212.29.170) Quit (Client Quit )
03[07:08] * Terry (~Terry@66.212.29.170) has joined #codemasters
02[07:08] * Terry (~Terry@66.212.29.170) Quit (Client Quit )
03[09:46] * Terry (~Terry@66.212.29.170) has joined #codemasters
02[10:02] * Terry (~Terry@66.212.29.170) Quit (Leaving )

03[10:03] * Terry (~Terry@66.212.29.170) has joined #codemasters
[10:05] &lt;Terryé&gt; Ctrl, net2, got awoken? I&#39;m in a little bit
hurry.

02[10:06] * Terry (~Terry@66.212.29.170) Quit (Client Quit )

03[10:27] * Terry (~Terry@66.212.29.170) has joined #codemasters

03[10:29] * Terry (~Terry@66.212.29.170) has left #codemasters

03[10:29] * Terry (~Terry@66.212.29.170) has joined #codemasters

02[10:29] * Terry (~Terry@66.212.29.170) Quit (Client Quit )

03[12:14] * Terry (~Terry@117.136.16.201) has Jjoined #codemasters

02[12:24] * Terry (~Terry@117.136.16.201) Quit (Remote host closed
the connection )

03[13:08] * net2-- (~freddddii@c213-89-173-252.bredband.comhem.se)

has joined #codemasters

03[13:26] * Terry (~Terry@117.136.16.201) has joined #codemasters
[13:27] &lt;Terryé&gt; Net2--

[13:27] &lt;net2--&gt; yes hello
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13:28] &lt;Terry&gt; Are you the same as net2?
13:28] &lt;net2--&gt; yes that&#228;s me

13:28] &lt;net2--&gt; received the payment thanks
13:28] &lt;Terryé&gt; Got my payment? I&#39;ve sent.

[ ]
[ ]
[ ]
[ ]
[13:29] &lt;Terryé&gt; Ok. Please send me codes.
[ ]
[ ]
[ ]

and one compensating

[ ] &lt;Terry&gt; Breathlex@gmail.com
[ ] &lt;net2--&gt; ok

[13:31] &lt;Terryé&gt; Thanks.

[ ] &lt;net2--&gt; ok check your mail
[ ] &lt;Terry&gt; got them. Thx

the connection )
03[14:15] * Terry (~Terry@117.136.16.201) has joined #codemasters

the connection )
03[18:54] * Terry (~Terry@66.212.29.170) has joined #codemasters
[18:57] &lt;Terryé&gt; Net2-- I&#39;ve done with the 10k codes. And

the day after tomorrow.
[18:58] &lt;Terry&gt; Net2

for me?

01[19:06] &lt;net2&gt; hmm we meant the 10k you just got..
[19:06] &lt;Terryé&gt; lol

[19:07] &lt;Terryé&gt; Well, how much can you sell at this point.

pay 70% we can get you some more codes

doing long term business, I hope that we can negotiate with that.
that is benefit for our relationships.

of next month
03[19:16] * Terry (~Terry@66.212.29.170) has joined #codemasters

What did you say?

[19:18] &lt;Terry &gt; ¢U2XV-CNJJCQ-TMJW 445 has been redeemed.
Please check it.

01[19:19] &lt;net2&gt; ok, getting u a fresh one now

01[19:20] &lt;net2&gt; here u go:

01[19:20] &lt;net2&gt; $463: UX4Y-YADCZN-NG2T

[19:21] &lt;Terry &gt; Got it.

01[19:21] &lt;net2&gt; sorry about that, saw that it was sold to
someone else

[19:21] &lt;Terry &gt; It doesn&#39;t matter

02[19:22] * Terry (~Terry@66.212.29.170) Quit (Ping timeout: 608
seconds )

understand each other
[19:22] &lt;Terry &gt; Can I buy 10k codes with 65%?
01[19:23] &lt;net2&gt; no sorry..
[19:23] &lt;Terry &gt; LOL.
[19:25] &lt;Terry &gt; So
[19:25] &lt;Terry &gt; The price will drop down after ten days?

we have and how much they will be able to pay by then..
[19:27] &lt;Terry &gt; Ok. I&#39;11 take 10k for 70%
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13:29] &lt;net2--&gt; alright, give me 5 minutes
13:29] &lt;net2--&gt; to compile a list..
13:30] &lt;Terry&gt; That&#39;s fine. Please mail me with 10k codes

02[13:56] * Terry (~Terry@117.136.16.201) Quit (Remote host closed

02[14:23] * Terry (~Terry@117.136.16.201) Quit (Remote host closed

need more. Can I lend 2000 codes from you? I&#39;11 pay no later than

01[19:02] &lt;net2&gt; sorry, we can&#39;t sell any more codes for
60% at this point.. Check back with us in the beginning of next month
[19:05] &lt;Terryé&gt; well, didn&#39;t you say you will reserve 10k

01[19:07] &lt;net2&gt; nothing for 60% of the value but if you can

[19:11] &lt;Terry&gt; What about 65%? I&#39;11 take 10k. Since we are
And

01[19:13] &lt;net2&gt; sorry, cant do less than 70% until beginning

[19:16] &lt;Terry &gt; hello? I&#39;ve disconnected with the server.

[19:22] &lt;Terry &gt; We are doing long term business. So we should

01[19:25] &lt;net2&gt; not sure, that depends on what other costumers
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[19:28] &lt;Terry &gt; Can you give 2k for me now? I&#39;11 pay for
10k no later than the day after tomorrow.

01[19:28] &lt;net2&gt; ok, I wont have time to accommodate your order
right now as I&#39;m about to leave office, perhaps ctrl can
[19:29] &lt;Terry &gt; Ok.

[19:29] &lt;Terry &gt; Ctrl. Are you there?

03[19:35] * Terry (~Terry@66.212.29.170) has joined #codemasters

02[19:38] * Terry (~Terry@66.212.29.170) Quit (Ping timeout: 384
seconds )

[19:38] &lt;Terryé&gt; It seems that Ctrl is not here. Net2, please
accommodate my order when you are free in the next few hours. I need
to get back to bed right now.

[19:38] &lt;Terryé&gt; Thanks.

[19:39] &lt;@ctrl&gt; Terry, I am here though slightly busy with
another thing. I&#39;11 accomodate your order soon. As for payment,
you can use the same 3-way split as the first time. Thanks

02[19:49] * Terry (~Terry@66.212.29.170) Quit (Ping timeout: 633
seconds )

Session Time: Sun Nov 20 00:00:00 2011
03[00:34] * Terry (~Terry@66.212.29.170) has joined #codemasters
02[00:45] * Terry (~Terry@66.212.29.170) Quit (Ping timeout: 608

seconds )

03[01:45] * hith (~hith@89-253-92-166.customers.ownit.se) has joined
#codemasters

03[04:42] * net2- (~freddddii@c213-89-173-252.bredband.comhem.se) has
joined #codemasters

02[04:49] * net2-- (~freddddii@c213-89-173-252.bredband.comhem.se)

Quit (Ping timeout: 600 seconds )

02[06:30] * hith (~hith@89-253-92-166.customers.ownit.se) Quit (Read
error: Operation timed out )

03[06:31] * hith (~hith@89-253-92-166.customers.ownit.se) has joined
#codemasters

03[08:36] * Terry (~Terry@66.212.29.170) has joined #codemasters
02[08:48] * Terry (~Terry@66.212.29.170) Quit (Ping timeout: 608
seconds )

02[09:33] * @ctrl (ctrl@goldenpirates.org) Quit (Quit: Server does
not respond. )

03[10:49] * Terry (~Terry@66.212.29.170) has joined #codemasters
02[11:01] * Terry (~Terry@66.212.29.170) Quit (Ping timeout: 633
seconds )

03[12:46] * ctrl (ctrl@Rgoldenpirates.org) has joined #codemasters
[12:46] &1t;W@GoldenRic&gt; Welcome back Master

03[12:46] * GoldenRic sets mode: +o ctrl

02[13:00] * hith (~hith@89-253-92-166.customers.ownit.se) Quit
03[13:00] * hith (~hith@89-253-92-166.customers.ownit.se) has joined
f#codemasters
Session Time: Mon Nov 21 00:00:00 2011

02[12:12] * hith (~hith@89-253-92-166.customers.ownit.se) Quit (Ping
timeout: 186 seconds )

02[14:28] * net2- (~freddddii@c213-89-173-252.bredband.comhem.se)
Quit (Ping timeout: 600 seconds )

03[14:28] * net2- (~freddddii@c213-89-173-252.bredband.comhem.se) has
joined #codemasters

03[16:55] * Terry (~terry@116.21.22.72) has joined #codemasters
[17:00] &lt;Terryé&gt; net2-

[17:01] &lt;Terry&gt; do you have time now?

01[17:07] &lt;net2&gt; hello

01[17:08] &lt;net2&gt; yes

01[17:08] &lt;net2&gt; 1 do

[17:12] &lt;Terryé&gt; yep. i need codes

01[17:13] &lt;net2&gt; 1if you&#39;re ready I can prepare 10k in codes
for you right away and you can send $7k to the same 3 account you did
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first time
01[17:13] &lt;net2&gt; $2333 per account
01[17:13] &lt;net2&gt; felix@ctrl.net
01[17:13] &lt;net2&gt; fredrik@kronberg.com
01[17:13] &lt;net2&gt; theswedishwebmaster@gmail.com
[17:15] &lt;Terryé&gt; well, I can pay you $3600 right now and the rest
tomorrow.
[17:15] &lt;Terryé&gt; is that ok?
01[17:16] &lt;net2&gt; preferably all at once.. can&#39;t you do

that?
17:16] &lt;Terry&gt; actually I need likely 1k right ow
17:16] &lt;Terryé&gt; right now

17:17] &lt;Terry&gt; since I can&#39;t get on you all the time

17:17] &lt;Terry&gt; you&#39;re always busy

01[17:17] &lt;net2&gt; I have a list with $10011 for you ready.. If
you like you could buy half of them now and the rest tomorrow

01[17:17] &lt;net2&gt; I will be here all day tomorrow
[17:18] &lt;Terryé&gt; OK.

[17:18] &lt;Terryé&gt; wait for me

01[17:19] &lt;net2&gt; Sure.. would you like half today or do
everything tomorrow?

01[17:20] &lt;net2&gt; if you want to do half now, pay 1166 to each
account

01[17:24] &lt;net2&gt; got a list ready with $4998 in codes..

[17:30] &lt;Terryé&gt; i want half now.

[17:30] &lt;Terryé&gt; wait for me.

01[17:30] &lt;net2&gt; ok sure, I&#39;11 wait
[17:50] &lt;Terry&gt; i&#39;ve paid. please check

01[17:50] &lt;net2&gt; ok hold on
[17:51] &lt;Terryé&gt; actually I think that you should trust me more.
sometimes I need codes in hurry but can&#39;t pay at once. You should
lend me some. I woné&#39;t scam you for just a few codes, I can earn
much more than that if I cooperate with you all along the way in the
furture.

[17:51] &lt;Terryé&gt; future.

01[17:53] &lt;net2&gt; thanks, got the payment.. we trust you and
will be able to do easier business from now on, just that right now my
co-workers are on vacation and I would need to run such decision
trough them as well when giving you a credit

01[17:54] &lt;net2&gt; Jjust emailed you the codes
[17:54] &lt;Terry&gt; Thanks. hope we can have a better cooperation
from now on.

01[17:55] &lt;net2&gt; btw terry, would be good for us to know a bit
more about how you operate your business as well so that we know that
we won&#39;t get any trouble from amazon.. do you redeem the codes to
different accounts or what do you do?

[17:55] &lt;Terryé&gt; I do this business in two ways.

[17:56] &lt;Terryé&gt; one, I redeemed codes in my own accounts.
especially 2~5 accounts, and more in the next days
[17:57] &lt;Terryé&gt; second, I sell the codes to my dear friend. and
he does the same way as me.

[17:57] &lt;Terry&gt; so, there are so many accounts.

[17:57] &lt;Terryé&gt; is that good for you?

01[18:00] &lt;net2&gt; do you mean 2-5 or 25 accounts?

[18:00] &lt;Terryé&gt; 2-5
[18:00] &lt;Terryé&gt; but 1&#39;ve only redeemed 1.5k codes
[18:01] &lt;Terry&gt; my friend redeemed more. and he has so many
accounts
[18:01] &lt;Terryé&gt; since I&#39;ve been on vocation and can&#39;t do
much business in the past 10days.

[18:02] &lt;Terryé&gt; do you have any suggestions?

[ ]
[ ]
[17:17] &lt;Terry&gt; but I prefer to get all of them at one time
[ ]
[ ]
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possible.. even though they does not seem to enforce this policy
we&#39;re better be save than sorry.. wouldné&#39;t be fun to have a
whole batch of codes cancelled

[18:03] &lt;Terry&gt; yep. I&#39;11 try my best to spread

[18:04] &lt;Terryé&gt; maybe 50 accounts? haha

[18:04] &lt;Terryé&gt; i1&#39;ve just get off from a flight. and
1&#39;11 get back to work tomorrow

spread them a little and I&#39;11 think we&#39;11 be good

[18:05] &lt;Terryé&gt; yep. I&#39;11 strictly follow that

[18:06] &lt;Terryé&gt; if you can drop down the price, I&#39;11 be
appreciated. :)

[18:06] &lt;Terryé&gt; since you raised 10%, I can earn so little.
[18:07] &lt;Terryé&gt; :(

01[18:10] &lt;net2&gt; great

01[18:11] &lt;net2&gt; we&#39;11 se in the beginning of next month

pay and so on..

5k.. I&#39;11 be here
[18:13] &lt;Terryé&gt; yep. thanks. I gotta go to bed. see you.
01[18:13] &lt;net2&gt; ok see you!

connection )
Session Time: Tue Nov 22 00:00:00 2011
03[02:23] * Terry (~Terry@116.21.22.72) has joined #codemasters
02[02:23] * Terry (~Terry@116.21.22.72) Quit (Client Quit )
03[05:11] * Terry (~terry@116.21.22.72) has joined #codemasters
[05:12] &lt;Terryé&gt; net2-
[05:12] &lt;Terryé&gt; do you know how to get a US tax ID?
[05:14] &lt;Terryé&gt; net?2

Session Time: Wed Nov 23 00:00:00 2011
03[13:00] * Terry (~terry@113.111.227.187) has joined #codemasters

13:00] &lt;Terry&gt; net2
13:00] &lt;Terry&gt; net2-
13:00] &lt;Terryé&gt; need code

&lt;net2-&gt; have to go, be back in 30 minutes
&1t; Terry&gt; ok~

01[14:27] &lt;net2&gt; back
[14:28] &lt;Terryé&gt; good
[14:28] &lt;Terryé&gt; will you be free tomorrow? i need the rest 5k
tomorrow
[14:28] &lt;Terryé&gt; if you are not, please give me the codes now,
and I&#39;11 pay you tomorrow.

01[14:28] &lt;net2&gt; yes sure.. are you able to pay by any other
means than paypal? got some trouble with them at the moment..
[14:29] &lt;Terryé&gt; oops? what kind of problem?

01[14:29] &lt;net2&gt; haven&#39;t spoken to my co-workers so

[ ]
[ ]
[ ]
[13:43] &lt;net2-&gt; yes 1&#39;m here
[ ]
[ ]
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01[18:02] &lt;net2&gt; since it&#39;s agains amazon policy to re-sell
gift cards it would be best to spread them across as many accounts as

01[18:05] &lt;net2&gt; ok sounds good.. just keep in mind to try to

about the price.. as said, depends on other customers, how much they

01[18:12] &lt;net2&gt; let me know when you&#39;re ready for the next

02[18:13] * Terry (~terry@116.21.22.72) Quit (Remote host closed the

02[05:35] * Terry (~terry@116.21.22.72) Quit (Remote host closed the

connection )
03[05:36] * Terry (~terry@66.85.137.162) has Jjoined #codemasters
03[05:42] * Terry (~terry@l16.21.22.72) has joined #codemasters
02[05:46] * Terry (~terry@66.85.137.162) Quit (Ping timeout: 480
seconds )
02[06:09] * Terry (~terry@116.21.22.72) Quit (Remote host closed the
connection )
03[06:17] * Terry (~terry@116.21.22.72) has joined #codemasters
02[06:22] * Terry (~terry@116.21.22.72) Quit (Remote host closed the
connection )
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don&#228;t know if they got it as well, but I need to submit a lot of
information to them.. account is limited right now
[14:31] &lt;Terry&gt; Other payment method...well, are high cost. 70%
is too expensive for me, if you need me to pay via other method, I may
not sustain
[14:31] &lt;Terry&gt; like LR, I need 4% more for that.
[14:34] &lt;Terryé&gt; can you make sure about their accounts? so that
I can pay to theirs, and you 3 get your own stuff done.
01[14:35] &lt;net2&gt; yes 1&#39;m looking into it
[14:39] &lt;Terryé&gt; so, when can you make sure about 1it?
01[14:40] &lt;net2&gt; give me 15 minutes
01[14:40] &lt;net2&gt; so for LR you could pay 66% of the value?
[14:42] &lt;Terryé&gt; well, i need to figure out whether I can get so
much LR first.
01[14:42] &lt;net2&gt; ok
[14:45] &lt;Terryé&gt; yes, I can get them.
[14:45] &lt;Terryé&gt; for 66% I can pay via LR
01[14:46] &lt;net2&gt; ok sure, let&#39;s do LR then.. so that will
be $3300 for the remaining 5k of codes
[14:47] &lt;Terryé&gt; so, you have only 5k codes before next month?
01[14:47] &lt;net2&gt; yes only 5k left i&#39;m afraid
[14:47] &lt;Terryé&gt; ok.
[14:48] &lt;Terry&gt; when will you be online tomorrow?
01[14:48] &lt;net2&gt; from same time as now and 6h more
[14:49] &lt;Terryé&gt; oh, that will be a little bit late.
[14:49] &lt;Terryé&gt; can you give them to me now? since I may need
them a little earlier
01[14:49] &lt;net2&gt; sure
01[14:50] &lt;net2&gt; 1&#39;11 mail them do you in 10 min
[14:50] &lt;Terryé&gt; thanks.
[14:50] &lt;Terry&gt; I&#39;11 take a bath now. see you then.
01[14:50] &lt;net2&gt; ok
02[14:53] * Terry (~terry@113.111.227.187) Quit (Remote host closed
the connection )
03[14:53] * Terry (~terry@66.85.137.162) has joined #codemasters
02[14:57] * Terry (~terry@66.85.137.162) Quit (Ping timeout: 240
seconds )
03[14:59] * Terry (~terry@113.111.227.187) has joined #codemasters
[15:11] &lt;Terry&gt; i got them just now.
[15:11] &lt;Terry&gt; and I&#39;ve forgotten the LR account
[15:11] &lt;Terryé&gt; can you give it to me again? so that I can pay
tomorrow when I get the money
01[15:12] &lt;net2&gt; ok, let me see if I can find it
[15:12] &lt;Terryé&gt; yep. but please don&#39;t mess it up.
01[15:13] &lt;net2&gt; hold on
01[15:17] &lt;net2&gt; U3119942
[15:18] &lt;Terry&gt; got it
[15:18] &lt;Terryé&gt; whaté&#39;s the name? since I need to confirm
that&#39;s your account
01[15:19] &lt;net2&gt; Hampus Molander
[15:20] &lt;Terryé&gt; got it
[15:20] &lt;Terry&gt; thanks. 1&#39;11 pay tomorrow.
[15:20] &lt;Terryé&gt; see you then.
01[15:21] &lt;net2&gt; ok great
02[15:21] * Terry (~terry@113.111.227.187) Quit (Remote host closed
the connection )
Session Time: Thu Nov 24 00:00:00 2011
03[09:54] * Terry (~terry@113.111.102.252) has joined #codemasters
[09:58] &lt;Terryé&gt; net2, net20
[09:58] &lt;Terryé&gt; net2-
[09:59] &lt;Terry&gt; did you get my payment?
[11:24] &lt;net2-&gt; haven&#39;t checked yet, will do that in a while
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and let you know

[11:46] &lt;Terryé&gt; ok.

[13:06] &lt;Terryé&gt; really no codes? even $1°7?

02[13:07] * Terry (~terry@113.111.102.252) Quit (Remote host closed
the connection )

03[13:09] * Terry (~terry@113.111.102.252) has joined #codemasters

01[13:13] &lt;net2&gt; yes we got the payment, thanks!

[13:14] &lt;Terryé&gt; not at all. n
[13:14] &lt;Terryé&gt; so, really no codes?

[13:14] &lt;Terryé&gt; LOL, need codes all the time.

02[13:15] * net2- (~freddddii@c213-89-173-252.bredband.comhem.se)
Quit (Ping timeout: 600 seconds )

01[13:15] &lt;net2&gt; hehe, let me check and get back to you in a
little bit, just got into the office, have some things to do first
[13:17] &lt;Terryé&gt; thanks. really in need of codes.

01[13:34] &lt;net2&gt; are you able to do wire transfer?

[13:50] &l1lt;Terryé&gt; no, I don&#39;t think so.

[13:51] &lt;Terryé&gt; how much do you have now?

01[13:51] &lt;net2&gt; a few thousand, but cannot take paypal now..
hmm
[13:51] &lt;Terry&gt; what about LR
01[13:52] &lt;net2&gt; 1t&#39;s not optimal.. canm&#39;t do much with
LR money..

01[13:52] &lt;net2&gt; I need to check with my co-workers and see if
they got their paypal accounts limited as well..

01[13:52] &lt;net2&gt; they will be back from vacation tonight
[13:52] &lt;Terryé&gt; yep. paypal 1is convenient.

[13:55] &lt;Terryé&gt; well, I need the codes maybe two or three days
later. but I wanna make sure that I can have them. since I have so
many orders and doné&#39;t know whether I can shipped them.

01[13:55] &lt;net2&gt; ok.. hmm, don&#228;t really know how to get
paid when paypal doesn&#39;t work..

01[13:56] &lt;net2&gt; need to think a bit..

[13:56] &lt;Terryé&gt; well, if you don&#39;t mind, I can pay when your
paypal accounts are available
[13:57] &lt;Terryé&gt; when can your paypal account get rid of
limitation?

01[13:57] &lt;net2&gt; I actually got a permanent limitation on my
account..

[13:58] &lt;Terryé&gt; LOL
[13:58] &lt;Terryé&gt; for what reason...

01[13:59] &lt;net2&gt; to many weird transactions I suppose..
[13:59] &lt;Terryé&gt; they may consider you have laundered money.

01[13:59] &lt;net2&gt; yes maybe..

[13:59] &lt;Terryé&gt; so you filed them some information.

[14:00] &lt;Terryé&gt; right?

01[14:00] &lt;net2&gt; yes but then they decided they did not want
business with me.. selling electronig goods is a high risk business,
lots of scammers and chargebacks
[14:01] &lt;Terryé&gt; well, I think LR may solve this problem. but
that&#39;s high cost.

01[14:06] &lt;net2&gt; yes, we need to look into how easy it easy to
get money out of LR

01[14:06] &lt;net2&gt; do you know any reliable exchange service?
lots of scammers in that business i&#39;ve heard..
[14:09] &lt;Terryé&gt; oops. have you look into the recommended service
provider on LR homepage?

01[14:10] &lt;net2&gt; yes, but I google a few of them and read lots
of bad reviews..

01[14:10] &lt;net2&gt; but we will look into it.. meanwhile, if you
could check if it would be possible for you to do wire transfers it
would be good
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in my country,

for us to receive
[14:20] &lt;Terryé&gt;

01[14:20]
[14:27] &lt;Terryé&gt;

drive for a long way.

your good news.
Session Close:

01[14:12] &lt;net2&gt;
[14:12] &lt;Terryé&gt;
[14:13] &lt;Terryé&gt;
01[14:13] &lt;net2&gt;
[14:15] &lt;Terryé&gt;
01[14:16] &lt;net2&gt;
[14:16] &lt;Terryé&gt;
[14:16] &lt;Terryé&gt;
[14:17] &lt;Terryé&gt;
01[14:17] &lt;net2&gt;
[14:17] &lt;Terryé&gt;
01[14:17] &lt;net2&gt;

transfer directly via West Union,
I&#39;11 take a bulk of that.
&lt;net2&gt;

01[14:31] &lt;net2&gt;
need to check

01[14:31]

[14:31] &lt;Terryé&gt;
[14:32] &lt;Terryé&gt;
[14:32] &lt;Terryé&gt;
limit.

01[14:32] &lt;net2&gt;
[14:32] &lt;Terryé&gt;
[14:33] &lt;Terryé&gt;
01[14:33] &lt;net2&gt;
[14:34] &lt;Terryé&gt;

01[14:39] &lt;net2&gt;
[14:40] &lt;Terryé&gt;
[14:41] &lt;Terryé&gt;
01[14:41] &lt;net2&gt;
[15:04] &lt;Terrye&gt;
[16:32] &lt;Terryé&gt;
[16:35] &lt;Terryé&gt;
tomorrow.
[17:32] &lt;Terryé&gt;
all you have,
[17:33] &lt;Terryé&gt;
[18:00] &lt;Terryé&gt;

01[14:10] &lt;net2&gt; I need to discuss this with my co-workers as
well

[14:11] &lt;Terry&gt; ok. 1&#39;11 try about wire transfer.

[14:11] &lt;Terryé&gt; however, due to the foreign exchanges limitation

I think it&#39;s hard.

ok I see

swede bank account?

I&#39;11 look into that later.

we got accounts in sweden, and UK

Can I pay with US dollar, but not euro or pound?
you pay with USD

ok.

what about West Union tranfer?

is that available?

yes, that might work very good

if so, I think I can do that.

I need to look into it, but it&#39;s possible

yep. but it may cost me fee to transfer. if I
You should get down the price.

ok please check your fees
what&#39;s your bank&#39;s name?
not sure what bank account to use for this,

&lt;net2&gt; but western union might be best..

it seems that has so much restriction.
like no more than 10k
I don&#39;t know it was daily limit or monthly

hmm ok

1&#39;11 check about that tomorrow
1&#39;11 make a call to them.

ok

but everytime I wanna pay for it, I need to

[14:34] &lt;Terryé&gt; LOL
[14:35] &lt;Terryé&gt; actually we are doing E- business....
01[14:37] &lt;net2&gt; hehe yes
[14:38] &lt;Terryé&gt; contact you tomorrow, and get back with payment
information.
01[14:39] &lt;net2&gt; ok, now i&#39;m going on vacation for 10 days

so you will have to deal with ctrl and hithron from now on

they&#39;11 be back tonight

ok.

please tell them the agreement with you and me.
they will see everything we discussed here
nice.

net?2

need 5k now.

send them to me please, will pay

by paypal to your co-workers or Western Union.

oh, I need more now. maybe you should send me

if you don&#39;t reserve any to other people.

net2,ctrl,hithron

well, I need to go to bed now. hoping to see

Thu Nov 24 19:38:04 2011
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Objekt 16 — mIRC-kommunikation
Objektet dr en loggfil tillhérande chattapplikationen mIRC.

Session Start: Sun Dec 04 15:54:03 2011
Session Ident: #codemasters
03[15:54] * Now talking in #codemasters
03[16:27] * Terry (~terry@113.111.220.153) has joined #codemasters
[16:28] &lt;Terryé&gt; hello, ctrl
[16:28] &lt;@ctrlé&gt; hi terry
03[16:28] * ctrl sets mode: +tooo GoldenDic GoldenRic hithron
03[16:28] * ctrl sets mode: +o0 net2
[ ] &lt;Terry&gt; I&#39;m going to send you payment
[ ] &lt;@ctrl&gt; what payment?
[16:28] &lt;@ctrlé&gt; what remains of the 20k?
[ ] &lt;Terry&gt; the remaining part of the 20k
[ ] &lt;Terry&gt; yes.
[16:29] &lt;@ctrls&gt; ah. and where did you think you&#39;d send that?
just curious
[16:29] &lt;@ctrlsagt; because we haven&#39;t decided on a payment
method yet, as I told you.
[16:29] &lt;Terryé&gt; well, bank wire, isn&#39;t that what you prefer?
[16:30] &lt;Terryé&gt; however bank wire is a troublesome method, since
I have to go to the bank and write some paper
[16:31] &lt;@ctrlegt; well yes we prefer bankwire. hold on and
we&#39;11 give you the info.
[16:31] &lt;Terryé&gt; yep. just send me the info to my email address
[16:31] &lt;Terryé&gt; 1&#39;11 send you payment tomorrow.
[16:32] &lt;Terryé&gt; and I just prepare for the next codes, I shipped
them really quickly and almost all of them got shipped.
03[16:33] * Terry (~Terry@113.111.220.153) has joined #codemasters
02[16:39] * Terry (~Terry@113.111.220.153) Quit (Quit: Leaving )
[16:49] &lt;Terry&gt; you fell into the toilet hole? =)
[17:03] &lt;Terryé&gt; well, I gotta go to bed now. Please send me the
payment info. And 1&#39;11 need the next 30k codes. in two days. talk
to you later, thanks.
02[17:03] * Terry (~terry@113.111.220.153) Quit (Remote host closed
the connection )
03[17:09] * Terry (~terry@113.111.220.153) has joined #codemasters
02[17:09] * Terry (~terry@113.111.220.153) Quit (Remote host closed
the connection )
Session Time: Mon Dec 05 00:00:00 2011
03[00:03] * Terry (~Terry@113.111.220.153) has joined #codemasters
02[00:03] * Terry (~Terry@113.111.220.153) Quit (Client Quit )
03[00:06] * Terry (~Terry@113.111.220.153) has joined #codemasters
[ ] &lt;Terry &gt; Hithron
[ ] &lt;Terry &gt; Ctrl
[00:07] &lt;@hithron&gt; yes?
[ ]
[ ]

00:07] &lt;Terry &gt; Why didn&#39;t you send me the payment method?
00:08] &lt;@hithron&gt; we are not sure what account we want to use
yet

[00:09] &lt;Terry &gt; Oh.

[00:09] &lt;@hithron&gt; hopefully we will have it all figured out by
tomorrow.

[00:09] &lt;Terry &gt; Thaté&#39;s still fine.

[00:09] &lt;Terry &gt; I just need the next codes in a little bit
hurry.

[00:09] &lt;@hithron&gt; how soon?

[00:10] &lt;Terry &gt; So I think paying the previous one will be
fine.

[00:10] &lt;Terry &gt; Maybe tomorrow.

[00:11] &lt;@hithron&gt; we will all be here tomorrow so i think we
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can work something out.
[00:13] &lt;Terry &gt; Ok.
[00:13] &lt;Terry &gt; What kind of problem are you considering about
now?
[00:17] &lt;@hithron&gt; not really any problem just details about
things, where you are going to send payments and how much you can buy.
[00:22] &lt;Terry &gt; Ok. Hope you can do it soon.
[00:22] &lt;Terry &gt; We are making a long term relationship.
[00:22] &lt;Terry &gt; :)
[00:25] &lt;@hithroné&gt; yes, I think it will be a long an valuable
relationship.
02[00:26] * Terry (~Terry@113.111.220.153) Quit (Leaving )
03[16:50] * Terry (~terry@113.111.220.153) has joined #codemasters
[16:50] &lt;Terryé&gt; hello, ctrl.
01[16:50] &lt;@net2&gt; hi
[16:51] &lt;Terry&gt; net2.
[16:51] &lt;Terryé&gt; you back.
[16:51] &lt;Terry&gt; how&#39;s your travel?
01[16:51] &lt;@net2&gt; yes, very good thank you
01[16:52] &lt;@net2&gt; so, if you get another 30k i codes you are
going to pay total of 26k right?
01[16:52] &lt;@net2&gt; can you do that in two wire tranfers into two
different bank accounts?
01[16:52] &lt;@net2&gt; 20k to one and 6k to the other
01[16:53] &lt;@net2&gt; no sorry
[16:53] &lt;Terryé&gt; let me check that number
[16:53] &lt;Terryé&gt; seems wrong
01[16:53] &lt;@net2&gt; 32800 total..
01[16:54] &lt;@net2&gt; seems correct?
[16:54] &lt;Terryé&gt; let me check
[16:54] &lt;Terryé&gt; yes, 32800 is right
01[16:54] &lt;@net2&gt; ok great
[16:55] &lt;Terryé&gt; I can bank wire to 2 accounts
[16:55] &lt;Terry&gt; that&#39;s no big deal
01[16:55] &lt;@net2&gt; ok great
01[16:55] &lt;@net2&gt; 10k to one account and the rest, 22800 to the
other
[16:55] &lt;Terryé&gt; fine.
[16:55] &lt;Terryé&gt; email me the info
01[16:55] &lt;@net2&gt; I will email you the bank account info
[16:56] &lt;@ctrlé&gt; and you can split up the 22800 payment into two-
three wires if you need to, if your bank has a limit.
01[16:56] &lt;@net2&gt; IBAN and everything
[16:56] &lt;Terryé&gt; yep. 1t&#39;s ok
01[16:56] &lt;@net2&gt; no receiving limits on our end
[16:56] &lt;Terryé&gt; Dbut seems I can only send 10k per day
01[16:56] &lt;@net2&gt; ok
[16:57] &lt;Terryé&gt; really trouble some method. lol
[16:57] &lt;Terryé&gt; maybe 1&#39;11 upgrade my account later.
[16:58] &lt;@ctrlegt; ite&#39;s fine, you can send it in different
batches. =)
[16:59] &lt;Terryé&gt; however, I need the codes tomorrow.
[17:00] &lt;@ctrlsgt; that&#39;s fine
[17:00] &lt;Terryé&gt; I wanted to send you payment a few days before.
but you didn&#39;t send me the info
[17:00] &1lt;Terryé&gt; bankwire may takes 24~48 hours.
[17:00] &lt;Terryé&gt; is that so?
[17:00] &lt;@ctrl&gt; yeah we&#39;ve been a bit busy with other things
and there&#39;s no rush really. we know that you want to work with us
long-term so we don&#39;t really think you&#39;d try to scam us :)
[17:01] &lt;@ctrlegt; yes, it can take up to 3-4 banking days. so
that&#39;s alright
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[17:02] &lt;Terryé&gt; yes, I can earn much more than 50k codes if I
establish a long-term relationships with you.

[17:02] &lt;Terryé&gt; so there&#39;s no need for me to scam

[17:04] &lt;@ctrleagt; yep exactly.

[17:04] &lt;@ctrlsgt; ok so I&#39;11 send you the codes by tomorrow.
please let us know when you&#39;ve sent the first bankwire so we know
somewhat.

[17:05] &lt;Terryé&gt; that&#39;s great.

[17:05] &lt;Terryé&gt; then 1&#39;11 go to bed now and send you payment
tomorrow when I got the info.

[17:06] &lt;@ctrlé&gt; sounds good. good night Terry!

[17:06] &lt;Terryé&gt; :) bye

[17:06] &lt;@ctrle&gt; bye

02[17:06] * Terry (~terry@113.111.220.153) Quit (Remote host closed
the connection )

02[19:01] * @GoldenRic (hithrOn@goldenpirates.org) Quit (Ping
timeout: 240 seconds )

02[19:01] * @GoldenDic (hithrOn@goldenpirates.org) Quit (Ping
timeout: 240 seconds )

03[19:03] * GoldenRic (hithrOn@goldenpirates.org) has Jjoined
fcodemasters

03[19:03] * GoldenDic (hithrOn@goldenpirates.org) has joined
fcodemasters

02[19:17] * GoldenDic (hithrOn@goldenpirates.org) Quit (Ping timeout:
240 seconds )

03[19:18] * GoldenDic (hithrOn@goldenpirates.org) has joined
#codemasters

03[20:19] * net2 (~net2 @c213-89-173-252.bredband.comhem.se) has
joined f#codemasters
Session Time: Tue Dec 06 00:00:00 2011

02[03:41] * net2 (~net2 @c213-89-173-252.bredband.comhem.se) Quit
(Ping timeout: 600 seconds )

03[05:24] * Terry (~Terry@113.111.220.153) has joined #codemasters
02[05:24] * Terry (~Terry@113.111.220.153) Quit (Client Quit )
03[07:03] * net2 (~net2 @c213-89-173-252.bredband.comhem.se) has
joined #codemasters

03[08:53] * Terry (~terry@113.111.220.153) has joined #codemasters
02[08:53] * Terry (~terry@113.111.220.153) Quit (Remote host closed
the connection )

03[08:57] * Terry (~terry@113.111.220.153) has joined #codemasters
[08:58] &lt;Terry&gt; net2

03[09:02] * net2  (~net2 @c213-89-173-252.bredband.comhem.se) has
joined f#codemasters

[09:02] &lt;Terry&gt; net2

[09:02] &lt;Terryé&gt; hello

02[09:03] * net2 (~net2 @c213-89-173-252.bredband.comhem.se) Quit
(Ping timeout: 600 seconds )

[09:04] &lt;net2 &gt; yes hello
[09 ] &lt;net2 &gt; did you get the wire instructions?
[09:04] &lt;Terryé&gt; yes, I got them.
[09 ] &lt;Terry&gt; and i sent you $800 via paypal
[09 ] &lt;net2 &gt; ah excellent

[09:05] &lt;Terryé&gt; I got a message that I can send all the
remaining part one time

[09:05] &lt;Terryé&gt; no need to go to the bank for 3 times.

[09:05] &lt;net2 &gt; oh very good, that will make future transaction
much smoother

[09:06] &lt;Terryé&gt; so I gather the money for today and ready to
send you tomorrow.

[09:06] &lt;Terry&gt; yes, I don&#39;t like to bother to much. time is
valuable.

[09:06] &lt;net2 &gt; very good
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[09:07] &lt;Terryé&gt; well, when can you send me the codes? a customer
of me is in hurry.

[09:09] &lt;net2 &gt; later today I suppose, ctrl will compile the
list.. it&#39;s morning over here so the day has just begun

[09:10] &lt;Terryé&gt; thaté&#39;s fine. hope you can send me within 6
hours.

[09:10] &lt;Terryé&gt; have a nice morning~ 1i&#39;11 wait for the mail.
[09:14] &lt;net2 &gt; thanks.. try to stay in the channel.. tty later
[09:15] &lt;Terryé&gt; ok, 1&#39;11 stay

03[09:50] * net2 (~net2 @c213-89-173-252.bredband.comhem.se) has
joined f#codemasters
02[09:55] * net2  (~net2 @c213-89-173-252.bredband.comhem.se) Quit

(Ping timeout: 600 seconds )

03[12:46] * Terry (~terry@58.63.2.38) has joined #codemasters
02[12:52] * Terry (~terry@113.111.220.153) Quit (Ping timeout: 480
seconds )

02[13:51] * Terry (~terry@58.63.2.38) Quit (Remote host closed the
connection )

03[13:51] * Terry (~terry@58.63.2.38) has joined #codemasters

02[14:03] * Terry (~terry@58.63.2.38) Quit (Remote host closed the
connection )

03[14:03] * Terry (~terry@173.245.77.130) has joined #codemasters

03[14:23] * Terry (~terry@58.63.2.38) has joined #codemasters

02[14:26] * Terry (~terry@173.245.77.130) Quit (Ping timeout: 244
seconds )

[15:02] &lt;Terry &gt; net2, can you run it a little bit hurry? sorry
for reminding you so many times.
[15:03] &lt;@ctrlé&gt; hi Terry , I&#39;m compiling the codes now.
[15 ] &lt;Terry &gt; nice.
[15 ] &lt;@ctrl&gt; You should have them in about 5-10minutes.
[15:03] &lt;Terry &gt; thanks.:)
[15:10] &lt;@ctrlé&gt; Terry
[15 ] &lt;Qctrl&gt; http://ctrl.net/terry.txt
[15:10] &lt;@ctrle&gt; Please let me know when you have saved the list
so I can remove it from the server.
[15:14] &lt;Terry &gt; got them
[15:14] &lt;@ctrl&gt; ok thanks
[15:15] &lt;Terry &gt; sending a txt to your server is easier than
sending a mail?
02[15:17] * GoldenDic (hithrOn@goldenpirates.org) Quit (Ping timeout:
240 seconds )
[15:18] &lt;@ctrlé&gt; yes actually. and safer
[15:18] &lt;@ctrleagt; :)
[15:19] &lt;Terry &gt; why it&#39;s safer?
[15:19] &lt;@ctrlé&gt; because email accounts can be hacked, monitored
by authorities, etc..
[15:19] &lt;@ctrlé&gt; but the servers are controlled and managed by us
03[15:20] * GoldenDic (hithrOn@goldenpirates.org) has joined
#codemasters
15:21] &lt;Terry &gt; oh, got it.

15:21] &lt;Terry &gt; are you all technical man who write programs?
15:22] &lt;Q@ctrl&gt; yes
15:22] &lt;@ctrl&gt; and manage a lot of servers.

g &lt;@ctrlé&gt; and some very big websites

]
]
]
]
15:22] &lt;Terry &gt; oh. that&#39;s great.
]
]
]
]

15:22] &lt;@ctrlsagt; so I know what I&#39;m talking about.
15:22] &lt;@ctrlegt; )

15:23] &lt;Terry &gt; well, what&#39;s your main business?
15:23] &lt;Terry &gt; I don&#39;t think that selling codes is.

[15:23] &lt;@ctrl&gt; I have no main business.. we have a number of
different companies, websites, services, products, etc..
[15:23] &lt;Terry &gt; oh.
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[15:23] &lt;@ctrlé&gt; you&#39;re right, selling codes isn&#39;t.

to invest in new projects too.

[15:24] &lt;Terry &gt; seems good.

[15:25] &lt;Terry &gt; how long have you been doing the website
business?

[15:25] &lt;@ctrlé&gt; 14 years or so

[15:25] &lt;@ctrlsgt; first company registered about 13 years ago
[15:25] &lt;Terry &gt; since your graduation?

thing I could have done at the time.

need to return to work :)

[15:26] &lt;Terry &gt; that&#39;s fine.

[ ] &lt;Terry &gt; tty later

[ ] &lt;@ctrl&gt; yes! have a nice day!

[15:26] &lt;Terry &gt; it&#39;s nice to talk to you
[ ] &lt;Terry &gt; same to you.

[ ] &lt;Qctrl&gt; you too.

240 seconds )

240 seconds )
03[15:49] * GoldenDic (hithrOn@goldenpirates.org) has Jjoined

(Ping timeout: 600 seconds )
joined f#codemasters
joined #codemasters
(Ping timeout: 600 seconds )
joined f#codemasters
(Ping timeout: 600 seconds )

(Ping timeout: 600 seconds )
Session Time: Wed Dec 07 00:00:00 2011

joined #codemasters
03[17:34] * ctrl sets mode: +ooo GoldenDic GoldenRic net2

(Ping timeout: 600 seconds )

03[18:05] * Terry (~Terry@58.63.2.38) has joined #codemasters
01[18:05] &lt;@net2&gt; hi

[ ] &lt;Terry&gt; Hi

[18:08] &lt;Terryé&gt; I want them

[ ]

[ ]

[18:10] &lt;Terryé&gt; Please mail me about the new detail
[18:10] &lt;@ctrls&gt; We&#39;11 give you the bank info for that

codes.
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[15:23] &lt;@ctrlé&gt; but it addds to the revenue stream and allows us

[15:26] &lt;@ctrlé&gt; I didn&#39;t graduate actually. I quit school to
work full time with my businesses.. which in retrospect was the best

[15:26] &lt;@ctrl&gt; it&#39;s been nice chatting with you Terry but I

02[15:47] * GoldenDic (hithrOn@goldenpirates.org) Quit (Ping timeout:

02[15:47] * GoldenRic (hithrOn@goldenpirates.org) Quit (Ping timeout:

#codemasters

03[15:49] * GoldenRic (hithrOn@goldenpirates.org) has joined
ffcodemasters

02[16:42] * Terry (~terry@58.63.2.38) Quit (Remote host closed the
connection )

02[16:48] * net2 (~net2 @c213-89-173-252.bredband.comhem.se) Quit

03[16:51] * net2 (~net2 @c213-89-173-252.bredband.comhem.se) has
03[22:09] * net2  (~net2 @c213-89-173-252.bredband.comhem.se) has
02[22:14] * net2 (~net2 @c213-89-173-252.bredband.comhem.se) Quit
03[22:59] * net2 (~net2 @c213-89-173-252.bredband.comhem.se) has
02[23:06] * net2  (~net2 @c213-89-173-252.bredband.comhem.se) Quit

02[23:48] * net2 (~net2 @c213-89-173-252.bredband.comhem.se) Quit

03[12:13] * net2 (~net2 @c213-89-173-252.bredband.comhem.se) has

02[17:51] * @net2 (~net2 @c213-89-173-252.bredband.comhem.se) Quit

18:08] &lt;Terry&gt; I&#39;11 send you payment including the 25k
18:09] &lt;Terryé&gt; Tell me about which account you want me to pay
to

transaction later today, we&#39;ve setup a new company for this. And
as soon as the wires have been received, we&#39;11 send you the new
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[18:11] &lt;@ctrl&gt; You&#39;11 get a mail with the details before
you go to the bank tomorrow.. ok with you?

[18:11] &lt;Terryé&gt; Ok.

[18:12] &lt;Terryé&gt; No problem.

[18:12] &lt;Terryé&gt; So I&#39;11 go to bed now and I&#39;11 go to the

bank with your new detail.

[18:15] &lt;Terryé&gt; See u then. Really tired.

02[18:16] * Terry (~Terry@58.63.2.38) Quit (Quit: Leaving )
02[18:38] * @GoldenRic (hithrOn@goldenpirates.org) Quit (Ping
timeout: 240 seconds )

02[18:38] * @GoldenDic (hithrOn@goldenpirates.org) Quit (Ping
timeout: 240 seconds )

03[18:40] * GoldenDic (hithrOn@goldenpirates.org) has joined
#codemasters

03[18:40] * GoldenRic (hithrOn@goldenpirates.org) has joined
#codemasters

03[20:13] * net2 (~net2 @c213-89-173-252.bredband.comhem.se) has
joined #codemasters
Session Time: Thu Dec 08 00:00:00 2011

03[00:32] * Terry (~Terry@58.63.2.38) has joined #codemasters
[ ] &lt;Terry&gt; Please send me the detail soon. Hithron
[ ] &lt;@hithron&gt; what details?
[00:34] &lt;Terry&gt; Bank wire detail
[ ] &lt;@hithroné&gt; aha
[ ]

want me to send payment there.

[00:35] &lt;@hithron&gt; havné&#39;t net2 or ctrl sent you the details?

[00:36] &lt;Terry&gt; No. They didn&#39;t
[00:36] &lt;@hithron&gt; okay then, i bet everything isn&#39;t setup
yet. it will be ready any day now
[00:36] &lt;Terryé&gt; Need hurry. The bank for this work close too
soon
[00:37] &lt;Terryé&gt; LoL.
02[00:48] * Terry (~Terry@58.63.2.38) Quit (Quit: Leaving )
03[01:15] * Terry (~terry@58.63.2.38) has joined #codemasters
02[01:30] * @hithron (unknown@c-794470d45.012-12-
6b6c6dl.cust.bredbandsbolaget.se) Quit
03[01:45] * hithron 1is now known as hithron
02[01:46] * Terry (~terry@58.63.2.38) Quit (Remote host closed the
connection )
[03:46] &lt;@ctrlé&gt; skickat bankinfo till kinesen, om freddi inte
redan gjort det. f&#246;rhoppningsvis i tid.

02[04:16] * net2 (~net2 @c213-89-173-252.bredband.comhem.se) Quit
(Ping timeout: 600 seconds )
03[05:05] * net2 (~net2 @c213-89-173-252.bredband.comhem.se) has

joined #codemasters

03[05:41] * Terry (~terry@58.63.2.38) has joined #codemasters
02[05:41] * Terry (~terry@58.63.2.38) Quit (Remote host closed the
connection )

03[07:40] * Terry (~Terry@117.136.33.81) has joined #codemasters
[07:41] &lt;Terry&gt; Ctrl. Why no SWIFT CODE for that account ?
02[07:46] * Terry (~Terry@117.136.33.81) Quit (Client Quit )
03[07:46] * Terry (~Terry@117.136.33.84) has joined #codemasters

02[08:14] * Terry (~Terry@117.136.33.84) Quit (Remote host closed the

connection )
03[09:40] * Terry (~terry@58.63.2.38) has joined #codemasters
[09:52] &lt;net2 &gt; Terry
[09:52] &lt;net2 &gt; do you have all info you need?
[09:52] &lt;Terryé&gt; hi
[09:53] &lt;Terryé&gt; the bank refused me to send payment without a
SWIFT code
[09:53] &lt;net2 &gt; Didn&#39;t you get the SWIFT/BIC code?
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&lt;Terryé&gt; Ctrl said you have established a new company and
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09:53] &lt;net2 &gt; it&#39;s HANDSESS
09:53] &lt;Terry&gt; bic is the same as swift?

]
]
09:53] &lt;net2 &gt; yes
]
]
]

: &lt; Terry&gt; oh, the clerk told me it&#39;s not the same
09:54] &lt;Terryé&gt; but the clerk told me that I can do it online
09:54] &lt;Terry&gt; so I bought some USD and do it right now.

09:54] &lt;net2 &gt; ite&#39;s the same, a bank clerk really should
know that

[09:55] &lt;Terryé&gt; a freshman, I bet.

[09:55] &lt;Terryé&gt; don&#39;t worry, I can do it right now, online
[09:55] &lt;net2 &gt; ok.. all 3 wires? or did you already send the
first 2)

[09:56] &lt;Terryé&gt; I decided to send all of them total 49500 to the
lastest one you gave me.

[09:56] &lt;Terryé&gt; is that ok?

[09:56] &lt;net2 &gt; well we really need those first two asap,
thought they would have been sent some time ago

[09:58] &lt;Terryé&gt; ok. I&#39;11 send all of them now.

[09:58] &lt;net2 &gt; but send them all online now and let us know
when it&#39;s done and that there where no problems

[09:59] &lt;Terryé&gt; fine.

02[10:00] * net2 (~net2 @c213-89-173-252.bredband.comhem.se) Quit
(Read error: Connection reset by peer )
03[10:00] * net2 (~net2 @c213-89-173-252.bredband.comhem.se) has

joined #codemasters
[10:00] &lt;Terryé&gt; so, that&#39;s 10k for net2, 22k for mr kronberg
and 17.5k for the Secrecy AB?

[10:03] &lt;net2 &gt; yes that&#39;s correct

[10:04] &lt;Terry&gt; 1&#39;11 do it right now.

[10:04] &lt;net2 &gt; very good

[10:05] &lt;Terryé&gt; sorry for delaying, I really have no experience.

[10:09] &lt;net2 &gt; We understand, no worries, after this you will
hopefully manage do make faster wires. perhaps you should look into
doing everything online from the beginning.. is it the USD exchange
that has to be done at the bank?

[10:13] &lt;Terryé&gt; yes, must be done at the bank.

10:13] &lt;Terry&gt; whaté&#39;s MR KRONBERG’s address?

10:16] &lt;Terryé&gt; and the Secrecy AB&#39;s one?

10:18] &lt;Terry&gt; net2

10:18] &lt;net2 &gt; the mister kronberg is the same as net2
10:19] &lt;net2 &gt; and the secracy is

[ ]
[ ]
[ ]
[ ]
[ ]
[10:19] &lt;net2 &gt; BOX 10145
[ ]
[ ]
[ ]
[ ]
[ ]

10:19] &lt;net2 &gt; 100 55 STOCKHOLM

10:20] &lt;Terryé&gt; ok

10:20] &lt;Terry&gt; another question.

10:20] &lt;net2 &gt; yes

10:20] &lt;Terry&gt; the bank website said to provide accounté&#39;s
number

[10:21] &lt;Terryé&gt; what should I put on? the IBAN, or the number?
[10:25] &lt;net2 &gt; IBAN

[10:25] &lt;net2 &gt; if possible

[10:26] &lt;Terryé&gt; ok

03[10:39] * net2  (~net2 @c213-89-173-252.bredband.comhem.se) has
joined f#codemasters

02[10:44] * net2 (~net2 @c213-89-173-252.bredband.comhem.se) Quit
(Ping timeout: 600 seconds )

03[10:50] * net2 (~net2 @c213-89-173-252.bredband.comhem.se) has
joined #codemasters

02[10:56] * net2  (~net2 @c213-89-173-252.bredband.comhem.se) Quit
(Ping timeout: 600 seconds )

02[11:00] * net2 (~net2 @c213-89-173-252.bredband.comhem.se) Quit

(Ping timeout: 600 seconds )
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[11:22] &lt;Terry&gt; net2?

03[11:36] * net2 (~net2 @c213-89-173-252.bredband.comhem.se) has
joined f#codemasters

[11:37] &lt;Terry&gt; net2

[11:38] &lt;Terry&gt; 1&#39;ve done with the first two wires, and the
bank limits me to do the 3rd one, I&#39;11 do that tomorrow.

[11:38] &lt;Terry&gt; the rest is waiting for the bank&#39;s move. I
can do nothing with them then.

02[12:09] * net2 (~net2 @c213-89-173-252.bredband.comhem.se) Quit
(Ping timeout: 600 seconds )

02[12:44] * Terry (~terry@58.63.2.38) Quit (Read error: Connection
reset by peer )

03[12:47] * Terry (~terry@58.63.3.142) has joined #codemasters
[12:47] &lt;Terryé&gt; net2

[12:48] &lt;Terry&gt; i&#39;ve sent the first 2 and will send the last
one tomorrow. and now what we can do is what for the bank&#39;s move
[12:48] &lt;Terry&gt; wait for the bank&#39;s move.

01[12:51] &lt;@net2&gt; ok, which did you send now?

[13:07] &lt;Terry&gt; net2&#39;s and kronberg&#39;s

01[13:07] &lt;@net2&gt; ok

[13:09] &lt;Terryé&gt; 1&#39;m thinking about establishing a bank
account in Hong Kong, hope the future payment will be smoother
01[13:11] &lt;@net2&gt; yes that sounds like a good idea. perhaps
form a corporation as well.. looking forward you will send us a lot of
money, so it would be good if you have a bank that will be ok with
frequent large transactions

[13:13] &lt;Terryé&gt; but the problem is the exchange restriction in
our country. no good method for transfer money to Hong Kong&#39;s bank
come up yet.

01[13:13] &lt;@net2&gt; I see

[13:14] &lt;Terry&gt; but I think that I&#39;11 get a better solution
in the future.

01[13:14] &lt;@net2&gt; but if you get hoing kong bank perhaps you
can get your payments in there form the beginning?

[13:16] &lt;Terryé&gt; yes. but still some problem.

01[13:18] &lt;@net2&gt; ok

[13:21] &lt;Terryé&gt; give me some time, I can get it done.

01[13:21] &lt;@net2&gt; great

02[13:25] * Terry (~terry@58.63.3.142) Quit (Remote host closed the
connection )

03[18:11] * net2 (~net2 @c213-89-173-252.bredband.comhem.se) has
joined #codemasters
Session Time: Fri Dec 09 00:00:00 2011

03[03:40] * Terry (~terry@113.111.104.64) has joined #codemasters
02[03:40] * Terry (~terry@113.111.104.64) Quit (Remote host closed
the connection )

02[07:09] * net2 (~net2 @c213-89-173-252.bredband.comhem.se) Quit
(Ping timeout: 600 seconds )

03[11:18] * net2 (~net2 @c213-89-173-252.bredband.comhem.se) has
joined f#codemasters

03[16:56] * net2  (~net2 @c213-89-173-252.bredband.comhem.se) has
joined f#codemasters

02[17:03] * net2 (~net2 @c213-89-173-252.bredband.comhem.se) Quit

(Ping timeout: 600 seconds )
Session Time: Sat Dec 10 00:00:00 2011

03[03:25] * net2 (~net2 @c213-89-173-252.bredband.comhem.se) has
joined f#codemasters

02[03:32] * net2  (~net2 @c213-89-173-252.bredband.comhem.se) Quit
(Ping timeout: 600 seconds )

02[07:47] * net2 (~net2 @c213-89-173-252.bredband.comhem.se) Quit
(Ping timeout: 600 seconds )

03[11:53] * net2 (~net2 @c213-89-173-252.bredband.comhem.se) has
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joined #codemasters
Session Time: Sun Dec 11 00:00:00 2011

02[00:35] * net2 (~net2 @c213-89-173-252.bredband.comhem.se) Quit
(Ping timeout: 600 seconds )
03[01:07] * net2 (~net2 @c213-89-173-252.bredband.comhem.se) has

joined #codemasters

03[01:43] * hithron_ (unknown@c-794470d5.012-12-
6b6c6dl.cust.bredbandsbolaget.se) has joined #codemasters

02[01:46] * @hithron (hithron@staff.goldenpirates.org) Quit (Ping
timeout: 360 seconds )

02[01:47] * @ctrl (ctrl@goldenpirates.org) Quit (Ping timeout: 600

seconds )
03[01:51] * hithron is now known as hithron
02[08:14] * net2 (~net2 @c213-89-173-252.bredband.comhem.se) Quit

(Ping timeout: 600 seconds )

03[10:46] * hithron (hithron@staff.goldenpirates.org) has joined
#codemasters

03[10:47] * ctrl (ctrl@goldenpirates.org) has Jjoined #codemasters
[10:47] &lt;GoldenRicé&gt; Welcome back Master

03[13:13] * net2 (~net2 @c213-89-173-252.bredband.comhem.se) has
joined f#codemasters
Session Time: Mon Dec 12 00:00:00 2011

03[07:03] * Terry (~terry@113.111.216.132) has joined #codemasters

the connection )
Session Time: Tue Dec 13 00:00:00 2011
03[02:51] * Terry (~terry@113.111.108.169) has joined #codemasters

the connection )

02[05:26] * net2 (~net2 @c213-89-173-252.bredband.comhem.se) Quit
(Ping timeout: 600 seconds )

03[09:24] * Terry (~terry@113.111.108.169) has joined #codemasters

03[10:21] * net2 (~net2 @c213-89-173-252.bredband.comhem.se) has
joined f#codemasters
[10:37] &lt;Terryé&gt; net2 , did you get the payment?

02[10:43] * hithron (unknown@c-794470d5.012-12-
6b6c6dl.cust.bredbandsbolaget.se) Quit (Ping timeout: 186 seconds )
[11:06] &lt;net2 &gt; hi terry, yes we received the frist two wires,
thanks! when did you send the third?

[11:08] &lt;Terryé&gt; I splited the third one for two
[11:08] &lt;Terryé&gt; one is 15000 dollars, and another is 2490
[11:08] &lt;Terry&gt; the first 15000 should have received within
today, didn&#39;t you?

[11:09] &lt;Terryé&gt; 1t&#39;s sent to the Secrecy AB
[11:13] &lt;net2 &gt; ok, I haven&#228;t checked that account today,
will do that in a while.. We received the first two yesterday
[11:14] &lt;Terryé&gt; yep. feedback that to me asap.

[11:15] &lt;Terryé&gt; now i1 can do the bank wire much faster than
before. :) the next payment will be really fast.

[11:15] &lt;net2 &gt; very good! :)

[11:16] &lt;net2 &gt; yes I will let you know as soon as we&#39;ve
checked the account
[11:17] &lt;Terryé&gt; fine.please text my name at that time.

[11:17] &lt;net2 &gt; ok
[11:17] &lt;Terryé&gt; :)

03[11:57] * hithron is now known as hithron

the connection )
03[12:37] * Terry (~terry@173.245.77.130) has joined #codemasters

02[13:00] * Terry (~terry@173.245.77.130) Quit (Ping timeout: 480
seconds )
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02[07:04] * Terry (~terry@113.111.216.132) Quit (Remote host closed

02[02:52] * Terry (~terry@113.111.108.169) Quit (Remote host closed

02[12:36] * Terry (~terry@113.111.108.169) Quit (Remote host closed

03[12:53] * Terry (~terry@113.111.108.169) has joined #codemasters
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the connection )

01[14:03] &lt;@net2&gt; Terry, cheked the account, the wire has
arrived, thanks

[14:03] &lt;Terryé&gt; good. all of them?

[14:03] &lt;Terryé&gt; or just 150007

01[14:05] &lt;@net2&gt; all of them actually

transaction fee
[14:05] &lt;Terryé&gt; and still not enough
[14:08] &lt;Terry&gt; i&#39;11 send you $10 via paypal if you
doné&#39;t mind.
01[14:09] &lt;@net2&gt; brb
01[14:14] &lt;@net2&gt; back
01[14:14] &lt;@net2&gt; don
[14:14] &lt;Terryé&gt; vyep

except $107?

[14:15] &lt;Terryé&gt; no, I actually sent you 49490 for 49600
[14:16] &lt;Terry&gt; the bank take $110 for transaction fee.
01[14:17] &lt;@net2&gt; Ok

transfer
01[14:17] &lt;@net2&gt; keendogo934@mail.com
[14:17] &lt;Terryé&gt; 1&#39;11 pay the remaining $10
01[14:17] &lt;@net2&gt; thanks
01[14:18] &lt;@net2&gt; oh, never mind about that

right?
[14:19] &lt;Terryé&gt; ok.
[14:19] &lt;Terryé&gt; vyes.
[14:19] &lt;Terryé&gt; 25k
[ ]

14:19] &lt;Terryé&gt; about when can you send me them?
01[14:20] &lt;@net2&gt; Ok, will send you the codes within 1h
[14:20] &lt;Terryé&gt; fine. thanks.
01[14:20] &lt;@net2&gt; ctrl has the list, he will arrive at the
office shortly
[14:20] &lt;Terry&gt; i&#39;11 stay in the channel then.
01[14:20] &lt;@net2&gt; ok :)
[14:20] &lt;Terryé&gt; btw, I want more codes next month.
[14:21] &lt;Terry&gt; how much can you give me then?

at least 40k
01[14:23] &lt;@net2&gt; around 3rd of january

month.

01[14:23] &lt;@net2&gt; I&#228;m pretty sure it will be
[14:24] &lt;Terryé&gt; really nice of you:)

01[14:24] &lt;@net2&gt; :)
Session Close: Tue Dec 13 15:09:43 2011

02[13:05] * Terry (~terry@113.111.108.169) Quit (Remote host closed

03[13:06] * Terry (~terry@113.111.108.169) has joined #codemasters

[14:05] &lt;Terry&gt; sorry for $10. I charged additional $100 for the

01[14:15] &lt;@net2&gt; don&#39;t really follow, you paid everything

[14:17] &lt;Terryé&gt; give me your paypal account which you want me to

01[14:19] &lt;@net2&gt; you haven&#39;t got your remaining codes yet

01[14:22] &lt;@net2&gt; I don&#39;t know for sure, but I would guess

[14:23] &lt;Terry&gt; fine. Hope it can be a little bit more like this
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Objekt 17 — mIRC-kommunikation
Objektet dr en loggfil tillhérande chattapplikationen mIRC.

| HEMLIG |

Session Start: Sun Feb 05 21:47:09 2012
Session Ident: #codemasters

02[21:47] * Disconnected

02[21:47] * Attempting to rejoin channel #codemasters

03[21:47] * Rejoined channel #codemasters
Session Time: Mon Feb 06 00:00:00 2012

03[04:12] * Terry (~terry@l116.22.66.85) has joined #codemasters

02[04:17] * Terry (~terry@116.22.66.85) Quit (Remote host closed the
connection )

03[05:42] * Terry (~terry@173.245.77.130) has joined #codemasters

02[06:03] * Terry (~terry@173.245.77.130) Quit (Remote host closed
the connection )

Session Time: Tue Feb 07 00:00:00 2012

03[14:01] * Terry (~Terry@117.136.35.18) has joined #codemasters

02[14:12] * Terry (~Terry@117.136.35.18) Quit (Remote host closed the
connection )

Session Time: Wed Feb 08 00:00:00 2012

03[09:51] * Terry (~Terry@117.136.0.43) has joined #codemasters
[09:51] &lt;Terryé&gt; Hello
[09:52] &lt;Terryé&gt; Net2
[09:52] &lt;Terryé&gt; Have you received the payment?

01[09:54] &lt;net2&gt; Hi Terry! We have received payments to Secrecy
and Mr Olin. I haven&#39;t been able to check the MR KRONBERG account
yet since I need to find and replace the batteries to my login box for
e-banking, but I am sure the funds have been received to that account
as well! T will check tomorrow
[09:54] &lt;Terryé&gt; Good
[09:55] &lt;Terry&gt; If I don&#39;t received your mail tomorrow. I
will consider that you have received that too.

[09:55] &lt;Terryé&gt; Is that ok?

[09:56] &lt;Terryé&gt; And please make sure that Ctrl knew this as well

01[09:59] &lt;net2&gt; Ok!

[10:02] &lt;Terry&gt; Have a nice journey!

02[10:18] * Terry (~Terry@117.136.0.43) Quit (Ping timeout: 608
seconds )

03[10:19] * Terry (~Terry@117.136.0.43) has joined #codemasters

02[10:24] * Terry (~Terry@117.136.0.43) Quit (Ping timeout: 260
seconds )

Session Close: Wed Feb 08 11:40:43 2012
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Objekt 18 — mIRC-kommunikation
Objektet dr en loggfil tillhorande chattapplikationen mIRC.
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Session Start: Mon Aug 26 14:13:38 2013
Session Ident: #redroom

02[14:13] * Disconnected

02[14:14] * Attempting to rejoin channel #redroom

03[14:14] * Rejoined channel #redroom

[14:14] [toscal] Terry you there?

[14:14] [Terry] you said 1t&#39;s pill bussiness.

[14:15] [toscal] ah

[14:15] [toscal] [14:09] [tosca] well we need a guy in china that can
help us with checking out some equipment locally, re-packaging it,
etc. 1t&#39;s a pill business.. a future big money operation which
means a good opportunity for you as well if you are interested.
[14:15] [toscal] [14:10] [tosca] and the risks, as they are spread out
and very calculated, are quite low in comparison to the possible
revenues.

[14:15] [toscal] yes so we will sell pills, simply put. and locally,
not a sort of global thing.

14:16] [Terry] you mean drugs like cocaine?

[

[14:16] [toscal] haha no, not that hard drugs

[14:16] [toscal] more like valium.. sleeping pills, anti-anxiety etc
[14:17] [toscal] things that you can get on prescription pretty much
[14:17] [Terry] tell me in what way can I do for you?

[14:18] [toscal] what we need help with is essentially two parts..
[14:18] [Terry] you got a factory in somewhere in China?

[14:18] [toscal] one is checking out the factory in guangzhou of the
guys that make the machine we need, and having it sent to us in parts.
[14:19] [toscal] and the other is sourcing locally some powder

components of the medicines in pure form from a china lab and sending
it, although we would need to discuss exactly how to send it. also
find a lab you can get to easily and check out, that could check
[14:19] [toscal] purity of the product. it&#39;s likely a pretty low
one-time fee for a test.

[14:19] [Terry] machine is fine.

[14:20] [toscal] ok and the powder? there are many companies in china
that sells it, so it&#39;s likely very straightforward and low risk.
the stuff we need is not detected by scans, dogs, etc and the
punishment is much much lower as compared to &quot;hard drugsé&gquot; .
[14:22] [toscal] you would have to check it out yourself before
committing to anything of course. perhaps you could get some more info
from us and do some research on your own and get back to us with a
decision?

03[14:22] * Terryl (~Terry@58.62.229.6) has joined #redroom

[14:22] [Terryl] hi-?

[14:22] [Terryl] got disconnected.

[14:22] [toscal] hi did your proxy die?

[14:22] [toscal] ah ok

[14:22] [toscal] [14:19] [Terry] machine is fine.
[

14:22] [toscal] [14:20] [toscal] ok and the powder? there are many
companies in china that sells it, so 1t&#39;s likely very
straightforward and low risk. the stuff we need is not detected by
scans, dogs, etc and the punishment is much much lower as compared to
&quot;hard

[14:22] [toscal] drugsé&quot;.

[14:22] [toscal] [14:22] [toscal] you would have to check it out
yourself before committing to anything of course. perhaps you could
get some more info from us and do some research on your own and get
back to us with a decision?

01[14:22] [ytril] Hi! This is one of the chemicals we need to import;
http://www.ebiochem.com/product/alprazolam-98-5-16570

[14:24] [Terryl] so you need machines and also the raw materials?
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[14:25] [toscal] yes only one machine for now. and as for raw
materials we can start with quite low volumes, to see how things go.
of course we would also together figure out a good safe way to send it
for all of us

02[14:25] * Terry (~Terry@210.16.140.94) Quit (Ping timeout: 378
seconds )

[14:26] [Terryl] alright, so you want me to check out the machine is
well working, and get the raw materials. Get the machine works, let it
produce some pills and then export the fine pills back to Sweden
[14:27] [toscal] well we would handle all production so you would only
need to send the machine and also separately the low amount of powder
we need

[14:27] [toscal] we would &quot;press&quot; the pills and handle all
of the operation locally and with very high operation security.

[14:28] [Terryl] OK. so you need a person in between to make sure all
these stuff are running smoothly
[14:28] [toscal] If we do this right the risk for you is minimal as

with any questions you can simply claim no knowledge, only that you
helped facilitate the buy for some swedish medical company or whatever
[14:29] [toscal] yep pretty much that

[14:29] [toscal] we need someone we can trust locally, since 1it&#39;s
much better than simply ordering directly. we will need the stuff
delivered the right way, like some stuff to one country and some to
another, so we can redirect the packages to Sweden via a secure

[14:29] [toscal] route.

[14:29] [Terryl] the production is in Sweden or in China?

[14:29] [toscal] in Sweden

[14:30] [Terryl] is there any company that you&#39;ve contacted that

can do the exporting job?

[14:30] [toscal] so you would essentially be an agent helping us
procure and check the quality of the machine(s) and the powdered
components of the medicine we need.

[14:31] [toscal] pretty much all the makers of the machines we need
sell it on alibaba and export worldwide.. but we&#39;d for safety
reasons need the machine sent in parts, in different batches, as some
customs authorities will &quot;mark&quot; a shipment of something like
a
[14:31] [toscal] pill machine
[14:32] [toscal] We are going to do very small volumes of the powder
to start with, like in grams at first and even if everything gets
going well, we will not need lots and lots.. one kilo is enough to
make a million pills. :)

[14:33] [Terryl] hmm,

[14:33] [toscal] So as for the sending of the powder, there&#39;d be 3
steps for you.. 1) Checking out the company producing the powder, 2)
Getting a sample and having it checked in a reputable lab for purity,
3) Sending it to us.

[14:33] [toscal] And as for the sending part, we would discuss this in
detail together so everyone feels safe.

[14:34] [toscal] As this is a new setup, we&#39;re not buying large
volumes from the start and do not have any incoming revenue, but once
it is going and all goes well you would get paid *very* well.

[14:36] [toscal] ytril you still here? brb
[14:36] [Terryl] ok, 1&#39;m thinking.

[14:36] [Terryl] tell me when you&#39;re back.

01[14:36] [ytril] I&#39;m here
[14:37] [Terryl] ytril,

01[14:38] [ytril] Where in China are you situated? There are plenty
of manufacturers all around china, sp I&#39;m sure we can fins one
located near you
[14:39] [Terryl] you have contact with all the factories within the
whole process?
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[14:39] [Terryl] I&#39;m currently in Guangzhou.

01[14:39] [ytril] Ok, there&#39;s a few factories in or near
Guangzhou. .

[14:39] [Terryl] however will be back and forth from Shanghai to
Guangzhou.

01[14:40] [ytril] No, we don&#39;t speak chinese so handling the
factories would be pretty hard for us.. That&#39;s what we need you to
do.. Receive payment from us (bitcoin, bank wire or the likes) handle
the payment, pick up the chemicals, re-pack them and ship them to us..

01[14:41] [ytril] and as said, it&#39;s very low volumes of the
chemicals, so it is easy to handle
[14:42] [Terryl] yes. 1if 1t&#39;s not hard drugs, I think 1t&#39;11 be
fine.

01[14:42] [ytril] no, they are pharmaceuticals produced by hundreds
of factories in china
[14:43] [Terryl] I got some friends working in some reputable
universities.

[14:43] [Terryl] a few of them are in hospital or medical labs.

[14:43] [Terryl] I think that will help.

[14:43] [toscal] That would actually be perfect
[14:44] [toscal] here is what we propose.. we get you a list of
factories/labs that make one of the chemicals.. and you can contact
them to get your hands on some samples.. and then arrange for them to
be purity-tested, either via friends or a reputable lab in your
[14:44] [toscal] city.

[14:45] [toscal] and we can after that go from there? ytril what do
you think?

[14:45] [Terryl] would you please send me the info in detail since I
have to have a check on the materials since I&#39;m not going to get
into any trouble in this business. I have my own business and actually
it&#39;s working fine. I don&#39;t want anything risky which would
[14:45] [Terryl] ruin my life.

[14:46] [toscal] Of course
[14:46] [toscal] That sounds good.

01[14:46] [ytril] yes sounds good
[14:47] [Terryl] whaté&#39;s the price for these materials
[14:47] [Terryl] I have no idea at all.

[14:47] [toscal] http://www.ebiochem.com/product/alprazolam-98-5-16570
[14:47] [toscal] thaté&#39;s an example though I think the price is
much lower with some haggling

[14:47] [toscal] and that 1 kg would turn into a huge amount of money
in Sweden.

[14:48] [Terryl] it must been severly restricted in Sw.

[14:48] [toscal] yeah it is.. you can get it on prescription but
1t&#39;s very difficult

[14:49] [toscal] a lot of people want valium (diazepam) and xanax
(alprazolam as on the link above)

[14:49] [toscal] some years ago in fact some guys (idiots really) got

busted and they had sold for like $10,000,000USD in a few years.
[14:51] [Terryl] hmm.

[14:52] [toscal] We have good people and resources as well as
experience on our side.. plus we have the entire police documentation
for the above case with all their investigation info, so 1t&#39;11 be
quite easy to avoid making the same mistakes. Plus they were really
[14:52] [toscal] idiots to start with.. I mean get this: they
registered their domains in their real names before changing it.. and
they still operated for like 4 years before getting caught

[14:53] [Terryl] you&#39;re selling these pills online?

01[14:53] [ytril] to find a factory you can search for the chemicals
on http://chembuyersguide.com

01[14:53] [ytril] search for 1) alprazolam

01[14:53] [ytril] 2) diazepam
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01[14:53] [ytril] yes, we&#39;re selling online

[14:53] [toscal] most drug buys in Sweden are done online

[14:54] [Terryl] thaté&#39;s cool.

[14:54] [toscal] even young females like 18-24 year olds will buy
valium online heh

[14:54] [toscal] yeah and if you&#39;re not an idiot, 1t&#39;s very
safe. I mean the idiots above still managed to make 10 million USD and
they made mistakes from day one

[14:55] [toscal] So do some research and come with questions if you
have any and if you agree that it&#39;s worth trying, we can talk
details?

[14:55] [Terryl] I don&#39;t make dreams, dude:)

[14:55] [toscal] What does that mean? I didné&#39;t get it

[14:56] [Terryl] I dont dream about making lots of money

[14:56] [toscal] Ah. Well neither do we, we make the money :) No need
to dream

01[14:56] [ytril] how about you give some of these factories a call

and see how easy it would be for you to buy these chemicals?
[14:56] [Terryl] haha. Let&#39;s make sure it&#39;s secure.
01[14:56] [ytril] yes of course
[14:57] [toscal] Yes that&#39;s our primary priority.. we&#39;re very
paranoid and all the people we work with are very experienced at
staying hidden and doing things securely.
[14:57] [toscal] And of course 1t&#39;s equally important to us that
YOU are safe as well =)
[14:57] [Terryl] sure. you can mail me the info about the factories
and the exact materials.
[14:58] [Terryl] I think I&#39;m safe if you&#39;re not asking me to
help you distribute cocaine.
[14:58] [toscal] Do you have an alternative email? gmail and such have
a lot of ears listening in nowadays :)
[14:58] [Terryl] yes I do.
[14:59] [Terryl] you can mail me a .doc encrypted
[14:59] [toscal] haha yes I think you are safe as well, but so
everyone is comfortable we will go through secure procedures for
shipping everything etc later when it comes to that. We would rather
it costs a lot and takes a long time but is very safe than to cut
[14:59] [toscal] corners
[14:59] [toscal] Sure that works, we will do that.
01[14:59] [ytril] yes, we will mail you later today then
01[14:59] [ytril] with all info you need
[14:59] [Terryl] yeah.
[15:00] [Terryl] I&#39;m go investigate them and see if I could get
into this.
[15:00] [toscal] cool..
[15:00] [toscal] Just e-mail us when you have done whatever research
you want and we will have another meeting :) Or if you are not
interested in continuing, simply mail us and say so
[15:01] [toscal] And thanks for meeting up with us to talk!
[15:01] [Terryl] sure:) thank you.
[15:02] [toscal] :)
01[15:03] [ytril] Terryl
01[15:03] [ytril] the decryption password for the .doc we will send
[15:03] [Terryl] hello?
01[15:04] [ytril] HO9h8hsdyyy
[15:04] [Terryl] Ok got it.
01[15:04] [ytril] great! =)
[15:05] [Terryl] wait a sec.
[15:05] [Terryl] can I ask a question?
01[15:05] [ytril] yes
[15:06] [Terryl] whaté&#39;s the difference importing the materials and
the fine pills, espcially the restriction part
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01[15:07] [ytril] if we would import the pills they would seize them
in the customs

01[15:07] [ytril] the chimicals on the other hand are so small in
volume that it can be send as a very small envelope

01[15:07] [ytril] *chemicals

01[15:08] [ytril] or inside a USB-stick

01[15:08] [ytril] or something similar
[15:10] [Terryl] seems like smuggling hard drugs..

01[15:12] [ytril] well the customs here in Sweden would seize the
chemicals since they are not sold here OTC.. However in China you can
manufacture these things and sell so the problem will be at this end

01[15:12] [ytril] however, this is not drugs but pharmaceuticals
[15:13] [Terryl] yeah.

[15:14] [Terryl] OK, 1&#39;11 wait for your info and investigate a
little bit
[15:14] [Terryl] see you then.

01[15:14] [ytril] sounds good.

02[15:14] * Terryl (~Terry@58.62.229.6) Quit

02[15:19] * toscal (~cookies@194.45.66.66) Quit (the ctrl is gone,
long live chaos. )

Session Close: Mon Aug 26 18:12:43 2013

Objekt 19 — mIRC-kommunikation
Objektet dr en loggfil tillhorande chattapplikationen mIRC.

Session Start: Mon Aug 26 18:12:43 2013
Session Ident: #redroom

02[18:12] * Disconnected
Session Time: Tue Aug 27 00:00:00 2013

02[09:50] * Attempting to rejoin channel #redroom

03[09:50] * Rejoined channel #redroom

03[09:50] * irc.swepipe.se sets mode: +nt

03[10:04] * Terryl (~Terry@113.29.231.31) has joined #redroom
01[10:05] [ytril] hi!

01[10:06] [ytril] hold on , I will be back in 3 minutes

[10:06] [Terryl] OK

01[10:11] [ytril] ok I&#39;m back

01[10:11] [ytril] how are you today?

01[10:12] [ytril] where you able to open the document?

[10:14] [Terryl] that txt doc?

01[10:14] [ytril] yes, the one in the .7z file
[10:14] [Terryl] I opened it.

[10:14] [Terryl] and checked all the info you provided.

01[10:15] [ytril] ok great

01[10:15] [ytril] so what do you think?

[10:15] [Terryl] I&#39;m pretty sure that the two drugs you need is
just common psyco medics
[10:16] [Terryl] but they&#39;re still hard to get.

01[10:16] [ytril] yes they are very common, but a bit restricted..
[10:16] [Terryl] I&#39;ve contacted a few companies from you list, but
they&#39;re so sensitive and said they just couldn&#39;t provide
[10:17] [Terryl] In this case I think there&#39;s little that I can
do.

01[10:17] [ytril] I see.. do you have any other idea on how to get
hold of them in china? perhaps using one of your friends who work in
the hospital, or trying to find a factory that will be able to
provide?

01[10:18] [ytril] In China everyting is possible with a little money,
right? ;)
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[10:18] [Terryl] I think so.

[10:18] [Terryl] hold a sec.

01[10:18] [ytril] ok
[10:19] [Terryl] back.

01[10:20] [ytril] ok :)

[10:20] [Terryl] yes, it&#39;s possible to hack almost everything with
money
[10:20] [Terryl] but there&#39;s risks and you gotta find the right
man
[10:20] [Terryl] I have friends working in hospitals
[10:21] [Terryl] they told me that these medicines are restricted, and
all they have contacted are fine pills.

01[10:21] [ytril] Yes.. They would probably be able to order the
chemicals directly from the factory, don&#39;t you think?

[10:21] [Terryl] they don&#39;t get in touch with such materials stuff
[10:22] [Terryl] pharmaceutical companies get in touch with chem
companies. and hospitals get in touch with pharm coms.

01[10:22] [ytril] Another possibility would be to convince one of the
smaller factories to sell using a little money..?

01[10:23] [ytril] what do you think the best way would be?

[10:23] [Terryl] the latter one.

[10:23] [Terryl] but I have no idea where are the small factories.
I&#39;d like to help, but that&#39;s not my field.

01[10:24] [ytril] the factories on the list, they are pretty big?

01[10:24] [ytril] too big to be able to convince them to sell?
[10:24] [Terryl] not really big, I&#39;ve checked.

[10:25] [Terryl] but they just don&#39;t wanna take the risk.
01[10:25] [ytril] and regardless of their size, as long as we find
just one person working in one of the factories that would problably

be enough

[10:25] [Terryl] ité&#39;s easy to currupt one of their employees.
[10:26] [Terryl] rather than the whole comapny

01[10:26] [ytril] yes, that would be the best and less expensive
route
[10:26] [Terryl] yeah
[10:27] [Terryl] Have you tried India?

[10:27] [Terryl] they may be easier.

01[10:27] [ytril] so how do you suggest that we move on from here,
will you be able to help facilitate this? finding the right person
that will be able to help?

01[10:28] [ytril] haven&#39;t looked into India yet..

[10:28] [Terryl] If I have found the right person that could help,
I&#39;d like to cooperate with him
[10:28] [Terryl] had found

01[10:29] [ytril] We will be able to pay you generously of course
[10:29] [Terryl] I know that, surely.

01[10:29] [ytril] =)

[10:30] [Terryl] The machine stuff is a piece of cake for me.

[10:30] [Terryl] but the material, well, is a challenge.

01[10:30] [ytril] Challenges are fun :)

[10:31] [Terryl] how much can you pay to corrupt the chem company guy?
[10:31] [Terryl] if found

01[10:31] [ytril] I&#39;m not sure.. How much do you think would be
needed?

[10:31] [Terryl] I have no idea at all.

[10:32] [Terryl] still need to check in that. I&#39;m sure there&#39;s
black market here.

[10:32] [Terryl] That takes effort and plenty of time, maybe
doesn&#39;t work either.

[10:33] [Terryl] I&#39;m a online- marketing guy actually:)

01[10:33] [ytril] hehe yes :)

01[10:33] [ytril] but in China in general, how much money would you

44 (84)



Protokoll FK- PM filer i Acronis (gammal backup), 2023-01-13 09:48 diarienr: 5000-K615323-19 48 ‘

| HEMLIG |

say would corrupt almost anyone having a ordnary job?

01[10:33] [ytril] not well paid..

[10:34] [Terryl] depend on the risk dude

01[10:34] [ytril] yes of course..

01[10:35] [ytril] but for this kind of thing.. the risk is not huge
[10:35] [Terryl] it&#39;s actually not small,

[10:36] [Terryl] but the number is not a problem, finding the man is a
problem.

01[10:36] [ytril] yes, that would indeed require some time and effort
[10:37] [Terryl] how many times profit get you get with lkg of that
medic?

[10:37] [Terryl] 1000x?

01[10:38] [ytril] 1kg each of those two chemicals would last for
about 1 year.. times profit depend on how much 1lkg would cost of
course

01[10:38] [ytril] I would say 100x

01[10:41] [ytril] so what do you say, will you be able to help with
this?

01[10:42] [ytril] you could start by contacting a few more factories
and see if it will be possible to find one that will be able to sell
without corrupting..

[10:42] [Terryl] I mailed all of them.

[10:42] [Terryl] Their reply seems so sensitive.

01[10:43] [ytril] I beleive that most of them will require import
license when ordering from abroad, so one way vould be telling them
that you work for an european pharma company

01[10:43] [ytril] we can get a import license
[10:43] [Terryl] yes, I told so.

01[10:43] [ytril] or something that looks that way at least..

[10:44] [Terryl] I&#39;11 try again.

[10:44] [Terryl] but what if they ask for the proof of the company and
the license stuff??

01[10:45] [ytril] we can get all those papers

01[10:45] [ytril] you would just act as a middle man between a
european pharma company and the chinese factory

01[10:46] [ytril] facilitating the order and re-ship

01[10:46] [ytril] perhaps they will go for that..

01[10:46] [ytril] or at least one of the factories will..

01[10:47] [ytril] and another possiblity is of course to corrupt an
employee
[10:48] [Terryl] I&#39;11 try for the first possibility.

01[10:49] [ytril] it would be really good for us to know
approximately what kind of sum it would take to corrupt someone in
China for this kind of thing.. are we talking 1 year salary?

[10:51] [Terryl] hmm, if for 1 year salary, for the peoson who can
control the chem stock, maybe $20k

01[10:52] [ytril] are that kind of job paid that well?

[10:54] [Terryl] a guy who can send the chem out without getting
anybody&#39;s attention, would be a higher level
[10:55] [Terryl] but I don&#39;t think this kind of guys would like to
participate in this work.

01[10:57] [ytril] probably not..

[10:57] [Terryl] still long way to go. I&#39;11 try then. possibly we
can find without corrupting anyone.

01[10:58] [ytril] yes, that would be our best shot!

[10:58] [Terryl] I don&#39;t know much of the medic importing stuff.
[10:59] [Terryl] I&#39;ve trying to talk to them professionally, but
just a try.

01[10:59] [ytril] yes that&#39;s great..

01[10:59] [ytril] it&#39;s worth a shot!

01[11:00] [ytril] another possiblity would be trying to find a good
chemist that will be able to produce the chemicals himself.. not sure
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about the process but perhaps you can inquire with your friends
working at hospital if anyone know of a good chemist

[11:01] [Terryl] oh god.

[11:01] [Terryl] a guy could produce the chem wouldn&#39;t do it for
this kind of money

[11:01] [Terryl] they earn for life long

[11:01] [Terryl] not for one two shots

01[11:02] [ytril] hehe just a thought

[11:02] [Terryl] how do you earn for living by now?

01[11:02] [ytril] siiliar things but small scale

01[11:03] [ytril] viagra pills and the likes

01[11:04] [ytril] another possibility might be to look around a
little on the black market in china.. is there any online black
market?

01[11:05] [ytril] in europe and USA one big online black market is
silk road, know about that one?

[11:05] [Terryl] I know silk road

01[11:05] [ytril] perhaps there&#39;s something similar in china?
[11:05] [Terryl] use bitcoin to trade.

01[11:05] [ytril] yes exactly

01[11:06] [ytril] doesn&#39;t seem to be any Asian countries
operating on silk road though

[11:07] [Terryl] haven&#39;t found yet.

[11:08] [Terryl] they&#39;re underground

[11:09] [Terryl] I&#39;11 talk to a friend who play guns.

[11:09] [Terryl] he&#39;s the only one linked to the black world
01[11:09] [ytril] ok that&#39;s great

01[11:10] [ytril] perhaps he know how to buy these things..

[11:11] [Terryl] yeah, 1&#39;11 try.

[11:12] [Terryl] how&#39;s our common friendsé&#39; doing recently
[11:12] [Terryl] haven&#39;t talked to them for almost a year.
01[11:14] [ytril] think they&#39;re doing good, working on some
online project thingy as usual

01[11:14] [ytril] looking at silk road now.. there&#39;s actually one
seller in china selling the powder

[11:15] [Terryl] oh?

01[11:16] [ytril] yes.. pretty high price though

01[11:16] [ytril] 25gr for $1600

[11:17] [Terryl] how does he say about the shipping?

01[11:20] [ytril] doesn&#39;t say much about that except is will be
shipped by international express

[11:22] [Terryl] how to get access to silkroad?

01[11:22] [ytril] google &quot;tor browser bundle&quot;

01[11:23] [ytril] start tor and then you&#39;11 need to navigate to
URL: silkroadvb5piz3r.onion

01[11:24] [ytril] the URL changes ince in a while, thaté&#39;s the
current one

01[11:24] [ytril] lots and lots of stuff there

[11:25] [Terryl] I&#39;11 find this guy and talk in Chinse, see how
this can go

01[11:26] [ytril] thaté&#39;s great!

01[11:26] [ytril] just search for alprazolam in china

01[11:27] [ytril] the seller name is: &quot;smile marketé&quot;
[11:27] [Terryl] shit name

01[11:27] [ytril] haha

01[11:32] [ytril] he also sells 100gr for 29 bitcoins, which is about
$3500

03[11:47] * Terry (~Terry@210.16.140.94) has joined #redroom
[11:47] [Terry] I sent him a msg

01[11:48] [ytril] ok great.. he does most likely have a connection on
a fabric in china and cam supply in BULK

01[11:48] [ytril] might be perfect

[E—1
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02[11:48] * Terryl (~Terry@113.29.231.31) Quit (Ping timeout: 619
seconds )
[11:49] [Terry] howé&#39;s the price in your place?
[11:49] [Terry] the material
01[11:50] [ytril] impossible to get here
[11:50] [Terry] and the other countries? too expensive?
01[11:51] [ytril] not possible to get holf of in whole europe
actually.. the stuff is manufactures in china
[11:52] [Terry] alright.
[11:53] [Terry] With the guy&#39;s listed price, can you get profit?
01[11:54] [ytril] yes we can, however, it will probably be possible
to buy from him cheaper than that, especially if you do the contact
with him, talking the same language and all, and letting him know that
we want to buy BULK
[11:55] [Terry] yep. I&#39;11 try.
[11:56] [Terry] I think this kind of chem&#39;s production price is
actaully very cheap
01[11:56] [ytril] think that the fabrics sell it for about $1500 / KG
01[11:57] [ytril] so it&#39;s expesive compared to that, but not much
looking at the profit we will make
[11:58] [Terry] vep.
[12:01] [Terry] it seems that this guy have good reputation.
01[12:04] [ytril] yes absolutely
01[12:18] [ytril] Terry
01[12:18] [ytril] just received response from a chinese factory that
say they can sell the powder directly without certificates or anything
and receive payment by western union..
[12:19] [Terry] really?
[12:19] [Terry] that&#39;s much easier.
12:19] [ytril] yes.. and they can deliver immediately..
12:19] [ytril] haihangchem.com
12:20] [ytril] they charge $3960 / 1KG
12:20] [ytril] or $925 for a 20gr sample
[12:20] [Terry] it&#39;s damn cheap compared to those
01[12:20] [ytril] yes :)
[12:21] [Terry] you mentioned to deliver within china?
01[12:21] [ytril] no I haven&#39;t.. I will ask them now.
01[12:22] [ytril] do you have a PO BOX we can order a sample to if
they are able to deliver within china?
[12:23] [Terry] I need to think about a place to get the item.
[12:23] [Terry] not getting myself out.
01[12:24]1 [ytril] yes that&#39;s good.. I will tell them that we want
to ship within china to our agent that will re-ship to europe
[12:25] [Terry] yeah.
[12:27] [Terry] what kind of place would be good? a hotel room with
fake ID?
01[12:27] [ytril] possible to get an anonymous PO BOX?
[12:27] [Terry] I&#39;m thinking
01[12:30] [ytril] ok
[12:35] [Terry] still can&#39;t find such thing
[12:35] [Terry] and you can&#39;t ask them to deliver to a covenient
store
[12:35] [Terry] they&#39;d be suspicious.
01[12:35] [ytril] not possible to get a post box where you live?
[12:38] [Terry] a post box is connected to your unit.
[12:38] [Terry] not seperated post box is allowed.
[12:39] [Terry] or I&#39;11 go to some place a little bit out of the
city and without the requiring of ID
[12:39] [Terry] a hotel especially.
[12:40] [Terry] a very bad hotel especially.
01[12:40] [ytril] yes, that will most likely work..
01[12:41] [ytril] unless it looks to weird for the factory that we

011
01
01
011
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want it shipped to a hotel, such as &quot;Room 224&quot;
01[12:43] [ytril] or maybe some sort of office hotel

01[12:43] [ytril] where you can get small office space and receive
mail
[12:43] [Terry] no, can&#39;t get those places

[ ]
[12:44] [Terry] the require ID
[12:44] [Terry] they*
01[12:44] [ytril] ok..
[12:44] [Terry] anyway I&#39;11 find out.
[12:46] [Terry] please assure that company can send out the materials.
01[12:46] [ytril] yes, I will inquire now
[12:46] [Terry] and draft a plan for the next
01[12:46] [ytril] yes
01[12:55] [ytril] Terry.. if they are able to ship within China, do
you think the hotel will be able to receive the package and sign for
it?
01[12:55] [ytril] what kind of shipping alternatives exist?
01[12:55] [ytril] which one would be to prefer?
01[12:56] [ytril] so that it doesn&#39;t arrive with a courier that
only will deliver to you personally and require ID
02[13:03] * Terry (~Terry@210.16.140.94) Quit (Ping timeout: 480
seconds )
03[13:08] * Terryl (~Terry@58.62.229.6) has joined #redroom
[13:09] [Terryl] disconnected..
[13:09] [Terryl] whaté&#39;s the last word you received
01[13:15] [ytril] [12:46] [Terry] and draft a plan for the next
01[13:16] [ytril] did you write anything more after that?
[13:18] [Terryl] [Terry] I&#39;11 talk to them about the shipment,
after you all ready
[13:18] [Terryl] [Terry] in China, theres&#39;re some irresponsible
courier just drop the package onto your frontdesk.
[13:18] [Terryl] [Terry] we want them.
01[13:21] [ytril] ah yes
01[13:22] [ytril] I&#39;ve mailed them and explained that we have a
representative in china that will receive the shipment.. if that&#39;s
no problem for them, we can discuss what courier company shouyld
handle the shipment
01[13:22] [ytril] I can say that we will handle the shipment ourself
so that we can choose what company to use
[13:26] [Terryl] yeah
[13:38] [Terryl] they won&#39;t response until tomorrow
[13:38] [Terryl] it&#39;s off hours now
01[13:38] [ytril] oh yes ok
01[13:39] [ytril] IF they are ok with sending domestic, we will find
a good solution
[13:47] [Terryl] sure:)
01[13:50] [ytril] =)
[14:15] [Terryl] gotta go now. keep contact.
01[14:16] [ytril] ok, vyes, talk to you tomorrow
01[14:16] [ytril] bye for now :)
[14:24] [Terryl] bye:)
02[14:24] * Terryl (~Terry@58.62.229.6) Quit
Session Close: Tue Aug 27 15:47:39 2013
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Objekt 20 — mIRC-kommunikation
Objektet dr en loggfil tillhérande chattapplikationen mIRC.

Session Start: Mon Sep 16 13:07:40 2013
Session Ident: #redroom

02[13:07] * Disconnected
02[14:57] * Attempting to rejoin channel #redroom
03[14:57] * Rejoined channel #redroom
[15:08] [Terry] ytril, you there?

01[15:11] [ytril] Terry
01[15:11] [ytril] yes now
[15:12] [Terry] I&#39;ve looked up the Internet
[15:12] [Terry] it seems that the BitStamp has a better service, and
the rate there is fairer.

01[15:15] [ytril] ok, and it would be easy to withdraw the money in
china?

[15:25] [Terry] it&#39;s much easier than the mtgox.com I presume.
[15:25] [Terry] later you can just send the the wallet address and
I&#39;11 do the rest

01[15:31] [ytril] that would be good if they can handle large volumes
without starting to ask questions..

01[15:31] [ytril] do you have a bitcoin wallet we can send you
bitcoins to?

[15:32] [Terry] yeah.
[15:33] [Terry] wait a sec.

01[15:35] [ytril] ok
[15:42] [Terry] 1lEaoiMBzb6ghA6rSE2DGpaxYg92MjkB4VX
[15:42] [Terry] use it only once.

01[15:44] [ytril] ok thanks

01[15:45] [ytril] we&#39;11 send you soon
[15:45] [Terry] not at all

01[15:45] [ytril] I&#39;11 let you know when it has been sent
[15:45] [Terry] what about you send 0.0001bit coin as a test?

01[15:45] [ytril] I will not be online tomorrow FYI
[15:45] [Terry] never used it before.

01[15:45] [ytril] what wallet do you use?

01[15:45] [ytril] online or local?

[15:46] [Terry] OK. Not problem, should I send you the cartridge?
[15:46] [Terry] online

01[15:46] [ytril] wait with the cartridge, we need to know that the
address you sent the last test to works well
[15:47] [Terry] Ok then.

01[15:55] [ytril] it always take like 2 hours for a bitcoin
transaction to reach another wallet FYI
[15:56] [Terry] Oh, I C
[15:56] [Terry] thaté&#39;s so slow.

01[15:57] [ytril] I need to get going.. as said, I will not be online
tomorrow just so you know, but drop an email if you have any
questions.. otherwise we talk more the day after tomorrow
[15:57] [Terry] No problem.

01[15:57] [ytril] alright! take care! bye for now!

Session Close: Mon Sep 16 15:58:35 2013
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Objekt 21 — mIRC-kommunikation
Objektet dr en loggfil tillhorande chattapplikationen mIRC.

Session Start: Wed Sep 18 11:47:35 2013
Session Ident: #redroom

02[11:47] * Disconnected

02[14:50] * Attempting to rejoin channel #redroom

03[14:50] Rejoined channel #redroom

03[14:50] efnet.xs4all.nl sets mode: +nt

03[16:21] * Terry (~Terryl@112.96.67.100) has joined #redroom
[16:21] [Terry] ytril you there?

[16:22] [Terry] Today I&#39;m moving to a new place, so damn busy and
tired removing stuff.

01[16:22] [ytril] Terry

01[16:23] [ytril] Oh you found a new condo to hire?

[16:23] [Terry] I will still be availabe tomorrow and later on. Just
tomorrow night my time is really important.

[16:23] [Terry] yeah, I&#39;m resettling.

01[16:23] [ytril] moving stuff is the worst thing ever pheww
[16:24] [Terry] yeah...although I hire a company to help me move the
boxes, but still need to resettle. Anyways, I&#39;m almost done
[16:24] [Terry] howé&#39;s the package I sent ? the doc.

01[16:26] [ytril] yeah, moving help is essential :)

[16:27] [Terry] Actually I was ready to send you the doc with
alprazolam(19g), however, you haven&#39;t give me the feedback, so I
hold.

01[16:27] [ytril] we ordered two seperate things to the same address
which is kind of a fake address, and since they needed us to call DHL
to give instructions for how to deliver, we only done that on the
shipment that actually contained something (the mold that you

01[16:27] [ytril] put into the pill machine that will make the
tablets say &quot;xanaxé&gquot;)

01[16:28] [ytril] so we will call and give new instructions for your
shipment tomorrow. .

[16:28] [Terry] hmm, Ok

01[16:29] [ytril] and then we need to give you updated address so the
real stuff will go directly to the address without need for us to call
them
[16:29] [Terry] you&#39;d better hurry up.

[16:29] [Terry] since the test is very important.

[16:29] [Terry] China&#39;s working days will go on two days later.

01[16:29] [ytril] yes, we will know tomorrow
[16:30] [Terry] so we&#39;re going to get to the final part

01[16:30] [ytril] if if the test has gone trough without someone has
opened it, wich it probably has, it might be wise to split them up
into 2 shipments of 10gr each
[16:31] [Terry] sure, I can do that undoubtedly.

01[16:31] [ytril] the factory has warned us about the upcoming
holiday as well and they will most likely not be able to send the
stuff so that you will have it before the holidays since the payment
to them and all arrangements will take some time
[16:32] [Terry] but keeping package as less as possible is good.

01[16:32] [ytril] the office space is only rented for like 10 more
days right?

[16:32] [Terry] yeah.

01[16:33] [ytril] looks like we might need to extend the office for
one more month then..

*

*

[16:33] [Terry] the manager of the office called to reminded me of
that yesterday
01[16:33] [ytril] since we need the testing results before we can

order the 1KG
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[16:34] [Terry] maybe not be a good choice, the next months, they ask
for a deposit.

01[16:34] [ytril] so after testing results, it will take few days for
the factory to send and so on.. 10 days might not be enough
[16:34] [Terry] like 2 month&#39;s fee

01[16:34] [ytril] ouch, they want a deposit now

01[16:35] [ytril] not possible to avoid the deposit you think?
[16:35] [Terry] the first month doesn&#39;t required that

01[16:35] [ytril] I see..

[16:35] [Terry] or I can change another office place

01[16:36] [ytril] hmm yes well that would be a lot cheaper of course,
but then you would need to go out using that fake ID again wich you
might not want to do?

[16:36] [Terry] but don&#39;t know whether the factory think it
reasonable to change place too often

01[16:36] [ytril] the factory is OK with everything, they are
extremely co-operative
[16:37] [Terry] deposit is fine, just keep some money, they seems
doesn&#39;t welcome cash..

[16:37] [Terry] and that&#39;s the problem

01[16:37] [ytril] ah ok
[16:37] [Terry] I&#39;11 try find another place.

[16:38] [Terry] if doesn&#39;t work with the fake ID, I&#39;11 go back
to current place.

01[16:38] [ytril] ok that sounds good!

[16:38] [Terry] or, we&#39;d try our best to keep working within 10
days.

01[16:39] [ytril] yes!

01[16:39] [ytril] test results from the lab is still a few days away
right.. and the holiday might make it like a week away or even more?
[16:40] [Terry] 20th is the last day of holiday
[16:40] [Terry] it&#39;s not a big one like Spring Festival
[16:40] [Terry] which is Chinese&#39; new year.

01[16:40] [ytril] oh I see, I thought it was a long one..

[16:41] [Terry] actually it&#39;s just one day for the holiday

01[16:41] [ytril] oh really ok great
[16:41] [Terry] we swift the weekend and combine it with tomorrow

01[16:41] [ytril] ok I see
[16:41] [Terry] so it&#39;s 3 days holiday, then people gotta work for

7 days..

[16:42] [Terry] stupid arrangement..

01[16:42] [ytril] haha ok sounds like a scam

01[16:43] [ytril] have you looked into exchanging bitcoins for cash?
[16:43] [Terry] yeah

[16:43] [Terry] found several ways

[16:43] [Terry] not hard.

[16:43] [Terry] a little bit like selling stock shares.

[16:44] [Terry] exchange bitcoin into money in a day only.

[16:44] [Terry] which is fast.

01[16:44] [ytril] ok great
[16:45] [Terry] 1EaoiMBzb6ghA6rSE2DGpaxYq92MjkB4VX
[16:45] [Terry] this is the wallet
01[16:45] [ytril] we&#39;ve used velaexchange.co.uk in the past,
think they&#39;re vased in china
01[16:45] [ytril] *based
[16:45] [Terry] but would you pls send something like 0.0lbtc for a
test now?
01[16:45] [ytril] however they do require customers to send in foto
ID
01[16:45] [ytril] ok yes sure hold on
[16:46] [Terry] we don&#39;t require that:) so it&#39;s anonymous.
01[16:48] [ytril] ok great
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01[16:48] [ytril] minimum to send was 0.2 BTC

01[16:49] [ytril] has been sent, however, it will take like 6 hours
to reach, they are sent from bitcoin fog wich send out other peoples
deposits, so it wil take some time to find another transaction to
match

01[16:49] [ytril] anyhow, 1t&#39;s on it&#39;s way
[16:51] [Terry] OK.

[16:51] [Terry] I&#39;11 check after I wake up tomorrow morning

01[16:51] [ytril] yep, then it should be there!

[16:52] [Terry] ité&#39;s not too hurry, since it&#39;s on holiday, I
don&#39;t think I need funds during these two or 3 days.

01[16:52] [ytril] yep, but then we will know your wallet works fine
:)

01[16:52] [ytril] for the larger transactions
[16:53] [Terryl] vyep
[16:55] [Terry] let me tell you: the previous address is provided by
the exchange website, which can only be used ONE time

01[16:55] [ytril] ok good to know
[16:56] [Terry] if we need to exchange into CASH fast, we use that
one.

[16:56] [Terry] instead, you&#39;d better send to:

[16:56] [Terry] 1DniMfCwCpolJDs2fbwAjoz2ZeZs7aEUiZ

01[16:56] [ytril] yes, however, if we first transfer to your private
wallet, the transfer from your wallet to the exchager it will only
take half an hour or so
[16:57] [Terry] which is provided by blockchain, can be used for ever.
[16:57] [Terry] ah, I C
[16:57] [Terry] then send the the my private wallet is better:)

01[16:57] [ytril] brb 10 min
[16:58] [Terry] ok

01[17:03] [ytril] back
[17:04] [Terry] cool
[17:05] [Terry] so only from YOU to ME takes 6 hours?

[17:05] [Terry] because you need to send anonymously?

01[17:05] [ytril] yes exactly

01[17:05] [ytril] regulat bitcoin transaction only take about 30 min

01[17:05] [ytril] *regular
[17:06] [Terry] got it
[17:06] [Terry] how do you get bitcoins?

01[17:07] [ytril] depending on how many confirmations the receiving
entity require to accept a transaction as legit.. 1t&#39;s usually 4-6
confirmation, and each confirmation take like 10 min or so

01[17:07] [ytril] we sell some stuff on silk road

01[17:07] [ytril] :)

01[17:08] [ytril] and that&#39;s why we want to route the coins
trough bitcoin fog to remove any trace of silk road
[17:09] [Terry] cool.

[17:09] [Terry] ité&#39;s still BLANK in bitcoin regulation in China
[17:09] [Terry] so currently I think I&#39;m fine.

01[17:09] [ytril] even though it&#39;s pretty hard to know they have
been on silk road, it is still possible to find out

01[17:10] [ytril] if you do directly from silk road, with this setup
it is actualy impossible
[17:10] [Terry] hmm,

[17:10] [Terry] silk road use TOR, 1isn&#39;t it untracable?

01[17:10] [ytril] yes it is
[17:11] [Terry] good.

[17:12] [Terry] can you buy a gun in silk road?

01[17:12] [ytril] however, if doesn&#39;t look good to receive lots
of coins directly from silk road since that would pretty much look
like you sell drugs.. that why we wash them, just to be extra safe and
don&#39;t get any eyes on us
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01[17:12] [ytril] no, you could buy guns some time back, but they
have removed all products that is intented to hard people with, wich I
think is very good

[17:12] [Terry] yes sure. you have something in between.
01[17:13] [ytril] some time back you could even buy an assasination
on silk!

[17:13] [Terry] Oh god.

01[17:13] [ytril] none of that now

[17:14] [Terry] yeah, 1it&#39;s good, I think so. Buying things that
only affect yourself is OK for people who believe in freedom (maybe
strongly)

01[17:14]1 [ytril] yep!

[17:15] [Terry] so I&#39;11 go to sleep now. Pls tell me when you have
info about the document

01[17:15] [ytril] yes I will!

[17:15] [Terry] we&#39;d better hurry up on the tast.

01[17:16] [ytril] yep!

[17:16] [Terry] have a good day, bye!

01[17:16] [ytril] have a nice sleep, talk later!

01[17:16] [ytril] bye!

[17:16] [Terry] task*

[17:16] [Terry] bye for now!

02[17:16] * Terry (~Terryl@112.96.67.100) Quit (Quit: Linkinus -
http://linkinus.com )
Session Close: Wed Sep 18 17:21:32 2013

Objekt 22 — mIRC-kommunikation

Objektet &r en loggfil tillhdrande chattapplikationen mIRC.
Session Start: Thu Sep 19 10:29:00 2013
Session Ident: #redroom
02[10:29] * Disconnected
02[14:06] * Attempting to rejoin channel #redroom
03[14:06] * Rejoined channel #redroom
01[14:08] [ytril] hi Terryl
[14:09] [Terryl] hi ytril
[14:09] [Terryl] how are you doing?
01[14:09] [ytril] fine thank you! how are you?
[14:10] [Terryl] I&#39;m good.
01[14:10] [ytril] good to hear!
[14:10] [Terryl] waiting for my family to enjoy the full moon
[14:11] [Terryl] so how&#39;s the document?
01[14:12] [ytril] it will be delivered tomorrow
[14:12] [Terryl] OK.
01[14:12] [ytril] DHL screwed it up
01[14:12] [ytril] but tomorrow it will be delivered
01[14:13] [ytril] how much powder did you put in the test shipment?
[14:13] [Terryl] yeah, the DHL thing has postponed our plan for a week
or so.
[14:13] [Terryl] 20g or so
01[14:14] [ytril] ok great
[14:14] [Terryl] yep.
[14:14] [Terryl] so about the bitcoin thing,
[ ]
[ ]

14:14] [Terryl] I got 0.047 this morning.

14:15] [Terryl] not 0.2 you mentioned.

01[14:15] [ytril] you can put in 1EaoiMBzb6ghA6rSE2DGpaxY¥q92MjkB4VX
on blockchain.info and see all transactions that have been sent to the
address

01[14:17] [ytril] as you can see there the address has received total
0.2
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01[14:17] [ytril] first one was 0.047 though

[14:17] [Terryl] thaté&#39;s weird.

[14:18] [Terryl] you sent for several times?

[14:18] [Terryl] I said it can only be used for ONE time

01[14:18] [ytril] it comes directly from bitcoin fog, they send
several smaller ones..

[14:18] [Terryl] the network sucks in my father&#39;s hours

01[14:18] [ytril] yes I know, but you said that after I already sent
it..

[14:18] [Terryl] house*

[14:19] [Terryl] ah...

[14:19] [Terryl] alright, next time just send to my private wallet
01[14:19] [ytril] next time we will transfer to our waller first from
the fog and then make just one transaction

01[14:19] [ytril] vyep

[14:21] [Terryl] fortunately I ask for a test first.

[14:21] [Terryl] otherwise we&#39;re gonna lose 1k

01[14:21] [ytril] on a different topic.. you mentioned you might have
some other contact that can deliver the chemicals we need.. have you
got any price information for alprazolam and diazepam?

01[14:21] [ytril] yep, that was good :)

[14:22] [Terryl] I have get in touch with them yet. I just got a few
contact info.

01[14:23] [ytril] ok!

01[14:23] [ytril] how did you found out about this contact? online or
trough some friend?

[14:23] [Terryl] I haven&#39;t*

[14:23] [Terryl] since we don&#39;t have time to do the second test
for the alprazolam..

[14:24] [Terryl] I&#39;11 start to contact them after we solve the 1lkg

alprazolam.
[14:24] [Terryl] in some domestic forums
01[14:25] [ytril] ah ok!
[14:27] [Terryl] as you said, now we use the fastest way, regardless

of the price. After we settle down the shipment and production and
sales, which performed by you guys, then we start to look through our
procedures, to see in what way can we reduce the cost;)

01[14:29] [ytril] yep! reason why I asked now was because the
currednt factory said they actually doesn&#39;t trade with Diazepam
[14:30] [Terryl] I got it.

[14:31] [Terryl] right after I have sent the alprazolam will I start
looking into the Diazepam
[14:32] [Terryl] since if we can&#39;t solve the shipping problem, it
doesn&#39;t make sense with any of these chemicals.

01[14:33] [ytril] yes!

01[14:33] [ytril] I pretty sure the shipping will work well
[14:34] [Terryl] yeah, I hope so too.

[14:37] [Terryl] I&#39;11 start the Diazepam thing after the
Alprazolam sample has been successfully received.

01[14:37] [ytril] sounds good!

[14:37] [Terryl] I&#39;m pretty confident with that.

01[14:38] [ytril] great!

[14:46] [Terryl] 1DniMfCwCpolJdDs2fbwAjoz2ZeZs7aEUiZ
[14:47] [Terryl] this is my permenant bitcoin address:)

01[14:50] [ytril] ok great!

[14:51] [Terryl] not necessary in two days, it&#39;s still holidays.
[14:51] [Terryl] but if you have sent the btc, pls tell me.

01[14:52] [ytril] yes I will
[14:54] [Terryl] it&#39;s family time now! If you have any news
tomorrow, send me a mail, otherwise I won&#39;t be here.

01[14:55] [ytril] ok! have a nice time woth your family!! Talk in a
day or two then! take care!
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[14:56] [Terryl] Thank you very much. Have a nice day. Bye for now.
02[14:56] * @Terryl (~Terryl@116.22.64.90) Quit (Quit: Linkinus -

http://linkinus.com )

Session Close: Thu Sep 19 15:24:35 2013

Objekt 23 — mIRC-kommunikation
Objektet dr en loggfil tillhérande chattapplikationen mIRC.

Session Start: Mon Jun 03 19:21:31 2013
Session Ident: fsecrecy
03[19:21] * Now talking in #secrecy
03[19:21] * irc.swepipe.se sets mode: +nt
03[19:21]1 * ctrl]| (~plopp@sthl-office.secrecy.se) has joined #secrecy
01[19:21] [net2]
http://www.cl.cam.ac.uk/~sjm217/papers/fc09%9optimised.pdf
[20:03] [ctrl]]
http://www.nordea.se/sitemod/upload/root/content/nordea se/privat/inte
rnet och telefon/filer/omx.pdf
Session Time: Tue Jun 04 00:00:01 2013
[15:14] [ctrl|] jj3w34dvg
[15:14] [ctrl|] 577sivgn
Session Time: Wed Jun 05 00:00:00 2013
Session Time: Thu Jun 06 00:00:00 2013
[17:56] [ctrl]]

’

IS
~J
~J
~J
~J
=

chefsrevisor alfa

laval
[18:14] [ctrl|] --
[18:14] [ctrl]]

=
(@]
(@]
~J
IS
(&)
=

styrelseledamot astrazeneca.. fr&#229;n

lastbrygans db
[18:18] [ctrl]]

1140192 /(N

(s 1 .2 . Com

[18:21] [ctrl|] &lt;&lt;&lt; styrelsemedlem/suppleant astrazeneca
[18:28] [ctrl]] deloitte.se
[18:34] [ctrl]]
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146955;Amelie;

[19:08] [ctrl|] &lt;&lt; styrelsen Meda
[19:08] [ctrl|] nvm var fel person d&#228;r

[19:26] [ctrl]] 39482; sven

‘|“‘||‘| ‘|||‘!

[20:34] [ctrl]|] 252499;Nicholas;

AStOor; rorororo
Session Time: Fri Jun 07 00:00:00 2013
01[13:45] [net2] http://tipsvilla.wordpress.com/2011/11/05/hacking-
passwords-using-mitm-man-in-the-middle-attack-on-backtrack-5/

56 (84)



Protokoll FK- PM filer i Acronis (gammal backup), 2023-01-13 09:48 diarienr: 5000-K615323-19 60 ‘

| HEMLIG |
01[14:16] [net2] 0702206835
01[14:16] [net2] uppr&#228;ttat 2012-02-02
01[14:17] [net2] faktunummer 3934249212
01[14:17] [net2] skuld till kronl640

01[14:27] [net2] http://www.ipstorming.com/2012/03/12/man-in-the-
middle-a-practical-case/

[14:30] [ctrl]|] http://www.securitytube.net/video/1783
Session Time: Sat Jun 08 00:00:00 2013
Session Time: Sun Jun 09 00:00:00 2013

02[00:26] * ctrl| (~plopp@sthl-office.secrecy.se) Quit (Ping timeout:
610 seconds )

02[00:33] * @net2 (~net2 @sthl-office.secrecy.se) Quit (Ping timeout:
610 seconds )
Session Close: Sun Jun 09 00:33:19 2013

Objekt 24 — mIRC-kommunikation
Objektet dr en loggfil tillhorande chattapplikationen mIRC.

Session Start: Mon May 13 17:02:43 2013
Session Ident: fsecrecy

03[17:02] * Now talking in f#secrecy
[17:02] [ctrl]]

108470; £i1iphammar; Filip QN
(e —

03[17:02] * ctrl| sets mode: +0 net2
[17:03] [ctrl]]

224333; 7111 p

|I|| |““I||I||'ll

hotmail.com;;
;Liding&#246;;;m;1978;0;0;0;
[18:00] [ctrl]]
190836, j ap - 2 i | . Cort;  ; Stockh
olm;;m;1978;0;0;0;
01[18:01] [net2] bdc0300fcd4c55caaddeef04772b074£0
[18:09] [ctrl]]

2871 1 )
N < 6/ 11440 ; STOCKHOLM; 197709~

17;0380;0

Session Time: Tue May 14 00:00:00 2013
Session Time: Wed May 15 00:00:00 2013
Session Time: Thu May 16 00:00:00 2013
Session Time: Fri May 17 00:00:00 2013
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Session Time: Sat May 18 00:00:00 2013
Session Time: Sun May 19 00:00:00 2013
Session Time: Mon May 20 00:00:00 2013
Session Time: Tue May 21 00:00:00 2013
Session Time: Wed May 22 00:00:00 2013
Session Time: Thu May 23 00:00:00 2013
Session Time: Fri May 24 00:00:01 2013
Session Time: Sat May 25 00:00:00 2013
Session Time: Sun May 26 00:00:01 2013
Session Time: Mon May 27 00:00:00 2013
Session Time: Tue May 28 00:00:01 2013
Session Time: Wed May 29 00:00:00 2013

02[11:53] * @ctrl| (~plopp@sthl-office.secrecy.se) Quit (Quit: the
ctrl is gone, long live chaos. )

03[12:08] * ctrl]| (~plopp@sthl-office.secrecy.se) has joined #secrecy
[12:08] [ctrl]]
http://open.spotify.com/user/ctrl/playlist/2wNOIfLgbn70bga893JLKQ

02[22:50] * ctrl| (~plopp@sthl-office.secrecy.se) Quit (Quit: the
ctrl is gone, long live chaos. )

Session Time: Thu May 30 00:00:01 2013

03[00:25] * ctrl]| (~plopp@sthl-office.secrecy.se) has joined #secrecy
Session Time: Fri May 31 00:00:00 2013
[13:56] [ctrl|] wget -TO -O /tmp/ikbkort-runagents.out
&quot;http://kort.ikanobanken.se/tools/runagenttask.php?ID=1&quot;

Session Start: Mon Jun 03 19:21:31 2013
Session Ident: fsecrecy
03[19:21] * Now talking in #secrecy
03[19:21] * irc.swepipe.se sets mode: +nt
03[19:21]1 * ctrl]| (~plopp@sthl-office.secrecy.se) has joined #secrecy
01[19:21] [net2]
http://www.cl.cam.ac.uk/~sjm217/papers/fc09%9optimised.pdf
[20:03] [ctrl|]
http://www.nordea.se/sitemod/upload/root/content/nordea se/privat/inte
rnet och telefon/filer/omx.pdf
Session Time: Tue Jun 04 00:00:01 2013
[15:14] [ctrl|] Jj3w34vg
[15:14] [ctrl]|] 577sivagn
Session Time: Wed Jun 05 00:00:00 2013
Session Time: Thu Jun 06 00:00:00 2013
[17:56] [ctrl]]

’

iy
~J
~J
~J
~J
=

) Staffan
Land&#233;n;412%e47a2bla%9b20ead49ce86fc8bd4c4l &lt; chefsrevisor alfa
laval

[18:14] [ctrl]|] --

[18:14] [ctrl]]

1007461;

[18:14] [ctrl|] &lt;&lt; assa abloy styrelse
[18:16] [ctrl|] 213653;Carolina;{  D
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G (- 5:4:8cd4c97833Fdf74427¢2dd97cd

[18:16] [ctrl|] &lt;&lt; extern firmatecknare assa abloy
[18:18] [ctrl|] 45066;Benny

[18:18] [ctrl|] &lt;&lt; styrelseledamot astrazeneca.. fr&#229;n
lastbrygans db
[18:18] [ctrl]]
1140192

G /cc6531f0aed7faa66bd25c26fab9358
[19:08] [ctrl|] &lt;&lt; styrelsen Meda
[19:08] [ctrl|] nvm var fel person d&#228;r

[19:26] [ctrl]] 39482; sven

|||||‘|““ ‘ ‘ ‘

;123456
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[20:28] [ctrl|] 108825;Jack;

Astor;rorororo

Session Time: Fri Jun 07 00:00:00 2013

01[13:45] [net2] http://tipsvilla.wordpress.com/2011/11/05/hacking-
passwords-using-mitm-man-in-the-middle-attack-on-backtrack-5/
01[14:16] [net2] 0702206835

01[14:16] [net2] uppr&#228;ttat 2012-02-02

01[14:17] [net2] faktunummer 3934249212

01[14:17] [net2] skuld till kronl640

01[14:27] [net2] http://www.ipstorming.com/2012/03/12/man-in-the-
middle-a-practical-case/

[14:30] [ctrl]|] http://www.securitytube.net/video/1783
Session Time: Sat Jun 08 00:00:00 2013
Session Time: Sun Jun 09 00:00:00 2013

02[00:26] * ctrl| (~plopp@sthl-office.secrecy.se) Quit (Ping timeout:
610 seconds )

02[00:33] * @net2 (~net2 @sthl-office.secrecy.se) Quit (Ping timeout:
610 seconds )
Session Close: Sun Jun 09 00:33:19 2013

Objekt 25 — mIRC-kommunikation
Objektet dr en loggfil tillhérande chattapplikationen mIRC.

Session Start: Mon Aug 26 14:13:38 2013
Session Ident: #secrecy
02[14:13] * Disconnected
02[14:14] * Attempting to rejoin channel #secrecy
[14:14] [toscal] ldfgldrfgl
03[14:14] * ytril (~xxx@194.45.66.66) has joined #secrecy
03[14:14] * Rejoined channel #secrecy
[14:14] [toscal] fdg
[14:14] [toscal] fdg
[14:14] [toscal] [14:07] [tosca] So hi.. nice to meet you! We have
common friends in Sweden and they recommended you
[14:14] [toscal] [14:07] [Terry] got a call with some little problem,
it doesn&#39;t take so long to install an addon
[14:14] [toscal] [14:07] [tosca] ok no problem

[14:14] [toscal] [14:08] [tosca] we are here for another couple of
hours at least so take your time

[14:14] [toscal] [14:08] [tosca] or did you mean earlier?

[14:14] [toscal] [14:07] [tosca] So hi.. nice to meet you! We have
common friends in Sweden and they recommended you

[14:14] [toscal] [14:08] [Terry] yeah, nice to meet you too. so

theres&#39;re two of you?

[14:14] [toscal] [14:07] [Terry] got a call with some little problem,
it doesn&#39;t take so long to install an addon

[14:14] [toscal]l [14:07] [tosca] ok no problem

[14:14] [toscal] [14:08] [tosca] we are here for another couple of
hours at least so take your time
[14:14] [toscal] [14:08] [tosca] or did you mean earlier?
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[14:14] [toscal] [14:08] [Terry] yeah, nice to meet you too. so
there&#39;re two of you?

[14:14] [toscal] [14:08] [tosca] well we are more but two of us in
here

[14:14] [toscal] [14:08] [tosca] well we are more but two of us in
here

[14:14] [toscal] [14:09] [Terry] I&#39;ve fixed the problem already,
during the past half an hour.
[14:14] [toscal] [14:09] [Terry] I&#39;ve fixed the problem already,
during the past half an hour.
[14:14] [toscal] [14:09] [tosca] oh I see
[14:14] [toscal] [14:09] [tosca] oh I see
[14:14] [toscal] [14:09] [tosca] well we need a guy in china that can
help us with checking out some equipment locally, re-packaging it,
etc. 1t&#39;s a pill business.. a future big money operation which
means a good opportunity for you as well if you are interested.
[14:14] [toscal] [14:09] [tosca] well we need a guy in china that can
help us with checking out some equipment locally, re-packaging it,
etc. 1t&#39;s a pill business.. a future big money operation which
means a good opportunity for you as well if you are interested.
[14:14] [toscal] [14:10] [tosca] and the risks, as they are spread out
and very calculated, are quite low in comparison to the possible
revenues.
[14:14] [toscal] [14:10] [tosca] and the risks, as they are spread out
and very calculated, are quite low in comparison to the possible
revenues.
02[15:19] * toscal (~cookies@194.45.66.66) Quit (the ctrl is gone,
long live chaos. )
02[15:19] * toscal (~cookies@194.45.66.66) Quit (the ctrl is gone,
long live chaos. )
03[15:20] * ctrl (~plopp@sthl-office.secrecy.se) has joined #secrecy
03[15:20] * ctrl (~plopp@sthl-office.secrecy.se) has joined #secrecy
[15:36] [ctrl] det &#228;r ocks&#229; ett bra alternativ.. peter
f&e#246;reslog ocks&#229; att vi kan kika p&#229; det
[15:36] [ctrl] det &#228;r ocks&#229; ett bra alternativ.. peter
f&#246;reslog ocks&#229; att vi kan kika p&#229; det
[15:36] [ctrl] f&#246;r riktiga moda g&#229;r ju &#228;nd&#229;
p&#229; uppemot en hundring pillret de med
[15:37] [ctrl] och tullen skiter ju fullst&#228;ndigt i dem
01[15:37] [net2] absolut, g&#228;1ller bara hitta bra leverant&#246;r
[15:36] [ctrl] f&#246;r riktiga moda g&#229;r Ju &#228;nd&#229;
p&#229; uppemot en hundring pillret de med
[15:37] [ctrl] och tullen skiter ju fullst&#228;ndigt i dem
[15:37] [net2] absolut, g&#228;ller bara hitta bra leveranté&#246;r
[15:37] [ctrl] vyep
[15:37] [ctrl] vyep
03[16:47] * tr33 (~tree@sthl-office.secrecy.se) has joined #secrecy
03[16:47] * tr33 (~tree@sthl-office.secrecy.se) has joined #secrecy
02[16:48] * tr33 (~treel@sthl-office.secrecy.se) Quit (Client Quit )
02[16:48] * tr33 (~treel@sthl-office.secrecy.se) Quit (Client Quit )

[17:33] [ctrl] http://dkn255hz262ypmii.onion/
[17:33] [ctrl] http://dkn255hz262ypmii.onion/
[17:33] [ctrl] http://silkroadvb5piz3r.onion
[17:33] [ctrl] http://silkroadvb5piz3r.onion

Session Close: Mon Aug 26 18:12:43 2013

| HEMLIG |

61 (84)



Protokoll FK- PM filer i Acronis (gammal backup), 2023-01-13 09:48 diarienr: 5000-K615323-19 65 ‘

| HEMLIG |

Objekt 26 — mIRC-kommunikation
Objektet dr en loggfil tillhorande chattapplikationen mIRC.

FINDSession Start: Thu Sep 26 22:03:35 2013
Session Ident: f#secrecy
02[22:03] * Disconnected
Session Time: Fri Sep 27 00:00:00 2013
02[12:17] * Attempting to rejoin channel #secrecy
03[12:17] * Rejoined channel #secrecy
03[12:17] * ctrl sets mode: +ps
[12:17] [ctrl] https://www.bitmit.net/en/item/35317-anonymous—eur-or-
gbp-visa-card-with-own-account-no-vcc
[12:18] [ctrl] https://www.bitmit.net/en/item/61977-reloadable-visa-
bank-account-withdraw-money-from-paypal-skrill
[12:18] [ctrl] https://www.bitmit.net/en/item/56260-vrified-paypal-
account-2-years-visa-bank-account-control-panel
[12:18] [ctrl] https://www.bitmit.net/en/item/56850-3-years-physical-
usd-visa-mastercard-your-name-on-it
[12:19] [ctrl] https://www.bitmit.net/en/item/18525-200-prepaid-
vanilla-mastercard-works-worldwide
[12:30] [ctrl] https://www.bitmit.net/en/item/18524-100-prepaid-
vanilla-mastercard-works-worldwide
[12:30] [ctrl] https://www.bitmit.net/en/item/29224-anonymous—-sim-
card-no-roaming-cost-in-the-eu-pay-as-you-go
[12:30] [ctrl] https://www.bitmit.net/en/item/34241-500-ripple-
cryptocurrency-xrp
[12:30] [ctrl] https://www.bitmit.net/en/item/56263-3-years-physical-
gbp-visa-mastercard-your-name-on-it
[12:30] [ctrl] https://www.bitmit.net/en/item/59668-50-skype
[12:53] [ctrl] https://www.bitmit.net/en/item/18524-100-prepaid-
vanilla-mastercard-works-worldwide
[16:23] [ctrl] http://www.skype.com/en/features/online-
number/?intcmp=CS-Upsell-FA256-4
[16:29] [ctrl] &quot;You can have both a subscription and Skype Credit
at the same time [l that way you can use Skype Credit to pay for calls
to countries and mobile phones that are not covered by your
subscription; send text messages; and buy other Skype features such
[16:29] [ctrl] as a Skype Number.é&quot;
Session Time: Sat Sep 28 00:00:00 2013
01[10:58] [net2] mastercard: 5113401970478098, 03/18, cvv 259
01[10:59] [net2] -DID $10
01[10:59] [net2] -skype 180 sek
Session Time: Sun Sep 29 00:00:00 2013
Session Time: Mon Sep 30 00:00:00 2013
02[10:06] * @ctrl (~plopp@sthl-office.secrecy.se) Quit
(efnet.xsd4all.nl hub.efnet.nl )
03[10:26] * ctrl (~plopp@sthl-office.secrecy.se) has joined #secrecy
03[10:26] * hub.dk sets mode: +o ctrl

03[12:15] * tree (~tree@sthl-office.secrecy.se) has joined #secrecy
[12:16] [tree] HO!!

[12:16] [tree] 2st nummer f&#246;r att ringa ut med

[12:16] [tree] 2 st nummer f&#246;r att kunna ta imot med

[12:16] [tree] Org nr till ett vitamin f&#246;retag

[12:16] [tree] Email adress till vitamin f&#246;retaget&#39;

[12:16] [tree] F&#229; 1g&#229;ng secure uppkoppnling med cryp servrar
[12:16] [tree] Betala fabrik i kina. Ca:28,000

03[12:16] * ctrl sets mode: +00 net2 tree

03[12:16] * ctrl changes topic to &#39;Yeeeehaw &#39;
[12:17] [tree] Viktigt!!! tre st Sponkar

[12:17] [tree] f&#229;r inte gl&#246;mma det

[12:17] [tree] OK?
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[12:17] [tree] Spoonkar

02[15:08] * @tree (~treel@sthl-office.secrecy.se) Quit (Remote host
closed the connection )

[17:49] [ctrl] 1KRGZsVUwfaV6kZGJIBYZruKu7dbpXDPiuu

[17:49] [ctrl]
Session Time: Tue Oct 01 00:00:00 2013

[11:36] [ctrl] Sen har han sagt ocks&#229; att han snackat med Allied
[11:36] [ctrl] om &guot;resterande beloppé&quot;?

[11:36] [ctrl] sa inte du det?

[11:48] [ctrl] &quot;alla pengar du tagit fr&#229;n Eva d&#229;, har
du inte betalt telefonr&#228;kningarna med dem?&quot;

[11:49] [ctrl] och min &#228;r betald av evas

[11:50] [ctrl] p&#229;peka att det han s&#228;ger nu 1&#229;ter som en
n&#246;d1&#246;gn eftersom han blivit tagen p&#229; bar g&#228;rning,
varf&#246;r ska vi lita p&#229; det han s&#228;ger?

[11:52] [ctrl] det &#228;r ju pengar som VI jobbat ihop och som vi+han
kommit fram till ska anv&#228;ndas till hyran

[11:52] [ctrl] allt annat att p&#229;st&#229; g&#229;r ju inte att
lita p&#229;

[11:53] [ctrl] &quot;Och hur vet vi att telefonr&#228;kningarna inte
&#228;r betalade med Evas pengar?&quot;

[11:55] [ctrl] Plus att vi inte kan lita pé&#229; det han s&#228;ger
&#228;r sant eftersom han 1j&#246;g till att b&#246;rja med om
storleken p&#229; inbetalningen..

[11:56] [ctrl] Allt annat &#228;r irrelevant egentligen

[12:03] [ctrl] Fré&#229;ga om du beh&#246;ver dra ut kontoutdrag
p&#229; banken eller om du ska lita p&#229; vad han s&#228;ger..
[12:03] [ctrl] s&#228;ger han Jja, f&#246;17 upp och fr&#229;ga om

hyran

[12:04] [ctrl] om han &#228;r helt &#228;rlig, kan han 1&#246;sa
hyran?

01[12:04] [net2] han s&#228;ger at det ska komma in 26k til
[12:05] [ctrl] heh

[12:05] [ctrl] ok

[12:08] [ctrl] Vad fick han siffran 26 fr&#229;n d&#229;7?
[12:10] [ctrl] Inte v&#229;rt prob att han har r&#228;kningar,

pengarna har ju VI tj&#228;nat in

[12:13] [ctrl] &quot;L&#246;s bara hyran s&#229; kan vi snacka mer
sen&quot;

[12:24] [ctrl] uppté&#228;ckt att han inte kommer in p&#229; kontot
[12:24] [ctrl] s&#228;kert

[13:14] [ctrl] http://bloogish.com/285/remote-desktop-microphone—
redirection/

[13:15] [ctrl] http://www.briangirton.org/2013/07/use-microphone-
through-remote-desktop/

[16:04] [ctrl] http://www.alibaba.com/product-
gs/1265189607/aluminum_ foil vacuum packing bags.html?s=p

Session Time: Wed Oct 02 00:00:01 2013

01[12:58] [net2] 60623@didlogic.com / kuken2000
01[12:58] [net2] nr: 46852500277

01[13:00] [net2] .....

01[13:00] [net2] .....

01[13:01] [net2] 23658@didlogic.com / kuken2000
01[13:01] [net2] nr: 46218138053

Session Time: Thu Oct 03 00:00:00 2013

[15:14] [ctrl] http://blockchain.info/api/blockchain wallet api
[15:30] [ctrl] https://github.com/createproblem/bitmessage-php

[15:31] [ctrl] https://bitmessage.org/wiki/API Reference#Remote Access
[15:33] [ctrl] thesellersupport.pastebay.com

[15:33] [ctrl] http://thesellersupport.pastebay.com

[16:12] [ctrl]
https://community.rapid7.com/community/infosec/blog/2012/12/06/skynet-
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a-tor-powered-botnet-straight-from-reddit
Session Time: Fri Oct 04 00:00:00 2013
[11:32] [ctrl] https://www.flashback.org/sp45524976
[11:33] [ctrl] https://www.flashback.org/sp45526200
02[17:39] * @ctrl (~plopp@sthl-office.secrecy.se) Quit (hub.se
irc.swepipe.se )
03[17:40] * ctrl (~plopp@sthl-office.secrecy.se) has joined #secrecy
03[17:40] * irc.swepipe.se sets mode: +o ctrl
Session Time: Sat Oct 05 00:00:00 2013
[15:07] [ctrl] http://www.backtrack-
linux.org/forums/showthread.php?t=50066
[15:08] [ctrl] http://code.google.com/p/reaver—
wps/issues/detail?id=521
[16:15] [ctrl] http://www.youtube.com/watch?v=05SVazsqggGQ
[16:50] [ctrl] https://www.flashback.org/t807109p49
[17:05] [ctrl] http://ow.ly/pwCqg7
[17:14] [ctrl] svn checkout http://fern-wifi-
cracker.googlecode.com/svn/Fern-Wifi-Cracker/
[17:55] [ctrl] http://www.backtrack-
linux.org/forums/showthread.php?t=49294
01[19:59] [net2] http://yr.net/testar/
01[19:59] [net2] varfe&#246;r blir det helt tomt
01[19:59] [net2] n&#229;tt knas med php
[20:00] [ctrl] vad &#228;r det f&#246;r kod?
01[20:00] [net2] Jjcart
01[20:00] [net2] super light weight shopping cart som kanske kan va

ngt

[20:03] [ctrl] n&#229;n cpbugg,

[20:03] [ctrl] kopierade &#246;ver index.php till index2.php
[20:03] [ctrl] d&#229; funkar det

[20:03] [ctrl] kollar loggar sern

[20: 03] [ctrl] *sen

01[20:03] [net2] hmm key

[20:23] [ctrl] hur g&#229;r det med wifikn&#228;ckandet?

[20:24] [ctrl] btw http://www.linuxfromscratch.org/hlfs/ .. 1&#228;tt
att vi bygger v&#229;rt egna s&#228;kra linux OS fr&#229;n grunden med
allt vi beh&#246;ver inbyggd.. och minimalistiskt, rymmas p&#229; ett
usb minne.

[20:25] [ctrl] vi kan t om bygga in virtual machine st&#246;d i den
distron s&#229; vi kan launcha windowsburkar ocks&#229;

[20:25] [ctrl] d&#229; har man allt i fickan, alltid. med diverse
krypterade backups utspridda

[20:25] [ctrl] s&#229; har man sin stationerade dator mer som en docka
f&#246;r det usbminnet

[20:26] [ctrl] verkar inte vara s&#229; j&#228;ttesvéa#229;rt
&#228;rligt talat. :)

01[20:27] [net2] mm 1&#229;ter bra!

[20:27] [ctrl] ja riktigt cps&#228;ker 1&#246;sning

01[20:28] [net2] nja, bara ett n&#228;t som hade klient uppkopplad
men h&#228;nger sig p&#229; typ 60% av singles

01[20:28] [net2] kanske f&#246;r stor fil

01[20:28] [net2] vetti fan

01[20:28] [net2] f&#229;r ta en stor run sen n&#228;r det &#228;r
business hours

[20:40] [ctrl] vyep

[20:48] [ctrl]
rossulbricht;;57a5534c39%e5aa7432aba26e19c60c7£f;;rulbricht@gmail.com
[20:48] [ctrl] hehe

[20:48] [ctrl] ;)

01[20:53] [net2] haha shit, vilken db?

[20:53] [ctrl] mininova :D

01[20:53] [net2] hihi
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[20:53] [ctrl] inte s&#228;kert det &#228;r han men troligtvis
01[20:54] [net2] ge fan 1 att f&#246;rs&#246;ka logga in d&#228;r! ;)
[20:54] [ctrl] haha jad&#229;

01[20:55] [net2] http://yr.net/testar/jcart/server-test.php

01[20:55] [net2] den d&#228;r blir ocks&#229; helt blank

[21:16] [ctrl] heh

[21:16] [ctrl] du

[21:17] [ctrl] virtualbox finns till linux
[21:17] [ctrl] =)

01[21:17] [net2] ah nice

[21:17] [ctrl] sen typ 8 &#229;r tillbaka

[21:18] [ctrl] det &#228;r asnajs f&#246;r d&#229; kan man ha ett fett
nerl&#229;st, minimalistiskt system.. som &#228;r by default
vpn&#39;at 24/7, och virtuella windows och linuxburkar ovanpé&#229;
det..

01[21:18] [net2] ah yes nice

[21:19] [ctrl] typ ett textbaserat linux system. jag r&#228;knade lite
p&#229; det och jag kan nog h&#229;1la 3-4 windows os och 5-6 linux os
1ig&#229;ng samtidigt utan problem.. med i7 o l6gb ram kommer man Jju
fett 1&#229;ngt.. sen raid&#39;ade ocz ssd&#39;s s&#229; &#228;r
allting alltid suuuupersnabbt :D

[21:19] [ctrl] s&#229;6&#229;&#229; sugen att installera om min setup

nu
[21:37] [ctrl] du kan du fixa ett nvpn till mig
[21:37] [ctrl] med btc

[21:38] [ctrl] s&#229; kan jag anv&#228;nda det som grund i min vm
01[21:38] [net2] yes skicka bara btc adress
[23:16] [ctrl] 1sjJSYw9eSdKkQ6VMHBVt2fDbjMKhBiGe
[23:16] [ctrl] 0.3275 BTC
Session Time: Sun Oct 06 00:00:00 2013
Session Time: Mon Oct 07 00:00:00 2013
03[10:58] * tr33 (~tree@109.128.226.217) has joined #secrecy
01[10:59] [net2] ui
03[10:59] * Ytril (~Ytril@130.238.193.211) has joined #secrecy
[10:59] &lt;Ytrilegt; sd
[10:59] &lt;Ytrils&gt; sd
[11:01] [Ytril] sd
[11:01] [Ytril] HkP2qg2!1f5dMHve 7EYxq*iTp78HrkfhBxipO4YjYI
02[11:02] * tr33 (~tree@l109.128.226.217) Quit (Client Quit )
03[11:03] * tr33 (~tree@109.128.165.30) has joined #secrecy
[11:05] [tr33] 1lkls
03[11:08] * ctrl2 (~plopplc-d5dle255.111-1-
64736cl2.cust.bredbandsbolaget.se) has joined #secrecy
[11:09] &lt;ctrl2&gt; tja har ingen nyckel
05[11:09] -ctrl2- DH1080 INIT cbc
tYmafbAlgnSrZ16+5s0KUsgqHgCKeUCHXfalM/3MM6Ni1iW8gdke+fPGd+dypvCijUE78IKSb
50wZXgFUOfFGUUyi0vilGdMxZE1DBHcH/cg/Rnh57ihjKam52yWacliGUy+0L8Sm27P/JK
hXblQ7kHcImwgIIBYyYJWGSFATNoOF4g8FKsZrGyAPA
01[11:09] [net2] mm ok
01[11:10] &lt;@net2&gt; mm ok
[11:10] &lt;ctrl2s&gt; s&#228;tt nyckeln till ngt s&#229; kan vi byta
efter krypt.. eller hmm fredrik i mIRC, g&#229; till Tools-&gt;Scripts
Editoré&gt;File-&gt;Load .. o v&#228;1j mrcpsfish eller vad den heter
[11:10] &lt;ctrl2&gt; d&#229; kan vi har kryptade pmchatt
[11:11] &lt;ctrl2&gt; tror mcrpsboard.mrc ocks&#229;.. de ligger
d&#228;r du zippade upp mircryption mappen s&#229; troligtvis i mirc-
mappen
[11:11] [Ytril] eller vi ses 1 #hellohello s&#229; k&#246;r vi p&#229;
en nyckel vi b&#229;da vet..
01[11:13] &lt;@net2&gt; oj crypt
[11:13] &lt;ctrl2s&gt; sen n&#228;r du gjort det kan du
h&#246;gerclicka p&#229; mitt nick i listan o vé&#228;1ja MIrcryption
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McpsFishDH Keyexchange (den f&#246;rsta) s&#229; b&#246;r ett kryptad
privat f&#246;nster &#246;ppnas.. eventuellt beh&#246;ver du starta om
01[11:13] &lt;@net2&gt; g&#229; in i #hellohello
[11:14] &lt;ctrl2sagt; k
[11:14] &lt;ctrl2sgt; s&#229;g du vad jag skrev ovan?
[11:14] &lt;ctrl2eagt;
[11:14] [Ytril] yes, men vi k&#246;r nyckel p&#229; denna kanal till
v&#229;rt banliga standardpass
[11:14] &lt;ctrl2&gt; tar 1l0sec och s&#229; har vi inte bara nu utan
fram&#246;ver ett bra s&#228;tt att utbyta nycklar.
[11:14] [Ytril] ah ok
[11:14] [Ytril] hold
01[11:14] &lt;@net2&gt; fuck cru&#229;t igen haha
[11:15] &lt;ctrl2&gt; ser inte vad du skriver peter, jag har ingen
kryptonyckel. d&#228;rf&#246;r jag skrev ovanf&#246;r ett s&#228;kert
s&#228;tt att byta nyckel vi kan anv&#228;nda
[11:15] &lt;ctrl2&gt; om net2 laddar in mrcpsfish o mrcpsboard .mrc
filerna.. enligt ovan instruktion.. kan vi &#246;ppna ett p2p-kryptat
chattf&#246;nster o byta nyckel
01[11:16] &lt;@net2&gt; ok laddat in
02[11:22] * ctrl2 (~plopp@c-d5dle255.111-1-
64736cl2.cust.bredbandsbolaget.se) Quit

[11:23] [tr33] 12TN7zZiT1AdLS4sjgDnKLcLbp4abWiQPLj
[11:45] [Ytril] fg
[11:46] [tr33] kina,
[11:46] [tr33] terry mirc kanal /j #redroom
[11:46] [tr33] email,
[11:46] [tr33] fabrik epost
[11:46] [tr33] leveranser,
[11:46] [tr33] blackburn track nr
[11:46] [tr33] Terry track nr
[11:46] [tr33] tele nr webb adress
[11:46] [tr33] namn p&#229; best&#228;1llare
[11:46] [Ytril] ytril.goden@yahoo.com / FUCKy3s!!!
[11:46] [Ytril] mail crypt: H9h8hsdyyy
[11:47] [Ytril] 7-zip archive
[11:49] [Ytril] LUDIPRESS TRACKING:
]

[11:49] [Ytril
http://www.dpd.co.uk/tracking/quicktrack.do?search.consignmentNumber=5
996552431&amp; search.searchType=l6&amp; search.javascriptValidated=0&am
p;appmode=guest
[11:49] [Ytril] DHL TRACKING:
[11:49] [Ytril]
http://www.dhl.com/content/g0/en/express/tracking.shtml?brand=DHL&amp;
AWB=8938839066%0D%0A
[12:08] [Ytril] https://blink.sipthor.net/download.phtml?download
02[12:37] * tr33 (~tree@109.128.165.30) Quit (Remote host closed the
connection )
03[12:38] * tr33 (~tree@109.129.180.50) has joined #secrecy

[12:39] [tr33] 170cgKX5cUgilLetlTcTunAjn4StjuUyTdFEL
[12:40] [tr33] 1D4ZmRBpjLfeBDREkQwogpwJUVmM15NZpQZ
[12:40] [tr33] 18wyufj72nSFxzNE54J5ndQJhjaXT8yk5V
[12:40] [tr33] 13gSFFAQZpJ3qyUmEU9JW3Li4B8iwxcdT8

01[12:43] &lt;@net2&gt; nr: 46852500277

01[12:43] [net2] d

01[12:43] [net2] nr: 46852500277

01[12:44] [net2] 46218138053

02[12:56] * tr33 (~tree@109.129.180.50) Quit (Ping timeout: 480
seconds )

[13:12] [Ytril] d

03[13:12] * tr33 (~tree@109.129.207.154) has joined #secrecy
[13:12] [Ytril] nsgroupsweden@outlook.com / 977HHHgg!

66 (84)



Protokoll FK- PM filer i Acronis (gammal backup), 2023-01-13 09:48 diarienr: 5000-K615323-19 70 ‘
| HEMLIG |
[13:12] [Ytril] Nutrients Supplements Group Sweden AB
[13:12] [Ytril] ORG.NR: 556806-2896
[13:12] [Ytril] BERGSUNDS STRAND 35 A
[13:12] [Ytril] 117 38 Stockholm
[13:12] [Ytril] Stockholms 1&#228;n
[13:12] [Ytril] Raduica, Marius Nicolae
[13:15] [Ytril] jhenley74@outlook.com
[13:15] [Ytril] h3nh3n***
01[13:18] [net2] 60623@didlogic.com / kuken2000
01[13:18] [net2] 23658@didlogic.com / kuken2000
01[13:20] [net2] sip.didlogic.net
01[13:30] [net2] [11:20] [ctrl2] Username: ardpustf
01[13:30] [net2] [11:20] [ctrl2] Password: bx62rz8j

02[13:33] * tr33 (~tree@109.129.207.154) Quit (Remote host closed the
connection )
03[13:37] * tr33 (~tree@185.19.85.143) has joined #secrecy
[13:37] &lt;tr33&gt; sd
02[13:52] * tr33 (~tree@185.19.85.143) Quit
03[13:54] * tr33 (~tree@185.19.85.143) has joined #secrecy
02[14:02] * tr33 (~tree@185.19.85.143) Quit (Ping timeout: 480
seconds )
01[14:22] [net2] https://www.flashback.org/t2202460pl11
[14:50] [ctrl] simon@crypton
[15:13] [ctrl] http://www.tunngle.net/index.php?l=en
03[15:13] * tr33 (~tree@185.19.85.143) has joined #secrecy
[15:14] [ctrl] http://www.tunngle.net/index.php?l=en
[15:43] [tr33] http://www.ieee-security.org/TC/SP20...s/4977a080.pdf
02[15:44] * Ytril (~Ytril@130.238.193.211) Quit (Ping timeout: 240
seconds )
[15:45] [ctrl] http://www.lieee-
security.org/TC/SP2013/papers/4977a080.pdf
[15:45] [ctrl] http://www.leee-
security.org/TC/SP2013/papers/4977a080.pdf
Session Close: Mon Oct 07 15:47:16 2013

Objekt 27 — mIRC-kommunikation
Objektet dr en loggfil tillhérande chattapplikationen mIRC.

Session Start: Wed Aug 03 12:40:02 2011
Session Ident: #gp-data

02[12:40] * Disconnected
Session Time: Wed Aug 03 00:00:00 2011

Session Start: Thu Aug 04 00:25:16 2011

Session Ident: #gp-data

03[00:25] * Now talking in #gp-data

03[00:25] * Topic is &#39;borde ha 400k nu. F&#229;r se om 24 timmar.
&#39;

03[00:25] * Set by hithron!'hithron@staff.goldenpirates.org on Wed Jul
20 03:47:09

01[00:25] [Fredddiii] hello? loggades ut fr&#229;n irc, har det sagts
ngt intressant? Har varit lite busy, nu e jag back!

00:46] [hithron] $4483.00 kommer den 10:e
[hithron] $4544.00 den 25:e
[hithron] ska vi testa http://imlive.com/?
[hithron] 600 models online i g&#229;r n&#228;r jag tittade
[hithron] brb donken

01[00:48] [Fredddiii] ok cool
[01:51] T[hithron] back
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[01:53] [hithron] Fredddiii kvar?

till kontoret, bbiab
01[13:26] [Fredddiii] nu e Jjag h&#228;r..
[15:01] [hithron] go morgon =)
01[15:01] [Fredddiii] =)
[15:02] [hithron] ska vi testa iamlive eller cams.com igen?

enda betalande user pé&#229; en vecka eller hur var det
dom verkar Ju &#228;nd&#229; ha r&#228;tt mkt trafik hmm
har ju dock betyyydligt mkt mer

nere typ 2 veckor nu ju
01[15:06] [Fredddiii] minst
[15:06] [hithron] tomtar

han inte, men jag

01[15:08] [Fredddiii] f&#246;1jer med honom till bankkontoret o
fe#246;rs&#246;ker 1&#246;sa det p&#229; plats.. m&#229;ste fan
g&#229; om jag g&#229;r i god f&#246;r honom

[15:09] [hithron] meck
01[15:10] [Fredddiii] yepp, tror nog dock vi kan 1&#246;sa det,
&#228;r bra kund p&#229; mitt SEB kontor

s&#228;ga att de s&#228;tter in

&#246;gonen p&#229; oss..

[15:10] [hithron] kommer bli en bra m&#229;nad end&#229; =)
01[15:10] [Fredddiii] aya, vi testar i morrn o ser

02[16:09] * @hithron (shawbo@c-b44670d5.012-12-
6b6c6dl.cust.bredbandsbolaget.se) Quit (Ping timeout: 492 seconds

01[19:36] [Fredddiii] jusnwalgmail.com
01[19:38] [Fredddiii] support@fineelectronicsshop.com
02

504 seconds )

[19:42] [ctrl||] darewar@gmail.com
[19:44] [hithron ] Oo

[19:45] [ctrl]|]|] :D

[19:45] [ctrl]||] vi meckar.

01[20:10] [Fredddiii] http://www.ioffer.com/i/amazon-com-gift-
certificate-475111562

01[21:24] [Fredddiii] hithron, har en kille som kan k&#246;pa

sk&#246;nt att f&#229; in lite anonym cash till paypal vi kan
anv&#228;nda till dom&#228;ner, amazon accounts osv..
[21:25] [hithron ] yes
[21:25] [ctrl]||] do it
01[21:25] [Fredddiii] cool
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01[10:41] [Fredddiii] good morning.. ska rulla ett &#228;rende sen

01[15:04] [Fredddiii] hmm.. hur gick cams senast.. blidde det inte
01[15:05] [Fredddiii] imlive har jag aldrig hé&#246;rt talas om men
01[15:06] [Fredddiii] ungef&#228;r like mkt som cams.com.. livejas

01[15:06] [Fredddiii] wvafan h&#229;1ller fulltilt pé&#229; med, vart

[15:10] T[hithron] i v&#228;rsta fall f&#229;r vi skicka tillbaka och

01[15:10] [Fredddiii] japp, vill ju helst inte kontakta livejas om
det inte &#228;r absolut né&#246;dv&#228;ndigt, vill ju inte f&#229;

03[16:46] * hithron (~sunknown@213.232.200.195) has joined #gp-data

19:39] * hithron (~sunknown@213.232.200.195) Quit (Ping timeout:

en

01[15:08] [Fredddiii] swedbank ringde v&#229;r goalie (hampus) idag o
sa att dom inte kan ta emot checken.. s&#229; han gick o fick tillbaks
den.. han ska g&#229; med den till SEB i morrn, d&#228;r kommer det
itne g&#229; utan att man &#228;r bra kund hos dom , och det &#228;r

01[15:08] [Fredddiii] om dom &#228;r okej med det tar det 5 bankdagar

[20:17] [ctrl]||] http://www.herbalaire.com/shop.htm

[20:24] [ctrl]||] http://omaha.olx.com/ebay-account-for-sale-almost-10-
years-0ld-850-positive-feedback-99-9-8500-1id-5352572

[20:26] [ctrl]||] http://www.lobbay.com/

[20:26] [ctrl]||] http://www.amiga.org/forums/showthread.php?t=53337
[20:48] [ctrl||] usacellnumbers.com

f&e#246;r 65% av value till paypal.. Ska vi s&#228;1ja av lite? Kan va
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[21:26] [hithron ] han kan inte anvé&#228;nda westerunion? s&#229; kan
vi s&#228;1ja 1 slutet p&#229; m&#229;naden s&#229; vi var lite pengar
i egna fickor?

01[21:27] [Fredddiii] fre&#229;gade det, gick icke..

01[21:27] [Fredddiii] men vi kan ju s&#228;1ja av typ 1000 dollars
till honom s&#229; f&#229;r vi in 650, vilket vi direkt kan
anv&#228;nda till fler amazonkonton samt proxies

01[21:28] [Fredddiii] fast vi behé&#246;ver inte fler amazonkonton
va..?

01[21:28] [Fredddiii] hehe

01[21:28] [Fredddiii] om vi tar sikte pé&#229; 600-700/konto
ist&#228;1llet f&#246;r 400 som vi r&#228;kna p&#229; tidigare...

01[21:28] [Fredddiii] sté&#228;mmer det att vi har typ 250
amazonkonton?

[21:28] [hithron ] japp det r&#228;cker ser det ut som.

01[21:29] [Fredddiii] d&#229; kan vi ju till och med &#246;ka
trafiken...

[21:29] [hithron ] 200, har bara 200 proxys

01[21:29] [Fredddiii] ah ok
[21:29] [hithron ] kan 1&#228;gga in resten men d&#229; m&#229;ste
n&#229;gra f&#229; samma proxy

01[21:29] [Fredddiii] mm ok, vi kan avvakta

01[21:30] [Fredddiii] 200 konton g&#229;nger 600 dollars blir ju
$120.000 / m&#229;nad
[21:31] [hithron ] ja =)

01[21:32] [Fredddiii] hehe

02[21:32] * GoldenRic (shap@goldenpirates.org) Quit (Ping timeout:
240 seconds )

[21:32] [hithron ] jaga tror till och med att vi kan &#246;ka trafiken
r&#228;tt mycket

01[21:32] [Fredddiii] japp, l&#228;tt
[21:33] [hithron ] men &#228;r vi s&#228;ker p&#229; att vi kan
g&#246;ra av med allt?

01[21:33] [Fredddiii] jad&#229;.. gift cardsen expirerar Jju aldrig..

02[21:33] * @GoldenDic (shap@goldenpirates.org) Quit (Ping timeout:
240 seconds )

01[21:33] [Fredddiii] jag menar, vi kan kr&#228;nga av snabbt som fan
f&e#246;r 50% om det skulle krisa
[21:33] [hithron ] ska jag d&#229; 1&#228;gga till de tv&#229; riktigt
stora sidorna jag har?

01[21:33] [Fredddiii] en av dem kanske....? =)

01[21:34] [Fredddiii] o k&#228;nna hur det k&#228;nns...

03[21:34] * GoldenRic (deadly@goldenpirates.org) has joined #gp-data

01[21:34] [Fredddiii] hihi

01[21:34] [Fredddiii] sen med lite anonyma pengar p&#229; paypal kan
vi b&#246;rja kika p&#229; en helt anonym setup...

03[21:34] * GoldenDic (deadly@goldenpirates.org) has joined #gp-data

01[21:34] [Fredddiii] efter det kan vi trycka p&#229; den stora
knappen

01[21:34] [Fredddiii] ojojo]

01[21:35] [Fredddiii] $$$
[21:40] [hithron ] ?=
[21:40] [hithron ] =)

01[21:40] [Fredddiii] hehe bara t&#228;nkte p&#229; hur mkt cash det
blir..

[21:41] [hithron ] ké&#228;nns overkligt &#228;n s&#229; 1&#228;nge

01[21:41] [Fredddiii] hehe ja

01[21:41] [Fredddiii] men det b&#246;rjar k&#228;nnas mer o mer
verkligt..

01[21:46] [Fredddiii] bra att etablera lite olika kontakter som kan
k&#246;pa lite bulk.. 65% kan ju &#228;nda va okej om vi kan f&#229;
ut pengarna smidigt.. iaf till en b&#246;rjan s&#229; vi kan bli av
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med allt.. ska hé&#246;ra om judefans kontakt kan k&#246;ra wire om han
f&#229;r k&#246;pa f&#246;r 65% (?)

01[21:47] [Fredddiii] med né&#229;gra s&#229;dana olika kontakter samt
sitta o dropshippa lite etc sj&#228;1lva s&#229; borde vi kunna
oms&#228;tta hur mkt som helst.,

[21:47] [ctrl||] tja varf&#246;r inte.. om vi kan netta en $100k
fr&#229;n amz varje m&#229;nad och s&#228;1ja av allt f&#246;r 65%
blir det ju &#228;nd&#229; 400 000+ kr /m&#229;nad innan avgifter
[21:48] [ctrl]|] ser inte varfé&#246;r vi inte skulle kunna dra in en
100k SEK vardera per m&#229;nad.. om vi t om lyckas ta in det vitt och
skattar blir det ju &#228;nd&#229; en 1&#246;n p&#229; 50-60 tusen =)

[21:48] [ctrl||] brb

01[21:48] [Fredddiii] yepp =)

[21:53] [ctrl||] https://flippa.com/2625355-trafficked-established-
well-known-profitable-website-niche-leader

[21:54] [ctrl||] typ s&#229;na ska vi k&#246;pa ett par stk per
m&#229;nad =)

[21:54] [ctrl]||] sen om ett halv&#229;r har vi siter som genererar en
$40k+/m&#229;nad helt vitt

[21:54] [ctrl]||] jag ser en ljus framtid boys =)

01[21:54] [Fredddiii] oh yes =)

[21:55] [ctrl]||] https://flippa.com/2619018-dreamholidays-com-pr3-
premium-travel-domain

[21:56] [ctrl]||] den typen av siter ocks&#229;.. bra dom&#228;ner

liksom som vi kan vidareutveckla

[22:24] [hithron ] =)

[22:28] [ctrl]|]
http://www.aa.com/i18n/reservations/paymentOptions/main.jsp
[22:38] [ctrl]||] https://cms.paypal.com/se/cgi-
bin/marketingweb?cmd=_ render-
contenté&amp; content ID=marketing se/stores new

[22:48] [ctrl]||] [18:30] [hithron] louisa2995@hotmail.com .. 799.58

Wo6J6-3LMXH6-QDBP

[22:48] [ctrl||] [18:30] [ctrl]||] geraldine9250@hotmail.com .. $325.34
54KA-HXS9MN-MBGF

[22:48] [ctrl||] [18:31] [ctrl]||] arnettel912@hotmail.com .. $209.66
2DXB-2A522G-NNER

[22:48] [ctrl||] [18:31] [ctrl||] evangelinel728@hotmail.com

$267.62 .. TQ2H-BTPFLC-6FK4

[22:48] [ctrl]|]|] [18:29] [ctrl]||] velma5968@hotmail.com .. $529.79

6HYM-7ARJIJNV-ARKY9

[22:48] [ctrl||] [18:43] [ctrl||] samstephensol231@hotmail.com

$67.51 .. TMZ5-MYM48W-RH7F

[22:48] [ctrl]||] [18:43] [ctrl||] sheldonnolanll27@hotmail.com

$52.56 .. YTXY-Z83GRH-AXHQ

[22:48] [ctrl||] [18:47] [hithron] howarddavids924@hotmail.com

$54.35 .. CZDF-5ZWF4C-YLTR

[22:48] [ctrl||] there u go

[22:51] [ctrl]||] http://www.hotelopia.com/

[22:51] [ctrl]||] http://www.hotwire.com/

02[22:52] * GoldenDic (deadly@goldenpirates.org) Quit (Ping timeout:
240 seconds )

[22:52] [ctrl]||] http://www.hotwire.com/helpcenter/payment-
billing/paypal/index.Jjsp

03[22:53] * GoldenDic (deadly@goldenpirates.org) has joined #gp-data
01[22:54] [Fredddiii]
https://signup.expediaaffiliate.com/affiliate/signup/stepOne. jsp?added

By=m01l&amp;

[22:54] [ctrl]||] http://www.venere.com/

[22:57] [ctrl]||] http://www.agoda.com/

[23:04] [ctrl]||] hithron vi har hittat massa siter som tar paypal
f&#246;r flygthotell :) s&#229; det blir mkt resande f&#246;r oss i
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framtiden haha

[23:04] [hithron ] lol

[23:05] [ctrl]|] om vi s&#228;1ljer av en 100k i m&#229;naden till 65%
s&#229; har vi ju 400k SEK att br&#228;nna i m&#229;naden.. s&#229;
lite lyxtripper m&#229;ste det ju bli

[23:05] [ctrl]||] kanske lyxvilla p&#229; bahamas i tre veckor? s&#229;
kan vi sitta och filosofera, r&#246;ka p&#229; och k&#228;ka gott.. o
planera business

[23:05] [hithron ] haha

[23:05] [ctrl|]|] =)

[23:05] [hithron ] skulle inte vara fel

[23:05] [ctrl||] n&#228; verkligen inte

[23:36] [ctrl]|]
http://www.agoda.com/asia/thailand/bangkok/lebua at state tower hotel.
html

[23:37] [ctrl||] Tower club 3 bedrooms lebua suite .. 854 usd per natt
[23:37] [ctrl]||] :P

01[23:41] [Fredddiii] hithron, ska vi ta o 1&#228;gga till en av de
d&#228;r stora sidorna d&#229;? =) vps:en klarar av myyycket mer iaf
s&#229; d&#228;r finns ingen flaskhals..

[23:42] [hithron ] haha nu har ni taggat till =)

[23:42] [ctrl]||] haha

[23:42] [ctrl]||] ja fan, vi vill ju f&#229; ut en 100k i giftcards per

m&#229;nad i &#229;r.. iaf lagom till jul :D s&#229; man kan ta en fet
trip till Bahamas eller né&#229;tt o slappa d&#228;r i n&#229;gra

veckor..
[23:43] [ctrl||] du f&#229;r ta o ragga upp en ny tjej hithron,
s&#229; kan vi ta med oss v&#229;ra respektive ocks&#229; =) bara

flasha lite pengar d&#228;r nere i kalmar s&#229; f&#229;r du v&#228;1
en studentbrud r&#228;tt snabbt haha

[23:43] [ctrl||] fan vad kul vi kommer ha det kommande &#229;ret
h&#246; rrni.
[23:44] [ctrl||] hithron man kan ju fixa paypal debit card

mastercard) :D fatta!
23:44] [hithron ] Oo

(

[

[23:44] [ctrl||] om vi har $50k USD pé&#229; kontot per m&#229;nad..
[23:44] J[ctrl]||] :D

[23:44] [ctrl]|]|] sinnes

01[23:44] [Fredddiii] hihi

[23:45] [ctrl]||] livet ser j&#228;vla bra ut nu. """

06[23:45] 6[*] ctrl|| ska n&#246;jessurfa p&#229; lite hotell -
&amp; resesajter en stund nu

[23:47] [ctrl||] hmm undrar om man kan fixa ett verified paypal konto
med paypal debit card via bhw? f&#246;r en liten summa pengar.. det
vore ju guld att fixa s&#229; snart som m&#246;jligt.. s&#229; kanske
vi kan s&#228;1ja av de $20k i gift cards vi f&#229;r nu i augusti
(var v&#228;1 n&#229;tt s&#229;nt?)

[23:47] [ctrl]||] och f&#229; ut en 10-12k som vi kan spendera glatt :P
[23:48] [ctrl]|] kan man ju ta ut fr&#229;n bankomat med ocksé&#229; ..
$400 per dag samt spending limit p&#229; $3000.. man kanske kan fixa
s&#229; vi har varsitt s&#229;nt konto?

01[23:48] [Fredddiii] ja det borde ju g&#229;.. kikar lite p&#229;

BHW

[23:48] [ctrl]||] cool do it

[23:48] [ctrl||] hithron du f&#229;r flytta upp till sthlm snart :(
[23:48] [ctrl]]|] dela kontor med oss

[23:49] [hithron ] mm, har té&#228;nkt lite p&#229; det eftersom de

flesta av mina kompisar &#228;r d&#228;r.

[23:49] [hithron ] men d&#229; m&#229;ste jag fixa 1&#228;genhet och

shit.

[23:49] [ctrl]||] aa men det 1&#246;ser sig n&#228;r pengarna rullar..
01[23:49] [Fredddiii] do it! s&#229; fort det b&#246;rjar rulla in
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[23:49] [ctrl]||] andrahand 1 ett &#229;r, sen under tider sparar du en
100k+ i cash s&#229; k&#246;per du ett f&#246;rstahands sen

01[23:50] [Fredddiii] sitter vi alla pé&#229; sama kontor f&#229;r vi
sjukt mkt gjort

[23:50] [ctrl]|] eller kanske 200k+ i cash..

[23:50] [ctrl]||] ja absolut. s&#229; f&#229;r vi ansté&#228;11a
n&#229;n pingla som f&#229;r springa &#228;renden och g&#246;ra kaffe
&#229;t oss.

[23:50] [ctrl||] s&#229; som det ska va =)

[23:50] [hithron ] haha

[23:50] [hithron ] 1&#228;tt

[23:50] [ctrl|]|] =)

02[23:51] * GoldenRic (deadly@goldenpirates.org) Quit (Ping timeout:
240 seconds )

01[23:51] [Fredddiii] 1&#39;m out, sticker bort &#246;ver helgen, tbx
s&#246;ndag lr m&#229;ndag!

02[23:52] * GoldenDic (deadly@goldenpirates.org) Quit (Ping timeout:
240 seconds )

[23:52] [hithron ] okay jag &#246;kar 1l&#228;gger till n&#229;gra
sidor.

[23:52] [ctrl]||] ok cool. ha det g&#246;tt. jag &#228;r h&#228;r iaf..
och kikar &#228;ven p&#229; web@live.se paypalen o kollar n&#228;r
nya-judefan skickat st&#229;lar, s&#229; skickar jag koderna till
honom.

01[23:52] [Fredddiii] grymt ! =)

03[23:52] * GoldenRic (deadly@goldenpirates.org) has joined #gp-data

[23:53] [hithron ] har vi en ny jude? Oo

[23:53] [hithron ] haha

[23:53] [ctrl||] haha ja

[23:53] [ctrl]||] eller han &#228;r s&#228;kert inte jude men.. vi

m&#229;ste ju kalla honom f&#246;r n&#229;got :P
[23:53] [hithron ] hoppas han har lite mer hé&#228;star i hagen.
03[23:53] * GoldenDic (deadly@goldenpirates.org) has Jjoined #gp-data

[23:53] [ctrl]|]|] han har fineelectronicsshop.com och dropshippar mm..
s&#229; han verkar faktiskt vara driftig
[23:54] [ctrl]||] och driftiga personer &#228;r oftast smarta.. han

verkar vilja k&#246;pa r&#228;tt mkt ocks&#229;.. och f&#246;r 65% av
v&#228;rdet via paypal &#228;r det ju riktigt bra.

[23:54] [ctrl||] bra att testa med lite mindre summa nu, s&#229; vet
vi lite mer om han fram&#229;t slutet av m&#229;naden n&#228;r de
stora summorna b&#246;rjar komma in

[23:55] [hithron ] paypal &#228;r s&#229; gay, huxflux s&#229; kan de
ta alla v&#229;ra pengar eller né&#229;got =(

[23:56] [ctrl||] jag har ett amerikanskt aktiebolag som &#228;r
inaktivt men som man enkelt kan aktivera igen f&#246;r en slant..
d&#229; har vi ett 13 &#229;r gammalt bolag med utm&#228;rkt credit

rating som man kan fixa paypalkonto, bankkonto osv p&#229;.. reggat
hos amerikanska

[23:56] [ctrl||] skattemyndigheten o allt.

[23:56] [ctrl||] paypal brukar vara lite f&#246;rsiktigare med att

frysa konton som ser ut att ha schjyssta bolag bakom

Session Time: Fri Aug 05 00:00:00 2011

[00:00] [hithron ] kung det h&#228;r kommer ju 1l&#246;sa sig till slut
[00:00] [ctrl]|]|] japp absolut =)

[00:10] [hithron ] undrar om vi n&#229;gon g&#229;ng kommer f&#229;
sv&#229;rt att fixa trafik

[00:11] ([ctrl]||] ja f&#246;rr eller senare.. men vid den tidpunkten
1&#228;r vi ha k&#246;pt en hel del stora siter sj&#228;1lva

[00:13] [ctrl||] ok drar hem&#229;t nu, ska med sista tunnelbanan..
orka h&#229;11la p&#229; med buss =) &#228;r online hemma lite
ocks&#229; .
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[00:14] [hithron ] okay

01[01:55] [Fredddiii] yo yo , nu kom pengarna in p&#229;
paypalkontot. 8k SEK ungef&#228;r =)

01[01:55] [Fredddiii] d&#229; har vi lite att leka med

paypal vi fick cashen fr&#229;n s&#229; de f&#246;rsvinner kanske,
yeah yeah we&#39;11 see

detta paypal, s&#229; logga inte in utan proxy etc... fyi
01[01:58] [Fredddiii] helt anonymt
01[01:58] [Fredddiii] hithron
01[01:58] [Fredddiii] hithron
01[01:58] [Fredddiii] hehe
02101
240 seconds )
240 seconds )
[02:00] [ctrl||] najs
[02:00] [ctrl]|] ska du inte sova Fredddiii? =)

redbull isté&#228;1let
[02:01] [ctrl]|] haha

[02:09] [hithron ] back

[02:09] [hithron ] nice 8k

[02:09] [ctrl]||] =)

[02:10] [hithron ] har ni t&#228;nkt ut né&#229;got roligt?

01[02:11] [Fredddiii] nj&#228;e.. det r&#228;cker ju till att

lite tid o jobb..
01[02:11] [Fredddiii] hmm annars vette fan

paypal, alertpay osv..

paypal kontot etc

[02:11] [ctrl||] r&#228;cker Ju till en hel del egentligen
[02:11] [ctrl||] vyep

01[02:11] [Fredddiii] grymt att ha anonym cash

[02:12] [ctrl]||] yep perfekt

01[02:13] [Fredddiii] ska h&#229;1la kontaktet med k&#246;paren,
lite tur kanske han kan dra en WU till oss né&#228;sta g&#229;ng

01[02:14] [Fredddiii] hihi japp

01[02:14] [Fredddiii] kan anvé&#228;nda lite av pengarna till att
outsourca att f&#229; upp n&#229;gra bra adult fronter o liknande,
kodjobb om vi behé&#246;ver mm
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01[01:56] [Fredddiii] $799.58 .. W6J6-3LMXH6-QDBP

01[01:56] [Fredddiii] $325.34 .. 54KA-HXS9MN-MBGF

01[01:56] [Fredddiii] $267.62 .. TQ2H-BTPFLC-6FK4

01[01:56] [Fredddiii] $529.79 .. 6HYM-7ARJNV-ARKO

01[01:56] [Fredddiii] $67.51 .. 7MZ5-MYM48W-RH7F

01[01:56] [Fredddiii] $52.56 .. YTXY-Z83GRH-AXHQ

01[01:56] [Fredddiii] $54.35 .. CZDF-5ZWF4C-YLTR

01[01:56] [Fredddiii] &#228;r nu s&#229;1da..

01[01:56] [Fredddiii] PayPal: web@live.se / w3bllv3***

01[01:57] [Fredddiii] S&#229; f&#229;r vi se om det var ett hackat

01[01:57] [Fredddiii] hithon, vi har vart extremt f&#246;rsikta med

:59] * GoldenRic (deadly@goldenpirates.org) Quit (Ping timeout:

02[01:59] * GoldenDic (deadly@goldenpirates.org) Quit (Ping timeout:

01[02:01] [Fredddiii] hihi né&#228;e, blir f&#246;r sent, dricker en

03[02:01] * GoldenRic (deadly@goldenpirates.org) has joined #gp-data
03[02:02] * GoldenDic (deadly@goldenpirates.org) has Jjoined #gp-data

s&#228;tta upp en helt anonym setup med ny vps etc etc, tar ju dock

[02:11] [ctrl]|]|] ja o nya dom&#228;ner, kanske t om fixa nya anonyma

01[02:11] [Fredddiii] k&#246;pa lite grejjer p&#229; BHW, verifierade

[02:13] [ctrl||] nog bra att k&#246;pa ett nytt verifierat paypal o
flytta pengarna ett steg till.. f&#246;r att vara p&#229; s&#228;kra
sidan

01[02:13] [Fredddiii] nu vet han att vi &#228;r seri&#246;sa..
[02:13] [ctrl||] ja f&#229;r vi in en 40-50k p&#229; WU s&#229;..
hehe.. om han nu vill k&#246;pa S$15k+ eller n&#229;tt

[02:14] [ctrl]||] vad trevlig h&#246;st det blir!
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02[02:15] * GoldenRic (deadly@goldenpirates.org) Quit (Ping timeout:
240 seconds )

[02:15] [ctrl||] mm det &#228;r Jju r&#228;tt bra iofs.. 1l&#228;gga
lite pengar pé&#229; freelancerjobb.. slipper hithron eller jag koda
n&#229;got.. och lite designjobb kanske, om vi vill ha upp en fetare
front f&#246;r att megascamma livejasmin :D

01[02:15] [Fredddiii] hehe jepp

[02:16] [ctrl||] egentligen borde vi ju faktiskt t&#228;nka p&#229;
det lite.. fixa en fet front f&#246;r livejasmin.. en site som vi
faktiskt bygger upp riktig trafik till osv.. s&#229; det ser hyfsat
snyggt ut.. sen k&#246;ra p&#229; som fan. vi kanske kan f&#229; en
specialdeal med account manager

[02:16] [ctrl||] s&#229; de k&#246;per all v&#229;r trafik f&#246;r
fast pris per m&#229;nad som vi har p&#229; wide6..

[02:17] [ctrl||] typ dra in en $30k/m&#229;nad bara pé&#229; den
fronten

[02:17] [ctrl]|] :D

[02:17] [ctrl]||] m&#229;nga b&#228;ckar sm&#229;.. fan vi blir ju rika
som f&#229;.

[02:17] [ctrl||] hihi

01[02:18] [Fredddiii] hehe japp

03[02:18] * GoldenRic (deadly@goldenpirates.org) has joined #gp-data
[02:21] [hithron ] haha

[02:21] [hithron ] det b&#228;sta jag h&#246;rt =)

[02:21] [ctrl]|]|] :D

01[02:22] [Fredddiii] wvi skulle kunna outsourca ett bra system
f&#246;r mailhanteringen kanske..

[02:23] [ctrl]||] Jjepp ingen dum id&#233;. hotmail api meck.

01[02:23] [Fredddiii] japp

[02:24] [hithron ] hotmail har inget api tydligen.

01[02:25] [Fredddiii] mm f&#229;r k&#246;ra pop3

01[02:26] [Fredddiii] ett integrerat system som suger ned mail
fr&#229;n alla konton o har koll p&#229; vilka gift cards som kommer
in, listar in dom med belopp mm d&#228;r man kan markera en kod som
&quot; redeemedé&quot; etc etc... ngt s&#229;nt vore najs

01[02:26] [Fredddiii] nu &#228;r det en Jj&#228;vla r&#246;ra hehe
[02:29] [hithron ] yep

[02:38] [hithron ] hur fan fick vi 8k btw?

[02:38] [hithron ] vi hade ju inte ens s&#229; mycket i giftcards?
01[02:38] [Fredddiii] det blev tp $2k, s&#229; 65% av det, $1360, 8k
SEK

01[02:39] [Fredddiii] 8k SEK allts&#229;, inte USD..

01[02:40] [Fredddiii] skrev sek f&#246;r att paypalkontot var i sek
s&#229; det var balansen jag s&#229;9g..

[02:40] [hithron ] aha men det &#228;r ju bra, skulle vara roligt om
vi kunde sé&#228;1ja 20k 1 slutet p&#229; m&#229;naden

01[02:41] [Fredddiii] japp

01[02:42] [Fredddiii] hur &#228;r det med checkern nu, fungerar den?
hur mkt drar vi in nu per dag ungefs&#228;r?

[02:44] [hithron ] japp den funkar

[02:45] [hithron ] 4043.34 p&#229; den h&#228;r m&#229;naden

[02:45] [hithron ] s&#229; typ 1000 per dag

01[02:45] [Fredddiii] ok, en det st&#229;r inte 1 adminCP n&#229;n

stans?

[02:46] [hithron ] nej men kan fixa det imorgon.

01[02:46] [Fredddiii] $1000/dag bara.. ujuj d&#229; kan vi ju dubbla
trafiken... hehe

01[02:46] [Fredddiii] eller fyrdubbla f&#246;r den delen...

01[02:47] [Fredddiii] fast kan ju chilla lite tills vi har en till
livejas front kanske..

01[02:48] [Fredddiii] hur mkt drog vi in i juli?

01[02:48] [Fredddiii] samt juni..
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[02:48] [hithron ] p&#229; amazon?

01[02:48] [Fredddiii] vyes
[02:50] [hithron ] juli. 24755.06 men det &#228;r nog n&#228;rmare 28
eftersom det fortfarande finns accounts jag inte resetat

01[02:50] [Fredddiii] ok soft
[02:50] [hithron ] juni kan jag inte se men det &#228;r runt 20-22k

01[02:50] [Fredddiii] ok g&#246;tt
[02:56] [hithron ] varf&#246;r var det s&#229; viktigt att betala med
paypal tro?

01[02:59] [Fredddiii] han sa att han f&#229;r in pengar fr&#229;n
sina knder dé&#228;r s&#229; det &#228;r d&#228;r han har pengarna..
men vette fan

01[02:59] [Fredddiii] han har Jju knappast rent mj&#246;1 1
P&#229;sen. .

[03:00] [hithron ] hum, hoppas det inte &#228;r hackat som sagt.
[03:00] [hithron ] har ni n&#229;gra planer p&#229; hur vi g&#246;r i
slutet p&#229; m&#229;naden nu?

01[03:03] [Fredddiii] nja, vi f&#229;r v&#228;1 k&#246;ra en mix av
att s&#228;1ja till lite s&#229;na h&#228;r personer samt se om vi kan
dropshippa lite.. snackade lite mer med uden som s&#228;ger sig kunna
k&#246;pa f&#246;r 65% ocks&#229;.. fast wire.. s&#229; det kanske kan
vara ngt.. men judefan kan man ju inte lite pé&#229;

01[03:03] [Fredddiii] men men, n&#229;n s&#229;n mix av lite olika

01[03:04] [Fredddiii] s&#229; ska vi nog kunna bli av med 20k+
l&a#228;tt
[03:04] [hithron ] 1&#229;ter bra, ni verkar ha koll p&#229;
1&#228;get iallafall

01[03:06] [Fredddiii] jad&#229;, det ska g&#229; bra

01[03:06] [Fredddiii] har Jju lite tid p&#229; oss att hitta
n&#229;gra fler personer som kan k&#246;pa okcs&#229;

[03:06] [ctrl]|] ja att bli av med $20k &#228;r nog inga som helst
problem.. sen n&#228;r vi &#228;r uppe i kanske $100k s&#229; blir det
lite meckigare, om vi inte hittat ett par personer som vill k&#246;pa
en hel del varje m&#229;nad + dropshippar osv.. tror dock vi r&#228;tt
snabbt kan s&#228;1ja av en
[03:06] [ctrl]|]|] $40-$50k om inte mer.. s&#229; att dubbla trafiken
kan vi ju lugnt g&#246;ra, iofs kanske vi ska avvakta tills vi har en
lite b&#228;ttre setup
[03:07] [ctrl]||] japp absolut, korten expirerar ju inte s&#229; vi
kanske har $150k i kort n&#229;n m&#229;nad och helt pl&#246;tsligt
hittar vi n&#229;n grym dropshipper snubbe som vill k&#246;pa alltihop
fe#246;r 60% och t om kan wire&#39;a eller k&#246;ra WU. vi f&#229;r
v&#228;1 se =)

[03:08] [ctrl||] ska nog slagga nu.. later dudes. freddi, safe flight!
[03:08] [hithron ] den &#228;nda flaskhalden jag ser i koden &#228;r
som sagt att &quot;clients&quot; tabelen blir f&#246;rstor om vi har
1-2m om dagen
[03:08] [hithron ] night

01[03:10] [Fredddiii] cool cool

01[03:10] [Fredddiii] thanks, ska packa min v&#228;ska o rulla till
flyget, 06.00 flight hehe
[03:12] [hithron ] hehe
[03:43] [hithron ] ska 1&#228;gga mig. ha det s&#229; bra nu s&#229;
ses vi n&#228;sta vecka

01[05:01] [Fredddiii] [03:03:16] Joseph: is there any way that i can
buy the hacking method from you?

01[05:01] [Fredddiii] [03:04:31] Joseph: or maybe to share it, in
exchange for lifetime passive income from what i will do with it

01[05:01] [Fredddiii] [03:04:52] Joseph: i want to buy a house...

01[05:01] [Fredddiii] [03:05:13] Joseph: can you check it with your
guys?

01[05:02] [Fredddiii] haha juden ass&#229;
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[05:03] [hithron ] men..
[05:06] [hithron ] jag hade ju gjordt det om vi hade o&#246;ndligt med
sidor att
[05:06] [hithron ] men vill ha ha allt jag tar till oss.
01[05:06] [Fredddiii] hehe ja s&#229;klart
03[20:07] * hithron_ is now known as hithron
Session Time: Sat Aug 06 00:00:00 2011
03[14:31] * fredrikkk (~fredrikkk@185.Red-88-19-40.staticIP.rima-
tde.net) has joined f#gp-data
[14:34] &lt;fredrikkk&gt; Hello
[14:42] [hithron] =)
02[15:10] * fredrikkk (~fredrikkk@185.Red-88-19-40.staticIP.rima-
tde.net) Quit (Ping timeout: 600 seconds )
Session Time: Sun Aug 07 00:00:00 2011
03[03:38] * fredrikkk (~fredrikkk@185.Red-88-19-40.staticIP.rima-
tde.net) has Jjoined #gp-data
02[03:49] * fredrikkk (~fredrikkk@185.Red-88-19-40.staticIP.rima-
tde.net) Quit (Quit: Colloquy for iPad - http://colloquy.mobi )
Session Time: Mon Aug 08 00:00:00 2011
Session Close: Mon Aug 08 00:11:17 2011
Objekt 28 — mIRC-kommunikation
Objektet dr en loggfil tillhorande chattapplikationen mIRC.
Session Start: Sat Feb 25 16:41:18 2012
Session Ident: #gp-data
03[16:41] * Now talking in #gp-data
03[16:41] *** Topic decrypted as &#39; (e) startad =)&#39;
03[16:41] * Topic is &#39;+0OK KggDX1HSjzI1PTiOA/41Jdv0 &#39;
03[16:41] * Set by ctrl||!ctrl@goldenpirates.org on Fri Feb 24
09:38:41
Session Time: Sun Feb 26 00:00:00 2012
02[02:14] * hithron (unknown@c-164570d5.012-12-
6b6c6dl.cust.bredbandsbolaget.se) Quit
Session Time: Mon Feb 27 00:00:00 2012
[06:23] [hithron] =)
[06:25] [hithron] hum kommer inte &#229;t den =/
03[06:26] * hithron sets mode: +o0oo GoldenDic GoldenRic net?2
[06:31] [ctrl]||] t&#228;nkte precis k&#228;ka frulle o se p&#229; en

eller tve&#229; till?

[06:31] [ctrl]]|] morrn f&#246;rresten =)
[09:46] [ctrl||] k&#246;rde checkern f&#246;r att kolla om koderna
kommit men verkar inte som det.. kanske kommer senare idag.. eller
imorrn..
[11:12] [hithron] god morgon..
[11:12] [hithron] kalmar forex har kommit p&#229; mig
[11:12] [hithron] andra g&#229;ngen de fr&#229;gade efter leg idag
[11:12] T[hithron] tur att jag ska flytta =)

]

01[12:21] [net2] hithron, go morrn

innan de b&#246;rjade fr&#229;ga leg?

[12:23] [hithron] kanske 2 g&#229;nger i m&#229;naden
[12:24] [hithron] s&#229; 5-6 g&#229;nger har det blivit

att m&#229;nga kommer in med 1000 CHF

01[12:27] [net2] haha ok

01[12:28] [net2] b&#246;rjar dom ta slut nu lagom till att vi ska
h&#228;mta fler? :)
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[12:24] [hithron] men det &#228;r en liten stad och tvivlar p&#229;

rulle p&#229; den.. lugnt om jag meckar lite dé&#228;r n&#229;n timma

01[12:22] [net2] haha, hur m&#168;nga g&#229;nger har du v&#228;xlat
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[12:28] [hithron] japp ==
[12:28] [hithron] eller ja har 5 kvar
[12:29] [hithron] 4%*
01[12:29] [net2] hihi ok

01[12:30] [net2] Jjuppz
01[12:30] [net2] sen ligger det ju massa livejas pengar o v&#228;ntar
01[12:31] [net2] har ju kommit in en hel del
[12:31] [hithron] om vi ska fixa ny burk anv&#228;nd bust-net som var
de senaste va-?
[12:32] [hithron] for fortfarande lite gateway fel p&#229;
hivelocation.. vi inte riktigt vad det beror p&#229;
01[12:32] [net2] burst.net Jjepp
01[12:33] [net2] hur ser det ut med konton, vi har inga som vi inte
anv&#228;nder va? s&#229; jag tar o best&#228;ller en ny rej&#228;1
lista wva?
[12:34] [hithron] vet inte t&#228;nkte att vi kanske delar upp de som
ligger p&#229; hive location burken
[12:34] [hithron] s&#229; vi k&#246;r 1lm-1.5m p&#229; varje burk
[12:35] [hithron] sen m&#229;ste vi b&#246;rja byta pass p&#229; alla
mails och shit
[12:36] [hithron] andra set upen kom ig&#229;ng i b&#246;rjan p&#229;
januari.. n&#228;r blir det pay out d&#229;7? n&#228;sta m&#229;nad?
01[12:36] [net2] ja jag tror vi kommit fram till att det blir om en

]
]
]
]
[12:30] [hithron] och nya giftcards borde komma vilken dag som helst
]
]
]
]

m&#229; nad

[12:42] T[hithron] ctrl||: hur blev det skulle peter med? och i
s&#229;fall vet han om amazon.. s&#229; jag inte f&#246;rs&#228;ger
mig =)

01[12:44] [net2] tror han ska med, nej han vet inget o jag
f&#246;reslsa#229;r att vi h&#229;1ller det s&#229;, ni f&#229;r hitta
p&#229; att vi har n&#229;n pen-test kund som pr&#246;jsar bra eller
n&#229;tt s&#229;nt shit om han undrar vad vi tj&#228;nar cash p&#229;
[12:46] [hithron] okay bra, t&#228;nkte det var s&#229;. s&#229; bra
att jag fr&#229;gade =)

01[17:48] [net2] hithron?

[17:52] [hithron] net2?

[17:55] [hithron] sitter och lyssanar pé&#229; ett defcon talk om
bitcoins.

[17:56] [hithron] en j&#228;vla tomte tror att ett bot net minade
$100k dollar i bitcoins
[17:56] [hithron] om dag dvs
[17:56] [hithron] helt j&#228;vla cp

01[17:57] [net2] haha ok

01[17:57] [net2] hé&#246;rru t&#228;nkte, k&#246;r vi alla 50 uk
konton p&#229; en stup nu?

01[17:57] [net2] isf borde vi splitta upp dem p&#229; b&#229;da
[17:58] [hithron] de &#228;r redan splitade

01[17:58] [net2] ok bra
[17:58] [hithron] tror vi pratade om det f&#246;rra m&#229;naden

01[17:58] [net2] hehe a kanske det
[17:58] [hithron] 20 p&#229; en och 21 p&#229; en
[17:59] [hithron] n&#229;got mer du t&#228;nkte p&#229;°?

[18:03] [hithron] helt sjukt det h&#228;r med bitcoin, har inte wvarit
S&#229; p&#229; 1&#228;st utan visst bara att det var n&#229;gon
&quot;e-currency&quot;, men &#228;r helt tagen nu
[18:03] [hithron] folk bara snor och tar h&#246;ger och v&#228;nster
[18:06] [hithron] ser m&#246;jligheter =)

01[18:06] [net2] hehe mm har 1&#228;st lite om det d&#228;r,
anv&#228;nds ju till droghandel etc

]
]
]
]
]
]

[18:07] [hithron] mm hela historian om bitcoin &#228;r mycket skum
[19:59] [hithron] ctrl?
[20:00] [ctrl]||] yo
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[20:01] [ctrl]|] ahh crackingboxen.. sorry gl&#246;mde att s&#228;tta
p&#229; den tidigare.. g&#246;r det nu.

[20:02] [hithron] ja det men ocksé&#229; om jag l&#228;gger till ett
cron job &#39;0 1 * * * /home/dude/html/icons/cron.php&#39; eller
m&#229;ste jag g&#246;ra en .sh som s&#228;ger &gquot;php
/home/dude/html/icons/cron.php&quot;

[20:04] [hithron] f&#246;rst&#229;r du vad jag hur jag t&#228;nker?
[20:04] [hithron] antar att cron job inte fattar att den ska k&#246;ra
med php

[20:04] [ctrl||] crackingboxen ig&#229;ng.-. du satte ig&#229;ng alla
fl&a#228;ktar men det 1&#229;ter som bara den f&#246;rsta &#228;r
ig&#229;ng.. och de andra tv&#229; visar, trots manual fan control
p&#229; 100%, bara 20-30% speed.. weird

[20:05] [ctrl||] i cron 1&#228;gger du in s&#229; h&#228;r: &#39;0 1 *
* * /usr/local/bin/php /home/dude/html/icons/cron.php&#39; te x
[20:05] [ctrl||] kolla vart lokala php binfilen ligger bara..

[20:05] [ctrl]|] du kan ocksé&#229; sl&#228;nga in en -q efter /php

s&#229; du k&#246;r i quiet mode.. /usr/local/bin/php -g t ex

[20:05] [hithron] aha, ja det var ju mycket 1l&#228;ttare =)
[20:06] [ctrl|]|] =)

[20:06] [ctrl||] n&#228;r kommer du upp f&#246;rresten?

[20:06] [hithron] onsdag &#228;r planen

[20:06] [ctrl]||] inte s&#229; m&#229;nga dar kvar tills vi &#229;ker
=)

[20:06] [ctrl||] ok cool

[20:06] [ctrl]||] har du bokat t&#229;gbiljett?

[20:06] [hithron] ne]j =/

[20:06] [ctrl||] haha

[20:06] [hithron] men jag fixar

[20:06] [ctrl||] ja ja.. Jjag ska inte s&#228;ga n&#229;got, jag

&#228;r likadan med s&#229;nt :D man skjuter ju alltid p&#229; saker
till sista stund
[20:07] [ctrl]||] g&#246;tt

[20:07] [hithron] dude

[20:07] T[hithron] ops

[20:07] [ctrl||] ops?

[20:07] [ctrl||] ah oops.. fel kanal?

[20:07] [hithron] fel allt

[20:07] [ctrl]||] haha ok

[20:07] [hithron] skulle logga in =)

[20:07] [ctrl]||] fan r&#246;kte grymt gr&#228;s i dagarna.. micke tog
med upp

[20:08] [ctrl||] sparar lite till onsdag, s&#229; du f&#229;r

v&#228;rma upp lite innan amsterdam =)

[20:08] [hithron] wee!

[20:08] [ctrl||] ja luktade helt otroligt

[20:08] [hithron] den h&#228;r legenden micke h&#228;nger han
ocks&#229; p&#229;7? =)

[20:08] [ctrl||] vi f&#229;r k&#246;pa st&#246;rre batch n&#228;r vi
&#228;r tillbaka.. s&#229; om du vill ha en 50g eller né&#229;tt
f&#229;r du s&#228;ga till.. Jag o freddi &#228;r p&#229; f&#246;r en
50a var

[20:08] [ctrl||] haha ja kanske, han skulle t&#228;nka p&#229; det.
men jag f&#246;rs&#246;ker pressa han =)

02[20:09] * @GoldenRic (deadly@goldenpirates.org) Quit (Ping timeout:
240 seconds )

[20:09] [hithron] hehe, g&#246;r det du f&#229;r tagga han lite
[ ] [ctrl||] Jjapp ska g&#246;ra :D
[20:10] [hithron] fick ju 6m nya mds h&#228;r om dagen
[ ] [hithron] har fortfarande typ 700k okné&#228;ckta kvar
[ ] [ctrll|]] =)
03[20:11] * GoldenRic (DOOMGaze@goldenpirates.org) has joined #gp-
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[20:11] ([ctrl]||] well k&#246;r 1g&#229;ng your shit.. beh&#246;ver jag

anv&#228;nda datorn d&#228;r inne s&#229; s&#228;ger jag till samt
pausar progress.. och s&#228;tter 1g&#229;ng n&#228;r jag &#228;r
klar.. ska fixa n&#229;n nettop eller minipc grej snart, som kan
anv&#228;ndas till just projektorn..
[20:12] [hithron] ska jag se om jag kan f&#229; upp fl&#228;ktarna?
02[20:12] * @GoldenDic (deadly@goldenpirates.org) Quit (Ping timeout:
240 seconds )
[20:12] [ctrl||] ja f&#246;rs&#246;k, annars tror jag de tve&#229;
sl&#229;r av sig sj&#228;1lva
[20:13] [hithron] ska bara fixa det hé&#228;r cron saken. s&#229; allt
sk&#246;ter sig n&#228;r vi &#228;r borta
[20:13] [ctrl]||] g&#246;tt
[20:13] [hithron] satte &#228;ven upp &#246;vervakningsen i dag =)
[20:14] [hithron] s&#229; nu vet jag om pappa bl&#229; skulle komma
d&#229; f&#229;r man ett mail =)
[20:14] [ctrl||] haha
03[20:14] * GoldenDic (DOOMGaze@goldenpirates.org) has joined #gp-
data

[20:14] ([ctrl|]|] mm fick en &#246;vervakningskamera, kontrollerbar via
telefon osv och med ir/night vision av Micke
[20:15] [hithron] mm nice.

[20:15] [hithron] det &#228;nda jag nojjar f&#246;r &#228;r att webb
gr&#228;nssnittet s&#229;g ut att vara ihop sl&#228;ngt av ett par
indier

[20:16] [hithron] men de ska ju &#228;nd&#229; bara vara p&#229;
n&#228;r jag &#228;r borta

[20:18] [hithron] vi borde starta ett bitcoin liknande sak.. s&#228;gs
att skapparen tj&#228;nade ca $10m p&#229; det

[20:19] [hithron] hela blev uppslukad av bitcoin.

[20:20] [hithron] hela min dag*

[20:20] [hithron] mé&#229;ste sova

01[20:20] [net2] mm verkligen.. kan vi f&#229; till né&#229;tt typ av
samarbeta med piratebay s&#229; e vi ju helt hemma

01[20:20] [net2] typ baycoins

01[20:20] [net2] samma upp&#229;1&#228;gg som bitcoins fast g&#246;r
inte om deras misstag

01[20:21] [net2] stabilt som fan o fixar till s&#229; att det itne
flukterar lika mkt

[20:21] [hithron] det s&#228;gs ju att skaparen hade en mining farm
1&#229;ngt innan han sl&#228;ppte det

[20:22] [hithron] allt &#228;r s&#229; smart =/

01[20:22] [net2] hehe mm

[20:35] [hithron] g&#229;r och 1&#228;gger mig.

01[20:35] [net2] ait gnite

[20:39] [hithron] eller ja.. snart gl&#246;mde att 1&#228;gga in
hashes i cracking boxen

[21:07] [ctrll||] =)
[21:07] [ctrl||] gnite hithron
[21:08] [hithron] =)

[21:08] [hithron] god natt
Session Time: Tue Feb 28 00:00:00 2012
Session Time: Wed Feb 29 00:00:00 2012
03[14:25] * hith (~unknown@89-253-92-166.customers.ownit.se) has
joined #gp-data

[14:27] [hith] =)

[14:32] [hith] &#228;r ni vakna?

[16:06] [hith] hum..

[16:06] [hith] det har kommit cards men som f&#246;rr s&#229; bara ett
f&#229;tal

[16:07] [hith] s&#229; nerverna ska f&#229; jobba i en dag eller
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03[16:12] * hithl (~unknown@213.232.200.162) has joined #gp-data
02[16:16] * hith (~unknown@89-253-92-166.customers.ownit.se) Quit
(Ping timeout: 360 seconds )

03[16:17] * hith (~unknown@89-253-92-166.customers.ownit.se) has
joined #gp-data

02[16:18] * hithl (~unknown@213.232.200.162) Quit (Ping timeout: 360
seconds )

01[16:53] [net2] hith

01[16:53] [net2] 1 sthlm? =)

[16:58] [hith] yes

01[16:58] [net2] se d&#228;r ja, welcome!

[16:59] [hith] ty =)

[16:59] [hith] vi har f&#229;tt cards

01[16:59] [net2] jag e p&#229; kontoret men m&#229;ste iv&#228;g om
typ en timma.. tror flex inte kommer vara h&#228;r ikv heller f&#246;r
han sov inget inatt.. s&#229; vi siktar v&#228;1 p&#229; att ses i
morrn

[16:59] [hith] men inte alla igen =(

01[16:59] [net2] mm s&#229;g att du sa det, men var ser du dom? jag
ser inga..

[17:01] [hith] en av main milen

01[17:01] [net2] ok bara kollat en av dem d&#228;r va det inga
01[17:01] [net2] bbiab, fick bes&#246;k

[17:01] [hith] JoyceOguendo@hotmail.com:m@k31ngMOnEy!

[17:40] [hith] kommer online snart igen ska dra till en kompis
[17:40] [ctrl||] k&#246;r checkern nu.. hade ju kommit in lite
eftersl&#228;ntrare osv sen sist, s&#229; vi hade en 4-5k usd tills
jag k&#246;rde checkern.. nu &#228;r vi uppe p&#229; $28k.. den har
kollat stora kontot men har ett g&#228;ng sm&#229;konton kvar.. sen
vet vi ju f&#246;rst&#229;s inte om vi f&#229;r in

[17:40] [ctrl]|] &#228;nnu en batch imorrn eller né&#229;tt s&#229;nt..
sist var det ju tekniskt sett 1 bankdag emellan de tv&#229;
batcharna.. fredag-&gt;m&#229;ndag

[17:40] [ctrl||] men iaf ser det inte ut som n&#229;gon katastrof
intr&#228; ffat =)
[17:40] [ctrl||] ska d&#228;cka nu, helt slut
[17:42] [hith] det 1&#228;r ju komma mer
[17:42] [hith] kommer online om en timme eller s&#229;
[17:42] [ctrl||] vi f&#229;r se =)
[17:42] [ctrl]||] ok.. jag sover d&#229; men h&#246;rs imorrn!
[17:42] [hith] jag hoppas det =)
[17:43] [hith] japp
[17:43] [hith] ses
02[17:43] * hith (~unknown@89-253-92-166.customers.ownit.se) Quit
[17:50] [ctrl]|] $33k n&#229;got.. jag slaggar nu iaf, laterish

03[19:44] * hith (~unknown@c-4ecee555.017-163-
73746£39.cust.bredbandsbolaget.se) has joined #gp-data

02[21:14] * hith (~unknown@c-4eceeb555.017-163-
73746£39.cust.bredbandsbolaget.se) Quit (Ping timeout: 499 seconds )
03[21:43] * hith (~unknown@c-4ecee555.017-163-
73746f39.cust.bredbandsbolaget.se) has joined #gp-data

02[21:55] * hith (~unknown@c-4ecee555.017-163-
73746£39.cust.bredbandsbolaget.se) Quit (Ping timeout: 499 seconds )
Session Time: Thu Mar 01 00:00:00 2012

03[10:10] * hith (~unknown@c-4ecee555.017-163-
73746£39.cust.bredbandsbolaget.se) has joined #gp-data

[11:46] [hith] s&#229; nu har alla kommit =)

[11:46] [hith] k&#246;r checkera

[14:34] J[ctrl||] ok =)

[14:37] [ctrl]||] checkern 1g&#229;ng.. tar v&#228;1 en 20min eller

n&#229;tt s&#229;nt som vanligt. hoppas vi kommer upp i $70k som
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f&#246;rra m&#229;naden.. men $60k+ &#228;r ju lugnt med

[14:51] [ctrl||] kom in ett par k till men verkar inte bli mkt mer..
den &#228;r inte klar &#228;n men strax..
[14:52] [ctrl]||] s&#229; typ 45k-46k.. iofs kan det ju komma in fler

kort senare eller imorrn, f&#246;r det gjorde det sist ocks&#229;..
jaja vi f&#229;r se =)

03[15:02] * ctrl]| is now known as ctrl
[15:19] [ctrl] 48k n&#229;got.. jaja helt ok. kan ju faktiskt komma
fler kort idag.. alla kommer ju inte samtidigt, det vet vi ju nu.. Jjag

k&#246;r checkern igen senare 1ikv&#228;11 f&#246;r s&#228;kerhetsskull
02[16:47] * hith (~unknown@c-4ecee555.017-163-
73746£39.cust.bredbandsbolaget.se) Quit (Ping timeout: 258 seconds )
03[18:06] * hith (~unknown@c-4ecee555.017-163-
73746£39.cust.bredbandsbolaget.se) has joined #gp-data

[18:06] [hith] hum.

[18:06] [hith] borde var mer, k&#228;nns det som

[18:07] [hith] m@kingmoney mailen har ju bra m&#229;nga, och vi har

inte f&#229;tt mail att n&#229;gon blivit bannade?

[18:07] [hith] s&#229; hoppas p&#229; mer =/

:07] [hith] brb donken
:46] [hith] ctrl n&#228;r &#229;ker vi p&#229; 1&#246;rdag?

]

[18 ]
[18:45] [hith] =)
[18 ]
[21:44] [hith] inte bra det h&#228;r varf&#246;r &#228;r det s&#229;
1&#229;gt den h&#228;r m&#229;naden
Session Time: Fri Mar 02 00:00:00 2012

[01:44] [ctrl] vi blev kanske av med fler konton.. eller hade
trafikproblem tempor&#228;rt n&#229;n g&#229;ng den m&#229;naden..
[01:44] [ctrl] anyway vi &#229;ker p&#229; s&#246;ndag, tror det
&#228;r p&#229; morgonen. skickar infon imorrn s&#229; du har den =)
[02:13] [hith] =)

[02:15] [hith] jag hoppas det kommer mer eller s&#229; kommer konton
bli bannade

[10:25] [hith] ska vi ses n&#229;got innan vi &#229;ker? och
m&#229;ste veta n&#228;r vi &#229;ker s&#229; jag kan planera helgen
om jag t&#228;nkta bli shit faced i kve&#228;11 =)

01[16:00] [net2] hith, d&#246;r?

01[16:00] [net2] d&#228;r

[16:02] [hith] =)

[16:02] [hith] net2?

01[16:02] [net2] yoyo, sitter 1 tel brb
16:31] [hith] k&#228;ft
16:40] [hith] Oo
16:40] [hith] mina polare som varit i farten =)
16:56] [hith] mé&#229;ste dra, ska ha beerpong kve&#228;11, &#228;r det
n&#229;got viktigt s&#229; skicka ett sms

01[16:57] [net2] ok, ner&#229;, hé&#246;rs sen

[16:59] [hith] okay, ha en bra kv&#228;11 =)

01[16:59] [net2] same to you

01[16:59] [net2] ses s&#228;ndag om inte annat

01[16:59] [net2] s&#246;ndag

01[18:49] [net2] har nu skickat terry alla codes f&#246;rutom
n&#229;gra enstaka om vi vill ha né&#229;n sj&#228;1va, t&#228;nkte
fylla p&#229; mitt amazonkonto s&#229; jag kan tjacka lite kindle
books. $4k till LR resten till secrecy.

Session Time: Sat Mar 03 00:00:01 2012

[06:46] [ctrl] ok cool. =)

[08:22] [hith] =)

[08:22] [hith] s&#229; d&#229; har man varit hos jimmy och gjort bort
sig =)

[09:45] [ctrl] haha hos jimmy och gjort bort dig? vad&#229;ra? =)
v&#228;rmde ni upp inf&#246;r amsterdam lite?

[09:45] [ctrl] brb kaffe

[
[
[
[
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[09:52] [ctrl] ugh m&#229;ste springa &#228;renden o jobba hela
dagen.. men fan vad taggad jag &#228;r inf&#246;r resan =) ska bli
riktigt kul

[12:50] [hith] &#229;&#229;&#229;&#229; d&#246;den kom och hé&#228;mta

mig
[12:51] [hith] mm lite =)
[13:19] [hith] har hittat en 3:a f&#246;r 14 1 m&#229;naden
[13:59] [ctrl] som inte blivit tagen av n&#229;gon annan? var hittade
du den? =)
[14:00] [hith] thorlidsplan
[14:00] [hith] wvet inte syrran som tar hand om allt
]

[14:01] [ctrl] aha najs. men kan du ta p&#229; f&#246;retaget eller
inte? f&#246;r annars m&#229;ste du Ju pr&#246;jsa cash elr n&#229;t
[14:01] [hith] hon &#228;r iv&#228;g och tittar p&#229; den

:01] [ctrl] ok =)
:01] [ctrl] hehe

]
[14 ]
[14:01] [hith] jag &#228;r helt j&#228;vla d&#246;d =)
[14 ]

]

[14:01] [ctrl] &#228;r du hemma hos henne? kom f&#246;rbi kontoret!
b&#229;de jag o freddi &#228;r h&#228;r.. jag ska 1v&#228;g p&#229;
lite &#228;renden ocksé&#229; iofs men kommer tillbaka sen igen

[14:01] [hith] spyde ner toan &#229;t jimmy ig&#229;t =)

[14:01] [ctrl] haha =) bra att v&#228;rma upp inf&#246;r amsterdam..
[14:02] [hith] haha ja =)

[14:02] [hith] Jjag &#228;r hos en kompis och g&#246;mmer mig

[14:03] [ctrl] haha.. men fan s&#228;tt dig i en taxi o kom hit =) du
kan sitta och tycka synd om dig sj&#228;1lv h&#228;r med, s&#229; kan
vi planera lite inf&#246;r resan ocks&#229;

[14:05] [hith] okay kommer om en timme? t&#228;nkte hoppa i1 duschen,
tror jag gjorde taxichafé&#246;ren full 1 morse n&#228;r jag satte mig
i taxin =)

[14:06] [ctrl] ja kom bara kom =) jag ska eventuellt dra en sv&#228;ng
o l&#228;mna lite kl&#228;der till kemtv&#228;tt osv, men fredrik
&#228;r h&#228;r iaf och jag &#228;r worst case tillbaka inom 2h (tror

jag) .
01[14:20] [net2] account number: (NN
01[14:20] [net2] Password Yid%Ax3&amp;f5
01[14:20] [net2] Login PIN 38838
01[14:20] [net2] Master Key 811
01[14:20] [net2] Security Question Mother&#39;s Maiden Name
01[14:20] [net2] Answver (D

02[14:55] * hith (~unknown@c-4ecee555.017-163-
73746f39.cust.bredbandsbolaget.se) Quit (Ping timeout: 258 seconds )
03[15:29] * hith (~unknown@78-72-243-180-nol6.business.telia.com) has
joined #gp-data

[15:29] [hith] amyholtondesi-20

01[15:32] [net2] Jani<{lB3@hotmail.com:9ysdh398hh;amyholtondesi-
20;angel?

01[15:55] [net2] alldparties-20

[16:04] [ctrl] G :-v10r20l1Chotmail.com
[16:49] [ctrl] -

[16:49] [ctrl] ¢ (.1 2Chotmail.com
[16:49] [ctrl] ncyfaredi D

herryl@hotmail.com
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02[16:51] * GoldenRic (DOOMGaze@goldenpirates.org) Quit (Ping
timeout: 240 seconds )

03[16:53] * GoldenRic (DOOMGaze@goldenpirates.org) has joined #gp-
data
01[17:06]1 [net2] (D :-cc56Chotmail.com
17:21] [ctrl] hiuuf@Ryahoo.com
17:31]1 [hith] emilpearpott-20

01[(17:31] [net2] LeoPa

— —

otmail.com:9ysdh398hh;1001lgraptool-21;dfvcerwasqgl?2
01[18:07] [net2] Dianeda

21;hsddde453

01[18:24]) [net2] RandalMcna QU

hotmail.com; 9ysdh398hh;bellaconceinf-

[18:29] [hith] gamkidpla-21
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01[18:29] [net2] (N

02[19:20] * GoldenDic (DOOMGazelgoldenpirates.org) Quit (Ping
timeout: 240 seconds )

03[19:21] * GoldenDic (DOOMGaze@goldenpirates.org) has joined #gp-
data

01[19:29] [net2]
angelol5Chotmail.com: 9ysdh398hh;autocollbyern-20;gopeshwarl23

02[20:40] * hith (~unknown@78-72-243-180-nol6.business.telia.com)
Quit (Ping timeout: 610 seconds )

03[21:00] * hith (~unknown@c-4ecee555.017-163-
73746f39.cust.bredbandsbolaget.se) has joined #gp-data
Session Time: Sun Mar 04 00:00:00 2012

02[06:14] * hith (~unknown@c-4eceeb555.017-163-
73746£39.cust.bredbandsbolaget.se) Quit
Session Time: Mon Mar 05 00:00:00 2012
Session Close: Mon Mar 05 00:18:14 2012

Viktor Ndsman
It-forensiker

84 (84)
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Y ;) POIisen patum 2023-01-17

4
S g

Diarienr (aberopas) K615323-19

Polismyndigheten
Nationella operativa avdelningen
NOA

Goran Siklosi

Datorbackup ”"Kontorsdator-fulldisk” BG137934-1

Beslaget (ett usb-minne, se separat protokoll) har speglats av
forensiker. Det har sedan granskats i polisens program fér analys av
tdmda datamedia — Axiom. Materialet &r mycket omfattande och har
endast till delar kunnat granskas av utredare. Backupen ar gjort 2014
(fyra ar innan Flugsvamp3 startades) och inga artefakter med direkt
koppling till marknadsplatsen Flugsvamp har antraffats.

Det som redovisas i detta protokoll &r sddant som bedéms ga utanfér
vanlig, laglig affars-, eller hobbyverksamet. Utover detta innhaller
datorbackuppen en stor mangd information som inte beéms innefatta
nagonting olagligt dverhuvudtaget.

Ett antal fynd har "taggats” av utredare (markerats i axiomarendet),
diskussion har sedan férts med férundersékningsledaren om relevansen
i fynden samt atgarder med anledning av dessa, varpa forensikern har
redovisat objekten i ett separat PM.

Undertecknad har bearbetat forensikerns PM genom att maskera bort
personuppigfter sdsom fullstandiga e-postadresser, fullstandiga namn,
adresser, mobilnummer och personnummer. Pa de sista sidorna i
forensikerns PM &r nastan allt svartmaskerat. Dessa avsnitt utgérs av
personuppgifter med bl.a. personnamn, e-postadress, bostadsadress
och hashade I6senord.

Vissa omraden i materalet har fargmarkerats i gult for att underlatta i
l&sningen.

PM datorbackup.docx
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Dnr K615323-19

Chattsignaturer

Ett antal olika signaturer/anvandarnamn anvands i chattarna. Bland
dessa aterfinns:

ctrl

Terry
Terry1
TerryOTG
&lt; Terry&gt
Ytril
Tosca1
Hithron
Net2
&lt;net2&gt
Frediii
Fredrikkk

Vem ar vem?

Pa vissa stallen i chattarna star det net2 och Terry och pa andra star
&lt;net2&gt och &lt;Terry&gt. Det ska bero pa instéllningar i chattpro-
grammet IRC. Det ska bero pa om html-kodningen kommer med eller
inte (googlat).

Det ar i de flesta fall oklart vem som har anvént vilken signatur. | nagra
fall framkommer sadan information som ger en indikation pa vem
personen ar eller var denne uppehaller sig.

Terry/ terry1/ terryOTG skriver att han upphaller sig i Kina.

Det ndmns i texten att net2 ar Mr. Kronberg.
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10:13] &lt;Terry&gt; yes, must be done at the bank.
10:13] &lt;Terry&gt; what&#39;s MR KRONBERG’s address?
10:16] &l1t;Terry&gt; and the Secrecy AB&#39;s one?
10:18] &lt;Terry&gt; net2

]
]
]
]
10:18] &lt;net2 &gt; the mister kronberg is the same as net2
]
]
]

— o

L0E19] §it;net2 &gt; and the secracy is
10:19] &lt;net2 &gt; BOX 10145
10:19] &lt;net2 &gt; 100 55 STOCKHOLM 1

Langre fram delar &lt;net2&gt ett antal e-postadresser samt summor i
USD och dar framgar mejladresser till felix och fredrik.

IETE50]) &lE; Terry &gty Hi,

01[17:51] &lt;net2&gt; ok, here&#39;s how we would like payment:
01[17:51] &lt;net2&gt; $1500: felix@ctrl.net

01[17:51] &lt;net2&gt; $1500: fredrik@kronberg.com

2

Anvéandare Ytril har ett mejlkonto:

[11:46] [Ytril] ytril.goden@yahoo.com / \

SRR 7 FULwa 11l a2 mrarmad o TTALOL - daaes

Innehall i forensikerns PM

Forsta objekten visar utklipp fran excelldokumentet “gift cards”. Som
framgar ar e-postadresserna olika men lésenordet detsamma. Det
férekommer aven belopp i USD.

Langre fram i dokumentet skickas samma typ av information
(anvandarnamn, krypterat I6senord osv.) mellan deltargare i chatten,
som att man delar anvandaruppgifter med varandra.

Objekten 2-5 ar exempel pa textfiler av typen databasdumpar i olika
format. En stérre méngd liknande textdokument fanns i beslaget och
endast ett fatal har omnamnts i forensikerns protokoll. Objekten inne-
haller uppgifter i form av anvandarnamn och krypterade (hashade) 16-
senord.

Objekt 6 och framat ar olika chattar som har aterfunnits i beslaget.

1'Sid 34 i forensikerns PM
2 Forensikerns PM sid 19.
3 Forensikerns protokoll sid 66.
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Polismyndigheten 2023-01-17 [ HEMLIG ]
onr K615323-19

Innehall i chattarna?

| flera fall gar det inte att uttala sig om vad personerna &gnar sig at. |
andra fall &r det mer tydligt.

De férsta chattarna handlar om att Terry i Kina ska anskaffa narkotika
(diazepam och alprazolam) som pulver for att skicka till Sverige. Dar
ska Ytril och hans kollegor (totalt ar de fyra stycken) pressa tabletter
och sélja mot svenska kunder, inledningsvis éver Sheep market. Det
namns bl.a. 1 kg diazepam. | ett fall skickas uppgifter kring en motta-
gare i Vastertorp.

Ytril och Terry chattar aven om bitcoins och vikten av att
"tvatta/maskera” dessa (ordet som anvands ar "fog”).

Vid sidan av narkotikadiskussioner skriver Terry och net2 om koder
och amazonkonton och hur man tjanar pengar pa det. Olika typer av
VPN och proxys namns ocksa. Exakt vad denna verksamhet gar ut
pa, eller huruvida den &r laglig eller inte, gar inte att uttala sig om. Ex-
empel pa detta:

01[18:02] &lt;net2&gt; since it&#39;s agains amazon policy to re-sell
gift cards it would be best to spread them across as many accounts as
possible.. even though they does not seem to enforce this policy
we&#39;re better be save than sorry.. wouldn&#39;t be fun to have a
whole batch of codes cancelled
[18:03] &lt;Terry&gt; yep. I&#39;11 try my best to spread
[18:04] &lt;Terry&gt; maybe 50 accounts? haha
4

Ctrl svarar Terry pa vad kollegorna i Sverige sysslar med:

4 Forensikerns protokoll sid 24
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[15:21] &lt;Terry &gt;
[15:22] &lt;Rcerlsgt;
[15:22] &lt;@ctrlsgt;

[TE=22NElt; BeEEl GGt
[15:22] &lt;Terry &gt;
[15:22] &lt;@ctrléagt;
[15:22] &lt;@ctrlsgt;
[Is23N et Terry gty
[15:23] &l1t;Terry &gt;

[15:23] &lt;@ctrlegt;

2023-01-17
onr K615323-19

are you all technical man who write programs?
yes
and manage a lot of servers.
and some very big websites

oh. that&#39;s great.
so I know what T&#39;m talking about.

)

well, what&#39;s your main business?

I don&#39;t think that selling codes is.
I have no main business.. we have a number of

different companies, websites, services, products, etc..

[15:23] &lt;Terry &gt;
5

Goran Siklosi

oh.

5 Forensikerns protokoll sid 31

( HEMLIG |
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A, Kronbergs koppling till sonerstar
i . Signerat datum
Polise kdparkontot Pelle321 :
Enhet Diarienr
Nationella Operativa Avdelningen, Komplexa cyberbrott (KCB) 1 NIB NOA 5000-K615323-19
Originalhandlingens forvaringsplats Datum Tid
2022-02-01  07:49
Involverad personal Funktion

Siri Abrandt Uppgiftslimnare



‘ Kronbergs koppling till kbparkontot Pelle321 , 2022-02-01 07:49 diarienr: 5000-K615323-19 94 ‘

PM | HEMLI§

([ m 3 Datum 2022-10-11
v Polisen
=

Polismyndigheten

Siri Abrandt

Komplexa cyberbrott
Nationellt it-brottscentrum

Kronbergs koppling till koparkontot Pelle321 pa
Flugsvamp 2.0

I ett drende fran ar 2016 mot personer bakom séljaren “Erkan” pa Flug-
svamp 2.0, som drevs av Tullverket med stod av Polismyndigheten, ater-
fanns en koparlista i beslag. I denna lista aterfinns Fredrik Kronbergs sér-
skilda postadress tillsammans med en referens till koparkontot Pelle321.
Sist i denna PM visas ett forenklat chart 6ver handelseforlopp och kopp-
lingar.

Referenser till ”Pelle321” har dven aterfunnits i datorer tagna i beslag fran
Kronberg. I BG136753-22 samt BG136753-26 forekommer noteringar upp-
rattade 2015-08-30 som innehaller namnen “Pelle321” och "’pelle123”. I
dessa noteringar forekommer inget dvrigt innehall férutom just nimnda.

Koparkontot Pelle321 skapades 2015-05-23 och genomforde totalt 88 aftfi-
rer for cirka 72 000 svenska kronor. Se separat PM som redogor {or
Pelle321 och kontots férehavanden pa FS2!. Eftersom Polismyndigheten ge-
nom utredning av Flugsvamp 2.0 fatt tillging till dess databaser kan vi
koppla ihop bitcoinadresser f6r Pelle321 med Kronbergs transaktioner fran
Bitstamp. Med andra ord har bitcoin fran Kronbergs konto pa Bitstamp an-
véants av Flugsvamp 2.0-kdparen Pelle321 for att handla pa marknadsplat-
sen. Se separat PM for bitcoinanalys av kopplingen mellan Kronbergs
Bistampkonto och k&p pa Flugsvamp 2.02.

“Tabell 1 - Koparinformation” pd nésta sida &r hamtad fran Tullverkets ut-
redning mot séljaren "Erkan” pa Flugsvamp 2.0. Tabellen visar de rader i
koparlistan som innehaller Kronbergs sérskilda postadress. Observera att det
inte dr Kronbergs eget namn som star som “Namn”, men det dr hans sér-
skilda postadress "Box 24222 10451 Stockholm™ &r angiven vid samtliga
dessa koptillfillen®. Det framgar dven vad som kopts, och det ir totalt 266

! Marknadsplatsen Flugsvamp 2.0 anvindare Pelle321

2PM 20220916 _analys svar Bitstamp

3 Bild 1 - Kronbergs person- & adressuppgifter” pa sida 2 visar Kronbergs fullstandiga upp-
gifter.

Kronbergs koppling till képarkontot Pelle321 pa Flugsvamp 2.0.docx
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Polismyndigheten

tabletter Dz spritt dver tre tillfdllen. Dz skulle kunna vara forkortning for
Diazepam. Det framgér ocksé av rubriken “Stycken Nark IV tabletter” att
detta preparat 4r narkotikaklassat med forteckningen IV#, dér Diazepam &r
ett av de angivna preparaten. Vid husrannsakan i Kronbergs bostad patriffa-
des Diazepam-tabletter’. Det gér dock inte att pasta att dessa tabletter hor
ihop med kdpen pa Flugsvamp 2.0, men det visar att Kronberg dr familjar
med Diazepam. Vid kopet 2015-05-25 anges "Pelle321” i samma ruta som
preparatet, vilket kopplar ihop Pelle321 med Kronbergs postadress.

2022-10-11

| HENBLIG |

Nark | tabletter = Ecstacy
Nark lll tabletter = Tramadol

Nark IV tabletter = Bensedin/Stesolid 10mg/Valium/Diazepam/Iktorivil /Rivotril/Roche2/Ksalol /Zolpidem/Stilnoct/Modafinil/Xanor/Alprazola

Adress Postnr Postort

Gram
Mdmda Narkl

tabletter tabletter tabletter min

Stycken Stycken Stycken Gram
NarklV Amfeta Kapslar Cannabis

Stycken Gram

Amfeta

Johan Box
2015-04-13 10451 Stockholm 52Dz
Andersson 24222
Box Pelle321/fs
2015-05-25 Jonas Perssonf 10451 Stockholm
24222 12dz
Box
2015-10-13  Persson, Jona 10451 Stockholm 202dz

Tabell 1 - Képarinformation

Personinformation

Personnummer &

Fadelsedatum

Namn

Mellannamn
Efternamn

Férnamn

Civilstand
Folkbokféringsadress

Sarskild postadress

Folkbokfaringsdatum
Folkbokféringslan
Folkbokféringskommun
Distrike

Fédelsehemort
Fadelselan
Medborgarskap

Raha: orgtie

grket

K

19330208-0778

Kronberg
FREDRIK UIf Julius
Ogift

=3

SMALA GRAND 5 LGH 1301111

52

12

202

min

39 STOCKHOLM

BOX 24222
10451 STOCKHOLM

2013-03-10

01 STOCKHOLM
80 STOCKHOLM
O5CAR

01 STOCKHOLM

0000-00-00 SWERIGE

Wi

Bild 1 - Kronbergs person- & adressuppgifter

41V dr en av Likemedelsverkets forteckningar dver narkotikaklassade preparat.
3 NFC:s analysrapport "NFC Delredovisning (Drog) 2021-11-25 underskriven
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Chartet nedan illustrerar en sammanfattad och forenklad version av

2022-10-11

kopplingarna beskrivna ovan. Dir bitcoin fran kronbergs konto pa Bitsamp
sparas till transaktioner pa Flugsvamp 2.0 dar koparkontot Pelle321 koper
narkotika av sdljaren Erkan. Vid utredningen av personerna bakom Erkan
hittas en koparlista ddr Kronbergs sérskilda postaddress forekommer med
koppling till narkotikakdp gjorda av Pelle321.

| HEMBLIG |

Fredrik Kronberg
19830208-0778

it

Sérskilda postadress

f/? =
B<E

Box 24222 10451 Stockholm

Narkotika

&

.

52 dz 202dz 12 dz

B B

ol

B

i

N/

Koparlista i beslag

]
e o

Persocnerna bakom "Erkan'|

=
Bitstamp
&0 L) o @
S o - N >
- o - i
BTC pelle321 BTC Erkan

Hindelser pd Flugsvamp 2.0

B
Flugsvamp 2.0

Bild 2 - Chart 6ver hiindelsekedja
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AT pelle321, Flugsvamp 2.0, sonerstar
i Signerat datum
Polise databasuppg :
Enhet Diarienr
Nationella Operativa Avdelningen, Komplexa cyberbrott (KCB) 1 NIB NOA 5000-K615323-19
Originalhandlingens forvaringsplats Datum Tid
2022-01-28 15:16
Involverad personal Funktion

Siri Abrandt Uppgiftslimnare
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Marknadsplatsen Flugsvamp 2.0 — anvandare pelle321

Rapportdatum:2021-11-26

Fran olika beslag i d&rende 5000-K1443168-17 fran A2B, Zyztm (Cyberbunker Datacenters), och Hawk
Host har det aterfunnits databasexporter som har en-koppling till marknadsplatsen Flugsvamp 2.0.

| databasexporterna finns data gallande anvandarkonton pa Flugsvamp 2.0. Databasexporterna innehaller
bland annat information om antal genomférda narkotikaaffarer och omsatta kronor fér varje anvéndare.
Detta dokument har genererats utifran informationen i databasexporterna.

Foérundersokningsledare i drende 5000-K1443168-17 kammaraklagare Annika Wennerstrém, I1AK
Stockholm, har beslutat att informationen far anvandas for att inleda férundersékningar mot képare och
séljare av narkotika pa Flugsvamp 2.0 och som bevisning i dessa eventuella arenden.

Detta dokument galler anvandare pelle321 och ar exporterat fran databasen 2021-11-26

B1-EZESLOM-000G JUBLEIP 9SG 82-10-2Z0¢ * Bddnseqejep ‘0z dwensbni4 ‘L zealied |
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Anvandare

Polisens kommentar: Viktigaste tabellen som sammanfattar informationen om anvdndarkontot. Ndr det skapades, senaste inloggning, antal
overldtelser och vad man totalt betalat eller tagit betalt vid dessa éverldtelser. Koden 3 stdr for sdljare, koden 1 stdr for képare, koden 2 kan
innebdra bdde sdljare och képare, men i det exporterade materialet dr det bara siljare som har koden 2.

| HEMLIG |

namn id skapad senast_aktivitet saljare_kopare antal_affarer omsatta_kronor

pelle321 2808 2015-05-23 21:32:27  2017-12-29 13:42:10 1 88 71982

B1-EZESLOM-000G JUBLEIP 9SG 82-10-2Z0¢ * Bddnseqejep ‘0z dwensbni4 ‘L zealied |
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gjorda_insattningar

| HEMLIG |

Polisens kommentar: Innehdller anvindarens gjorda insdttningar av bitcoin pd marknadsplatsen fér att kunna géra kép. Innehdller
insdttningsadressen, hur mycket bitcoin som sattes in och ndr. Med hjdlp av bitcoinadressen kan man spdra varifrdn bitcoinen kommer da alla

transaktioner finns registrerade i den publika blockkedjan.

bitcoins anvandare_id tidpunkt adresslut

1.0 2808 2015-05-23 21:57:04 None

1.0 2808 2015-05-23 22:18:07 None

1.5 2808 2015-06-02 15:30:05 None

0.7 2808 2015-06-08 14:36:02 None

0.001 2808 2015-08-08 00:03:03 None

4.0 2808 2015-08-31 00:18:04 None

1.0 2808 2015-09-15 19:09:03 None

1.5 2808 2015-09-21 17:15:02 None

1.0 2808 2015-09-28 17:00:03 None

1.5 2808 2015-10-12 16:39:13 None

0.3 2808 2015-11-16 15:42:07 j8EKG

0.5 2808 2015-12-09 14:39:06 3WGS1

1.0 2808 2016-01-18 19:27:10 huRxm

0.2 2808 2016-01-19 12:15:05 ckKQ2

1.3 2808 2016-02-01 18:24:03 GfgnM

0.6 2808 2016-02-18 17:48:10 Vv8drC

0.4 2808 2016-03-29 18:45:01 188MPdmdEfwtLyMeSUdLumgik]fxgqNajR
1.0 2808 2016-04-10 23:48:01 15z23LZxif1huekE3zwxnqVjd2qcTBteDo

0.3 2808 2016-05-15 16:10:01 17uccSMx4mEMy77bLmeAUaqPkzRFvVoZW8
0.6 2808 2016-06-22 18:54:01 1Cown97tmkumUFxzwgosvE1roul3eUTPyW
0.3 2808 2016-09-09 12:16:01 1NcKEQcLFY41AREbWvXQdxrLhSkiiebkkN
0.25 2808 2016-09-21 14:29:01 1NJrgNMNc]SpZr2wR3S4wKGbPDCyhVB]bs
0.3 2808 2016-09-29 11:06:01 16FHVxRhvnhLJFa981j5hjledh4z]PmPyV
0.35 2808 2016-10-03 15:09:01 16AZRx6aKY1KZev3yKwtSBGSfSKWTLjqo3
0.6 2808 2016-10-25 12:56:01 18UtEHFnp6SvvaZnzF1GiZT62e289K3eAB
0.5 2808 2016-10-27 05:36:01 1GsTH1ZoWNXMVNXAsKbAxwndWNBQtHdMrs
0.3 2808 2017-01-07 20:19:01 1DVTqC424NquSnnkkXaB8nP5mjrW1QzBNq
0.3 2808 2017-01-12 19:20:01 1FKkVWwbLjLx3L3E7vy7LvVdNher2hYAXTD
0.5 2808 2017-02-07 17:29:07 1CmC9i4ZFQyMtrvFDSFJ40jqgEUMpUrWXBU
0.1 2808 2017-03-05 11:05:01 1ApbQh6uGjgw]LbEs1gaSzsQcWraYbiexa
0.05 2808 2017-03-08 18:54:01 1BSrRu2sTeswah8MuWbRecH1aGPobk]Kg3
0.3 2808 2017-03-24 21:21:01 1NfCqS9Pe24mLSVt2s7fc7tFU7agX]yrx2
0.06 2808 2017-06-13 14:12:01 18ZHQ1JLTVBw1d]SyN9FxyvEvF4Pd5]]Z1
0.1 2808 2017-07-10 00:39:01 1ETsqwdQsKe7Co54RYUDpPQgHeMKxgriD9

B1-EZESLOM-000G JUBLEIP 9SG 82-10-2Z0¢ * Bddnseqejep ‘0z dwensbni4 ‘L zealied |

o0t



| HEMLIG |

0.05
0.02
0.015
0.015

2808
2808
2808
2808

2017-08-28 21:03:07
2017-09-07 00:09:01
2018-03-09 00:21:01
2018-05-17 14:12:02

1P6aAU6EcDZBAken4EkSB1FKru7xJopFCy
13u5pDM2q20aGgoCEepdw1pSWuf2C5yV2]
1PfjFVgY]Jt1xNsC89Zjq]Jbi5PHaXa6NQe
1FcCcSGp9AbLZ]GHoenSmDLAKUGUv3eSi]

B1-EZESLOM-000G JUBLEIP 9SG 82-10-2Z0¢ * Bddnseqejep ‘0z dwensbni4 ‘L zealied |
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gjorda_uttag

Polisens kommentar: Innehdller anvindarens gjorda uttag av bitcoin frdn marknadsplatsen. Innehdller uttagsadressen, hur mycket bitcoin som
togs ut och ndr. Anvénds frdmst av sdljare f6r att ta ut brottsvinsterna, men dven képare har kunnat ta ut bitcoin. Med hjdlp av bitcoinadressen
kan man spdra vart bitcoinen skickas da alla transaktioner finns registrerade i den publika blockkedjan.

uttagsadress bitcoins username tidpunkt
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avstangning_orsak

Polisens kommentar: Administratérens kommentar till varfor en anvindare har blivit avstdngd frdn Flugsvamp 2.0.

| HEMLIG |

anvandare_id orsak
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bestallningar

Polisens kommentar: Lagda bestdllningar. Dessa har raderats ur databasen kontinuerligt efter leverans, vanligen efter 7 dagar och ddrfor
innehdller den ett begrdnsat antal och inte samtliga bestdllningar. Detta dr dven forklaringen till varfor sd fa bestdllningar har registrerats som
levererade i tabellen. Dd denna data ldses frdn flera databaser kan det forekomma dubletter. Finns det flera med samma id i kolumnen id dr
dessa dubletter.

id tidpunkt_orderlagd titel saljare_id kopare_id pris_kronor tidpunkt_avbruten tidpunkt_skickad tidpunkt_levererad
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deponislappningstid (antal rader 88)

| HEMLIG |

Polisens kommentar: Viktig tabell dd den innehdller samtliga affdrer inklusive raderade konton. Genom att rdkna antalet rader kan man fa fram
det totala antalet genomférda affdrer. Man ser dven tidpunkten ndr affdren ska ha genomfoérts. Deponislappningstid har anvdnts for att rdkna ut
tiden fram till att koparen markerat varan som mottagen och de deponerade bitcoinen sldpps till sdljaren.

kopare_id saljare_id datum

2808 28 2015-05-27 15:28:44
2808 11 2015-05-27 15:34:30
2808 11 2015-05-27 15:34:40
2808 992 2015-05-31 01:00:01
2808 13 2015-06-08 14:28:48
2808 11 2015-06-08 14:29:01
2808 11 2015-06-08 14:29:11
2808 882 2015-06-16 11:00:01
2808 6203 2015-08-17 12:30:01
2808 28 2015-09-02 16:34:27
2808 28 2015-09-02 16:34:43
2808 28 2015-09-02 16:35:04
2808 122 2015-09-02 16:35:26
2808 992 2015-09-07 19:33:47
2808 19 2015-09-07 19:33:56
2808 3466 2015-09-21 17:05:32
2808 122 2015-09-21 17:05:38
2808 3466 2015-09-21 17:05:43
2808 882 2015-09-23 17:47:56
2808 122 2015-09-25 18:56:18
2808 187 2015-09-25 18:56:22
2808 17 2015-09-30 15:50:47
2808 895 2015-10-06 09:00:01
2808 17 2015-10-15 15:04:11
2808 28 2015-10-15 15:04:20
2808 17 2015-11-06 18:29:28
2808 19 2015-11-19 15:08:03
2808 10707 2015-12-16 11:05:10
2808 10707 2015-12-16 11:05:14
2808 28 2015-12-16 11:05:20
2808 6203 2016-01-24 14:22:56
2808 10137 2016-01-24 14:23:06
2808 3466 2016-01-25 13:03:46
2808 17 2016-01-25 13:03:51
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2808
2808
2808
2808
2808
2808
2808
2808
2808
2808
2808
2808
2808
2808
2808
2808
2808
2808
2808
2808
2808
2808
2808
2808
2808
2808
2808
2808
2808
2808
2808
2808
2808
2808
2808
2808
2808
2808
2808
2808
2808
2808

9669
20
122
3466
122
122
20741
11127
17948
17948
14455
20202
882
5824
17948
882
34647
4858
10531
35404
23804
19333
35404
3637
35404
12271
12271
32766
32766
4858
28568
41497
7082
3637
35162
35404
12936
35404
3637
46084
33332
17

2016-01-25 13:03:58
2016-02-01 11:29:43
2016-02-03 19:12:33
2016-02-03 19:12:39
2016-02-26 00:00:01
2016-04-06 04:00:01
2016-04-15 09:10:11
2016-04-15 09:10:16
2016-05-16 18:08:22
2016-05-16 18:08:36
2016-05-21 16:36:30
2016-05-21 16:36:36
2016-05-21 16:36:44
2016-06-29 21:00:01
2016-09-04 19:00:01
2016-09-19 13:30:01
2016-09-23 11:30:29
2016-09-23 11:30:47
2016-10-03 16:33:43
2016-10-05 13:32:22
2016-10-05 13:32:46
2016-10-07 11:22:39
2016-10-10 16:16:20
2016-10-16 15:21:38
2016-11-02 14:23:33
2016-11-02 14:23:47
2016-11-03 19:33:10
2016-11-03 19:33:27
2016-11-03 19:33:36
2016-11-2113:57:03
2017-01-10 12:39:31
2017-01-10 12:39:43
2017-02-06 23:22:30
2017-02-11 13:00:26
2017-02-15 22:22:54
2017-02-15 22:23:05
2017-02-15 22:23:16
2017-02-15 22:23:23
2017-03-08 16:28:28
2017-03-13 16:44:51
2017-03-27 12:23:46
2017-03-27 12:23:54
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2808
2808
2808
2808
2808
2808
2808
2808
2808
2808
2808
2808

17
21247
5824
4858
26360
37341
17
34647
28568
47205
52572
50097

2017-03-27 12:24:03
2017-06-15 14:37:21
2017-06-15 14:37:25
2017-06-18 22:18:18
2017-06-20 00:46:19
2017-06-20 00:46:31
2017-07-13 19:44:55
2017-07-18 22:45:13
2017-07-22 10:34:40
2017-08-3117:11:23
2017-09-14 10:30:01
2017-11-14 23:45:19

[L01
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dispyter

Polisens kommentar: Anvdnds ndr sdljare och képare inte dr 6verens. Bdda sidor fdr argumentera for sin sak. Man kan komma éverens eller sd
far administratoren avgéra dispyten. Prisavdrag anger férdelning av pengarna mellan képare och sdljare.

| HEMLIG |

bestallningar_id kopare_id saljare_id kopare_argument saljare_argument inledd besvarad prisavdrag
94690 2808 17948 Hej! Jaghar inte Kommer dom inte ~ 2016-05-15 2016-05-15 0
fatt denna imorgon vilketjag  15:08:06 23:21:57
bestéllning.. Mvh  ar 100% saker pa
sa slapper jag
deponin..Mvh
94689 2808 17948 Hej! Jaghar inte Kommer dom inte  2016-05-15 2016-05-15 0
fatt denna imorgon vilketjag ~ 15:08:11 23:22:30

bestéllning.. Mvh

ar 100% saker pa
sa slapper jag
deponin..Mvh
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koparomdommen

Polisens kommentar: Siljarens omdome om képaren efter avslutad affdr.5 dr maxbetyg.

| HEMLIG |

kopare_id omdome kommentar tidpunkt

2808 5 2015-05-28 11:46:39

2808 5 Kanonbra kopare. Inget krangel, alltbra  2015-05-29 08:03:28
:)5/5

2808 5 Kanonbra kopare. Inget krangel, alltbra  2015-05-29 08:03:38
:)5/5

2808 5 6dagar for att slappa deponin, har inte 2015-06-08 14:40:18

hort nagot om kunden varfor. Hoppas
det inte hander igen!

2808 5 Grymt bra, jag ar helnojd!

2808 5

2808 5

2808 5

2808 5

2808 5

2808 5

2808 5

2808 5

2808 4 Lite fuzz. 6 dagar for deponislapp, inte
hort om anledning.

2808 4 Lite fuzz. 6 dagar for deponislapp, inte
hért om anledning.

2808 5 Bra kund/ YLBD

2808 5 inga problem - Lucky

2808 5 Toppenkund som ar palitlig och snabb -
valkommen ater!

2808 5

2808 5 Tiptop, som vanligt - vilkommen ater!

2808 5

2808 5 Perfekt - vailkommen ater!

2808 5

2808 5

2808 5

2808 5

2808 5 Allt stralande skott!

2808 5 Suverant, tack och valkommen ater!

2808 5

2808 5 No fuzz! Valkommen tillbaka.

2015-06-08 19:06:27
2015-06-08 19:06:33
2015-06-16 21:13:39
2015-08-19 08:46:27
2015-09-05 02:30:49
2015-09-05 02:30:49
2015-09-05 02:30:49
2015-09-08 17:16:21
2015-09-14 17:05:35
2015-09-21 17:56:51

2015-09-21 17:57:00

2015-09-23 17:59:30
2015-09-25 19:32:03
2015-09-30 16:05:41

2015-10-07 14:53:36
2015-10-1517:14:02
2015-10-17 10:40:19
2015-11-06 19:48:49
2015-11-20 01:55:39
2015-12-16 15:42:59
2015-12-16 15:43:09
2015-12-17 11:28:06
2016-01-24 23:13:37
2016-01-2513:17:43
2016-01-25 15:15:40
2016-01-25 16:18:16
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2808
2808
2808
2808
2808
2808
2808
2808
2808
2808
2808

2808
2808
2808

2808
2808

2808
2808

2808

2808
2808
2808

2808
2808
2808

2808
2808
2808
2808
2808

2808
2808

Ul Ul Ul ulul ol ol ol ol Ul

U1 U1

U1

Ul o1 Ul

U1 Ul ool ol

vl

No fuzz! Valkommen ater!

Tack och valkommen ater 5/5 /// Alli
Superb kund. Pa aterseende :)-YLBD
5/5 Rekomenderas!!

Bra kund, valkommen ater! MVH
DirektHem

THCs tackar er for ett snabbt och
smidigt samarbete / THeCannabisShop

BERRASBUTIK ONSKAR ATT SE DIG
IGEN!!! 0% JIDDER 100% KUND.

BERRASBUTIK ONSKAR ATT SE DIG
IGEN!!! 0% JIDDER 100% KUND.

Ett exempel pa grym kopare!! Deponin
slappt som blixten!! - Varmt vilkommen
ater! :)

Tack och vilommen ater! / Sverige
Tack och valommen ater! / Sverige

Ett exempel pa grym koépare!! Deponin
slappt som blixten!! - Varmt vilkommen
ater!:)

Topp kund! Sldppte deponin ASAP :)
Vialkommen ater! / Smokers Delight

En vendor kan inte 6nska sig en battre
kund! Varmt valkommen ater 5/5

Grymt! Finns inget att klaga pa har,

2016-01-26 11:58:27
2016-02-03 01:01:01
2016-02-05 18:19:05
2016-04-15 17:10:14
2016-05-17 02:13:08
2016-05-17 02:13:08
2016-05-21 16:44:43
2016-05-22 13:25:08
2016-07-03 11:21:14
2016-09-04 22:14:52
2016-09-23 15:24:25

2016-09-24 13:24:13
2016-10-03 17:09:41
2016-10-05 20:23:51

2016-10-09 08:45:28
2016-10-14 22:55:10

2016-10-17 20:22:10
2016-11-02 14:39:06

2016-11-02 18:03:10

2016-11-04 01:16:19
2016-11-04 01:16:19
2016-11-04 08:51:13

2016-11-22 07:36:50
2017-01-10 14:04:03
2017-01-10 15:05:05

2017-02-07 00:26:52
2017-02-15 23:13:02
2017-02-15 23:13:02
2017-02-16 08:30:28
2017-02-16 08:49:06

2017-02-16 21:53:19
2017-03-09 14:17:20
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2808
2808
2808
2808
2808
2808
2808
2808
2808
2808
2808

2808

2808
2808

Ul Ul Ulululolol ool ool

valkommen ater =)

Allt bra:)

varmt valknomenn ater. 5/5

Topp kund! Slappte deponin ASAP :)
Valkommen ater! / Smokers Delight
En underbar kund, en ara ifrdn varan
sida. Halsningar BTG

2017-03-14 15:09:42
2017-03-27 16:24:09
2017-03-27 17:40:22
2017-03-27 17:40:22
2017-06-16 13:01:15
2017-06-19 09:50:34
2017-06-2001:03:38
2017-06-20 01:13:13
2017-07-13 20:43:21
2017-07-19 00:46:06
2017-07-24 08:23:13

2017-09-01 14:34:26

2017-09-14 12:08:42
2017-11-15 00:10:57
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meddelanden

Polisens kommentar: Interna meddelande mellan tvd anvindarkonton.

tidpunkt skickare_id mottagare_id rubrik text
2018-01-13 1 2808 Underhall — --—--- BEGIN PGP SIGNED MESSAGE----- Hash: SHA512 Kéara anvandare, Som ni markt
18:33:42 har Flugsvamp varit ratt instabilt den senaste tiden. Idag var inget undantag. I vantan

pa en losning ar vi tvungna att koppla bort btc-modulen helt. Insattningar och uttag
som gjorts under tiden processas sa fort vi ar klara. ETA: Troligtvis kring kl 04:00 Vi
ber om ursakt for det intraffade. Mvh, Staff ----- BEGIN PGP SIGNATURE----- Version:
GnuPG vl
iQIcBAEBCgAGBQJaWkLdAA0JEJo3d0dBmq8thaAQAOMvGGxe0qyYn5cU3VPI9rwH1
DqcdXS+Vj82wWOHEpDnD+15fwYnfOehGtWQm5IjQZ/arZTocpBluP3NOM]cyb4CS
PTj24qLDf+apfhKURWHF637D+5eqcNBiZIT/gUWRJAICDsvVqGixsZAbNFZmM(f7
LHONnZiC8Ch6MMv80tCgUt1rMV+4WK+60IVWFbsCXdTfgWhYKF6Y0sOjjJbWyvepb
0Q0XPQwgatqPv/80Byh1sAMWQhmWVRIgeDvFRBQD /xXaAv2yC+VItifl70dIf8Bm7
4Kz]T6bv0qnSkzPDRMIECOWxht8HXN/TsHw078mTM5RY7hR1B0OEpc7eA3K1nNwpN
AqNPIZXAK7zudKng/41V9EFooh5s14k94UcoGc4AQIKy47k6 /vXE9KBAiIA]pcKGO
MJgWir8Sp5UNCOXmi78wH+h7wbCILfC5PwT5eiwX12hWqTLMOUUbV+cx0tj7Nvgp
NkevXzjJNFdPDezocjNcvPAC8Srt0UUIaphCSOGairl McEB]qo/yr8VKZkKQ6]6p
ROybBik6rtEkNrkAOe+7Z96LUNk1ycqk]DrnjXEyW4NBeWTUfw94xQfqc992]bM6
BXcVHjthQprDgphpqSK0s33hYaN]rZdNxuDnwUdRMGzz6 /DEcLXNqSx]YsF1SsA2
ieEiQFIEMI+C9F0BdeuY =vKc] ----- END PGP SIGNATURE-----

zL
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omdomen (antal rader 0)

Polisens kommentar: De omdémen sdljaren fdr av képaren efter en avslutad affdr. Betyget anger hur néjd koparen var med affdren och 10 dr
maxbetyg. Denna tabell innehdller flest antal omdomen men inte omdémen till samtliga afférer. Ordervdrde dr av intresse for att se priset pd
affdren och man skulle hypotetiskt kunna jimfdra med priser i sdljarens annonser.

| HEMLIG |

saljare_id produkt_id lamnare_id initierat ordervarde betyg
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pgp_nycklar

Polisens kommentar:Kommentar: Publik PGP-nyckel kopplat till képarkontot. Anvdnds av sdljare/andra anvindare for att kryptera
meddelanden till koparen. Endast képaren kan avkryptera med sin hemliga privata nyckel. Andrad dr datumet den lades upp eller dndrades. Har
man bytt nyckel mellan databasexporterna kan flera nycklar finnas.

nyckel andrad

2015-05-23 21:32:27
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svartlistningar

Polisens kommentar: Sdljare har kunnat svartlista kopare man varit missnéjd med. Detta blir synligt for andra sdljare, men inte vanliga
anvdndare. Anvandare dr sdljaren som svartlistar och svartlistad dr den kopare som blir svartlistad.

| HEMLIG |

anvandare_id svartlistad_id motivering tidpunkt
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‘ Overféring av underrattelseinformation till fu , 2023-03-28 14:00 diarienr: 5000-K615323-19 116 ‘

| HEMLIG |

S ‘l P
pa==i Sy

POIisen SEKRETESS

Enligt 18 kap. 1-2§
offentlighets- och sekretesslagen

Polismyndigheten (2009:400)
Nationella operativa avdelningen 2023-01-13
Underrattelsetjansten POLISMYNDIGHETEN
2023-01-13 UNDERRATTELSE
Underréattelsenotis ANVANDARVILLKOR

HO

Dessa uppgifter far endast anvandas i
brottsbekdmpande syfte.

Overféring av underrattelseinformation till utredning

Till utredningen 5000-K615323-19 gillande marknadsplatsen Flugsvamp 3.0.
I slutet pa januari och borjan pa februari 2019 sa blev underréttelsetjansten pa
Noa kontaktad av en anonym uppgiftslamnare som ldmnade information om
marknadsplatsen Flugsvamp 3.0. Uppgiftslamnaren uppgav att admingréins-
snittet/adminpanelen till marknadsplatsen var 6ppet och oskyddat. Uppgif-
terna ¢verlamnades till Nationellt IT-brottscentrum (SC3) som kunde be-
kréfta att uppgifterna var korrekta. SC3 dmnade spara ner den tillgdngliga in-
formationen, men beslut drog ut pa tiden och nér det till slut skulle goras sa
var admingranssnittet inte lingre ppet och tillgdngligt.

I efterhand har det visat sig att uppgiftsldmnaren sparat ner egna screenshots
fran admingréinssnittet under perioden 22 januari till 14 februari 2019 och att
dessa skickats till underréttelsetjansten pa Noa. Dessa screenshots dverfors
nu till utredningen och ldggs som en digital bilaga. Bedomningen é&r att dessa
screenshots mycket sannolikt dr autentiska kopior av hur det sag ut pé ad-
mingranssnittet de dagar nér de sparades.

Overforing av underrattelseinformation till utredning 5000-K615323-19.docx



Overféring av underrattelseinformation till fu , 2023-03-28 14:00 diarienr: 5000-K615323-19
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Produkt
Underrattelsenotis

[
Serrerees L VNG |

Datum

Sida

2023-01-13 2 (3)
Bilagor
Bilaga 1. Bedémningsbegrepp

Bedomnings-be- | Innebord (stillningstagande i ord) Bedomarens

grepp Overtygelse

Bekriftat Avgorande eller bindande beldgg(faktorer) som Mycket sdker pa
entydigt stodjer varandra och pekar pa att slutsat- | min sak
sen kan motiveras utifran dem. Det kan finnas ett
fatal motstridiga eller kallkritiskt osékra beldgg i
materialet.

Sannolikt Starka belédgg, eller flera méttliga och svaga be- Saker pa min
lagg som tillsammans motsvarar starka beldgg, sak
som i huvudsak stddjer varandra och pekar pa att
slutsatsen kan motiveras utifran dem. Mindre f6re-
komst av motstridiga eller kallkritiskt osékra be-
lagg finns 1 materialet.

Troligen Mattliga beldgg, eller flera svaga och mycket Kanske, men
svaga beldgg som tillsammans motsvarar mattliga | mer séker &n
beldgg, som stédjer varandra och pekar pa att slut- | oséker
satsen kan motiveras utifrdn dem. Mattlig fore-
komst av motstridiga eller kéllkritiskt osdkra be-
lagg finns 1 materialet

Mojligen Svaga beldgg, eller flera mycket svaga beldgg som | Oséker pa min
tillsammans motsvarar svaga beldgg, som i mindre | sak
omfattning stodjer varandra och pekar pa att slut-
satsen kan motiveras utifrdn dem. Storre fore-
komst av motstridiga eller kéllkritiskt osdkra be-
lagg finns 1 materialet.

Tveksamt Mycket svaga beldgg som i mycket liten omfatt- Stammer med

ning stédjer varandra och pekar pa att slutsatsen
kan motiveras utifrdn dem. Omfattande férekomst
av motstridiga eller kallkritiskt osékra beldgg
finns i materialet. Slutsatsen saknar 1 stora delar
motiverande beldgg och bestar av hypotetiska for-
hallanden som inte kan styrkas genom analysre-
sultat.

storsta sannolik-
het inte
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[
Serrerdea IENILIG

Underrattelsenotis

Datum Sida
2023-01-13 3(3)
Bilaga 2. Anvéandarvillkor
HO Dessa uppgifter far endast anvindas i brottsbekimpande syfte.

Fortydligande HO: Far spridas vidare till behdvande inom den brottsbe-
kdmpande verksamheten eller andra samverkande myndigheter.

H1 Dessa uppgifter far inte anvindas som bevis i rittsliga processer
utan tillatelse fran upprittaren.

Fortydligande H1: Far anvéndas i brottsbekdmpande ledningsprocesser
eller annan myndighetssamverkan. Anvéndarvillkor H1 innefattar &ven
de restriktioner som géller f6r anvéndarvillkor HO.

H2 Dessa uppgifter far inte formedlas vidare utan tillstand fran uppriit-
taren.

Fortydligande H2: Delges endast enligt sdndlista. Anvéndarvillkor H2
innefattar &ven de restriktioner som géller for anvéndarvillkor H1.

H3 Ytterligare begrinsningar giller. Begrinsningar rorande behorig-
het eller syfte med 6verforingen av uppgifterna ska beskrivas i
fritext.

Fortydligande H3: Begrénsningarna rérande behorighet eller syfte med
overforingen av uppgifterna ska beskrivas i fritext. Anvéndarvillkor H3
far endast anviandas i kombination med anvéndarvillkor HO, H1 eller H2.
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Bakgrund & syfte

I utredningen har det via Noas Underéttelseavdelning framkommit uppgifter
om att en uppgiftslimnare har inkommit med information om en s.k admin-
panel till marknadsplatsen Flugsvamp 3.0. Adminpanelen &r ett grianssnitt for
att skota administrationen pa marknadsplatsen och innehaller bla uppgifter
om registrerade konton (bade kdpare och séljare), uttag av bitcoin och annat.
Denna information har §verldmnats till utredningen (se underéttelsenotis
Overforing av underriittelseinformation till utredning). Information fran
Adminpanelen har sparats ner vid 5 olika tillfdllen 2019-01-22, 2019-01-24,
2019-01-28, 2019-01-30, 2019-02-14

I utredningen av Flugsvamp 2.0 sa beslagtogs ett antal servrar som inneholl
databaser om anvindare och hantering av bitcoin. Denna information anvén-
des senare i operationen Incognito II. Utdrag ur denna information kommer
att redovisas i detta PM. Héanvisningar till koparkontot Pelle321 kommer
ocksa att goras se PM Kronbergs koppling till képarkontot Pelle321 pa
Flugsvamp 2.0.

Fran beslag BG136943-2 har det aterskapats fyra(4) st bitcoinplanbocker (se
PM Aterskapande av bitcoin-plinbécker).

Under en period fanns det en kopia av Flugforum pé det 6ppna internet pa
adressen Flugsvamp.net. Fran den sidan inhdmtades en kopia av den databas
som Flugforum anvénde (se PM Inhdmtning webbtjinsten Hostinger)

Syfte med detta PM &r att redogora for kopplingar mellan information funnen
i adminpanelen och Fredrik Kronberg.

Komplett transaktionsdata for alla bitcointransaktioner i detta PM finns i Bi-
laga 1 — Bitcointransaktioner. Information om kluster i detta PM finns i Bi-
laga 2 — Klusterinformation.
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Sammanfattning och Analys

En uppgiftslimnare har inkommit med information om en s.k. adminpanel
som har anvénts for att administrera Flugsvamp 3.0. Informationen bedoms
vara verifierad att innehélla korrekt data fran Flugsvamp 3.0.

Analysen av koparkontot hej och siljarkontot seller visar pa att det dr konton
som troligtvis anvénds av admin for att testa funktioner s& som inséttningar,
uttag och genomforda affirer. seller anviander sig av admins pgp-nyckel.

Via information i adminpanelen tillsammans med information inhdmtad fran
andra kallor kan man stélla upp en tidslinje av handelser som sker runt lanse-
ringen av Flugsvamp 3.0 den 17 december 2018.

Tidpunkt Hiindelse |
2018-12-16 22:42 | Adminkontot “admin” registreras.

2018-12-17 11:32 | Testkoparkontot ’hej” registreras.

2018-12-17 14:22 | Séljarkontot ”WeedKungen” registreras

2018-12-17 15:58 | WeedKungens PGP-nyckel skapas.

2018-12-17 16:15 | Admins PGP-nyckel skapas.

2018-12-17 19:02 | Testkoparkontot hej” gor den forsta inséttningen pa marknadsplatsen
2018-12-17 19:15 | Testsdljarkontot ”’seller” registreras

2018-12-17 21:18 | Testkoparkontot ’hej” gor en bestédllning fran testsiljarkontot ”seller”.
2018-12-17 21:19 | Testkoparkontot hej” gor en bestéllning frén testsiljarkontot ’seller”.
2018-12-17 21:40 | Testsidljarkontot ”’seller” markerar ’hej” bestdllning som skickad.
2018-12-17 21:40 | Testkoparkontot hej” markerar sitt kop som avslutat.

2018-12-17 21:41 | Testkoparkontot ’hej” gor en bestéllning frén testséljarkontot ”seller”.
2018-12-17 21:42 | Testséljarkontot ”seller” markerar hej” bestédllning som skickad.
2018-12-17 21:42 | Testsiljarkontot ”’seller” markerar ’hej” bestdllning som skickad.
2018-12-17 21:42 | Testkoparkontot ’hej” markerar sitt kop som avslutat.

2018-12-17 21:42 | Testkoparkontot ”hej” markerar sitt kop som avslutat.

2018-12-17 21:43 | Testsiljarkontot ”seller” gor det forsta uttaget fran marknadsplatsen.

2018-12-1722:11 | Koparkontot ”ghg” registreras. Kontot anvénds aldrig och inte loggar in igen.
2018-12-18 00:52 | fram till 23:59 registreras det 23 st. sdljarkonton och 174 st. képarkonton.

Trolig tidpunkt for lansering av Flugsvamp 3.0 &r sent pa kvéllen 2018-12-17
rimligtvis ndgon gang efter 22:11.
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Sdljaren WeedKungen ér kopplad till admin pa sa sétt att det séljarkontot re-
gistreras innan marknadsplatsen lanseras och att PGP-nyckeln skapas innan
admins PGP-nyckel skapas. Weedkungen har ocksa samma, frén internet
hédmtade, produktbild som seller.

WeedKungen, globox666 och Nordic Grow &r kopplade till varandra genom
att uttag gors till samma kluster och nérliggande tidsmassigt. WeedKungen
och globox666 #r ocksa registrerade direkt efter varandra i tét tidsfoljd pa
Flugforum. globox666 anvinder samma PGP-nyckel som globox666 pa
Flugsvamp 2.0. Det &r déarfor rimligt att anta att det &r samma séljare.

Fredrik Kronberg dr kopplad till Flugsvamp 3.0 genom kontona globox666,
seller och Pelle321. globox666 gor uttag fran Flugsvamp 2.0 till planboken
BITCOIN SMALL. Planboken BITCOIN DIRTY tar ocksa emot bitcoin fran
ett kluster som gor uttag fran Flugsvamp 2.0. Fran BITCOIN DIRTY gors det
ocksa insittningar till en inséttningsadress som ocksa seller gor uttag till. Pa
Flugsvamp 3.0 finns ocksé koparkontot Pelle321.
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Adminpanelen &r ett granssnitt for att skota administrationen av marknads-
platsen Flugsvamp 3.0. Bla sa kan texter som visas pa sidan @andras. Nedan
skdrmdumpar visar textadministration samt hur texten ser ut pa sjélva mark-

nadsplatsen.

Valkommen

Produkter

Alla produkter

Bara utvalda produkter

Produktkategarier

Anvéndarhantering

Visa képare

Visa séljare

Textinnehall

Systeminstéllningar

Blandade funktioner

Texter

Hem (k@pare) - Produkter

Nedan listas ett urval av de mest populara produkterna. Se alla
produkter och kategorier i menyn till vanster, eller sok efter
produktnamn nedan. <br><br>

Hem (inaktiverad s@ljare)

Du &r INTE aktiverad som séljare an.. Gor klart din profil, Iagg till din
PGP-nyckel, ladda upp dina produkter - kontakta sedan kundtjanst
s aktiverar vi ditt konto om allt ser ut att vara i ordning.

Skdrmdump av adminpanelen som visar textadministration.

| Bestk Flugforum ‘

Vialkommen
data2

Ditt saldo: 0 SEK (0
BTC)

Cannabis
Sativa

Indica

Hybrid

Hasch

Produkter

Nedan listas ett urval av de mest populdra produkterna. Se alla
produkter och kategorier i menyn till vanster, eller sék efter

produktnamn nedan.

Sik

+* UTVALD
PRODUKT

o ST

[
iy
T

AR iseEs
. I

+ UTVALD
PRODUKT

+ UTVALD
PROBUKT

.

Skdrmdump av skrapning av Flugsvamp 3.0

( HEMLIG |
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I adminpanelen kan ocksa instillningar som transaktionsavgift styras. I
skdrmdumpen nedan visas avgiften 3% som var avgiften for séljare pa mark-
nadsplatsen vid den hér tidpunkten.

Valkommen

Produkter
Alla produkter

Bara utvalda produkter

Produktkategorier

Anvéndarhantering

Visa kdpare

Visa séljare

Textinnehall

Systeminstallningar

Standard transaktionsavgift (i procent)

Genom att uppdatera avgiften s@ @ndras avgiften endast f@r s@ljare
som inte har unika avgifter kopplade till sig.

:

Auto escrow (i dagar)

Antal dagar tills att escrow automatiskt sl@pper pengarna.

’  Foca

Skdrmdump av adminpanelen som visar systeminstdllningar.

[ HEMLIG |
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Information om séljar- och kdparkonton visas som en lang lista.

Visa anvandare - Saljare

Valkommen

Produkter
Alla produkter

Bara utvalda produkter

Produktkategorier
Séljare
Anvandarhantering
) . Senast
Vizdknare Anvindarnamn Bestillningar  Registrerades inloggad
Visa séljare
WeedKungen n aktiva Dec 17, 2018 Feb 14, 2019
Textinnehall £ avsiutade  14:22 04:43
(@] avbrutna
Systeminstliningar seller @ avslutade  Dec17,2018  Feb 12,2019
(i) avbrutna  19:15 22:33
Blandade funktioner @ dispyter
Admin Vaccin naktlva Dec 18, 2018 Feb 13, 2019
D avsiutade  00:52 17:13
Konto avbrutna
Byt [6senord B dispyter

Sok efter anvandare m

Skédrmdump av adminpanelen som visar sdljarkonton.

Visa anvandare - Kopare
Valkommen

Produkter
Alla produkter

Bara utvalda produkter

Produktkategorier
Képare
Anvandarhantering
- Registrerad  Senast
Visa kijpare Anvandarnamn Bestillningar es inloggad
Visa séljare
hej B avslutade Dec 17, 2018 Feb 14, 2019
Textinnehsll 4.33/5 avbrutna 1:32 05:26
Klass: @) @ dispyter
Systeminstéliningar ghg [ avslutade Dec17, 2018  Dec 17, 2018
221 22112
Blandade funktioner Klass: @

Sék efter anvandare m

Skdrmdump av adminpanelen som visar koparkonton.

[ HEMLIG |
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Klickar man pa ett séljar- eller koparnamn kommer man in till en Gversikt om
det specifika kontot man har klickat pa. For sdljare kan man bla se pgp-
nyckel, saldon, produkter, ordrar och uttag av bitcoin.

globox666 = 5/5

Saljare

Profilbeskrivning Status Kontakta anvandaren
VALKOMMEN till d.m grasforsa\JaTe nr1 Vaﬁ sort: —;Cyberljaze v Séljaren &r aktiverad Skicka meddelande
AAA+-- 60/40 Sativa/indica (Sativa dominerat gris av Hog

kvalité till basta pris pa natet) 10g 20g PAKETERING OCH Inaktivera saljaren

LEVERANS: Alla paket skickas fran Sverige och varorna &r
vakuumpackade och garanterat luktfria. vi anvénder oss av den
bésta stealth-metoden. Skickar post/varor flera ganger i veckan.
Vi skickar till féljande linder: - Sverige SAKERHET OCH
KOMMUNIKATION: For var och er sdkerhet sa raderas alla era
uppgifter efter mottagen leverans! All
internettrafik/lkommunikation sker genom 3 "noder", dvs VPN:s
och proxy, samt TOR. Ni kunder ar Hégsta prio och vi gor allt for
er sakerhet och anonymitet! Enjoy!!! GloBox666

Séljarens publika PGP-nyckel Nuvarande saldo Saldo i Escrow
,,,,, BEGIN PGP PUBLIC KEY BLOCK-—-—- 0 SEK (0 BTC) 565 SEK (0.0169713 BTC)

Version: GnuPG v1

MQENBFpOQ/YBCACHYx6ZbK1tb8GHtRatK XUHWITMKm Transaktionsavgift

kotHaPRy/8Azzk4Nakt8ed

xQB002p0u03X0ywkHOFcRHiUuvLtg T1JFE7BDhdokptCe 3 %
+/BOrSpOgymGTPNvqwe Standaravgiften ar: 3%

dav1GX06qgfkEtd +VIRI3WXxcaVVLGcQOQxnj9Tx1HA4zUt
2Ipg5y13i00PC50QuM
3nJd5zmPwsjasvliX1gz7/vefzIQrEkmtjy5JbljGYc+QBACLAH

Registrerades Senastinloggad
3j99fKyNKEBXSX g 99

07:35 Dec 19, 2018 04:41 Feb 14,2019

Skédrmdump av adminpanelen som visar koparkontot globox666.
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Verifiering av uppgifter i adminpanelen.

I samband med att skrapningarna av marknadsplatsen Flugsvamp 3.0 bérjade
sa registrerades ett koparkonto for att kunna skrapa marknadsplatsen. Detta
konto bor endast ha varit ként av enskilda handldggare pa Polismyndigheten
samt av administrationen av marknadsplatsen. Detta konto hade kontonamnet
data2 och skapades i samband med att skrapningarna borjade 2019-01-11.

Vilkommen data2 i

Ditt saldo: 0 SEK (0 BTC)

Sok efter

Cannabis
Sativa

Indica

Hybrid 8 >

—_—

seso agiorum Produkter

vanster, eller sok efter produktn;

Produkter

s ett urval av de mest

produkt

B Mgt 1
iy il St

Skcrmdump av forsta skrapningen 2019-01-11 med anvindaren data?2 inlog-

gad

I adminpanelen éterfinns kdparkontot data2 som registrerades 2019-01-11.

data2 [) avslutade Jan 11,2019
11:01

Klass: @

Feb 13, 2019
10:56

Skdrmdump av adminpanelen som visar koparkontot data?.

Ovan information tillsammans med 6vrig information om séljare och annon-
ser gor att bedomningen blir att informationen som finns i adminpanelen

Overensstimmer med informationen pa Flugsvamp 3.0

[ HEMLIG |
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Handelser vid lanseringen av Flugsvamp 3.0

Enligt en nyhet fran marknadsplatsen sa lanserades Flugsvamp 3.0 2018-12-

17. Exakt vilken tidpunkt dr oként.

£
VlugSvamp

Logga in~ .

Anvindarnamn

Lésenord - - N

Skriv in captcha-ke

Valkommen till Flugsvamp 3.0

= Anvand enbart adressen Flugsvamp3jv4neg.onion,

inget annat!

= Flugsvamp 3.0 har inget att gora med firegaende sidor
(1.0 & 2.0) med samma namn. —Las mer har.

L&s— Information f&r képare

L&s— Information f&r séljar

Nyheter:

2019-01-08
Flugforum &r nu online. Valkommen in!

2018-12-22
Marknaden ar nu i full gang med &ver 50 aktiva saljare,
varav manga vélkdnda och omtycka namn. Trevlig Jul!

2018-12-17
Flugsvamp 3.0 har &ppnat fér handel. Vi vdlkomnar varmt
nya kunder och séljare och &nskar en riktigt God Jul!

Skcirmdump av flugsvamp 3.0s startsida med nyhet om Flugsvamp 3.0s lanse-

ringsdatum.

[ HEMLIG |
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Klickar man pa *Lds mer hdr’ far man upp nedan sida. Skrapningar fran
denna sida saknas vid 2018-12-17 (denna skrapning &r fran 2019-01-14) men
sidan &r daterad 2018-12-17 och innehéller admins PGP-nyckel.

2018-12-17

Dérrarna &r nu &ntligen 8ppna igen fér handel pa en helsvensk siker darknetplattform. Flugsvamp 3.0 har ingen koppling till
foregdende sidor, men bér traditionen vidare med namnet Flugsvamp, dé det har blivit synonymt med svensk droghandel online.

Vi kommer vara ett vénligare, béttre och mer transparent alternativ &n véra féregangare, vilket vi tror starkt kommer att uppskattas

Redan nu finns alla funktioner som férvéntas av en darknet-marknad i vérldsklass, men vi kommer att arbeta hart den ndrmsta tiden
med att implementera nya funktioner och férbéttringar. Inom kort lanserar vi Flugforum dér vi ser fram emot att diskutera
forbattringar ach ta del av dina synpunkter.

Tillsammans med er alla skapar vi nu nasta generation av frihet online.
God Jul och Gott Nytt Ar,
Team FS

Om du vill kontakta oss med kanslig information, anvand var publik pap-nyckel:

-----BEGIN PGP PUBLIC KEY BLOCK-----
version: GnuPG vi1

MQENBFWXvZIBCADDbhkh6Sn113Z4TiMiulGBaML1UTQALNAWNZXUTYNI3XTMQZuY
eruxXVvrs+zC+AHVO+t6NeE2PFU3VBgm7PDE0QKS cpGwd L J8AG/ ug fuuTGVEBdKgR
QPvg+zhWGdsYkltxowadgpUZtpbMicidebcrQkQ2Lyo7sLvusfidsoQtel+02T3x
N/C54WWsj8VMxqrI+neVic/+0580wfrlaQF/27v336/ LNbESTHGQVIPQLaaFwj6xU
TiTA32C1+ZVdsx+NUVIBTVATPOC/FKru2st58CPIPUZHMQS7RIOLT71hogpjail
Znk968F8ED227shBh+w2ySA2BS1QPSBZvG3DABEBAAGECUZ TMY1BZG1pbok BNEQT
AQOATAUCKB29kgIbAWULCQgHAWUVC gk ICwQUWAgEAAhABAN2AAAGTEDQ g L10SHF
¥sUH/1+rRtJTZKRI50125XH2hrN20/ giVKa3tqly 2Ngg TETZVo108T4vDb1DrgzX
WVBHQaS X3 cvquBTY6cwiNRWFMGHhPgisp3luws IEKbvjqthemzauCyr15udHCD
mm1/qulyg6mzj/syPcQee1SazF+NAIKFZIBVpXse1xaaQCoAEVHTzzrYM5nRs/ cn
WzA4HYFod 2TMEpTd1MOWEBTyPL+TEqpuvLgjUoBOknkSLud04haYz60TrEwchS6A
25KRFbx7Y1q5hfrTG5bhCi14B045vCnQCzfGLNYHEEESRUTVNMe+YE1074GPg76
Q/9ACRY1ZXrHISCKEbnKuZ cZWEq5AQREXBeGkgE TAMQI 1b1 rpVT7 M/ STgucKsyp
bvtsiEOGTAkeFajjixDexhs9+nlc030jusGITqyT23znlggaiXglonGzgpSyunXxa
14USRUUTWhT+E1knCw7wlHEWF ++NgSsXZbBSDZ 8w/ XFkFEh+ggruYW1D2XT@xhXB5
Tedq585xAcmixFIo1C/ Fo2urfalnuWdfqoBukNSOPITFINby6h1Qd1KEZ30QY gl
jmAU602s/bFfxeCqfEy4BpHUQehSdo/t1adnVoomRNuall3k2NsPOLImMIVLs62K
GYiWA1lk8eYgykGSxeNSKFWdrynkixe8ny /Y7MAQZhFZ/+NoolXqGLDS1sLWKvQHBA
EQEAAYKBHWQYAQOACQUCXBedkgThDAAKCRABT 4NdTkhxa61ICACHBWISQ2U180a/
YEkpQuedQBT Iowx7M35bumIgmublyljifyYI85e30KpOWB7bu3BuALk 3anZIVK2hT
5551VFusliRBaj2ymkoScerNy8sUbH1317iUjkyN2INghm3/ +ohUSeQhkotovokio
GPTL7AXOgHWIVCEhPTu1j jwfvqROXPSeA 7 dus4T nhmdMHIMADWPXEUKT suxqu
Ef4qMTAGh04CC3SR2DMGj 1pLeg7YmsEbaluAcgV+wvPnHaZD1y2qo0L 3ePOL LY
bEvezI678Yq3yyHYjV1IrLIrral 2GEWAGMAEBPTUGhKmUpO9a+WLLBROT tx6XHIWK
YAWEZGRA

=gxZm
-----END PGP PUBLIC KEV BLOCK-----

Skédrmdump av Flugsvamp 3.0 visandes admins PGP-nyckel.

Det forsta inldgget om Flusgsvamp 3.0 pa flashback skrivs 2018-12-18 13:39.
Inldgget hanvisar till ett nu raderat inldgg pa reddit.

B 2018-12-18, 13:39 -+ #14502

Ganjalf Flugsvamp 3.0 lanserade tydligen igar!
Avsténgd o

flugsvamp3jv4neg.onion

(ség pa reddit) En del séljare redan som verkar hoppa fran DM, tycker ser najs ut @

Reg: Mar 2006
Inlagg: 467

< A Rapportera

Skcirmdump av det forsta inldgget om Flugsvamp 3.0 fran Flashback
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Adminkontot admin registreras 2018-12-16 22:42

Anvandarnamn Bestdllningar Registrerades Senast inloggad
admin a avslutade Dec 16, 2018 Feb 14, 2019
22:42 10:47

Skcirmdump av adminpanelen som visar adminkontot admin

Tva koparkonton registreras 2018-12-17. hej 11:32 och ghg 22:11. Inga fler

koparkonto registreras 2018-12-17.

Registrerad
Anvandarnamn Bestallningar es
hej [) avslutade Dec 17, 2018
433/5 (17) avbrutna 11:32
Klass: @) ) dispyter
ghg @) avslutade Dec 17, 2018
2211
Klass: @

Senast
inloggad

Feb 14, 2019

05:26

Dec 17, 2018
22:12

Skcirmdump av adminpanelen som visar koparkonton hej och ghg.

Tva siéljarkonton registreras 2018-12-17. Weedkungen 14:22 och seller

19:15. Inga fler sdljarkonton registreras 2018-12-17.

Anvandarnamn Bestdllningar Registrerades
WeedKungen B aktiva Dec 17, 2018
() avslutade  14:22
(1) avbrutna
seller avslutade Dec 17, 2018
(17) avbrutna 19:15
) dispyter

Senast
inloggad

Feb 14, 2019

04:43

Feb 12, 2019
22:33

Skcirmdump av adminpanelen som visar sdljarkonton weedkungen och seller.

[ HEMLIG |
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Admins PGP-nyckel skapas 2018-12-17 16:15.

Namn E-post Anvandaridentiteter  Giltigt fran  Giltigt till Nyckel-Id
FS3-Admin certifierad 2018-12-17 3423 835D 4E48 716B

Alla anvandaridentiteter har certifierats.
Skapad: 2018-12-1716:15
Anvandning: Signering, Kryptering,
Certifierar anvandaridentiteter
Nyckel-Id: 4E48716B

Skcirmdump av programmet Kleopatra som visar skapandedatum och tid for
Admins pgp-nyckel.

Mellan 2018-12-17 21:18 och 2018-12-17 21:42 genom{ors och avslutas 3 st.
ordrar av kdparkontot hej till séljarkontot seller. Virt att notera dr att en ko-
pare ska markera en afféir som avslutad nér varorna har mottagits via posten.

testt heij 50 SEK Dec 17,2018  Dec17, Avslutad av
3st 4.33/5 (000154051 214 2018 kdparen
BTC) 21:42 21:42 Dec 17, 2018
Klass )
testt hej 3 SEK Dec 17,2018  Dec 17, Avslutad av
lst 4.33/5 (2227E-5 BTC) 21119 2018 koparen
21:40 21:40 Dec 17, 2018
Klass a
testt hej 3 SEK Dec 17,2018  Dec 17, Avslutad av
1st 4.33/5 (Q227E-5BTC) 2118 2018 koparen
21:42 21:42 Dec 17, 2018
Klass (@)

Skcrmdump av adminpanelen som hejs kop av seller

2018-12-18 registreras det mellan 00:52 och 23:59 23 st. séljarkonton och
174 st. képarkonton.
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Siljarkontot seller och képarkontot hej

Séljarkontot seller har angett samma pgp-nyckel som admin pa Flugsvamp
3.0. seller gor bara affarer med koparkontot hej.

De produkter som seller 1dgger ut till forséljning framstér som testprodukter.
Produktbilden for produkten festprodde &r tagen fran en recension fran inter-

net! av Blue Dream Strain publicerad 2015-06-28.

seller  2/5:
Séljare

Profilbeskrivning
Hej hej! Jag saljer riktigt fint roka

THE SELLER

Séljarens publika PGP-nyckel

-—----BEGIN PGP PUBLIC KEY BLOCK-----
Version: GnuPG v1

mMAENBFWXVZIBCADDbhKhESNIZZAlIMWUIGBgmLIUIQdINAwWNZ XY
J¥N33xTmEZUY

eruXVvrS+2C+AHVO +16NeE2PfLI3V0gm7PD00QKScpGwdl JOAD U
gfwuTGVEBdKgR
QPvg+2WWGdsYkitxowadgpUZipbMicideberQkQ2Lyo7sLvusiNdso
Qtel+02T3x

N/CEAVVSBV Mxard+neVic/+058 0wlrJaQF/2Zv33G/LNbESTHgVIP
QlLaaFwjgxl

Séljarens produkter

INTROPRIS - LSD 55ug

Pris: fran 20 kr

Séiljare: sellor aqwawqw

Visa produkten

Siljare: seller

s=ssmsz=ssssszmassszsaszessszssss Alltid Sppet! HALSNINGAR;

Status Kontakta anvandaren
+Séljaren ar aktiverad

Inaktivera siljaren

Skicka meddelande

MNuvarande saldo Saldo i Escrow
17 SEK {0.00053884 BTC) 109 SEK (0.00334557 BTC)
Transaktionsavgift

Standaravgiften - 3%

Registrerades Senast inloggad
19:15 Dec 17, 2018 14:39 Jan 22, 2019

-
testprodde

Saljare; seller

Visa produkten

Skcrmdump av adminpanelen som visar oversiktssidan for sdljarkontot seller

! https://stuffstonerslike.com/blue-dream/

( HEMLIG |
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En del av den orderinformationen som anges for ordrar dr ocksa inkomplett.
Har ska egentligen ett pgp-krypterat meddelande innehallandes kdparens
namn och adress finnas.

Order Kopare Pris Orderdatum Togs emaot
OQorange kush Hash e 20 SEK Jan 09, 2019 Jan 09, 2019
1gram (0005855 BIC) 0028 e el

Aubryt bastaining

Képarens PGP-meddelande

sd

+ slutpd orderdata 4

Qorange kush Hash hej 20 SEK Jan 08, 2019 Jan 09, 2079

lo@mm (00005555 BTG} 0024 00:25
Képarens PGP-meddelande
sd
+ glut pb orderdete &
Qorange kush Hash Fiej 20 SEK Jan 08, 2019 Jan 09, 2019
Llomm (OLO00885 5 BT C) 00:24 00:28

Abrytbesliing

Képarens PGP-meddelande

sds

+ siut pd orderdata 4

Skcrmdump av adminpanelen hejs inkompletta ordrar av seller
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Koparkontot hej dr det forsta koparkontot som registreras 2018-12-17 11:32.

hej och seller ér ocksa ihopkopplade genom kryptovalutatransaktioner. hej
gor en den allra forsta insdttningen till Flugsvamp 3.0-klustret. Insittningen

kommer frén bitcoin-adressen
12AY2KFXFwPbBZBqytGgFLAF7fWWyjuVXA

Insattningar

Fardiga insattningar
Summa TXID Tid

0.009 BTC d43bb0a19898918c92bd3cf04bff50abbc6f9cf2be33c530c09f95190748ce7f 19:02 Dec 17, 2018

Skdrmdump av adminpanelen som visar hejs insdittning till Flugsvamp 3.0

I materialet fran adminpaneln kan man lésa att seller gor tva st uttag av
bitcoin. Det forsta &r det forsta uttaget som gors fran Flugsvamp 3.0-klustret
och gors till samma adress som hej gor sin insdttning ifran. Det andra uttaget
gors till adressen 3ESBk1H62mKt3kz3ZCqTpozqVdGsuEL3WT

Uttag

Fardiga uttag

Summa Bitcoinaddress Tid
0.00053884 BTC 3ESBk1H62mKt3kz3ZCqTpozqVdGSUEL3WT 16:50 Jan 25, 2019
0.0016733 BTC 12AY2KFXFwPbBZBqytGgFLAF7fWWyjuVXA 21:43 Dec 17,2018

Skdrmdump av adminpanelen som visar sellers uttag fran Flugsvamp 3.0

hej sitter alltsa in dom forsta bitcoinsen pa Flugsvamp 3.0 och gor testaffarer
med seller som sedan gor det forsta uttaget tillbaka till samma adress som hej

gjorde insdttning ifran.
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Siéljarkontona WeedKungen, globox666 & Nordic Grow

Det allra forsta sdljarkonto som registreras dr séljaren WeedKungen. Kontot
registreras 2018-12-17 14:22.

WeedKungen n aktiva Dec 17, 2018 Feb 14, 2019
(E) avslutade  14:22 04:43
(1) avbrutna

PGP-Nyckeln fo6r WeedKungen &r skapad 2018-12-17 15:58.

Namn E-post Anvindaridentiteter Giltigt fran  Giltigt till Nyckel-Id
iWeedKungen certifierad 2018-12-17 7ATA77BB 2FF1234C!

Alla anvandaridentiteter har certifierats.
Skapad: 2018-12-17 15:58
Anvandning: Signering, Kryptering,
Certifierar anvandaridentiteter
Nyckel-Id: 2FF1234C

Skcirmdump av programmet Kleopatra som visar skapandedatum och tid for
WeedKungens pgp-nyckel.
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WeedKungen siljer endast en produkt (Lemon Haze). Denna produkt anvén-

der samma produktbild som seller.

WeedKungen  5/5

Saljare

Profilbeskrivning Status
My som onlineférsaljare men gammal | gemet! Been sellin' sticky «Sdljaren draktiverad
icky since ‘08 ! Hér av dig om du undrar ngt! Jag skickar nistan

varje dag | vacuum! Ar en miistare pd stealth sa du kan kanna Inaktivera sijjaren

dig siker tills gitt brev humn-hr. Enjoy!

Séljarens publika PGP-nyckel MNuvarande saldo
~----BEGIN PGP PUBLIC KEY BLOCK: - - OSEK (0 BTC)

Version: GnuPG w1

MQENBFwWXUYCBCADIEEKPH 1 ByM Wm X1+ GIFBDxvya

FGRCIk21QPVzy 7P URLG X8 Transaktionsavgift
Knd ug ERdmikx IDATN WS AZd77 2QIDTkXLGCKCIZ /Ot
Kfawjtw/mTBQAGh 3

IMuOHMed gBjoszHHPIGRIS R zx UoC baHsKScHE3ILuAed Standaravyften & 3%
CuleszirkTEBIVVKEZN
OM2giBI39+myBwd TvgyitycHYr+yel Pn JoNhB VO TGl LIS

ki1y7allZc2 3898 Mn .
AL b Registrerades

14:22 Dec 17, 2018

Saljarens produkter

Lemon Haze
5[5 1

Kontakta anvandaren

Bkicka meddelande

Saldo i Escrow

536 SEK ((0L.07608439
aTe)

Senast inloggad
04:43 Feb 14, 2019

Skcirmdump av adminpanelen som visar oversiktssidan for sdljarkontot

WeedKungen

(HEMLIG |
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Séljarkontot globox666 registreras 2018-12-19 07:35.

globox666 £ aktiva Dec 19, 2018 Feb 14,2019
@) avslutade  07:35 04:41
(8] avbrutna
E) dispyter

PGP-nyckeln som anvénds f6r globox666 pa Flugsvamp 3.0 dr samma som
globox666 anvinder pa Flugsvamp 2.0 (se PM Jdamforelse av publika PGP-
nycklar). Detta indikerar att det &r samma séljare pa bada marknadsplatserna.

Séaljarkontot Nordic Grow registreras 2018-12-28 08:51.

Nordic Grow £l aktiva Dec 28,2018  Feb 14, 2019
FZ) avslutade  08:51 04:44

avbrutna
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Pé Flugforum sa har Weedkungen och globox666 anvindare som dr registre-
rade som verifierade séljare. Bada har skapat varsin respektive séljartrad.
Nordic Grow saknar anvindare pa Flugforum.

Start » Saljare och sortiment » WeedKungen

Sidor: 1
WeedKungen Igar 05:21:44 #1
Verifierad siljare Tja,
Har kan vi diskutera mina produkter och service.
= Basta!

Registrerad: 2019-01-08
Inlagg: 1

Start » Saljare och sortiment » GloBox666

Sidor: 1
Globox666 2019-01-08 16:52:16 #1
Verifierad séljare Har kan ni snacka/prata/diskutera om hur vara produkter dr, men dven
“n hur eran erfarenhet var med oss!
iz
NPl Med Vanlig Halsning
“# ¥ GloBox

Registrerad: 2019-01-08
Inlagg: 1

Tittar man pa informationen om sjélva anviandarna i den databas som kom-
mer frin Hostinger (PM Inhdmtning webbtjdnsten Hostinger) sa kan man se
att dom &r skapade direkt efter varandra da id-numren &r direkt efterfljande
av varandra och dven tidpunkten for skapande av kontona (registered) &r i tét
foljd. Losenorden i databasen dr hashade med en SHA 1-hash men har
knédckts med hjélp av s.k. brute-force. Losenorden for bade weedkungen och
globox666 foljer en liknande struktur.

id username password registered ‘
69 | WeedKungen @ Weed!!!!! 2019-01-08 16:44:12
70 | Globox666 Glo!!! 2019-01-08 16:45:23

[ HEMLIG |
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Analyserar man dom uttag som gors fran WeedKungen, globox666 och Nor-
dic Grow sa ser man att alla tre siljare kan kopplas ihop genom att de gor ut-
tag till samma kluster. Uttag gors dven nérliggande i tid och i ett fall dven till
samma bitcoinadress (globox666 och Nordic Grow till
14nDsg7EDRLx952w15FThiEZ6tTIx8ZEDi).

Saljare Summa Bitcoinadress Tid Kluster
globox666 0.24849546 | 1BXWasCeeN5MeETtHThs9dBLu7pcWznlL3) = 2019-01-10 06:26 D
WeedKungen | 0.11380812 | 1L2S039ZGVov67Y9IXTUbhFGT9WpS9PPogc | 2019-01-10 06:30

Nordic Grow 0.11797591 | 1BAHFV1IWM);|iBrS6AMTZH6Veudb1NLsXxeo | 2019-01-10 06:31
globox666 0.05677509 | 14nDsg7EDRLx952w15FThiEZ6tTIX8ZEDi 2019-01-1511:11

Nordic Grow 0.05162304 | 14nDsg7EDRLx952w15FThiEZ6tTIX8ZEDi 2019-01-15 11:28
globox666 0.19683945 | 18JEV2hegdGAR2JBgAfWgaFXhykqGXmBL3 | 2019-01-25 08:28

Nordic Grow 0.09326371 16mRwufpUDBbxpbZeewlLvWyjt2vnG6zf8L |« 2019-01-25 08:36
WeedKungen | 0.04954747 | 1PAU4saBF2BGjg45UgQcDow1P6K4txLcLF 2019-01-25 08:38
Globox666 0.61015614 | 15AwqU6jcJPCD7HYHCrjwmKzsmArpKFYLk | 2019-02-07 06:17
WeedKungen | 0.04948826 | 18 AFAaXMwsGSFy3jUCirfqMn53SZiclpUH | 2019-02-07 06:18
Globox666 0.02929338 | 1M8R1BfyiUzvA647Qzb7sbkxvpZ4yAcyxg 2019-02-12 06:27

W wmO @mO > > 0O >

Nedan &r en grafisk representation av ovan tabell.

. Uttag WeedKungen, globox666 & Nordic Grow

Kluster A

’ Uttag globox666 & Nordic Grow

Kluster D

——. Uttag globox666

Kluster C
Flugsvamp
Market 3.0

‘ Uttag WeedKungen & globox666

Kluster B

. Uttag Nordic Grow

Kluster E

Grafisk representation av analys av bitcointransaktioner
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Fredrik Kronbergs kopplingar till globox666, seller och Flugsvamp
3.0

I listan for kdparkonton finns kontot Pelle321. Samma konto som dr kopplat
till Fredrik Kronberg via hans inséttningar till Flugsvamp 2.0 (se PM Kron-
bergs koppling till képarkontot Pelle321 pa Flugsvamp 2.0)

Pelle321 n avslutade Jan 06,2019  Jan 06, 2019
05:31 05:31

Klass: @

Skcarmdump av adminpanelen som visar koparkontot Pelle321.
Skcirmdump Iminpanelen son koparkontot Pelle321

Den aterskapade planboken BITCOIN SMALL (se PM Aterskapande av
bitcoin-planbocker) tar 2018-04-13 21:24 emot 0,13494076 BTC (motsva-
rande 8891,71SEK) fran Flugsvamp 2.0. Via export fran Flugsvamp 2.0 (se
bilaga 3 Marknadsplatsen Flugsvamp 2.0 — anvindare globox666) sé &r det
ett uttag som globox666 gor. Fran BITCOIN SMALL gors ocksé tva st. in-
sdttningar till anvéndaren pelle321 pa Flugsvamp 2.0 (se bilaga 4 - Mark-

o

nadsplatsen Flugsvamp 2.0 — anvdndare pelle321).

Flugsvamp
Markget 2.0
pelle321ins 2018-03-08 23:18 0,015 BTC 1233,5 SEK
globox666 ut 2018-04-13 21:24 0,13494076 BTC 8891,71SEK
pelle321ins 2018-05-17 12:11 0,015 BTC 1087,94 SEK l

BITCOIN SMALL

Grafisk representation av analys av bitcointransaktioner
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Den aterskapade planboken BITCOIN DIRTY (se PM Aterskapande av
bitcoin-planbocker) tar 2018-07-09 emot 16:47 0.95 BTC (motsvarande 55
507.8 SEK) fréan ett kluster (Uttagskluster FS2) som gor uttag fran Flug-
svamp 2.0. Informationen fran databasen fran Flugsvamp 2.0 saknas for att
kunna avgora vilken anvindare som gor uttagen. Men att doma av storleken
pa uttagen sa dr det sannolikt en sédljare som gor uttagen fran Flugsvamp 2.0.
Fran BITCOIN DIRTY gors det senare 2 st inséttningar till Flugsvamp 3.0
till inséttningsadressen 3ESBk1H62mKt3kz3ZCqTpozqVdGsuEL3WT. Till
samma insdttningsadress gor sedan seller ett uttag pa 0.00053883 BTC (mot-
svarande 17,43 SEK). Uttaget gors fran Flugsvamp 3.0-klustret (precis som
alla séljaruttag gors) till ovan ndmnda inséttningsadress. I samma block gors
dven en insittning pa 0,002 BTC (motsvarande 64,70 SEK) fran ett oként

 HEMLIG |

kluster.
Quuag seller 17,43 SEK
Flugsvamp 1IMtTxbSYLj...

Market 3.0

0:000Reg 0,00200000

O

FS3
insattnings. ..
3ESBk1H62mK...

nnnnnnnnn 0-10800000:

1-38485080
Q 13818

Flugsvamp
Market 2.0

BITCOIN DIRTY
Uttagskluster

Grafisk representation av analys av bitcointransaktioner

Fran informationen i adminpanelen om képarkonton sa kan man konstatera
att det vid transaktionstillfdllet har funnits cirka 3250 st. koparkonton. Varje
koparkonto har en unik inséttningsadress vilket betyder att det fanns at-
minstone 3250 st. unika insdttningsadresser.

Pér Landegren
Handlédggare Teknisk Inhdmtning

Bilagor

Bilaga 1 - Bitcointransaktioner
Bilaga 2 - Klusterinformation
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241bd145303e2eff56373bec7656c070e17aff2c5357817c9876834c290898bd
d719f56a79f80e94f998013b8665935234d408fc12d749c2bd65a50784c302e4
8089deb59176c999ea0ad73951e2c4309e2ealle0111ef08c8673515349455¢cd
61dc7b2b28095128a2633ffd724ab413b84487b7daa21946adcd519315d7cOef
f1059911b6daa79a4f12f8161bcfe2c24f3239b93cf7097919cdd76479dcad17
41dafabe3a851ca85620ccd3b34b525157946ee30d5c7f789049ae5087c12d8e
b18fa9ed932d1chd44b76f8f29fd0995b078424a7472ec1cf083820ac5e41920
d43bb0a198989f8c92bd3cf04bff50abbc6f9cf2bc33¢530c09f95190748ce7f
al144bcd6b8d69449cde7752dfd5a9f5b82dfc090ee84fb00218f7d1d3da39314
f4a7a788e6b3al4a78144e7d5ecf7ae27001da3cf66c0067bc122e99d2bdd3a0
bc2a99910151a5788a792619455deb65clel3afaa3437312cbfe8a2eabdf48ab3
81d5102b09c5e76defec9b2c8b8aalbe209a98ch4b638240ab8d84ee9ccabeld
41d9f4c1a860aa628236342b8c000cee5432b06313a13cb8ch05364cc81428d0
22a439a2843a81fa9f517969ab666bd5eee3e90b8c517f874262b243adca3bab
3715c0a7b6bd071445716cb7fea913¢3a567839d09ec6a0789dc4805b01daff7
94bfcafb4fb3411a5bd6fb9f568288c5e5b454c773bd73fb9eaf719ba31955a8
f93bfc45971695e321f10d9ec3a1365542a7025¢c5a8424bc9f39¢8266becd2b5
e75edfe7d68af2f311ba61f5083acf604476cac31f6bca96a34672ef27eb4099
99a9a5ae48a08e1a33894bc5¢86516c3431209a9d34a1d024d17249e1781544d
9f72e8c9354938d435968c859edec8c07f2e56233ad0d9e405e108d0e71abda9
76f038b21d66f722591c4940850dbb6eed9cada5c6068e118bcad878ad23aa33
45bd5c3249785afcaab84240e3b5238f524b60793ae8e28290f8e87755c00ac6
fe406b3d24a5069fde7e90ee3cbabe802905471af219473d8b29d6d8eal9dceb
ab2cf2c90502030bbd40f025a70eeced617d33821b656ce63fadc2d2108fcalb
df5b44d15568795859878209abaldab5643f390b0b1lbcd77401c4802bf24dfod
2cb39c4829e7a310eef0c177f9cb6ff554987d222dc6c2669383bf0123e9cf6
b0f57b56689db29dd38efcb58557f46532bc94c364a289090dbb5fbf1c47b168
58750ad8247e3121bac75adf5e528bb48d634eead699463c904303c6fff963ff
ef21bff361637f62898a728827e0e40de090482d3b610c9f80567968b2283244

2018-07-01 08:27
2018-07-03 22:42
2018-07-05 07:31
2018-07-06 08:43
2018-07-08 08:33
2018-07-09 16:21
2018-07-09 16:47
2018-12-17 18:02
2018-12-17 20:45
2018-12-29 21:24
2019-01-06 16:18
2019-01-10 05:46
2019-01-10 05:46
2019-01-10 05:46
2019-01-15 12:34
2019-01-15 12:34
2019-01-25 07:53
2019-01-25 07:53
2019-01-25 07:53
2019-01-25 16:04
2019-01-25 16:04
2019-02-07 05:32
2019-02-07 05:32
2019-02-12 05:32
2019-03-09 07:24
2019-03-15 05:13
2019-03-15 14:58
2019-03-15 14:58
2019-03-17 06:36
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Mottagaradress
152M2aTpkKXcpat6czkr54i4RiatIxddFy
1MS6526DyBMEScT4Ao0ivUfZoK58bpbE2sQ
1INhU66uLhfhwEdu8etkr1JALG5TRW1A41S
1HfrRP8cNquSicV2o0QLKmnHabcSSnKMrxd
1CHMMz4ZgCboevKYcz8 WJhTkBiwylqoUvM
1FpNK3dFYyb2812Ek9NgrAzVCUGzuDv85p
1Huuv2edUXgmzjXZ2ENvJdZnyy8wKZDKnY
3KGC8KcRHCo5nv8TAIGBt22EdgKD6oulxv
12AY2KFXFwPbBZBqytGgFLdF7fWWyjuVXA
3ESBk1H62mKt3kz3ZCqTpozqVdGsuEL3WT
3ESBk1H62mKt3kz3Z2CqTpozqVdGsSuEL3WT
1L2503qZGVov67YIXTUbhFGT9WpS9PPogc
1BXWasCeeN5MeETtHThs9dBLu7pcWznlL3)
1BAHFVIWM|iBrS6AMTZH6Veudb1NLsXxeo
14nDsg7EDRLx952w15FThiEZ6tTIX8ZEDi
14nDsg7EDRLXx952w15FThiEZ6tTIX8ZEDi
1PAU4saBF2BGjg45UgQcDow1P6KA4txLcLF
18JEV2hegdGAR2)Bg4fWg4FXhykgGXmBL3
16mRwufpUDBbxpbZeewlLvWyjt2vnG6zf8L
3ESBk1H62mKt3kz3ZCqTpozqVdGsuEL3WT
3ESBk1H62mKt3kz32CqTpozqVdGsSuEL3WT
18AFAaXMwsGSFy3jUCirfgMn53SZic1pUH
15AwqU6jcJPCD7HYHCrjwmKzsmArpKFYLk
1M8R1BfyiUzvA647Qzb7sbkxvpZ4yAcyxg
1ys4UfoXYz7ExeZeyK8m77rd4C9eilhKP
LINZWMF3mmwX15DjgQx1EkR598vH1Ccae8
1G7D2TUjTzckB6LG4cxsurZrl5ymBQ4gZr
1L5KjH6Uk75zWRRrWeDJwgheSBKcTj6ikk
1BgJNks48WWMd5ubhfTz5SAzE6zvL8PKZr

BTC
0,10999313
0,34995360
0,17194162
0,42998130
0,13699473
0,18298642
0,95000000
0,00900000
0,00167330
0,06000000
0,04800000
0,11380812
0,24849546
0,11797591
0,05162304
0,05677509
0,04954747
0,19683945
0,09326371
0,00053883
0,00200000
0,04948826
0,61015614
0,02929338
0,06192878
0,08512629
0,02587819
0,07164594
0,09521723

SEK
6 264,49 kr
20 688,41 kr
9 907,13 kr
24 645,69 kr
8 079,43 kr
10 691,76 kr
55 507,80 kr
262,31 kr
48,77 kr
2 072,06 kr
1629,98 kr
4 018,90 kr
8 775,10 kr
4 166,07 kr
1 685,53 kr
1 853,75 kr
1 602,80 kr
6 367,50 kr
3 016,96 kr
17,43 kr
64,70 kr
1 550,57 kr
19 117,45 kr
989,80 kr
2 255,40 kr
3 069,54 kr
933,13 kr
2 583,46 kr
3522,41 kr
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Bitcointransaktioner, 2023-02-17 09:20 diarienr: 5000-K615323-19 144 ‘

| HEMLIG |
. Kommentar

Flugsvamp 2.0 till Uttagskluster FS2

Flugsvamp 2.0 till Uttagskluster FS2

Flugsvamp 2.0 till Uttagskluster FS2

Flugsvamp 2.0 till Uttagskluster FS2

Flugsvamp 2.0 till Uttagskluster FS2

Flugsvamp 2.0 till Uttagskluster FS2

Uttagskluster FS2 till BITCOIN DIRTY

hej insattning till Flugsvamp 3.0 (forsta insattningen)

seller uttag (forsta uttaget)

BITCOIN DIRTY till 3ESBk1H62mKt3kz3ZCqTpozqVdGsuEL3WT (insattningsadress Flugvamp 3.0)
BITCOIN DIRTY till 3ESBk1H62mKt3kz3ZCqTpozqVdGsuEL3WT (insattningsadress Flugvamp 3.0)
Flugsvamp 3.0 Uttag WeedKungen, globox666 & Nordic Grow till Kluster A

Flugsvamp 3.0 Uttag globox666 & Nordic Grow till Kluster D

Flugsvamp 3.0 Uttag globox666 & Nordic Grow till Kluster D

Flugsvamp 3.0 Uttag WeedKungen, globox666 & Nordic Grow till Kluster A

Flugsvamp 3.0 Uttag WeedKungen, globox666 & Nordic Grow till Kluster A

Flugsvamp 3.0 Uttag WeedKungen & globox666 till Kluster B

Flugsvamp 3.0 Uttag globox666 till Kluster C

Flugsvamp 3.0 Uttag Nordic Grow till Kluster E

seller till 3ESBk1H62mKt3kz3ZCqTpozqVdGsuEL3WT (insattningsadress Flugvamp 3.0)
okant till 3ESBk1H62mKt3kz3ZCqTpozqVdGsuEL3WT (insattningsadress Flugvamp 3.0)
Flugsvamp 3.0 Uttag WeedKungen & globox666 till Kluster B

Flugsvamp 3.0 Uttag globox666 till Kluster C

Flugsvamp 3.0 Uttag WeedKungen & globox666 till Kluster B

Flugsvamp 3.0 Uttag WeedKungen & globox666 till Kluster B

Flugsvamp 3.0 Uttag Nordic Grow till Kluster E

Flugsvamp 3.0 Uttag WeedKungen & globox666 till Kluster B

Flugsvamp 3.0 Uttag Nordic Grow till Kluster E

Flugsvamp 3.0 Uttag Nordic Grow till Kluster E
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Uttagskluster FS2
Uttagskluster FS2
Uttagskluster FS2
Uttagskluster FS2
Uttagskluster FS2
Uttagskluster FS2
Uttagskluster FS2
Kluster A
Kluster A
Kluster A
Kluster B
Kluster B
Kluster B
Kluster B
Kluster B
Kluster B
Kluster B
Kluster B
Kluster B
Kluster B
Kluster C
Kluster C
Kluster D
Kluster D
Kluster E
Kluster E
Kluster E
Kluster E
Kluster E
Kluster E

1CHMMz4ZgChoevKYcz8 WJhTkBiwyJqoUvMM
1DJ3pft34F3fnZQoVrujWVkmexKhUEqLUr
1FpNK3dFYyb2812Ek9NgrAzVCUGzuDv85p
1HfrRP8cNquSicV2oQLKmnHabcSSnKMrxd
INhU66uLhfhwEdu8etkrlJALG5TRW1A41S
152M2aTpkKXcpat6czkr54i4RiatIxddFy
1MS6526DyBMEScT4AoivUfZoK58bpbE2sQ
14nDsg7EDRLX952wW15FThiEZ6tTIX8ZEDi
1Kn4dgEmX5CPYedcifkj4aqHvFret2oFaf
1L2503gZ2GVov67YIXTUbhFGT9WpS9PPogc
112m63D8ny69BtkAuzrbCPAM1HgSQ8EXGxX
18AFAaXMwsGSFy3jUCirfgMn53SZic1pUH
1CyxNn8GMrkThbcDEsJzD5Ka7TBBdkjj1V
1DR4pdESE9NdRfRuaaj2dk6FI27tnfV5fw
1G7D2TUjTzckB6LG4cxsurZrl5ymBQ4qgZr
1Hkb3RwPN2dzeBmeNqgy9RFRN29SVM4bc88
1LsLyMDjkBZeK9JNTUfydgFj6jNdmmeoZB
1M8R1BfyiUzvA647Qzb7sbkxvpZ4yAcyxg
1PAU4saBF2BGjg45UgQcDow1P6K4txLcLF
1ys4UfoXYz7ExeZeyK8m77rd4C9eilhKP
15AwqU6jcJPCD7HYHCrjwmKzsmArpKFYLk
18JEV2hegdGAR2JBg4fWgdFXhykqGXmBL3
1BAHFVIWM|iBrS6AMTZH6Veu4b1NLsXxeo
1BXWasCeeN5MeETtHThs9dBLu7pcWznL3)
13XMMNyT4GRS9dHa7qR8JUrcx1RzqTLPwa
16mRwufpUDBbxpbZeewLvWyijt2vnG6zf8L
1BgJNks48WWMd5ubhfTz5SAzE6zvL8PKZr
1EBXFjRLwpzisQUE6WT6bNMSYzbc8KES2aY
1INZWMF3mmwX15DjgQx1EkR598vH1Ccae8
1L5KjHE6Uk75zWRRrWeDJwgheSBKcTj6ikk

co-spending
co-spending
co-spending
co-spending
co-spending
vaxelanalys

vaxelanalys

co-spending
co-spending
co-spending
co-spending
co-spending
co-spending
co-spending
co-spending
co-spending
co-spending
co-spending
co-spending
co-spending
co-spending
co-spending
co-spending
co-spending
co-spending
co-spending
co-spending
co-spending
co-spending
co-spending
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PM  HEMLIG |

N P I' n Datum 2021-12-01
o I Se Informationsklass
Ej klassad
Diarienr (aberopas) 5000-K6 1 5 323 - 1 9

Polismyndigheten

Nationella operativa avdelningen
Nationellt IT-Brottscentrum
u0040369

Jamforelse av publika PGP-nycklar

Detta PM syftar till att jamfora de publika PGP-nycklar f6r sdljaraliaset
Globox666 pa marknadsplatserna Flugsvamp 2.0 och Flugsvamp 3.0.

Pé Flugsvamp 2.0 har den publika PGP-nyckeln f6r hdmtats fran de
Globox666 databaser som finns i d&rende 5000-K1443168-17.

P& Flugsvamp 3.0 har den publika PGP-nyckeln {6r Globox666 himtats fran
de skrapningar som har gjorts av marknadsplatsen.

Ur respektive publik PGP-nyckel har sedan det unika fingeravtrycket' gene-
rats och jamforts. Det unika fingeravtrycket for bada de publika nycklarna dr
5058102C88E9F1B20C45FA5F006B0989B3C7CA7D.

Detta betyder att det &r samma publika PGP-nyckel for séljaraliaset
Globox666 pa Flugsvamp 2.0 och Flugsvamp 3.0. Det &r d& hog sannolikhet
pa att det &r samma person/er som styr detta siljaralias pa bada marknads-
platserna.

u0040369
Handldggare Teknisk Inhdmtning

! https://en.wikipedia.org/wiki/Public_key fingerprint

PM 211201 Jamférelse av publika_globox666.docx
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Marknadsplatsen Flugsvamp 2.0 — anvandare globox666

Rapportdatum:2023-01-20

Fran olika beslag i arende 5000-K1443168-17 fran A2B, Zyztm (Cyberbunker Datacenters), och Hawk
Host har det aterfunnits databasexporter som har en-koppling till marknadsplatsen Flugsvamp 2.0.

| databasexporterna finns data géllande anvandarkonton pa Flugsvamp 2.0. Databasexporterna innehaller
bland annat information om antal genomférda narkotikaaffarer och omsatta kronor fér varje anvandare.
Detta dokument har genererats utifran informationen i databasexporterna.

Férundersdkningsledare i drende 5000-K1443168-17 kammaraklagare Annika Wennerstrém, IAK
Stockholm, har beslutat att informationen far anvandas for att inleda férundersékningar mot képare och
séljare av narkotika pa Flugsvamp 2.0 och som bevisning i dessa eventuella drenden.

Detta dokument géller anvandare globox666 och ar exporterat fran databasen 2023-01-20
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Anvandare

Polisens kommentar: Viktigaste tabellen som sammanfattar informationen om anvdndarkontot. Ndr det skapades, senaste inloggning, antal
overldtelser och vad man totalt betalat eller tagit betalt vid dessa 6verldtelser. Koden 3 stdr for sdljare, koden 1 stdr fér kdpare, koden 2 kan
innebdra bdde sdljare och kdpare, men i det exporterade materialet dr det bara siljare som har koden 2.

| HEMLIG |

namn id skapad senast_aktivitet saljare_kopare antal_affarer omsatta_kronor

globox666 61589 2017-06-27 12:55:15 2018-02-20 01:09:29 3 618 812450
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Polismyndigheten
Nationella operativa avdelningen
Nationellt IT-Brottscentrum

 Polisen
Export fran Flugsvamp 3.0

| HEMLIG |

Detta dokument &r en sammanstélining av de omdémen fér de produkter som har publicerats pa
marknadsplatsen Flugsvamp 3.0 for saljarkontot globox666. Exporten a&r hamtad fran skrapningar
(nedsparningar av hemsidan).
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Id

Produkt

Kategori

Text

Betyg

Omdomen

Variationer

93e011¢903b411
e9a7f7509a4c6¢cb
27b

bf725a001bb311e
9a7f7509a4c6¢cb2
7b

CyberHaze AAA+
(klicka var butik.
NU 2st Nya
strains!! Blue
Dream, Green
Crack)

Blue Dream AAA+

Hybrid

Hybrid

Slar dig tungt i
huvudet efter en
lang dag eller ger
en harlig push
innan jobbet.

Rekommenderas
for alla. Van som
ovan.

Topp Kvalitet for
vettigt pris.
kritikerosad anda
sedan FS2!!
60/40
Sativa/Indica
THC intervall 19-
21%

CBD 2-3%

klicka pa var
vendor sd kan ni
kolla in vara tva
nya stangar "Blue
Dream" och Green
Crack"

Helt Ny hos oss!

Blue Dreame ar en
sativa-
dominerande
strang med bra
smak och som ger
dig ett 360 grader
rus.

Denna strang
foddes bland
kullarna i Santa
Cruz, CA.

Betyg: 5/5

Betyg: 5/5

30

5 gram 525 kr
10 gram 950 kr

20 gram 1800 kr

5 gram 572 kr
10 gram 1000 kr

20 gram 1900 kr
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7dd80aec1bb811e
9a7f7509a4c6¢cb2
7b

Super Green Crack Sativa
AAA+

Ett par bloss ger
dig en snabbare
hjarnhastighet
vilket i sin tur
medfor 6kad
motivation och
fokus.

Ett tag senare
sjunker man in i
ett skont och
relaxat tillstand,
vilket gor att du
kanner dig lugn
och cool.

Med den har
kénslan kommer
du alltid vara redo
for varje uppgift
dagen eller
kvallen har att
komma med.
THC intervallen
mellan 20-24%
CBD ca2/%
Helt Ny hos oss!

Namngiven av
ingen annan an
Snoop Dogg efter
han kdnnde
effekten av denna
slagga!!ll Valdigt
len i smaken och
med en mild
eftersmak av
mango.

Du kommer fa en
stark buzz som i
sin tur ger en fet
boost av energi.
Definitivt en
strang i

Betyg: 5/5

5 gram 583 kr
10 gram 1050 kr

20 gram 1950 kr
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Protokoll Statistik och omdémen saljarkonton globox666 m.fl, 2023-04-03 14:54 diarienr: 5000-K615323-19

152

[ HEMLIG |

g =

T Q
BN
S 8N
¥ g o
LS=
w L 2 m
> EO




| HEMLIG |

Polismyndigheten
Nationella operativa avdelningen
Nationellt IT-Brottscentrum

 Polisen "
Export fran Flugsvamp 3.0

Detta dokument &r en sammanstélining av de omdémen fér de produkter som har publicerats pa
marknadsplatsen Flugsvamp 3.0 f6r saljarkontot nordic grow. Exporten &r hamtad fran skrapningar
(nedsparningar av hemsidan).
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Id Produkt Kategori Text Betyg Omdoémen Variationer Bild
9e2b27650a7711  Northen Lights Indica Betyg: 4.8/5 69 5 gram 450 kr
e9a7f7509a4c6cb

27b 10 gram 775 kr

20 gram 1400 kr
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Polismyndigheten
Nationella operativa avdelningen
Nationellt IT-Brottscentrum

 Polisen
Export fran Flugsvamp 3.0

| HEMLIG |

Detta dokument &r en sammanstélining av de omdémen fér de produkter som har publicerats pa
marknadsplatsen Flugsvamp 3.0 for saljarkontot seller. Exporten &r hamtad fran skrapningar
(nedsparningar av hemsidan).
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Id Produkt Kategori Text Betyg Omdoémen Variationer Bild
17469c0cd57511  Rymdvirvel Lsd Bra lapp pa 49ug Betyg: Inga 1st29 kr
€9923a080027d1 omdomen

ecse
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Polismyndigheten
Nationella operativa avdelningen
Nationellt IT-Brottscentrum

 Polisen
Export fran Flugsvamp 3.0

| HEMLIG |

Detta dokument &r en sammanstélining av de omdémen fér de produkter som har publicerats pa
marknadsplatsen Flugsvamp 3.0 f6r saljarkontot weedkungen. Exporten ar hdmtad fran skrapningar
(nedsparningar av hemsidan).
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Id Produkt Kategori Text Betyg Omdoémen Variationer Bild
b3d8ff8301ff11e9 Lemon Haze Sativa En riktigt fin batch  Betyg: 5/5 19 5 gram 550 kr
a7f7509a4c6¢cb27 hydro-odlad

b Lemon Haze. 10 gram 1050 kr

30:70 indica,
sativa

Denna strain har
en latt rokig smak
av citron och ett
valdigt hogt THC
varde.

En av dom béasta
sorterna ute pa
marknaden just
nu.

Definitivt ett
alternativ for den
som roker varje
dag!

20 gram 1900 kr
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FK - Sparning av klockkép , 2021-11-11 10:34 diarienr: 5000-K615323-19 159 ‘

PM | HEMLIG, |

:f’j PO I 1ISen 2020-04-22-11-11

Diarienr (adberopas)
Polismyndigheten 5000-K615323-19
Nationella operativa avdelningen
Nationellt it-brottscentrum
Philip Lindhagen

Klockkép

Polismyndigheten har funnit (se tidigare PM) att ett uttag pa 2,84104 bitcoin
gjorts fran Flugsvamp 3.0 och dess administratér och som dérefter, den 6 juli
2020 k1 13:33, forts 6ver till tjinsten OpenNode

Efter kontakt med OpenNode framgér att 2,82395109 bitcoin anvinds till att
kopa en Rolex Day-Date 36 fran ett tyskt féretag https://www.bitdials.eu/
Kontakt har tagit med Bitdials som meddelar att den produkt som kopts dr en
Rolex Day-Date 36 SKU: m 118135, bestéllningen gors 6 Juli 2020.

Betalningsinfo: Shipping Address: Levererad av:

Jul 6 2020, 09:55PM Caspar Cederqvist UPS

+2.82395109 BTC Ljungrisvéigen 1 1765524X0441572882

€22,977.00 EUR 132 48 Saltsj6-Boo Success Delivered
Sweden Delivered on Monday, 20

Transaction Fee +46 72 329 20 29 July 2020

0.01411976 BTC

Transaction ID
055c3edf-e637-4611-
afb6-d2a7ef4f5a52

Bitdials skickar ocksa nedan lidnk sa att man kan observera transaktionen i
blockkedjan:

“Block Explorer
View transaction:

https://block-
stream.info/tx/0e3810266511b70dbd3e64dbf261101c2e2bc93f0649edc7fa9cf0

3bb31600ba

11

This order was placed from IP address 80.67.10.139

Som framgér ovan har en Rolex kopts till ett varde av 2.82 BTC /22.977 EUR
och att bestéllaren, tillika leveransadress, uppges vara Caspar Cederqvist i

Saltsjo-Boo och med epostadress capced9@gmail.com Ordern gjordes fran IP-
adress 80.67.10.139.
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Nationella operativa avdelningen 2020-04-22

IP 80.67.10.139 gér till webbhostern GleSyS (svenskt bolag) men de hyr i sin
tur ut servrar och internetkapacitet till andra bolag som bedriver it-verksamhet.
I det hir specifika fallet nyttjas [P-adressen av VPN-tjénsten ivpn med site pa
Gibraltar. Nagra forsok att fa ut uppgifter vidare har inte gjorts i nuldget.

Mailadressen capced9@gmail.com har angetts bade till Opennode och till Bit-
Dial men sjélva bestéllningen har gjorts fran en IP-adress tillhdérande en VPN-
tjénst.

Med anledning ddrav har Google/gmail tillfragats 2020-12-07 om abonnent-
uppgifter f6r kontot. Féljande har erhallits:
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Nationella operativa avdelningen 2020-04-22

Epost

Bitdails tar emot bestillningen fran en epostadress med namnet
capced9@gmail.com

Efter en fraga till Google rérande den epost-adressen sé far vi informationen
nedan:

GOOGLE SUBSCRIBER INFORMATION

« Google Account ID: 305462708933
« Name: Cap Ced
« e-Mail: capced9(@gmail.com

« Alternate e-Mails:

« Created on: 2020-07-04 18:50:02 UTC

« Terms of Service IP: 94.234.40.252

« Terms of Service Language: sv

« Terms of Service Country: Sweden

« Provider for Consumer Services: Google Ireland Limited

«  Services: Gmail

« Deletion Date:
« Deletion IP:

« Status: Enabled
« Last Logins: 2020-07-04 18:50:03 UTC

ACCOUNT RECOVERY

« Contact e-Mail: capced9(@gmail.com
« Recovery e-Mail:
+ Recovery SMS:

PHONE NUMBERS

Signin Phone Numbers:

User Phone Numbers:

Reachable Phone Numbers:

2-Step Verification Phone Numbers:

IP ACTIVITY

Timestamp IP Address | Activity Type

2020-07-04 18:50:03 UTC | 94.234.40.252 | Login
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Nationella operativa avdelningen 2020-04-22

Det framgar av ovan att kontot skapades den 4 juli 2020 fran [P-adress
94.234.40.252 k1 18:50:02 UTC och att det inte finns nagra ytterligare inlogg-
ningar efter i tid. Att komma ihég i sammanhanget 4r att man kan vara inlog-
gad pé ett konto dver en lidngre tid och sa ldnge man inte loggar ut och dérefter
loggar in igen, s& kommer Google/Gmail inte registrera nagra nya inlogg-
ningstidpunkter. Ddremot kan man skicka och ta emot mail sa linge man &r in-
loggad.

Ip-sparning

IP-adressen 94.234.40.252 kan hirledas till Europolitan/Telenor. Vid forsta
kontakten med Telenor den 4 januari 2021 uppgav de att [P-adressen &r
NAT:ad och att de dérfor inte kan ange vilken kund som nyttjar IP-adressen
om inte ocksa portnummer anges. I en uppfoljande fraga hianvisades till att
PTS i ett pagaende tillsynsdrende gett underréttelse till Tele2 om att utlimna
abonnemangsuppgifter till Polismyndigheten &ven da portnummer saknas som
ingdngsvirde nér [P-adressen dr NAT:ad och uppgifterna i utlimnandet avser
fler 4n en abonnenter. Telenor valde ddrefter att den 13 januari 2021 att [dmna
ut samtliga kunder som nyttjat [P-adressen den 4 juli 2020 k1 18:50 UTC till
18:50:59 UTC. Totalt 181 abonnenter.

Bland dessa abonnenter befinner sig Fredrik Kronberg som ocksa dr god vin
med Caspar Cederquist.
Timestamp IP Address Activity Type
2020-07-04 94.234.40.252 Login
18:50:03 UTC
Tabell 1.

Net 2-Net Group Stock-

94.234.40.252 | 5561523142 | holm AB Fredrik Kronberg 46709998098

Tabell 2.

Tabell 1 ovan &r en kopia fran Googles svar pa e-postadressen, tabell 2 ovan &r
ett utdrag fran svaret pa en IP-fraga till Telenor.
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Polismyndigheten 5000-K615323-19
Nationella operativa avdelningen
KCB SC3
Steffen Oxenvad

Jamforelse av Rolex klocka hittat vid husrannsakan

I samband med husrannsakan 2021-11-09 pa | N pitriffades en
klocka av mérket Rolex Oyster Perpetual Day-Date (beslagsnummer 2021-
5000-BG136944-1) samt certifikat for klockan.

Klockan ska jamforas med ett kop av liknande klocka via den tyska formed-
lingssajten Bitdials (www.bitdials.eu), som formedlar kop av en rad olika lyx-
foremal med bitcoin som betalningsmedel, diribland Rolexklockor.

Transaktionen

Den 6 juli 2020 gors en bestdllning av en Rolexklocka pé Bitdials. Klockan
som bestélls dr en "Rolex Day-Date 36 SKU: m 1181357, enligt uppgift frin
Bitdials. Modellen ska tydas som En Rolex Day-Date med en diameter pa 36

mm 1 roséguld med ldderband, modellnummer 118135.

Bitdial lamnar foljande information om transaktionen:

Betalningsinfo: Shipping Address: Levererad av:

Jul 6 2020, 09:55PM Caspar Cederqvist UPS

+2.82395109 BTC Ljungrisvédgen 1 17265524X0441572882

€22,977.00 EUR 132 48 Saltsj6-Boo Success Delivered
Sweden Delivered on Monday, 20
+46 72 329 20 29 July 2020

Denna transaktion redogérs for i annat PM.
Klockan

Klockan som tas i beslag framstér vid forsta anblick som samma modell (se
bild 1)

PM 211110 Jamférelse av Rolex.docx
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Bild 1. Klocka aterfunnen pé | EEEEEEEE tv och En Rolex Day-Date 36 fran Bitdials hem-
sida th. Atergivning av metallens firg avvikar pga ljussittning.

Klockan fran |l har ctt serienummer som dr C1P99454 (se bild 2)

Bild 2 Serienumret framgar av insidan av klockan.

Klockan som pétraffades har d4ven det angivna méttet 36mm (se bild 3).
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Vid husrannsakan patriaffas dven certifikat for klockan (se bild 4)

BOHNLEIN
BAYREUTH

YA AAA ]
2t.04. 20 “9 TT/MM/L ]

Bild 4 Framsida av certifikat tv och baksida th
Utlatande

Polisen har varit 1 kontakt med Luxurywatches Stockholm AB, som lamnar
foljande utlatande per mail:

”Klockan ovan &r en rolex day-date 36mm 1 roséguld med laderband. Serie-
numret ser ut att stimma mot en sidan modell. Aret gér inte att tyda pa serie-

numret men modellen som sddan kom ut for ca 10 ar sedan. Ett vérde ligger
runt 200 tkr”

Slutsats

Bitdials har inte kunnat 1amna besked om serienummer pa den klocka som
salts den 6 juli 2020, utan hénvisat till den partner som de formedlat forsél;-
ningen till. Utredningen fortgér i det henseendet.

Det kan déremot konstateras att den patraffade klockan &r exakt samma modell
som bestilldes 6 juli 2020 fran den tyska formedlingssajten Bitdials och att
den patraffade klockan harror fran en tysk aterforséljare av Rolexklockor

Steffen Oxenvad
Utredare
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Polismyndigheten
Nationella operativa avdelningen
Stefan Kalman

Kompletterande PM angaende bitcoin tillh6rande
administratéren av Flugsvamp 3.0

2021-01-20 skrevs ett PM som forklarade hur bitcoin tillhdrande administra-
téren av Flugsvamp 3.0 hade identifierats och sparats. Den offentlige forsva-
raren har inkommit med begédran om kompletterande information och darfor
upprittas detta PM. Sedan det forsta PM:et skrevs behover dven en del siffror
och annan information uppdateras.

Bitcoinadresserna tillhérande narkotikamarknadsplatsen Flugsvamp 3.0 &r vél
kartlagda och uppgar 2023-02-10 till 220 054 kinda bitcoinadresser. Flug-
svamp 3.0 har pa dessa kidnda adresser sedan starten tagit emot totalt 6 492
bitcoin. Utifran en bedomning som beskrevs i det férsta PM:et hade 722
bitcoinadresser tillhérande administratoren identifierats. Antalet identifierade
adresser baserat pa denna metod &r idag 807 stycken. Efter att férsta PM:et
skrevs sa har det tillkommit information om en bitcoinadress tillhrande ad-
ministratdren via data fran adminpanelen/admingranssnittet. Via denna adress
och analys av adresser kopplade till den s& kan man bekréfta att minst 681 av
de 807 adresserna tillhor administratéren. Samtliga adresser som &r av in-
tresse for kopet av en Rolex ingar bland de bekréftade adresserna. De adres-
ser som tillhor administratdren redovisas i bifogad fil under fliken ”Ad-
min_FS3 Total BTC”. Adresserna intressanta for kopet av Rolexen &r mar-
kerade i gult.

Administratéren anvinder 1 stor utstrickning swappertjénsterna ChangeNow
och MorphToken for att véxla bitcoinen till monero. I den bifogade filen un-
der fliken "Admin_FS3 till ChangeNow” redovisas 363 transaktioner fran
administratoren till ChangeNow. I fliken "Admin FS3 till MorphToken” re-
dovisas 59 transaktioner fran administratéren till MorphToken. Transaktion-
erna och adresserna intressanta for kopet av Rolexen dr markerade i gult.

Identifieringen av Rolexkopet byggde péa en hypotes om att administratdren
kunde ténkas anvinda samma tjénster for att vixla monero tillbaka till
bitcoin. Frigor stilldes till ChangeNow och MorphToken om att fa ut alla
véaxlingar fran monero till bitcoin under den aktuella tidsperioden. I fragan
ingick dven att transaktionen skulle vara gjord av ndgon som anslét med Tor-
IP. Da denna typ av fraga var tdmligen stor och ovanlig sa ronte det vissa
problem att 4 ut informationen fran véxlarna. MorphToken ldmnade t.ex.
inte ut informationen. Med anledning av detta sa stélldes fragan dven till fore-
taget Chainalysis som hade en viss access till den efterfragade datan via

PM 230210 Bitcoin tillhérande admin komplettering.docx
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foretagens API. Aven Chainalysis tog fram transaktioner och i efterhand har
det visat sig att dessa dven innehdll transaktioner diar man inte hade anslutit
fran Tor-1P. For att géra det nuvarande underlaget sa komplett som mojligt
har darfor samtliga transaktioner oavsett IP tagits med i underlaget, samt
dven alla transaktioner till bitcoin oavsett om ursprunget dr monero eller inte.
Transaktioner till tjdnster har tagits bort och kvar dr bara transaktioner till vad
som kan vara privata planbocker. I fliken ChangeNow _alla ut BTC redovi-
sas 123 258 véxlingar till bitcoin via ChangeNow. I fliken
MorphToken alla ut BTC redovisas 14 324 véxlingar till bitcoin via
MorphToken.

Nar administratoren har anvéant ChangeNow och MorphToken for att vixla
till monero sé har de vixlade summorna i alla fall utom tva legat pa 0,128 till
2,19 bitcoin. For att hitta intressanta kandidater har ett urval gjort pa vax-
lingar till bitcoin pa minst 0,12 bitcoin och som mest 2,2 bitcoin. De motta-
gande klustren har sedan gallrats utifran att de ska ha inkommande transakt-
ioner fran bade ChangeNow och MorphToken. Antalet kandidater som tagit
emot bitcoin fran bada tjansterna under tidsperioden 2020-03-18 till 2020-12-
01 &r 60 stycken. Dessa 60 kluster tar under aktuell tidsperiod emot 72 trans-
aktioner fran ChangeNow och 254 transaktioner fran MorphToken. Dessa re-
dovisas i flikarna ChangeNow till kandidater och MorphToken till kandi-
dater. Transaktionerna och adresserna intressanta for kdpet av Rolexen &r
markerade i gult.

De transaktioner administratéren gor till ChangeNow och MorphToken och
som &r intressanta for kpet av Rolexen gors under perioden 2020-07-04 till
2020-07-06. Utover de transaktioner som gar till kopet av Rolexen 2020-07-
06 sa finns det ytterligare nagra transaktioner frdn ChangeNow och
MorphToken 2020-07-06 till 2020-07-08 som mdjligen kan tyckas intres-
santa i sammanhanget, men tittar man ndrmare pa dessa s gor mottagaren
bara en véxling hos en av tjdnsterna och vixling hos den andra tjénsten ligger
langre bak eller fram i tiden.

Transaktionerna som foregar kopet av Rolexen efter att monero har vixlats
till bitcoin hos ChangeNow och MorphToken har redovisats i detalj i det tidi-
gare PM:et. Bedomningen var att samma entitet som gor vaxlingen dven gor
kopet av klockan. Den information som tillkommit 4r att véxlingen av mo-
nero till bitcoin hos Changenow gors av nagon som ansluter fran IP
80.67.10.139. som tillhor GleSYS AB och som nyttjas av en VPN-tjinst. En-
ligt information fran Bitdials gors kopet av Rolexen ocksa fran IP
80.67.10.139. Bedomningen att samma entitet som gor véxlingen dven gor
kopet av klockan har ddarmed styrkts ytterligare.
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5800/49376-21

Protokoll 6ver undersékning avseende Tor browser i beslag
2021-5000-BG136753-16

Inledande uppgifter
Undersokningen begérd av:

Anledning till undersokningen:

Handlédggare:

Medundersokare:

Tid f6r unders6kningen:

Ka Henrik S6derman, RIO

Anmélan om synnerligen grovt narkotikabrott.

Handlédggare Torbj6rn Bexhorn
It-forensiker Magnus Sandberg

Undersokningen paborjades den 16 november 2021

kl. 10:44
Materialférteckning
Gods
Material- Beslagsnr Beskrivning Platsbeskrivning Tillvarataget av
markning
5800/49376- 2021-5000- Mobiltelefon - OnePlus| Antréffades pa hurts, Personal pa
21/G016 BG136753-16 | Nord kontor plats

Sammanfattning

I beslaget Mobiltelefon OnePlus Nord, 2021-5000-BG136753-16, har det patriffats ett
antal bilder. Pa begéran av utredare har foljande fraga besvarats:

5800/49376-21

Hur har bilderna skapats?

1(6) K615323-19
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Beskrivning av material

Mobiltelefon: One Plus Nord AC2003
Android fingerprint: Nord EEA/Nord:10/QKQ1.200412.002/2009010216:user/release-

keys

lakttagelser och undersékningar — Tor browser

I sokvigen:
"/data/data/org.torproject.torbrowser/cache/mozac_browser thumbnails/thumbnails/~
har ett antal bilder patréffats som av utredare bedomts vara relevanta.

Sokvagen tillhor applikationen Tor browser. Applikationen 4r en del av en 16sning som
mojligor for anvéndaren att ladda och ldsa webbsidor anonymt.

Tor Browser: Official, Private, &
Secure

The Tor Project  Communication * &k k1 125830 2

€ Everyone

Tor Browser for Android is the only official mobile browser supported by the Tor Project, developers of

the werld's strongest tool for privacy and freedom online

(bild fran https.//play.google.com/store/apps/details?id=org.torproject.torbrowser)

Vid undersokningstillfillet var version 10.5.7 (91.2.0-Release) av Tor browser
installerad pa enheten.

5800/49376-21 2 (6) K615323-19
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I sokvigen:
"/data/data/org.torproject.torbrowser/cache/mozac_browser thumbnails/thumbnails/~
finns f6ljande filer:
Namn Filtyp Storlek Tumnagel

01f732f6-96a6-4cb7-ab9f-923952181ca8.0 "WEBP" 185 KB
1eed819d-a0f8-4d29-8a4e- "WEBP" 76,7 KB
5d5eadcd8398.0
5ea97721-bfc2-4630-b2d4- "WEBP" 229 KB i
72d0bd426d44.0 -
8fd1c66b-2388-4e29-87fd- "WEBP" 180 KB
41411d6659be.0

4]
af84a9c3-af48-4e98-9adf-5fcd0a14a7e5.0 "WEBP" 95,4 KB
b69e2ec0-cefa-450c-8514- "WEBP" 207 KB =
48c3a8b71dda.0

L]

5800/49376-21
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Manuella tester av applikationens funktioner

For att kontrollera hur Tor browser skapar bilder i sokvidgen
"/data/data/org.torproject.torbrowser/cache/mozac_browser thumbnails/thumbnails/~
sa har applikationen extraherats fran enheten och installerats pa en testenhet.

Ett antal manuella tester har darefter genomforts. Vid testerna har foljande kontrollerats:
- Hur och nir bilder skrivs till aktuell sokvag.
- Hur och nér bilder tas bort fran aktuell sokvag.

Resultat av tester

e Bilderna &r patraffade i en s6kvig som av Tor browser anvands for att temporért
spara filer. Aktuell sokvidg &r en applikationsspecifik sokvédg som bara dr
tillgénglig for applikationen Tor browser.

Fortydligande: I normalfallet kan inte anvéindaren av enheten, eller andra applikationer,
spara ner filer i aktuell sokvég.

e Bilderna i den aktuella s6kvdgen skapas nir en webbsida har laddats sa att den
ar, for anvindaren, synlig i en flik.

Fortydligande: Bilden forestéller det som anvandaren ser pa skdrmen nér sidan &r klar
att visas.

e Varje bild dr kopplad till en egen flik i Tor browser. Nér innehéllet i fliken
laddas om eller om anvéndaren klickar sig vidare i fliken s& uppdateras bilden
med det som anvindaren ser i Tor browser.

Om anvindaren stéanger ner fliken, skapar en ny identitet eller sténger ner Tor
browser genom att vilja "quit" i menyn sé raderas alla bilder som dr kopplade
till de flikar som vid det tillfdllet &r aktiva.

Om anvéndaren stidnger ner Tor browser genom att "déda" processen, telefonen
stdngs av pa ett onormalt sitt eller om Tor browser slutar att fungera sa tas inte
bilderna, som vid det tillfdllet &r kopplade till 6ppna flikar, bort.

Fortydligande: Bilderna skall tas bort nir anvéndaren viljer att pa nagot sitt stdnga ner

flikar eller applikationen Tor browser. Om applikationen, eller flikar, stings ner pa ett
sétt som inte dr "normalt" sa tas inte bilderna bort utan sparas i sokvagen.

5800/49376-21 4 (6) K615323-19
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Reversering av applikationens funktioner

Applikationen har dekompilerats och undersokts i syfte att kontrollera hur sjélva
kodexekveringen fungerar. Vid reverseringen har det gjorts en genomgang av de
funktioner som hanterar skapande och radering av bilder i den aktuella s6kvigen.

Vid reverseringen framkommer det att applikationen anvénder sig av funktioner fran
mjukvarubiblioteket DiskLruCache (https://github.com/Jake Wharton/DiskL.ruCache).

DiskLruCache anvinds for att temporirt skapa filer som sedan skriv till en sokvag. |
applikationen sétts en maxstorlek pa hur mycket utrymme i filsystemet som

| HEMLIG |

DiskLruCache far anvinda sig av. Nér den totala storleken av filerna 6verstiger vardet
av maxstorlek sé raderas gamla filer.

Filer som hanteras av DiskLruCache loggas i en fil ”journal”. Varje géng en bild skapas

eller uppdateras sa skrivs filnamnet samt filstorlek till ”journal” tva ganger.

I den aktuella sokvégen har en ”journal” fil patréffats:

1
1
1

DIRTY
CLE&N
DIRTY
CLE&N
DIRTY
CLELN
DIRTY
CLELN
DIRTY
CLELN
DIRTY
CLELN
DIETY

libcore.io.DiskLruCache

beSelecl-cefa-450c-8514-48c3a8bT1ldda
beSelecl-cefa-450c-8514-48c3a8bT1ldda
beSelecl-cefa-450c-8514-48c3a8bT1ldda
beSelecl-cefa-450c-8514-48c3a8bT1ldda
bedelecl-cefa-450c-8514-48c3a8bT1ldda
bedelecl-cefa-450c-8514-48c3a8bT1ldda
bedelecl-cefa-450c-8514-48c3a8bT1ldda
bedelecl-cefa-450c-8514-48c3a8bT1ldda
8fdlcebb-2388-4e29-87fd-41411d6655%be
8fdlcebb-2388-4e29-87fd-41411d6655%be
8fdlcebb-2388-4e29-87fd-41411d6655%be
8fdlcebb-2388-4e29-87fd-41411d6655%be
Bfdlchrebh-2388 4=29_87FfAd-41411daa59he

20164

194206

T3508

212364

20170

20170

(Overblick over formateringen i filen Journal)

For att kontrollera om bilderna 1 sokvégen hanterats av applikationen sd har en sokning
gjorts i “journal” pa respektive fil:

Filnamn

Antal triaffar

01£73216-96a6-4cb7-ab91-9a3952181ca8

18

leed819d-a018-4d29-8ade-5d5eadcd8398

38

5ea97721-bfc2-4630-b2d4-72d0bd426d44

4

8fd1c66b-2388-4¢29-87fd-41411d6659be

18

af84a9c3-af48-4e98-9adf-5fcd0aldaes

36

b69e2ec0-cefa-450c-8514-48c3a8b71dda

8

5800/49376-21
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Analys och slutsats

Tester har visat att sokvédgen dér bilderna patréffats i normalfallet endast anvénds av
applikationen Tor browser. Utéver detta har en loggfil patréffats dér de aktuella
filnamnen &r inkluderade.

Inga fynd har gjorts som visar att ndgon annan applikation har anvént s6kvagen for
lagring av information.

Undersokningen visar att den version av Tor browser som varit installerad pa enheten ej
tar bort bilder fran aktuell s6kvag 1 de fall applikationen stéings ner pa ett sitt som inte
ar forvéntat.

Sammantaget talar detta for att bilderna skapats av Tor browser i samband med att
anvidndaren besokt de aktuella webbsidorna.

Magnus Sandberg
It-forensiker

5800/49376-21 6 (6) K615323-19
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Polismyndigheten

Bakgrund

Den beslagtagna enheten 4r en mobiltelefon av mérket OnePlus. Den var last
med pinkod men viss information kunde tidigt extraheras. Detta &r sedan tidi-

gare utforligt beskrivet i separata PM.

Efter en ldngre tid kunde enheten lasas upp med pinkod. En kopia av enheten

2022-08-17

onr 5000-K615323-19

har av it-forensiker Magnus Sandberg lésts in i det forensiska programmet
ALEAPP 3.1.1 for vidare granskning.

Granskning har skett genom att manuellt ga igenom flik {6r flik och med

skdrmklipp notera sddant som bedoms vara relevant {or utredningen.

Tidslinje

Tidslinjen for enhetens anvédndning dr granskad genom polisens program for
granskning av mobilenheter, Axiom. De f6rsta artefakterna som bedéms vara

anviandargenererad data pa enheten hérror fran 2021-07-04. Detta datum bor
alltsd vara da enheten togs i1 bruk av anvédndaren.

Web History 2021-07-04 13:34:35(UTC +0) [Last Visited]

Web History 2021-07-04 13:34:35(UTC +0) [Last Visited]

Cookies 2021-07-04 13:35:24(UTC+0) [Creation time]
Cookies 2021-07-04 13:35:27(UTC+0) [Creation time]
Cookies 2021-07-04 13:35:27(UTC+0) [Creation time]
Cookies 2021-07-04 12:35:27(UTC+0) [Creation time]
Cookies 2021-07-04 13:35:28(UTC+0) [Creation time]

ESPN: Serving sports fans, Anytime. Anywhere.

Din surf ar slut
.goagle.com

Www.espn.com
Www.espn.com
WWW.ESPN.COM

.2spn.com

Chrome

Chrome

Chrome

Chrome

Chrome

Chrome

Chrome

Den senaste anvdndargenererade datan som har antriffats i enheten harror
fran 2021-11-05. Efter detta syns ingen aktivitet pa enheten.

Applications Usa...
Applications Usa...
Applications Usa...
Applications Usa...
Applications Usa...
Applications Usa...
Applications Usa...

Applications Usa...

Cookies

2021-11-05 12:23:22(UTC+0) [Start time]

2021-

2021

2021

2021

2021

2021

2021

2021

11-05 12:23:23(UTC+0Q)

-11-05 12:23:23(UTC+0)
-11-05 12:23:23(UTC+0)
-11-05 12:23:24(UTC+0)
-11-05 12:23:52(UTC+0)
-11-05 12:23:52(UTC+0)
-11-05 12:23:52(UTC+0)

-11-05 20:10:27(UTC+0)

[Start time]
[Start time]
[Start time]
[Start time]
[Start time]
[Start time]
[Start time]

[Accessed]

net.oneplus.launcher

org.torproject.torbrowser

net.oneplus.launcher

org.torproject.torbrowser

org.torproject.torbrowser

net.oneplus.launcher
net.oneplus.launcher
net.oneplus.launcher

.google.com
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Brave Web history

Under rubriken som ovan aterfinns websokningar som har sparats av enheten.
(Sokvag: Brave - Web History located at: F:\UFED OnePlus AC2003
2022 06 16 (001)\ALEAPP_Reports_2022-08-17_ Wednes-

day 093219\temp\Dump\data\data\com.brave.browser\app_ chrome\De-

fault\History.)
Last Visit
Time = URL
2021-11-01 https:/iduckduckgo.com/?q=tesr&t=brave
13:19:58
2021-11-01 https://duckduckgo.com/?g=tesr&t=brave&ia=web
13:20:00
2021-11-01 hiips://iduckduckgo.com/?q=wipe+all+data+remoie+server&t=brave
13:220:11
2021-11-01 hitps:/iduckduckgo.com/?q=wipe+all+data+remoie+server&t=bravesia=web
13:23.08
2021-11-01 hitps://duckduckgo.com/?g=wipe+all+data+remote+server+ubuntu&t=brave
132318
2021-11-01 hitps:/iserverfault. com/questions/159401/securely-wipe-a-headless-remote-linux-server
132336
2021-11-01 hitps:/faskubuntu.com/questions/668959/how-do-i-erase-all-data-on-ubuntu-14-04
13:23:57
2021-11-01 https://duckduckgo.com/?g=wipe+all+data+remote+server+ubuntudt=brave&ia=web
13:23:58
2021-11-01 https:/www.linuxjournal.com/content/remotely-wipe-server
13:24:01

Title

tesr at DuckDuckGo

tesr at DuckDuckGo

wipe all data remote server at DuckDuckGo

wipe all data remote server at DuckDuckGo

wipe all data remote server ubuntu at DuckDuckGo

Securely wipe a headless remote linux server - Server

Fault

How do | erase all data on ubuntu 14 047 - Ask Ubuntu

wipe all data remote server ubuntu at DuckDuckGo

Remotely Wipe a Server | Linux Journal

Totalt 9 stycken artefakter finns sparade i enheten under aktuell sokvig. Arte-
fakterna har alla sparats den 2021-11-01. Av tabellen framgar att vissa av
adresserna dr besokta mer dn en gang. Flera av sokningarna ovan dr gjorda
genom s6kmotorn duckduckgo. Dar har anvéndaren av mobilen bl.a. skt pa

“wipe all data remote server” och wipe all data remote server ubuntu”. Lik-
nande d&mnen har sokts pa sidorna serverfault.com, askubuntu.com och linux-

journal.com.

Serverfault anger f6ljande om sin verksamhet pa sin hemsida:

rer Fault is a question and answer site for
tem and network administrators. It only

takes a minute to sign up.

Askubuntu och linuxjournal erbjuder artiklar samt fragor och svar kring Li-
nuxrelaterade &mnen.

Linux &r ett “open source” och gratis operativsystem. Ubuntu dr en specifik
distribution av Linux. Linux anvinds bade som operativsystem pé enskilda
datorer/enheter men dr ocksa vanligt forekommande pa servrar.

Slutsats: Anvindaren av enheten har specifikt sokt efter information kring
hur man fran distans raderar Linuxservrar.

( HEMLIG |

Visit
Count

1

5
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Brave offline pages

En sida fanns sparad som offline och handlar om hur man raderar en Linux-
server fran distans:

( HEMLIG |

Creation Access
Time = Time ~  Online URL ~  File Path -
2021-11-01 2021-11-01 https:fiwww.linuxjournal.com/content/remotely-wipe- /data/user/0/com.brave.browser/cache/Offline Pages/archives/ced935a1-fdi6-4c3a-
13:24:14 13:24:14 server b35a-e37492e2echd.mhtml

Konton

Ett konto har antriffats i enheten: one064020@gmail.com.
Senaste inmatningen av |6senord skedde 2021-07-04.

Downloads

Tva artefakter antriffades vilka visas nedan.

2021-07-04 2021-07-04 https://imagiskroot.com/download/
18:15:16 18:15:22
2021-07-04 2021-07-04 https://magiskroot com/download/
18:18:25 18:18:32

Anviéndaren av enheten har laddat ner programvaran frdn magiskroot.com.
Enligt webbsidan anvénds programvaran for att:

Magisk Root : Root any android device with this tool.

Att "roota” en androidtelefon innebér enligt wikipedia: ... Rooting is the
process of allowing users of the Android mobile operating system to attain privi-
leged control (known as root access) over various Android subsystems. As An-
droid is based on a modified version of the Linux kernel, rooting an Android de-
vice gives similar access to administrative (superuser) permissions as

on Linux or any other Unix-like operating system such as FreeBSD or macOS.

Rooting is often performed with the goal of overcoming limitations that carri-
ers and hardware manufacturers put on some devices...”

Alltsa, genom att “roota” sin enhet blir man inte l&angre begrénsad av de install-
ningar som tillverkaren av enheten har gjort.
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Att roota sin androidmobil &r normalt sétt inte nagon som den genomsnittlige an-
védndaren goér utan kréver viss it-kunskap.

Ar enheten rootad?

It-forensiker Magnus Sandberg har undersdkt om enheten dr rootad ellre inte
och kommenterar fragestillningen:

”Anvindaren av enheten har laddat ner programvaran fran magiskroot.com.
Enheten var vid undersokningstillfillet inte rootad och hade ej programvaran
Magisk Manager installerad.”

Gboard Keystroke cache

Enligt programvaran ALEAPP avser detta: “Keystrokes typed by the user in
various input fields of apps, that have been temporarily cached by the Gboard
keyboard app are seen here.”

Alltsa, det gar inte att avgora i vilket sammanhang eller i vilken app dessa
tangentbordstryckningar har gjorts, utan bara att de har gjorts ndgon gang av
anvindaren av enheten.

Tangentbordstryckningarna har cachats (sparats) som en enda textmassa, som
redovisas nedan. Dérefter har textmassan brutits upp av undersékaren sa att
det gar att utldsa identifierbara ord och namn. Det gér i vissa fall inte att sdga
exakt var brytningen ska ga mellan enskilda tecken, varfor enskilda radbryt-
ningar kan vara fel.

pastebin.com/ULGs4Jx8Comvig *110*00"0000000000#mixmixxxdromApplefromix2duckduckgo.comsamorai wallettorcomvig.seBIG mxmr to ; flotr
fixedfloatfixedfloat. com10050fixedfloats0mix123mixxxseth privaacy ootcy oot out100100100tomado cash androidmetamasktornado.cash1005000fixedfloat
kyc1001501501501651609017017018545mixxcduckdubitrefill.comcomvigrolfyfarnti@icloud.comfreefioat float wxchangefixedfloat100100100#CboxXbox
refilsisCbtwstchange xmr to btc121flugsvampjh12.txi 3

jh12.txtcomvig.sebitrefill. comcomvig.tertretroban@icloud.comcomvig.se0769056212437663636703356565555com079056 21 24fixedfleat. com80mriangulering
Agtelefon polis masterhete re i appfixedfloat.com7070mixzzzfixedfloat.com100z210010070807576mixxxvetherscan.ioflashback.orgflugforu
ubuntudelKamflashback orgflashback orgflashback orgut

pastebin.com/

ULGs4Jx9

Comvig *110*00"0000000000
#mixmixxxdrom

Applefromix2
duckduckgo.com

samorai wallet

tor

comviq.se

BIG

mxmr to ; ,

flotr

fixedfloatfixedfloat.com
10050fixedfloat50mix123mixxxseth
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privaacy ootcy oot
out100100100tornado cash
androidmetamask
tornado.cash1005000
fixedfloat

kyc
1001501501501651609017017018545
Mixxc

duckdubitrefill.com

comviq
rolfyfart@icloud.com
freefloat

float wx

changefixedfloat
100100100

#CboxXbox refilsls

Cbtwst

Change xmr to btc121
flugsvampjh12.txt.

3 jh12.txt

comvig.se

bitrefill.

comcomvig.
tertretroban@icloud.comcomvig.se
0769056212437663636703356565555
com0790562124
fixedfloat.com
80rriangulering

4gtelefon

polis

masterhete re i
appfixedfloat.com
7070mixzzz

fixedfloat.com
1002210010070807576mixxx
vetherscan.io

flashback.

Org

flugforu

ubuntudel

Kam

flashback.

orgflashback.
orgflashback.orgut

Kommentar: Bland de cachade tangenttryckningarna kan sérskilt noteras:
flugsvampjh12.txt.

flugforu

80rriangulering

Kryptotransaktioner "myetherwallet”

Ett storre antal hashar och uppgifter kring kryptotransaktioner antriaffades un-
der Fire Cloud Messaging. Nagra av dem kontrollerades via blockchain.com
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och visade sig vara Etherumtransaktioner. Samtliga transaktioner exporteras
separat av it-forensiker till teknisk inhdmtning for vidare analys.

Google Play Searches

Under ovan rubrik antréffades foljande av enheten sparade sdkord:

Timestamp - Display - query
2021-07-04 13:48:29 orwall orwall
2021-07-04 14:08:07 firewall firewall
2021-07-04 14:16:53 kyms kyms
2021-07-04 14:24:21 vault hidden vault hidden
2021-07-04 14:31:00 hidden notes hidden notes
2021-07-04 14:32:08 encrypted notes encrypted notes
2021-07-04 18:34:04 twrp twrp
2021-07-04 18:36:59 Tliashify flashify
2021-08-11 14:20:00 monero monero
2021-08-11 22:03:12 samourai wallet samourai wallet
2021-09-04 18:56:25 solana solana
2021-09-30 20:59:45 tor tor

2021-10-26 21:16:02 here i am here i am
Timestamp Display query

Installerade appar

Det fanns 364 rader under sokvégen installerade appar. Dessa &r inte grans-
kade i detalj. Nedan visas en notis om Tor browser och nér den senast uppda-
terades.

Last Updated

Timestamp App Package Name
2021-09-30 21:00:02 org.torproject.torbrowser
Meddelanden

Det finns fyra sms sparade och samtliga &r fran Comviq under tidsperioden
2021-09-28—2021-11-05

Goran Siklosi

Kriminalinspektor
KCB-SC3
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Datum Tid
2022-01-14 13:23

Funktion

Uppgiftsldmnare

Involverad personal

Siri Abrandt
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Diarienr (dberopas)

Polismyndigheten
Komplexa Cyberbrott
Nationellt it-brottscentrum
Siri Abrandt

OnePlus Nord - HOK-data

Denna PM redogor for HOK-data inhédmtad fran IMEI-nummer (telefonen har
dubbla IMEI-nummer) for en beslagtagen telefon, OnePlus Nord (5000-
BG136753-16) samt IMSI-numret pa SIM-kortet som satt i telefonen. Det
framkom att ytterligare tva SIM-kort suttit i aktuell telefon, samt att SIM-kor-
tet som HOK-begiran stilldes pa ocksa suttit i en router.

Kopplingar IMEI-, IMSI- och telefonnummer

 HEMLIE |

\

Fredrik Kronberg Kopplar upp mot hemma-masten

IMEI 86609305272956/ 86609305272957

21-08-09 16:22:34
sedan uppehdll till: 21-08-11 16:28:27

07+ 08 21-07-10 tom 21-07-12
21-07-04 tom 21-08-03 Sista aktivitet: 21-11-05

&= £®

hela perioden\
|

Beslag —
ASUS WLAN Router AC68U
IMEI 35516908026410
OnePIu; Nord 21-08-09 16:31:13 tom 21-08-11 16:17:27

46736300378 46736300351 46760981364
IMSI 240078228087066 IMSI 240078228087065 IMSI 240078228705178
Tele2 Tele2 Tele2

B

e OnePlus Nord, IMEI 86609305272956/86609305272957 (5000-
BG136753-16)
o IMSI
= 240078228705178, Tel-nr: 46760981364
= 240078228087066, Tel-nr: 46736300378
= 240078228087065, Tel-nr: 46736300351

e ASUS WLAN:-router AC68U, IMEI 35516908026410
o IMSI: 240078228705178, Tel-nr: 46760981364

PM 211123 OnePlus HOK-analys.docx
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Datakaillor

HOK-begiran stilldes pa perioden 21-05-20 till 21-11-19, detta eftersom tele-
fonbolagen bara kan bistd med information som ligger inom ett sexmanaders
intervall bakat i tiden, baserat pa datumet da fragan stélldes. For att styrka att
dessa telefoner och SIM-kort som é&r i beslag har brukats av Kronberg kommer
denna PM att jaimfora HOK-positioneringar med positioneringar himtade fran
Kronbergs BankID samt exporter frain HAK for Kronbergs telefonnummer
46709998098 samt ett mobilt bredband med telefonnummer
467100000109018. HAK-datan striacker sig perioden 2021-10-04 till 2021-11-
04.

IMSI 240078228705178

Det IMSI-numret som fragades pa, 240078228705178, har telefonnummer
46760981364 kopplat till sig. Forsta aktivitet syns vid tva tillfdllen 21-05-27
da numret mottar tva samtal, fran okdnda nummer med Tunisisk landskod
+216, som direkt vidarekopplas. Inga master syns eftersom samtalen aldrig
kopplar upp. For dessa samtal framkommer inte vilket IMEI-enhet som sim-
kortet suttit i. Efter dessa tva vidarekopplingar sker nésta aktivitet forst 21-08-
09 da datatrafik fran telefonen kopplar upp mot en mast pa Engelbrektsplan,
med andra ord i ndrheten av Kronbergs bostad. Det &r f6rst vid denna upp-
koppling som IMEI-numret syns och det &r d& OnePlus-telefonens IMEI-num-
mer. Uppkopplingar sker till och med 21-11-05. Numret har inte anvints for
att ringa och sms:a, utan enbart for att surfa.

Som kartbilden nedan visar sker enbart uppkopplingar mot master i nira an-
slutning till Kronbergs bostad pa

Bild 1 - Mastuppkopplingar IMSI -05178 tel-nr 46760981364
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Vid en jamforelse mot master som Kronbergs sociala telefon, med nummer
46709998098 samt mobila bredband med telefonnummer 467100000109018,
kopplar upp mot under samma period kan vi se att dessa uppkopplingar be-
kréftar att Kronbergs sociala telefon befinner sig runt bostaden samma period
som OnePlus Nord med IMSI 240078228705178 ocksa kopplar upp mot bo-
staden.

Kartbilden nedan visar GPS-positioner fér BankID med gréna punkter samt
mastuppkopplingar med blaa punkter. Totalt dterfinns 24 346 uppkopplingar
inom det inringande omradet, fordelat pa 126 stycken for BankID och 24 220
for mastuppkopplingar. For att fortydliga antalet mastuppkopplingar per plats
har de master som ligger i direkt anslutning till varandra rdknats ihop. De mas-
ter som uppkoppling sker mest frekvent mot 4r de vid Engelbrektsplan till ho-
ger i bild, cirka 90 procent. Det &dr ocksa mot master vid Engelbrektsplan som
OnePlus Nord med IMSI 240078228705178 ocksa kopplar mest mot.

q FTII I INw MR T ]

967 Events
From: 2021-10-09 13:31:23
Until: 2021-11-03 19:04:18

24346 Events
From: 2021-08-09 12:46:38
Until: 2021-11-05 16:14:09

10 Events
From: 2021-11-02 13:22:57
Until: 2021-11-02 13:31:38 |

22113 Events
From: 2021-10-04 05:03:26
Until: 2021-11-03 19:43:50

1106 Events
From: 2021-10-06 07:37:44 £

Bild 2 - Mast- och GPS-uppkopplingar 8098, 9018 och BankID
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Kopplade enheter

Detta IMSI- och telefonnummer har suttit i tva enheter, OnePlus Nord (5000-
BG136753-16) samt en router, ASUS 4G WLAN AC68U (IMEI
35516908026410).

Kortet har suttit i OnePlus Nord i en minut 21-08-09, det sker uppkopplingar
mellan 16:21:30 och 16:22:34. Cirka tio minuter senare har kortet flyttats 6ver
till ASUS-routern, uppkopplingar i routern borjar 16:36:27. Dérefter har kortet
enbart anvénts i routern fram till och med 21-08-11 klockan 16:17:27. En mi-
nut senare, 16:28:27, har kortet aterigen sats tillbaka in i OnePlus-telefonen.

IMSI 240078228087066

Detta IMSI-nummer har tillhérande telefonnummer 46736300378. Forsta akti-
vitet sker 21-07-04 klockan 15:35:01 da det kopplas upp mot en mast i Fals-
terbo i s6dra Skéne. Samtliga uppkopplingar som gors sker i Skéne, de flesta i
omradet Skanor/Falsterbo samt ndgra i Malmoé. Se ”Bild 3 - Mastuppkopp-
lingar IMSI 240078228087066 tel-nr 46736300378 hir nedan.
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' 11 Events s /= s \
Drager B From: 2021-07-07 10:43:55 Mal & S ‘ \
~ ol Until: 2021-07-07 13:06:49 J
i = = { sﬁi][uu;

" [ : .
&y -
+ [
X
0\ 2 Wil G
agErET - !
. Alrmdas
) ! 2 Ebbarp
Bunkeflostrand ‘ 'é;-g +Dxie
L ~

\ - ¥
Stianchem | =\,_k’.\3 3 Toag 1

S‘Humparp. . 1
. W 2021-07-07 10:19:57 b
Mlagehamn o + i
L - ; i " iy T +*

~ Toringe . |
¥ LS y \ \
TREIhR ~ \ . Tygelsjd i‘s Arie 2Ly, @
ot \ k - ]
= ¢ « \ e Lz d
Y j X . AN a "
:" : « dessie + == | -
2y e \ h - ; VKam
Gessle villastad H )
! dkopinge -
5 Ak
\ L, X\
= Ceklierrne r \
\ g\ E " e
Fégelskyddsamrdde \ (-/ /| Grevie , Ay
; \ %

3 Events
From: 2021-07-07 10:03:53
Until: 2021-07-07 10:16:10

Fagerskyddsomrdde
Hamrig

‘ Elisabeth Nystrém Kronbergs sommarhus) I

fortend

" Hollviken
lerbohalvons havsomrades

Skanlﬁr ro'nbelrgs. mammas Sommarhus
naturreservat 2 \ |
113 Events _ 3 !
From: 2021-07-04 15:26:09 [IS®er%® L S I~
Until: 2021-07-09 20:54:26 [ ragskom. | ) =

2 o
Falstarkd |/ ¥ Faistemonus -
s okiriogsbiikian

Bild 3 - Mastuppkopplingar IMSI 240078228087066 tel-nr 46736300378
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Fredrik Kronbergs mamma, Elisabeth Nystrom Kronberg, dger ett hus i Ska-
nor, pd Vistergatan 5. Flertalet uppkopplingar sker i niarheten av huset, se bil-
den “Bild 5 — Mastuppkopplingar IMSI 240078228087066 tel-nr
46736300378 1 Skanor/Falsterbo™ pa sida 7. Utredningen har ocksa klarlagt att
Fredrik Kronberg befinner sig i Skanor/Falsterbo under denna tid, vilket gar
att se pa hans BankID-uppkopplingar. Bilden pa nésta sida, ”Bild 4 - BankID-
uppkopplingar Fredrik Kronberg Skandr/Falsterbo™ visar de BankID uppkopp-
lingar som gors i Skandr/Falsterbo i juli 2021. Den period da ett uppehall i
uppkopplingarna syns forklaras av att Kronberg med familj reser frdn Kopen-
hamn till Nice 21-07-10 klockan 18:30. De &r landar ater pa Képenhamns
flygplats den 21-07-19 runt klockan 23:00. Reseinformationen &r hamtad fran
Kronbergs telefon (IMEI 353912106467311, telefon-nr 46709998098) dar
SMS fran SAS med fullstindig reseinformation framkommer. Det gér dven att
se att BankID-uppkopplingar sker fran Nice under nimnda period. Se ”"PM
Kronberg reser till Frankrike juli 2021 for redogérelse for resan.

Numret dr aktivt fram till och med 21-07-09, da sker sista aktiviteten mot en
mast i Skandr. Darefter mottar numret flertalet sms fran operatéren Comvig,
dessa skickas mellan 21-07-15 och 21-08-09. Ingen av dessa har genererat i
nagon mastuppkoppling och i underlaget fran Tele2 gar att ldsa att felkoden
”Absent subscriber” géller for samtliga dessa. Det innebér att ”The operation
concerns a subscriber who is unallocated, not registered, or in 'IMSI detach’
state. This clear code prevents Call Forwarding On Mobile Subscriber Not
Reachable (CFNRc), if the number of call forwardings has been exceeded.”
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.

Elisabeth Nystrém Kronbergs sommarhus |

20 Events
From: 2021-06-30 00:26:36
Until: 2021-07-22 17:53:11

e N I F

Bild 4 - BankID-uppkopplingar Fredrik Kronberg Skanir/Falsterbo'

! Denna kartbilds sammanstillning av totala events, och diagrammet med datumstaplar, har
justerats efter versionen som fanns med i héktnings-PM till férhandlingen 22-10-21. I den fo-
regéende versionen av bilden har det funnits med totalt 5 uppkopplingar som sker i andra delar
av Skane under samma period. Detta &r nu justerat till att enbart visa de uppkopplingar som
syns i kartbilden 6ver Skanor under denna period.
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Nationella operativa avdelningen 2022-10-25
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Nationella operativa avdelningen 2022-10-25

IMSI 240078228087065

Detta IMSI-nummer har tillhérande telefonnummer 46736300351. Forsta akti-
vitet sker 21-07-10 klockan 14:38:10 da det kopplas upp mot en mast i Malmo
invid kopcentret Emporia. Numret dr aktivt under tvadagarsperiod, sista upp-
koppling sker 21-07-12 08:58:01. Majoriteten av uppkopplingarna sker dock
10 juli, darefter sker det inga uppkopplingar den 11, utan sedan tre uppkopp-
lingar den 12 juli. Under samtliga uppkopplingar har numret suttit i telefonen
OnePlus Nord. Numret har enbart anvéinds for att surfa, de fa sms och samtal
som finns 1 listan &r till/fran operatdrens servicenummer. Det dr dock enbart
den 10 juli som master syns i uppkopplingslistan, samtliga dessa uppkopp-
lingar 4r mot master vid Emporia kdpcentrum i Malmg. For resterande upp-
kopplingar syns inga master, vilket ocksa r att forvinta sig av de uppkopp-
lingar som sker den 12 juli, eftersom Kronberg befinner sig i Frankrike och
vid utlandsvistelse kan master ej redovisas av operatéren. Se “Bild 6 — Mast-
uppkopplingar 240078228087065, tel-nr 46736300351 hir nedan.

= ' mnymne

wookola [ bostélle “
U <8 n- j
~ EFooe . ; A/

—

6 Events
From: 2021-07-10 14:38:10
Until: 2021-07-10 14:41:53
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\
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- 2 %
g o
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! v ' ey Ve
Bild 6 — Mastuppkopplingar 240078228087065, tel-nr 46736300351
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Datum

2022-10-31

Diarienr (aberopas)
Polismyndigheten 5000-K615323-19
Nationella operativa avdelningen
Nationellt it-brottscentrum
Jim Keyzer

Utronande av dgarférhallanden mobiltelefon OnePlus Nord i
beslag

I samband med husrannsakan pa ||| | . (< 9 november

2021 péatraffades en mobiltelefon OnePlus Nord 1 en med kodlas 1ast vit hurts 1
den delen av ldgenheten som utgjorde Kronbergs kontor. Efter forcering av
laset kunde hurtsens innehéll undersokas.

Foto fran fyndplatsen - 6versiktsbild. Notera att numreringen inte &r samma som
beslagsnummer
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Nationella operativa avdelningen 2022-10-31

Foto fran fyndplatsen - detaljbild. Notera att numreringen inte 4r samma som beslags-
nummer

Telefonen var vid antraffandet paslagen. I samband med att telefonen togs 1
beslag erholl den beslagsnummer 2021-5000-BG136753 pl6.

Vid forensisk analys av telefonen framkom f6ljande IMSI/IMEI-nr:

IMSI: 248878228785178

IMEI1: 8668938527295%61
IMEI2: 866893852729579

For ovrig forensisk analys, se separata PM.

I syfte att undersoka dgarforhallandena av telefonen kontaktades flera aterfor-
sdljare inom elektronik, bl a Elgiganten. Utifran uppgift om telefonens IMEI-
nummer kunde Elgiganten konstatera att telefonen sélts deras butik 1 kopcent-
rumet Emporia, Malmo.
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2022-10-31

Elgigantens butik i Malmo &r Elgiganten Phonehouse med adress Emporia
kopcentrum, Hyllie Boulevard 19, Malmo.

Elgiganten Phonehouse (Elgiganten

¢

Emporia

See photos o 9 Zara

Phonehouse Malmé Emporia)

Website

3.7

Directions Save Call

168 Google reviews ()

Electronics store in Malmé

Besl Westerr ¢~
Malmé Arena

¢

Shopping Center

Service options: In-store shopping - In-store pick-up - Delivery

Located in: Emporia Shopping Center

Address: Hyllie Boulevard 19, 215 32 Malmo

Hours: Open - Closes 8PM~

Phone: 077-111 51 15

Skéarmklipp fran Google vid sokning pa Elgiganten Emporia, Malmo.

Anonymous Kvitto

Ordernummer 2230918515

Datum/Tid 03.07.2021 12:21
anonymous

Séljare rayan

Butik 2561 EPH SouthWest, Malmd

Emporia
Take now 3rd July 2021
Varukod Beskrivning Pris Rabatt Ant. Total Moms
196850 OnePlus Nord 5G smartphone 8/128GB (gray onyx) 3990.00 0 1 3990.00 25%
S/N: 866093052729579

Totalt Moms Belopp  Sum
Netto 3192.00
Moms 25% 3192.00 798.00
Totalt inkl. moms 3990.00
Betald summa 3990.00
Aterstar att betala 0.00
Betalning
Terminal 3990.00

Skarmbild utvisande del av kvittot. Hela kvittot &terfinns som bilaga till detta PM.

Av kvittot framgér att en telefon av méirke/modell OnePlus Nord 5G sélts den
3 juli 2021 1 butik ”2561 EPH SouthWest, Malmé Emporia” Totalbeloppet

| HEMLIG: |
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2022-10-31

uppgér till 3990.00 SEK och telefonen har betalats med ett Revolut Prepaid-

kort dér kortnumret slutar med 6686.

Efter kontakt med Revolut Bank s& framgar det att Fredrik Kronberg har enga-
gemang hos banken och ocksa har flera kort utfirdade av dem, bl a ett kort dér
delar av kortnumret framgér av svaret fran Revolut, ndmligen

459654 ***£**6686.

Revolut

Revolut Card Confirmation

Account Holder

Report Lost or Stolen Card:
+370 5 214 3608

First Name Fredrik
Last Name Kronberg
Date of birth 2/8/83
Phone +46709998098
Email fredrik@net2.net
Address Smala Grind 5, 11139, Stockholm, SE
Account Status Active
Account Opening Date 8/17/18
Wallet Reference Number 48589237
Revolut cards
Number Expiry Delivery address
A416598******7123 03/2027 Smala Grand 5, 11139, Stockholm, SE
A16598******0029 10/2027
459654 *****5686 08/2023 Smala Grénd 5, 11139, Stockholm, SE
535456******32295 09/2026
535456 *****1662 05/2026
416598****** 2846 03/2026
A416598******0491 11/2026
416598******5199 02/2027
535456******4454 05/2026
A59(54F*****5543 04/2024

Skédrmbild av del av dokument Fredrik Kronberg-card confirmation.pdf erhallet fran

Revolut

Vid ndrmare granskning av transaktionshistoriken avseende Kronbergs konto

framgar foljande
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Revolut

Transactions history

Exported at 2022-10-21 14:32:22 7 +00

Account Holder

First Name Fredrik

Last Name Kronberg

Date of birth 2/8/83

Phone +46709998098

Email fredrik@net2.net

Address Smala Grand 5, 11139, Stockholm, SE
Account Status Active

Account Opening Date 8/17/18

Wallet Reference Number 48589237

Account Details

BIC / Sort Code REVOLT21
IBAN / Account Number LT23 32500104 1170 4272

Reporting Period

Start Date 2021-03-16
End Date 2022-10-21

Ingress avseende dokumentet Fredrik Kronberg-
transactions_history_external _enquiries.pdf
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2021-07-
CARD_PAYMENT 03 11:03: 2021-07-05 Emporia 40.00 SEK Completed 3,828.92
o 15:18:34 SEK
2021-07-
or 2021-07-04 Eph Southwest, 273182
CARD_PAYMENT | 03 1021 P FPh South 3990.00 SEK Completed | 5
2021-07-
TOPUP 03 10:17 2021-07-03 Top-Up by *g599 3000.00 Sk Completed | 72182
Y 10:18:06 SEK
2021-07-
2021-07-03 5,721.82
TOPUP 03 10:16: 2 Top-Up by *3593 1000.00 SEK Completed :
o 10:17:18 SEK
2021-07-
TOPUP 03 10:16: Top-Up by *3599 5000.00 SEK Failed
08
2021-07-
TOPUP 03 10:15: Top-Up by *9599 5000.00 SEK Failed
30
2021-07-
CARD_PAYMENT 03 09:50: 20_21_?7404 Hatoba Sushi 69.00 SEK Completed 4.352.82
e 13:55:03 SEK
2021-07-
CARD_PAYMENT | 03 09:43: 20210704 Pita Pit Emporia 173.00 SEK Completed 3.868.92
I 14:30:32 SEK
2021-07-
CARD_PAYMENT 03 09:08: 2021-07-04 loeandthejuice 110.00 SEK Completed 4,621.82
- 13:20:34 sEK
2021-07-
2021-07-04 210192
CARD_PAYMENT 03 08:46: Lekia Emporia 128.90 SEK Completed M
ot 1422:41 SEK

Del av dokumentet Fredrik Kronberg-transactions_history _external _enquiries.pdf

Som framgér av ovan transaktionsutdrag sa har nagot av Kronbergs utfardade
kort belastats vid anvindning pa Emporia 2021-07-03 atminstone mellan kl
08:46:30 och 11:03:16. Bl a finns ett kop pa "Eph Southwest, Malmoe E” k1
10:21:51 uppgéende till 3990 SEK, dvs samma belopp som telefonen OnePlus
Nord kostat.

Bilagor:
1. Kvitto Elgiganten avseende inkép av OnePlus Nord-telefon
2. Svar Fredrik Kronbergs konto hos Revolut Bank. Notera att transakt-
ionsutdraget endast omfattar juli 2021 pga utrymmesskal

Jim Keyzer



OnePlus Nord, koppling till Kronberg , 2022-10-31 15:21 diarienr: 5000-K615323-19

197 |

| HEMLIG |

Anonymous Kvitto

Ordernummer 2230918515

Datum/Tid 03.07.2021 12:21
anonymous -

Saljare rayan

Butik 2561 EPH SouthWest, Malmo

Emporia
Take now 3rd July 2021
Varukod Beskrivning Pris Rabatt Ant. Total Moms
196850 OnePlus Nord 5G smartphone 8/128GB (gray onyx) 3990.00 0 3990.00 25%
S/N: 866093052729579

Totalt Moms Belopp Sum
Netto 3192.00
Moms 25% 3192.00 798.00
Totalt inkl. moms 3990.00
Betald summa 3990.00
Aterstar att betala 0.00
Betalning
Terminal 3990.00

Kortbetalningsinformation
Date

Time

Card

PAN seq.

Pref. name

Card type
Payment method
Payment variant
Entry mode

CVM res.

AID

MID

TID

PTID

Auth. code
Tender

Reference

Type
TOTAL
APPROVED

Retain for your records

EPH SouthWest, Malmo Emporia Hyllie Boulevard 19 21532 Malmo

2021-07-03

12:21:51
************6686

00

Revolut Prepaid
visasuperpremiumdebit
visa
visasuperpremiumdebit
ICC

PIN VERIFIED
A0000000031010
498750002607464
P400Plus-275480994
75480994

167450
6i30001625307711007

851d062c2be149328e068ef6
4eb2f84-2230918515

GOODS_SERVICES
SEK 3.990,00

Nojda kunder &r det viktigaste for oss pa Elgiganten! Hos oss
far du mojligheten att prova det du képt i 30 dagar. For
klubbmedlemmar géller 50 dagar. UNDANTAG: abonnemang,
tjanster, kok, presentkort och pa kopet erbjudanden.
Mobiltelefon, film, spel, programvara och hygienartiklar
aterlamnas i obruten forpackning. Produkten returneras

komplett och i oférandrat skick.

Fullstandiga villkor for 6ppet kop i en Elgiganten Phonehouse
butik samt 6vriga kundgarantier se elgiganten.se/
kundgarantier. KVITTOT AR EN VARDEHANDLING och skall
uppvisas vid retur, garanti- och reklamationsarenden.

Elgiganten SE Phonehouse

Esbogatan 12
164 74 Kista

Org. no.: 556471-4474

Vat no.: SE556471447401

ELGIGANTEN )
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Revolut

Report Lost or Stolen Card:

+3705 214 3608

Account Confirmation

Account Holder

First Name

Last Name

Date of birth

Phone

Email

Address

Account Status

Account Opening Date
Wallet Reference Number

Account Details

BIC / Sort Code
IBAN / Account Number

© 2022 Revolut Bank UAB

Fredrik

Kronberg

2/8/83

+46709998098

fredrik@net2.net

Smala Grénd 5, 11139, Stockholm, SE
Active

8/17/18

48589237

REVOLT21
LT23 3250 0104 1170 4272

| HEMLIG |

If you would like to find out more about which Revolut entity you receive services from, or if you have any other questions, please
reach out to us via the in-app chat in the Revolut app. Revolut Bank UAB is a bank established in the Republic of Lithuania, registered
address: Konstitucijos ave. 21B, Vilnius, 08130, the Republic of Lithuania, number of registration 304580906, FI code 70700. Revolut
Bank UAB is licensed by the European Central Bank and regulated by the Bank of Lithuania. Revolut Bank UAB provides credit,
payment, current account and demand deposit account services. Insurance distribution service is provided by Revolut Insurance
Europe UAB which is authorised by the Bank of Lithuania as an insurance broker undertaking. Registered address: Konstitucijos ave.
21B, Vilnius, 08130, the Republic of Lithuania, number of registration 305910164. Revolut Ltd (No. 08804411) is authorised by the
Financial Conduct Authority under the Electronic Money Regulations 2011 (Firm Reference 900562). Registered address: 7 Westferry
Circus, Canary Wharf, London, England, E14 4HD. Insurance related-products for Revolut Ltd customers are provided by Revolut
Travel Ltd which is authorised by the Financial Conduct Authority to undertake insurance mediation services (FCA No: 780586) and

by Revolut Ltd, an Appointed Representative of Revolut Travel Ltd in relation to insurance distribution activities.
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Revo I Ut Report Lost or Stolen Card:

+3705 214 3608

Revolut Card Confirmation

Account Holder

First Name Fredrik

Last Name Kronberg

Date of birth 2/8/83

Phone +46709998098

Email fredrik@net2.net

Address Smala Grénd 5, 11139, Stockholm, SE
Account Status Active

Account Opening Date 8/17/18

Wallet Reference Number 48589237

Revolut cards

Number Expiry Delivery address
416598******7123 03/2027 Smala Grand 5, 11139, Stockholm, SE
416598******0029 10/2027

459654******6686 08/2023 Smala Grand 5, 11139, Stockholm, SE
535456******2275 09/2026

535456******1662 05/2026

416598******2846 03/2026

416598******0491 11/2026

416598******6199 02/2027

535456******4454 05/2026

459654 ******5543 04/2024

© 2022 Revolut Bank UAB

If you would like to find out more about which Revolut entity you receive services from, or if you have any other questions, please
reach out to us via the in-app chat in the Revolut app. Revolut Bank UAB is a bank established in the Republic of Lithuania, registered
address: Konstitucijos ave. 21B, Vilnius, 08130, the Republic of Lithuania, number of registration 304580906, FI code 70700. Revolut
Bank UAB is licensed by the European Central Bank and regulated by the Bank of Lithuania. Revolut Bank UAB provides credit,
payment, current account and demand deposit account services. Insurance distribution service is provided by Revolut Insurance
Europe UAB which is authorised by the Bank of Lithuania as an insurance broker undertaking. Registered address: Konstitucijos ave.
21B, Vilnius, 08130, the Republic of Lithuania, number of registration 305910164. Revolut Ltd (No. 08804411) is authorised by the
Financial Conduct Authority under the Electronic Money Regulations 2011 (Firm Reference 900562). Registered address: 7 Westferry
Circus, Canary Wharf, London, England, E14 4HD. Insurance related-products for Revolut Ltd customers are provided by Revolut
Travel Ltd which is authorised by the Financial Conduct Authority to undertake insurance mediation services (FCA No: 780586) and
by Revolut Ltd, an Appointed Representative of Revolut Travel Ltd in relation to insurance distribution activities.
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Revo I Ut Report Lost or Stolen Card:

+3705 214 3608

Devices

Account Holder

First Name Fredrik

Last Name Kronberg

Date of birth 2/8/83

Phone +46709998098

Email fredrik@net2.net

Address Smala Grénd 5, 11139, Stockholm, SE

Account Status Active

Account Opening Date 8/17/18

Wallet Reference Number 48589237

Devices
Handset Id Last Ip Address Last Open
Apple iPhonel4,2 94.234.98.158 2022-10-16 16:03:21 CEST +02
Apple iPhonel3,2 94.234.72.216 2022-04-13 21:51:06 CEST +02
Android AC2003 83.185.38.13 2021-11-15 21:06:16 CET +01
Apple iPhonel4,3 94.234.69.147 2021-11-05 19:26:47 CET +01
Apple iPhone 11 Pro Max 94.234.32.113 2021-10-24 13:50:11 CEST +02
Apple iPhone XS 78.82.226.25 2019-12-17 22:56:55 CET +01
Apple iPhone X 94.234.35.59 2019-01-2912:11:22 UTC +00

© 2022 Revolut Bank UAB

If you would like to find out more about which Revolut entity you receive services from, or if you have any other questions, please
reach out to us via the in-app chat in the Revolut app. Revolut Bank UAB is a bank established in the Republic of Lithuania, registered
address: Konstitucijos ave. 21B, Vilnius, 08130, the Republic of Lithuania, number of registration 304580906, FI code 70700. Revolut
Bank UAB is licensed by the European Central Bank and regulated by the Bank of Lithuania. Revolut Bank UAB provides credit,
payment, current account and demand deposit account services. Insurance distribution service is provided by Revolut Insurance
Europe UAB which is authorised by the Bank of Lithuania as an insurance broker undertaking. Registered address: Konstitucijos ave.
21B, Vilnius, 08130, the Republic of Lithuania, number of registration 305910164. Revolut Ltd (No. 08804411) is authorised by the
Financial Conduct Authority under the Electronic Money Regulations 2011 (Firm Reference 900562). Registered address: 7 Westferry
Circus, Canary Wharf, London, England, E14 4HD. Insurance related-products for Revolut Ltd customers are provided by Revolut
Travel Ltd which is authorised by the Financial Conduct Authority to undertake insurance mediation services (FCA No: 780586) and
by Revolut Ltd, an Appointed Representative of Revolut Travel Ltd in relation to insurance distribution activities.
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Revo I Ut Report Lost or Stolen Card:

+3705 214 3608

TopUp Cards

Account Holder

First Name Fredrik
Last Name Kronberg
Date of birth 2/8/83
Phone +46709998098
Email fredrik@net2.net
Address Smala Grand 5, 11139, Stockholm, SE
Account Status Active
Account Opening Date 8/17/18
Wallet Reference Number 48589237
Topup cards
Masked Pan Billing Address
535583******9599 10/2023
535583 ******7341 04/2021

© 2022 Revolut Bank UAB

If you would like to find out more about which Revolut entity you receive services from, or if you have any other questions, please
reach out to us via the in-app chat in the Revolut app. Revolut Bank UAB is a bank established in the Republic of Lithuania, registered
address: Konstitucijos ave. 21B, Vilnius, 08130, the Republic of Lithuania, number of registration 304580906, FI code 70700. Revolut
Bank UAB is licensed by the European Central Bank and regulated by the Bank of Lithuania. Revolut Bank UAB provides credit,
payment, current account and demand deposit account services. Insurance distribution service is provided by Revolut Insurance
Europe UAB which is authorised by the Bank of Lithuania as an insurance broker undertaking. Registered address: Konstitucijos ave.
21B, Vilnius, 08130, the Republic of Lithuania, number of registration 305910164. Revolut Ltd (No. 08804411) is authorised by the
Financial Conduct Authority under the Electronic Money Regulations 2011 (Firm Reference 900562). Registered address: 7 Westferry
Circus, Canary Wharf, London, England, E14 4HD. Insurance related-products for Revolut Ltd customers are provided by Revolut
Travel Ltd which is authorised by the Financial Conduct Authority to undertake insurance mediation services (FCA No: 780586) and
by Revolut Ltd, an Appointed Representative of Revolut Travel Ltd in relation to insurance distribution activities.
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Revolut

Transactions history
Exported at 2022-10-21 14:32:22 Z +00

Account Holder

First Name

Last Name

Date of birth

Phone

Email

Address

Account Status

Account Opening Date
Wallet Reference Number

Account Details

BIC / Sort Code
IBAN / Account Number

Reporting Period

Start Date
End Date

Transactions history

Fredrik

Kronberg

2/8/83
+46709998098
fredrik@net2.net

Smala Grand 5, 11139, Stockholm, SE

Active
8/17/18
48589237

REVOLT21
LT23 3250 0104 1170 4272

2021-03-16
2022-10-21

| HEMLIG |

Created Completed o .
P Description Amount Currency Balance Observations

date date
2022-10-

CARD_PAYMENT 2002:11: 2022-10-20 Easypark 67.56 SEK Completed 221879
% 21:11:58 SEK
2022-10-

. 2022-10-20 Ica Supermarket 2,286.35

CARD_PAYMENT g 06:42: 911119 Kungsh 46.90 SEK Completed S
2022-10-

CARD_PAYMENT 18 04:46: 2022-10-19 Easypark 7532 SEK Completed 2,333.25
56 18:49:28 SEK
2022-10-

CARD_PAYMENT 16 14:03: 2022-10-17 Levy Restaurants 260.00 SEK Completed 2,408.57
- 19:13:51 SEK
2022-10-

CARD_PAYMENT 16 14:03: Levy Restaurants 260.00 SEK Declined
02
2022-10-

CARD_PAYMENT |  1612:53: 2022-10-17 Levy Restaurants 280.00 SEK Completed | 256857
- 19:13:51 SEK
2022-10-

CARD_PAYMENT 16 03:56: 2022-10-16 Easypark 93.26 SEK Completed 2,948.57
3 21:09:32 SEK
2022-10-

CARD_PAYMENT 1411:52: 2022-10-15 Jerusalem Kok 95.00 SEK Completed 3,128.65
3 20:12:42 SEK
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2021-08-

00

CARD_PAYMENT | 0712:21: 202108 08 Eatnam 144.00 SEK Completed | 243297
23 14:05:23 Sk
2021-08-
CARD_PAYMENT | 06 12:25: 2001 08 07 Voi Technology 3092 SEK Completed | 272577
2 14:38:49 Stk
2021-08-
CARD_PAYMENT 06 11:47: 2021-08-07 Cajsa Warg Stockholm S 148.80 SEK Completed 2,576.97
e 15:45:32 K
2021-08-
CARD_PAYMENT | 06 11:45: 2021-08:07 Tier Se 8-169139 37.50 SEK Completed | 27669
b 14:38:48 Stk
2021-08-
CARD_PAYMENT 06 11:35: Tier Mobility Gmbh 32.00 SEK Reverted
o1
2021-08-
CARD_PAYMENT 05 10:18: 2021-08-06 Med 120 - Sthim 129.00 SEK Completed 2,827.19
- 1 15:35:47 SEK
2021-08-
CARD_PAYMENT | 05 10:11: 2021-08-06 Panduro Hobby 329.80 SEK Completed 2,956.19
- a 15:33:39 Stx
2021-08-
CARD_PAYMENT |  0509:26: 2021-08-06 7-Eleven 4319136 33.00 SEK Completed | 272419
a8 15:37:52 Stk
2021-08-
CARD_PAYMENT | 04 13:25: 2021-08-05 Odenplan Spel Tobak 130.00 SEK Completed | 28599
2 15:33:38 Stk
2021-08-
CARD_PAYMENT | 02 12:05: 2021-08-03 Tier Mobility Gmbh 2250 SEK Completed | 89499
2 17:52:41 SEK
2021-08-
CARD_PAYMENT | 0211:43: 2021-08-03 Eatnam 120.00 SEK Completed 3,415.99
b 21:14:22 SEK
2021-08-
CARD_PAYMENT | 0211:39: 2021-08-03 Mm Sports Ab 359.00 SEK Completed | 23599
18 211221 i
2021-08-
CARD_PAYMENT 01 14:29: 2021-08-02 Voi Technology 23.75 SEK Completed 3,972.45
ps 16:47:36 e
2021-07-
CARD_PAYMENT 3123:04: 2021-08-01 Voi Technology 37.00 SEK Completed 4,050.24
i 16:16:47 SEK
2021-07-
CARD_PAYMENT 3120:39: 2021-08-01 Voi Technology 16.00 SEK Completed 3,996.24
o 16:16:47 SEK
2021-07-
TRANSFER 3117:54: 2021-07-31 From Filip Flodin 500.00 SEK Completed | +106-24
h 17:54:43 StK
2021-07-
TRANSFER 3117:52: 20?1—97_31 From Oscar Pilgrim 600.00 SEK Completed 3,606.24
iy 17:52:51 SEK
2021-07-
CARD_PAYMENT | 3112:06: 202008 01 Voi Technology 19.00 SEK Completed | 087:24
> 14:23:02 SEK
2021-07-
CARD_PAYMENT | 3021:35; 2000731 Voi Technology 30.00 SEK Completed | 2:006-24
o8 15:54:58 SEK
2021-07-
CARD_PAYMENT | 3018:16: 2021-08-02 The Auld Dub Ab 55.00 SEK Completed | 21749
o 19:18:39 p
2021-07-
o 2021-07-31 ) ) 350274
CARD_PAYMENT |  3017:46: 132958 Tier Se 7-1007657 3750 SEK Completed | ooy
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2021-07-
CARD_PAYMENT 3017:35: Tier Mobility Gmbh 32.00 SEK Reverted
11
2021-07- )
. 2021-07-30 Refund from Phils 3,562.74
CARD_REFUND gg 17:13: 171352 Burger Birger Jarls 139.00 SEK Completed o
2021-07-
CARD_PAYMENT 30 14:33: 2021-07-31 Tier Mobility Gmbh 30.00 SEK Completed 3,472.74
- 31 13:46:54 SEK
2021-07-
CARD_PAYMENT 30 14:03: 2021-07-31 Tier Mobility Gmbh 22.50 SEK Completed 3,450.24
- 37 13:46:55 SEK
2021-07-
CARD_PAYMENT 3012:19: 2021-07-31 Karla Cafe 414.00 SEK Completed 3,036.24
- 34 14:35:28 SEK
2021-07-
CARD_PAYMENT 30 09:54: 2021-08-01 Cafe Foam 38.00 SEK Completed 4,012.24
- To 16:16:47 SEK
2021-07-
CARD_PAYMENT | 3009:39: 2021-07-31 Voi Technology 22.50 SEK Completed 3,540.24
- 06 13:44:58 SEK
2021-07-
CARD_PAYMENT | 2912:53: 2021-07-30 Voi Technology 22.50 SEK Completed 3,528.74
et 16:14:18 SEK
2021-07-
CARD_PAYMENT | 29 11:26: 2021-07-30 Villa Kallhagen 105.00 SEK Completed | 42374
e 16:43:04 SEK
2021-07-
CARD_PAYMENT | 2820:18: 2021-07-25 7-Eleven 4517169 46.00 SEK Completed 3,849.24
s 15:16:40 SEK
2021-07-
CARD_PAYMENT | 2811:41: 2021-07-29 Phils Burger Birger Ja 298.00 SEK Completed | 25124
03 15:19:22 SEK
2021-07-
CARD_PAYMENT 26 09:53: 2021-07-27 Mcd 254 - Trkel 239.00 SEK Completed 3,895.24
% 17:17:31 SEK
2021-07-
CARD_PAYMENT 26 02:35: 2021-07-27 Bjornsbytare 50.00 SEK Completed 413424
% 17:13:07 SEK
2021-07-
CARD_PAYMENT 2511:48: 2021-07-26 Annas Bageri 75.00 SEK Completed 4,704.24
49 18:54:46 SEK
2021-07-
CARD_PAYMENT 2511:22: 2021-07-26 Strandtugg 520.00 SEK Completed 4,184.24
5 19:13:52 SEK
2021-07-
CARD_PAYMENT 24 15:26: 2021-07-25 Iz *fransk Gastronomi 347.00 SEK Completed 4,779.24
% 15:19:46 SEK
2021-07-
CARD_PAYMENT 2319:18: 20?1—97_24 Ica Supermarket Skanor 39.95 SEK Completed 5812.24
o 15:38:24 SEK
2021-07-
CARD_PAYMENT 2319:16: 20?1—97-24 Ica Supermarket Skanor 211.80 SEK Completed 585219
58 15:38:23 SEK
2021-07-
CARD_PAYMENT 22 20:06: 20?1—97-23 Ica Supermarket Skanor 60.90 SEK Completed 7,309.99
o5 17:21:59 SEK
2021-07-
CARD_PAYMENT 22 16:40: 20?1—_07-24 J.persson | Skanorsham 35.00 SEK Completed 5,606.24
0 15:56:24 SEK
2021-07-
CARD_PAYMENT 2216:17: ig?sls-.o;;u J.persson | Skanorsham 171.00 SEK Completed 2§41.24
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CARD_PAYMENT 22 15:53: 20?1—97'24 J.persson | Skanorsham 480.00 SEK Completed 5126.24
b 15:56:24 SEK
2021-07-
ToPUP 2215:52: 0o 072 Top-Up by *9599 5000.00 SEK Completed | 170403
" 15:53:19 SEK
2021-07-
CARD_PAYMENT 2210:51: 2021-07-23 Minami Sushi 317.00 SEK Completed 6,063.99
- 16 17:26:14 SEK
2021-07-
CARD_PAYMENT 2210:20: 2021-07-23 Stort Har Vellinge Ab 929.00 SEK Completed 6,380.99
b 17:26:14 SEK
2021-07-
CARD_PAYMENT | 2200:07: Alchemy 426.16 SEK Declined
o1
2021-07-
CARD_PAYMENT | 2200:07: Alchemy 425.91 SEK Declined
00
2021-07-
CARD_PAYMENT |  2114:22: 2021-07-22 Ica Supermarket Skanor | 333.14 SEK Completed | /37089
- > 16:40:14 kK
2021-07-
CARD_PAYMENT 2018:12: 2021-07-22 Tiptapp* Tiptapp Reser 679.00 SEK Completed 2,704.03
P 15:52:32 SEK
2021-07-
TOPUP 2015:09: 2021-07-20 Top-Up by *9599 3000.00 SEK Completed | 338303
i 15:09:50 SEK
2021-07-
CARD_PAYMENT 19 17:04: Paypal *upwrkescrow 3520.07 SEK Declined
03
2021-07-
CARD_PAYMENT 19 17:04: Paypal *upwrkescrow 3520.06 SEK Declined
03
2021-07-
CARD_PAYMENT | 19 16:41: 2021-07-20 Relay 3734495 40.03 SEK Completed | 41484
57 11:3221 SEK
2021-07-
CARD_PAYMENT | 1915:31: 2021-07-20 Escota 31.81 SEK Completed 383.03
5 11:36:28 SEK
2021-07-
CARD_PAYMENT | 1808:41: 2021-07-19 Escota 54.94 SEK Completed | 45487
5 10:48:01 SEK
2021-07-
2021-07-17 Commune De Sainte 509.81
CARD_PAYMENT ‘1‘8 17:01: 003427 ! 123.01 SEK Completed | oo
2021-07-
CARD_PAYMENT | 1417:38: 2021-07-15 Club 55 Vpe 13268 SEK Completed | /5778
10 12:30:30 SEK
2021-07-
CARD_PAYMENT | 1417:14: 2021-07-15 Club 55 Vpc 30.64 SEK Completed 1614.61
b 12:30:30 SEK
2021-07-
CARD_PAYMENT | 1417:04; 2020715 Club 55 Vpc 81.70 SEK Completed | 164525
51 12:30:30 SEK
2021-07-
CARD_PAYMENT | 1417:02: 20200715 Club 55 Vpc 346.99 SEK Completed | 190046
b 12:30:30 SEK
2021-07-
CARD_PAYMENT | 1416:32: 2021-07-15 Club 55 Boutique 40.83 SEK Completed 172695
b 12:30:30 SEK
2021-07-
o 2021-07-14 ) 2,247.45
CARD_PAYMENT 13 15:09: 14:15:52 Boucherie Tothe 469.33 SEK Completed SEK
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CARD_PAYMENT 1307:44: 20?1—97'16 Le Sac A Prov 981.79 SEK Completed 632.82
o 07:38:46 SEK
2021-07-
CARD_PAYMENT 12 08:20: 2021-07-14 La Difference 42.87 SEK Completed 2,716.78
2 10:53:27 SEK
2021-07-
CARD_PAYMENT | 1109:51: 20210713 Le Sac A Prov 246.00 SEK Completed | 27>965
o1 07:36:55 SEK
2021-07-
CARD_PAYMENT 1109:45: 2021-07-12 Boucherie Thote 359.27 SEK Completed 3,005.65
- 00 16:16:42 SEK
2021-07-
TOPUP 1109:41: 20210711 Top-Up by *9599 3000.00 SEK Completed | +462:92
by 09:42:09 SEK
2021-07-
CARD_PAYMENT | 1010:07: 2021-07-11 Surf Shack | Hollviken 498.00 SEK Completed 3,964.92
- 3 13:09:08 kK
2021-07-
CARD_PAYMENT | 09 16:36: 2021-07-10 Namasushi Ab 170.00 SEK Completed | 98292
- 29 16:48:52 Sk
2021-07-
CARD_PAYMENT | 09 16:24: 2021-07-10 Lotus House 520.00 SEK Completed 1,462.92
1 17:11:04 SEK
2021-07-
CARD_PAYMENT 09 10:56: 2021-07-11 Barbistro 600.00 SEK Completed 3,364.92
57 13:11:14 SEK
2021-07-
CARD_PAYMENT 08 16:22: Alchemy 420.85 SEK Declined
49
2021-07-
CARD_PAYMENT | 0816:22: Alchemy 420.85 SEK Declined
49
2021-07-
CARD_PAYMENT | 08 09:05: 2021-07-09 Pita Pit Emporia 178.00 SEK Completed 3,452.92
o1 18:48:29 SEK
2021-07-
CARD_PAYMENT | 08 08:38: 2021-07-09 Hatoba Sushi 94.00 SEK Completed 363092
2 18:29:06 SEK
2021-07-
CARD_PAYMENT | 08 08:27: 2021-07-09 Min Doktor Kliniken E 1300.00 SEK Completed 215292
p 18:48:30 SEK
2021-07-
CARD_PAYMENT | 0716:23: Alchemy 422.62 SEK Declined
19
2021-07-
CARD_PAYMENT | 0716:23: Alchemy 422,64 SEK Declined
18
2021-07-
CARD_PAYMENT 07 11:21: 20?1—97_09 Parkering Trian 50.00 SEK Completed 3,724.92
2 18:26:58 SEK
2021-07-
CARD_PAYMENT | 07 10:06: 2021-07-08 Silwer Tobak 54.00 SEK Completed 3.774.92
Y 15:10:11 StK
2021-07-
CARD_PAYMENT | 06 16:22: Alchemy 421.96 SEK Declined
51
2021-07-
CARD_PAYMENT | 06 16:22: Alchemy 421.96 SEK Declined
51
2021-07-
CARD_PAYMENT | 0516:22: Alchemy 418.86 SEK Declined
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CARD_PAYMENT

2021-07-
05 16:22:
52

Alchemy

418.85

SEK

Declined

CARD_PAYMENT

2021-07-
05 10:24:
57

Fiskhuset Skanor

524.00

SEK

Declined

CARD_PAYMENT

2021-07-
0510:23:
37

Fiskhuset Skanor

524.00

SEK

Declined

CARD_PAYMENT

2021-07-
04 16:22:
47

Alchemy

422.98

SEK

Declined

CARD_PAYMENT

2021-07-
04 16:22:
46

Alchemy

422.98

SEK

Declined

CARD_PAYMENT

2021-07-
03 16:08:
11

Alchemy

422.98

SEK

Declined

CARD_PAYMENT

2021-07-
03 16:08:
10

Alchemy

422.98

SEK

Declined

CARD_PAYMENT

2021-07-
03 11:43:
15

2021-07-04
14:20:34

Ica Toppen Hollviken

322.00

SEK

Completed

4,230.82
SEK

CARD_PAYMENT

2021-07-
03 11:03:
16

2021-07-05
19:18:34

Emporia

40.00

SEK

Completed

3,828.92
SEK

CARD_PAYMENT

2021-07-
03 10:21:
51

2021-07-04
13:12:45

Eph Southwest,
Malmoe E

3990.00

SEK

Completed

4,731.82
SEK

TOPUP

2021-07-
0310:17:
31

2021-07-03
10:18:06

Top-Up by *9599

3000.00

SEK

Completed

8,721.82
SEK

TOPUP

2021-07-
03 10:16:
56

2021-07-03
10:17:18

Top-Up by *9599

1000.00

SEK

Completed

5,721.82
SEK

TOPUP

2021-07-
03 10:16:
08

Top-Up by *9599

5000.00

SEK

Failed

TOPUP

2021-07-
03 10:15:
30

Top-Up by *9599

5000.00

SEK

Failed

CARD_PAYMENT

2021-07-
03 09:50:
45

2021-07-04
13:55:03

Hatoba Sushi

69.00

SEK

Completed

4,552.82
SEK

CARD_PAYMENT

2021-07-
03 09:49:
18

2021-07-04
14:30:32

Pita Pit Emporia

173.00

SEK

Completed

3,868.92
SEK

CARD_PAYMENT

2021-07-
03 09:09:
58

2021-07-04
13:20:34

Joeandthejuice

110.00

SEK

Completed

4,621.82
SEK

CARD_PAYMENT

2021-07-
03 08:46:
30

2021-07-04
14:22:41

Lekia Emporia

128.90

SEK

Completed

4,101.92
SEK

CARD_PAYMENT

2021-07-
0212:22:
06

2021-07-04
14:30:32

J.persson | Skanorsham

60.00

SEK

Completed

4,041.92
SEK

CARD_PAYMENT

2021-06-
3010:15:
31

2021-07-01
18:05:56

Iz *lindas Fingermat A

375.00

SEK

Completed

4,721.82
SEK

CARD_PAYMENT

2021-06-
3008:43:
45

2021-07-01
17:52:59

Ica Supermarket Skanor

4.10

SEK

Completed

5,096.82
SEK
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A, PM - Cachade Flugforumsidor i e
i Signerat datum
Polise OnePlus Nord-telefon ;
Enhet Diarienr
Nationella Operativa Avdelningen, Komplexa cyberbrott (KCB) 1 NIB NOA 5000-K615323-19
Originalhandlingens forvaringsplats Datum Tid
2021-12-02 14:12

Involverad personal Funktion

Siri Abrandt Uppgiftslimnare
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{1 i}) P I. Datum Informationsklass
& 2 O ISen 2021-12-08 Ej klassad
SS1=2

Diarienr (dberopas)

Polismyndigheten
Komplexa Cyberbrott
Nationellt it-brottscentrum
Siri Abrandt

Spar fran Flugforum i OnePlus Nord jamfort med skrapning

av forumet

Innehall

SaMMANTANING ....cvvieiiiiiiiiiecie ettt saeereeseaeebeessbeeseesnneas 2
SIUKLUL PA PMo ittt et es 3

Start >>[Privat] Hund >> Allmé&n diskussion...........cccceeeuvieriieeciieeciieeeeeeeee, 4
Fran telefonen .........ooviiiiiiiiiiece e s 4
Fran SKrapningen .........ccceecvieiieeiiiniiecieecee ettt 6
Datatrafik fran telefonen..........coccoeviiiiiiiiiieiii e 8

Index >> Funktioner och utveckling >> Utvecklad sokfunktion pa marknaden

......................................................................................................................... 10
Fran telefonen ........coouoeiiiiiie e 10
Fran SKrapningen .........cccoeiieiieiiieiierieeeeeee et saeesree e 13
Datatrafik fran telefonen..........coocoeieeiiiiiiiniieeee e 14

STATT..c ettt b et ettt ettt 16
Fran telefonen .........ooovieiiiiiiiiiccceeee e 16
Fran sKrapningen .........ccccoceviiiiiniininieiieneceeeeeeeee et 17
Datatrafik fran telefonen..........cocoeveeiiiiiieniieeee e 18

Textfil som visar text till tva olika inldgg pa forumet..........cccoeevveevierieennnnnne 19
Fran telefonen ........coovoeiiiiiiie e 19
Fran skrapningen ...........ccoceveiiiniiniiieiieneceeesteeeese e 20
Datatrafik fran telefonen...........ooeeeeieeriiiiieeiieieceeeeee e 21

Index >> Viktiga meddelanden och nyheter >> Ny adress Flugforum........... 22
Fran telefonen ........cooieeiiiiie e 22
Fran SKrapningen .........ccccoeiieiiiiiiieiiierieeieeee ettt evee e 24
Datatrafik fran telefonen...........oocveevieeriiirieiii e 25

Start >> Viktiga meddelanden och nyheter.............cccoooieiiniiininiiiee, 26
Fran telefonen .........oovieiiiiiiiiicceceee et 26
Fran SKrapningen .........ccceoeieeiiiiiiieiieiieetecee ettt sae v e 27

PM 211122 Spér fran Flugforum i OnePlus Nord.docx
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Datatrafik fT8N tElETONEIN....ueeeeeeeeeeeeeeeeeeeeeeeeeee e 27

Sammanfattning

Denna PM visar de cachade sidor som aterfanns fran Flugforum i telefonen
OnePlus Nord, 5000-BG136753-16, som hittades hemma hos Fredrik Kron-
berg liggandes dppet i en bokhylla i det rum utredningen benédmner som kon-
toret. I f6rhor 2021-11-30 gor Fredrik Kronberg dven ansprak pa denna tele-
fon.

Forensiker har analyserat hur det kommer sig att dessa sidor sparats, se ™
Forensiskt analysprotokoll OnepPlus Flugforumsidor”. Sammanfattningsvis
kan analysen konstatera att sidorna sparats eftersom anvindaren av telefonen
sjélv aktivt varit inne och besokt dessa sidor. I normalfallet skulle dessa avbil-
der av sidorna inte sparats, men de har sparats andé eftersom telefonen stdngts
av pa ett onormalt sétt eller sa har Tor browser slutat att fungera. Skulle en
normal avstédngning av Tor gjorts sé skulle dessa sidor inte ha sparats.

Dessa sidor visas tillsammans med de skrapningar av Flugforum som utred-
ningen gjort, for att styrka att de cachade sidorna faktiskt visar Flugforum.
Samtliga tillfdllen som dessa cachade sidor sparats har ocksa telefonen haft
igang datatrafik, dérfor visas dven dessa i form av tabeller fran de HOK-listor
som inhémtats. [ de fall det &ven syns master vid uppkopplingarna visas dessa
pa karta.

Virt att notera dr att de cachade sidorna bland annat visar forumet fran ett in-
loggat ldge, inloggad som “admin” i en trad pa forumet som &r dold for alla
forutom f6r admin och moderatorn Hund. Utdver att visa sidor 1 inloggat ldge
visas ocksé nagra i utloggat l4ge samt en textfil som visar tva olika inldgg som
skrapningen kan pavisa finns pa forumet.

De skrapningar som &r gjorda av Flugforum &r skrapade pa olika vis. Det har
skett i inloggat l4dge dér utredningen genom domslutsbeslut kunnat logga in
som moderatorn Hund, och didrmed fatt tillgang till tradar som &r dolda for ge-
mene anvédndare och enbart &r tillgdngliga f6r Hund och admin samt 6vriga
moderatorer. Det finns dven skrapningar som dr gjorda i ett icke-inloggat lage
samt skrapningar gjorda inloggade med ett vanligt anvéndarkonto. Utred-
ningen kunde i ett tidigt skede dven sékra en databasdump av Flugforum i sin
helhet da denna lag pa clearnet. Genom denna databasdump kunde det bland
annat konstateras att admins sprakinstéllning ar satt till engelska, medan 6v-
riga konton (forutom tva) har spraket satt till svenska. Det forklarar varfor vi i
de cachade sidor som visas ldangre ned i denna PM, ddr man &r inloggad som
admin, har engelska som sprékinstéllning. Medan de skrapningar som &r
gjorda fran Hunds konto samt skrapningar fran den oinloggade delen har
svenska som sprékinstéllning.
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Struktur pa PM

De cachade sidorna presenteras i kronologisk tidsordning for nér telefonen re-
gistrerats att deras “last access time”.

2021-07-07 11:20:05 - Start >>[Privat] Hund >> Allmén diskussion
2021-07-07 11:33:59 - Index >> Funktioner och utveckling >> Utvecklad sok-
funktion pa marknaden

2021-07-07 13:11:32 - Start

2021-07-10 21:10:51 - Textfil som visar text till tvd olika inldgg pa forumet
2021-07-10 21:11:28 - Index >> Viktiga meddelanden och nyheter >> Ny
adress Flugforum

2021-07-12 09:00:04 - Start >> Viktiga meddelanden och nyheter
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Start >>[Privat] Hund >> Allmén diskussion

Fran telefonen

Path:

Universal Android Access.zip/data/data/org.torproject.tor-
browser/cache/mozac_browser thumbnails/thumbnails/b69e2ec0-cefa-450c-
8514-48c3a8b71dda.0

Last access time:
2021-07-07 09:20:05(UTC+0) / Svensk tid 2021-07-07 11:20:05

Modify time:
2021-07-07 09:20:05(UTC+0) / Svensk tid 2021-07-07 11:20:05

Kommentar:

Denna sida visar forumet fran inloggat liage, inloggad som admin. Admin be-
finner sig hér péa en del av forumet som &r dold for alla forutom for Admin och
moderatorn Hund.

Obs! Se den cachade sidan pd nistkommande sida.
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Administration s HiEloevamp (markeD _

Logged in as admin

Last visit: Yesterday 22:17:59 == There are new reports Topics: Posted | New | Active | Unanswered

Index » [Privat] Hund » Allmén diskussion

Pages: Previous | 1
admin

Administrator

SR
~3
Registered: 2018-12-27
IP address logged

(2 Email

admin

Administrator
-

-3

)

Registered: 20181227
IP address logged

4 Email

admin

Administrator

DY
&
Registered: 2018-12-27
IP address logged

4 Email

2

Post reply

2021-06-22 22:15:29 #26

Ok, vi lagger till information om senaste ordrar inom kort
under sélajres profil som du kommer kunna se.

Pengar ater snabbt vid dispyt &r lite knepigare att lagga
till, men ska se dver det lite.

Trygg-pharma later ju inte sa bra, men vi far se.

Report Delete Edit Quote

2021-06-26 20:30:14 #27

Tack, skickat éven till Lakrits.

Report : Delete = Edit = Quote

2021-06-27 19:56:25 #28
——-BEGIN PGP MESSAGE-—

hQIMA2uNhWnYubkcARAAhLXCRShosmNdUaPnQPuv8g
SRDoguKdtbfl9XEatPiiS+
ARdD65kzkk6M7ph4XLTtD3rFEVV8FNNuhyR21hZIKmTi
dT+6x2tJZRQQGeCbLIh0
i20QNKNbqu+Gr0+8n28YsnQD0/GwdvKzjpwih5Phh1xSX
K6NJZPQgYy34JXsVGOh
2xPtwbhSsWRfEg+FkhC8shyucTuxHIKaryfwOAy3uOR6Di
ODTyHeNrGA+ZPiHHbo
do705lexcYUtBWC6iAscHBjVIThupNkWZQ6Pxjl0OsK0u09
1LR50ethRr7AhjgOVC

EJeTnT/8vU7C
/UWHGNLmMBamxRGHNQBDSnto58v7EIPMo5k685E
/6RIUXBCts90Sr
N9/qR/00cB998ixFOCCCwnCIPIctJhhUAgtrvwnPMRPq
ngDDpba07sk/0yaKunMx
W+TOMB8DkFD+UvodQHeGA+v0e8B2FT46PuxTeGyNJf
zuqCIQASR2+k3P7/Zub1Tm
G0zGn8PJ6/bBpiCSWEUCJXz30DNJBsUUofDVsB2+wDZ
ySdr7dylwYDBhUUIi4rsU
4Ss|1IW/kGIEAYJDISLBLOJcvmm6cUGh6XtQzNaDV3IgR
8XUoTv96tSEIBFUdNpg
N/wYoww4cq8VI1PB6Mh5zPra5aoe1sHq363rI5SHQukzE
vyqfQjPdneoZX7VX56rS
6QF9hhO9N+1vZ83mi0SxQtmuAtDSM6Jq0zr4IWZjO1R4
3ukmOYTPKrdm1mDoogsR
kOhtFnb2EeHVfMI/QiCJUC3FDBVNDoVikD2dnYr217C+1r
FA9TfIfK1H22WslIpHZ
CJG6UypNCx116nR701DJYouu9p7Ge3hiljBDieEsatQsrX
WQn19aaBssWMijirNdh
LemgZvRDdbSmfDS65XHR6KVmMWeJH4+aSfaTT87ZZS
9ZSmFLVaXTdwi/G9witQmOc
YMiUnMOM+0YzxVIRYW0zTUHeQ8ws/dtrhhD5PaKm61
OAQyuirNXHJGOcKUKmItRb

[ HEMHGS
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Fran skrapningen

Observera att sidorna &r klippta eftersom de aterfinns i en PFD och klipp-
ningen nedan &r gjord eftersom att PDF:en bryter raderna mitt i inldggen.

Start Profil Sok Adminpanel Logga ut Till Flugsvamp (market)

Inloggad som Hund Senaste besok: Idag 18:11:42
Amne: Medverkat | Nya inlagg | Aktiva tradar | Obesvarat

Start » [Privat] Hund » Allman diskussion

Sidor: Foregeende | 1 |2 | 3 | 4 | Nasm Svara
admin 2021-06-22 22:15.29 #26
Administrator Ok, vi lagger till information om senaste ordrar inom kort under

salgjres profil som du koemmer kunna se.

Pennar ater snabbt vid dispyt &r lite knepigare att lgga ill, men
ska se dver det lite.

Registrerad: 2018-12-27

P 3 o3
T Trygg-phamma later ju inte sa bra, men vi far se.

Rapporiera Ta bort Andra Citera
admin 2021-06-26 20:30:14 #27

Administrator Tack, skickat aven till Lakrits.

FRepgistrerad: 2018-12-27
|IP address logged

Rapportera Ta bort Andra Citera

admin 2021-06-27 19:56:25 =28
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admin

Administrator

Registrerad: 2018-12-27
IP address logged

2021-12-08

2021-06-27 19:56:25 #28

—-BEGIN PGP MESSAGE-—-

hQIMAZUNhWNYubkcARAARLXCR ShosmNdUaPnQPuv8gSRD
oguKdtbl9XEatPiiS+
ARdDB5kzkk6M7ph4XLTID3rFEVVBFNNuhyR21hZIKmTid T+6x
2t1ZRQQGeChbLIhD
120QNKNbqu+Gro+8n28YsnQDO/GwdvKzjpwih5Phh1xSXKENJ
ZPQgYy34JXsVGOh
2xPtwbhSsWRIEg+FkhC8shyucTuxHIKarytwOAy3uORE6DIOD Ty
HeNrGA+ZPiHHbo
do705lexcYUIBWCGIASCHBVIThupNkWZQEPX)IOsKOu091LRS

OethRr7 AhjgOVC

EleTnT/EvUTCIUWHGNLMBamxRGHNQBD Snto58v7EIPMoSk
685E/6RIuXBCts90Sr
NY/gR/0OCcB998ixFOCCCwnCOPIctJnhUAgimnwnPMRPgngDDp
bal7ski0yakKunhx

W+ TOMBEDKFD+UvodQHeGA+vIe8B2FT46PuxTeGyNIfzugCl
QASR2+k3PT/ZublTm
GOzGnBPJ6/ERICSwWEUCIXz30DNIBsUUoDYsB2 +wDZySdr
TdyhaY DBhUidrsU
45s11IWKGIEAYIDISLBLOJcvmmbcUGheXtDzNaDV3gREXUo
TvaGtSEIBFUdNpg

MNiw Yowwicg3VI1PBEMhSzPraSaoelsHg363rA5HukzEvygiQiP
dneoZ X7TWXBErS
BQFINhOIN+1vZESmildSxQtmuADSMEIqlzrd W ZiO1R43ukm
Y TPErImlmDoogsR
kOhtFnb2EeHVIMPQICIUCIFDBvNDoVIKD2dn Yr217C+1rFAST
fafk1H22WslpHZ

CIGEUypNCxI16nR 70101 Youu9p7 Ge3hilB DieEsatQsrXWQnl
SaaBssWhjirkdh
LemgZvRDdbSmiDSE5XHREKVmWe I H4+aSfaTTB7ZZS9Z5m
FLVaXTdwilGowitQmoc

¥MiLUnMOM+OYzxVIRYWO0zTUHe Q8ws/dirhhD5PakKmG10AQy
uirNXHIGOcKUKmitRD
avmajndBX1+z+gGGIrlI0gSrSekL TLE LN XSvamIwEmTLinBLUIg
LIpY&SoMIZerVC
AnP3IQZKr\sleUg3SiXolbyDvFIobHI X yg S HwxSPHD2+IAGYyCt
PCSMSTnMMQ3ES
REoQeGbREkHe0BakHEWNV3IVRA13352G3pBbxy20iTBBgyw
EnXkitGEOglg5ie4a

QIBNicGs0Gzn+cW2nOd CLNdXj0x4KBLCTSQCRIKGgwRE LY
ukUdbnmhTx2De

ZnEUImBiVT 2zkdVuyKgZ2C XGPulSasPM4eWIrMd3rpLipsfXhuy
oFKkMNheAMREY
Eip3waWOXd/Fow\VBTxPUIM4E67I9a3RPLBXGHIXxHPOyAY Afg=
=blcl

—END PGP MESSAGE—

Rapportera Ta bort Andra Citera

(HEMIZG )
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Datatrafik fran telefonen

Kartbilden samt tabellen nedan visar att OnePlus-telefonen kopplar upp data-
trafik samtidigt som telefonens information anger cachade tor-sidan “last ac-
cess time”, vilket var 2021-07-07 11:20:05 svensk tid. Samtliga dessa upp-
kopplingar sker i Malmo.

1 2021-07-07 10:43:55 i .

Stockholmsvagen; Mmé 230°

. P ?cv ” ™

4 Events
5 From: 2021-07-07 11:18:52 [
< Until: 2021-07-07 11:33:52 [/
:

Jie— .Ht.nq.._ AN

if

ok
- W
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Kommunik . ’ . .

ationstyp Fran nummer (Fran namn Tillnummer [Till namn Innehall Brukare Start Datum |Start Tid |Stopptid |Léngd |Pos_Start_CellNamn
Kronberg_IMEL Boan.

Data 46736300378 4G 9= 2021.07.07 | 10:43:55 | 10:44:55 | 00:01:00 | StOCKPOIMs vagen;
72956_data Mmb 230

Samtal 46701422112 |Emma Langetz  |46709998098 |Fredrik Kronberg Kronberg_8098 2021-07-07 | 10:49:01 | 10:51:27 | 00:02:26

Samtal 46701422112 |Emma Langetz (46709998098 |Fredrik Kronberg Kr‘onber‘g_8098 2021-07-07 | 10:51:34 | 10:52:58 | 00:01:24

Samtal 46709998098 |Fredrik Kronberg [46765948253 | Wilhelm Cosmos Hoffman Kronberg_8098 2021-07-07 | 10:56:44 | 10:59:19 | 00:02:35

Samtal 46709998098 |Fredrik Kronberg (46765948253 |Wilhelm Cosmos Hoffman Kr‘onber‘g_8098 2021-07-07 | 11:00:52 | 11:18:42 | 00:17:50
Kronberg IMEI_ T2-

Data 46736300378 4G_start (Uppd.) 2021-07-07 | 11:03:53 | 11:34:21 | 00:30:28 | FRIHAMNSVIADUKTE
72956_d01'0 N 330°
Kronberg_IMEI_ T2-

Data 46736300378 4G 2021-07-07 | 11:17:42 | 11:18:52 | 00:01:10 | FRIHAMNSVIADUKTE
72956_data N 330°
Kronberg IMEI_ T2-

Data 46736300378 4G 2021-07-07 | 11:17:43 | 11:18:52 | 00:01:09 | FRIHAMNSVIADUKTE
72956_data N 330°
Kronberg_IMEI Triangeln

Data 46736300378 4G_start (Uppd.) 2021-07-07 | 11:18:52 | 11:29:28 | 00:05:43 |K6pcentrum; Malmo
72956_data 180°
Kronberg IMEI_ Triangeln

Data 46736300378 4G 2021-07-07 | 11:18:52 | 11:33:52 | 00:15:00 |[K6pcentrum; Malmo6
72956_data 180°

Samtal 46709630088 46709998098 |Fredrik Kronberg Kronberg_8098 2021-07-07 | 11:25:53 | 11:34:28 | 00:08:35
Kronberg_IMEI_ Triangeln

Data 46736300378 4G 2021-07-07 | 11:33:52 | 11:34:21 | 00:00:29 | K6pcentrum; Malmd
72956_data 180°
Kronberg_IMEI_ Triangeln

Data 46736300378 4G 2021-07-07 | 11:33:52 | 11:34:21 | 00:00:29 |K6pcentrum; Malmo
72956_data 180°

Samtal 46709998098 |Fredrik Kronberg [46709630088 |Ej reg. Kr‘onber‘g_8098 2021-07-07 | 11:34:38 | 12:08:20 | 00:33:42

Samtal 46406520009 46709998098 |Fredrik Kronberg Kronberg_8098 2021-07-07 | 12:07:03 | 12:07:03 | 00:00:00

Samtal 46406520009 46709998098 |Fredrik Kronberg Kronberg_8098 2021-07-07 | 12:07:14 | 12:07:14 | 00:00:00
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Index >> Funktioner och utveckling >> Utvecklad s6kfunktion pa
marknaden

Fran telefonen

Path:

Universal Android Access.zip/data/data/org.torproject.tor-
browser/cache/mozac_browser thumbnails/thumbnails/8fd1c66b-2388-4e29-
871d-41411d6659be.0

Last access time:

2021-07-07 09:33:59(UTC+0) / Svensk tid 2021-07-07 11:33:59
Modify time:

2021-07-07 09:33:59(UTC+0) / Svensk tid 2021-07-07 11:33:59

Kommentar:

Denna sida &r cachad sa att enbart hélften av sidan syns, dérav kan vi hér inte
se administrationspanelen och vem som &r inloggad. Det gar dock att dra slut-
satsen att detta inldgg l4ses fran ett inloggat l4dge, av ndgon med administra-
tors/moderatorsréttigheter, eftersom dessa knappar aterfinns under inlédgget:

Moderate topic Move topic :z Close topic Stick topic

Om inloggningen istéllet hade skett fran ett vanligt konto som inte har admi-
nistrators/moderatorsréittigheter sé finns ej dessa alternativ. Nedan bilder visar
en inloggning fran ett ’vanligt konto”. Bilden pa nésta sida visar hur det ser ut
ndr man ska posta inldgg i traden.

ﬂ T FRgevne fosied _

Inloggad som pegasus Senaste besok: |dag 13:18:21 Amne: Medverkat | Nya inlagg | Aktiva tridar | Obesvarat

Start » Séljare och sortiment » Organisationen &r alltid lika med topp produkter.

Sidor: 1 | 2 | 3 | Nasta Svara
organisationen 2021-05-04 00:55:39 #
Verifierad séljare Vélkommen till Organisationens séljartrad!

Har kan ni diskutera och berétta om era erfarenheter av 0ss och vira produkter.

Registrerad: 2021-04-08 Organisationen ar alltid lika med topp produkter!
ad: 2021-04-08
Inlagg: 22 Organisationens saljar tréd

Rapportera Citera
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Inlagg: 25
Rapportera Citera.
sleeplesscokehunter 2021-09-24 03:08:15 #60
Medlem Vart firsvann ni organisationen? ®

Registrerad: 2021-06-25
Inldgg: 15

Bdésta kolan pé fs, dlskade er GL kaka. Ber er, snélla kom tillbaka och hoppas ni &r okej!
Rapportera Citera
Sidor: Foregéende | 1 | 2 | 3 Svara

Start » Saljare och sortiment » Organisationen &r alltid lika med topp produkter.

Snabbposta

© BBCode: p& (@ [url] tag: av (@ [img] tag: pd (@ Smilies: p&

Skicka Férhandsvisa

Obs! Se den cachade sidan pa néistkommande sida.
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perpertual

Medlem +

Registered: 2020-11-03
Posts: 338
IP address logged

4 Email

admin

Administrator

<o
<
~3
Registered: 201812:27
IP address logged

(4 Email

Pages: 1

2021-12-08

annonser men nar jag forsokte ga in pa en utav
annonsera fick jag en vit blank skdarm med texten:

'Du har blivit blockerad av anti-ddos pA¥ grund av fA9r
mA¥nga sidladdningar under kort tid eller anant mAgrkligt
beteende. Anser du att du inte borde blivit blockerad,
kontakta kundtjAanst och fAdrklara vad som hAande."

Kan ocksa papeka att alla annonser lag pa samma sida
sa det maste vara nagot konstigt med paginationen pa
just soksidan vilket skapar mer stress pa servern.

Kontot blev aterstallt inom nagra minuter men ser detta
fortfarande som ett problem.

Det vore kanske battre om det fanns lite fler
begransningar pa sok funktionen sa som "3/4 word
limit", pagination for att inte ladda in for mycket data pa
samma gang och sa vidare. Jag tror att detta skulle
forebygga att folk blir blockade i onédan och optimera
sidan som helhet.

Jag gillar knark ©
JWP

Report Delete Edit Quote

2021-06-21 23:26:54 #2

Jag ska verkligen inte sabba for admin har men peta lite
pa dina queries, det bor sdken inte kunna orsaka ©

Last edited by perpertual (2021-06-21 23:27:18)

Grona: Mupparna, KronansApotek, Svea, the plug,
Storspelaren, Evalena, Rushposten, Grossisten,
Konditoriet, Barabbas, Gottochblandat, Narkoteket,
Krafttillskott, krav, Boyscout, MAGICSHOP, Narkotikan,
PotensAkuten, Benzoking1, Rolex-Butiken, Nemas,
Tokgubben

RODA!: dozemeto, ExpressJanne

Report Delete Edit Quote

Today 10:33:59 #3

Tack for det, vi skall atgarda detta.

Report = Delete Edit Quote

Post reply

Index » Funktioner och utveckling » Utvecklad sokfunktion pa marknaden

Quick post

& BBCode:on @ [url]tag:on @ [img]tag:on & Smilies: on

['Submit| [ Preview |

Moderate topic = Move topic == Close topic :: Stick topic

([ HEMIGS
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Fran skrapningen

[ HEMIGS

2021-12-08

Skrapningen dr gjord 2021-11-01, och vid detta tillfdlle &r traden som inlédgget
finns i flyttad till moderatorn Regnskogs karantdnsmapp, darfor star det
”Start>> [Regnskog] Karantdn>> Utvecklad sokfunktion pa marknaden” nér
vi skrapat, medan den cachade sidan visar att denna trad ursprungligen 1ag un-
der “Funktioner och utveckling”.

efler snant méA=rkligt betesnde. Anser du att du inte borde biivit blockerad, kontakts kundtid=nst
ach FE®riiara vad som hA=nde. "

: B R = e 2 = = = o :
Kan ocksa papeka att alla annonser I3g pa samma sida sa det maste vara nageot konstigk med

paginationen pa just séksidan vilket skapar mer stress pa servern.
Kontot bley Aterstillt inom nigra minuter men sar detta fortfarande som ett prablam.

Dt vore kanske b3ttra om det fanns lite fler begrinsningar pa sik funktionan s3 som "3/4 word
limit", pagination f&r att inte ladda in for mycket data p3 samma ging och =53 vidare. Jag tror att

detta skulle férebygga att folk blir blockade i onédan och optimera sidan som helhet,

Jag giflar knark |z =mile

PIwWwe g
Rapporiers Ta bort Andra Cilera
perpertual 2021-06-21 23.26:54 e
Medlem + Jag ska verkligen ints sabba f&r admin hir mien peta jite pd dina querias, det bar séken inte
-l' kunna orsaka | owink
Senast andrad av perpertual (2021-06-21 23:27:18)
egistrerad: 2020-11-03
Inigg 457 perperbuali@protonmail. com
P address logged tearage@uwickr
Rapporiers Ta bort Andra Cilera
admin 2021-07-07 10:33:50 #3
Administrator Tack far det, vi skall Skgarda detta.
e
egistrerad: 2018-12-27
|P address |logged
Rapporiera Ta bort Andra Citera
Sidor: 1 Swara
Start = [Reenskog] Karantdn « Utvecklad sékfunktion pa marknaden
Snabbposta
A

EECode: pa [urd tag: pa

| Skicka | | Forhandswiss

(1]
E
i
un
=]
Tiin

img] tag: pa

Moderate topic Maowve topic Close topic Stick topic
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Datatrafik fran telefonen

Kartbilden samt tabellen nedan visar att OnePlus-telefonen kopplar upp data-
trafik samtidigt som telefonens information anger cachade tor-sidan “last ac-
cess time”, vilket var 2021-07-07 11:33:59 svensk tid. Samtliga dessa upp-
kopplingar sker i Malmo.

3 Events . § £ or
From: 2021-07-07 11:03:53 = o g ’ 2021-07-07 10:43:55 w
Until: 2021-07-07 11:17:43 A f e

T2-FRIHAMNSVIADUKTEN 330° | = _/ NS o T

Stockhalmsvéagen; Mmé 230° i
I

4 Events ?
From: 2021-07-07 11:18:52
5 Until: 2021-07-07 11:33:52 |7
e oy N e~ i

;s Triangeln Képcentrum; Malmé 180° [

- 7]
ﬁ\m;/

[ .ﬁ_-i.k £
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Kommunik - - - .

S —— Fran nummer |Fran namn Till nummer [Till namn Innehall Brukare Start Datum |Start Tid |Stopptid |[Langd |Pos_Start_CellNamn
Kronberg_IMEI ..

Data 46736300378 4G M9—WE0—1 2021.07-07 | 10:43:55 | 10:44:55 | 00:01:00 [StOCKNOIMsvégen;
72956_data Mm & 230

Samtal 46701422112 |Emma Langetz  [46709998098 |Fredrik Kronberg Kronberg_8098 2021-07-07 | 10:49:01 | 10:51:27 | 00:02:26

Samtal 46701422112 |Emma Langetz  [46709998098 |Fredrik Kronberg Kronberg_8098 2021-07-07 | 10:51:34 | 10:52:58 | 00:01:24

Samtal 46709998098 |Fredrik Kronberg [46765948253 [ Wilhelm Cosmos Hoffman Kr‘onber‘g_8098 2021-07-07 | 10:56:44 | 10:59:19 | 00:02:35

Samtal 46709998098 |Fredrik Kronberg [46765948253 | Wilhelm Cosmos Hoffman Kronberg_8098 2021-07-07 | 11:00:52 | 11:18:42 | 00:17:50
Kronberg_IMEI_ T2-

Data 46736300378 4G_start (Uppd.) 2021-07-07 | 11:03:53 | 11:34:21 | 00:30:28 | FRIHAMNSVIADUKTE
72956_data N 330°
Kronberg_IMEI_ T2-

Data 46736300378 4G 2021-07-07 | 11:17:42 | 11:18:52 | 00:01:10 | FRIHAMNSVIADUKTE
72956_data N 330°
Kronberg_IMEI_ T2-

Data 46736300378 4G 2021-07-07 | 11:17:43 | 11:18:52 | 00:01:09 | FRIHAMNSVIADUKTE
72956_data N 330°
Kronberg_IMEI_ Triangeln

Data 46736300378 4G_start (Uppd.) 2021-07-07 | 11:18:52 | 11:29:28 | 00:05:43 |Képcentrum; Malm &
72956_data 180°
Kronberg_IMEI_ Triangeln

Data 46736300378 4G 2021-07-07 | 11:18:52 | 11:33:52 | 00:15:00 [K6pcentrum; Malm 6
72956_data 180°

Samtal 46709630088 46709998098 |Fredrik Kronberg Kronberg_8098 2021-07-07 | 11:25:53 | 11:34:28 | 00:08:35
Kronberg_IMEI__ Triangeln

Data 46736300378 4G 2021-07-07 | 11:33:52 | 11:34:21 | 00:00:29 [K6pce ntrum; Malm 6
72956_data 180°
Kronberg_IMEI Triangeln

Data 46736300378 4G 2021-07-07 | 11:33:52 | 11:34:21 | 00:00:29 [K&pcentrum ; Malm 6
72956_data 180°

Samtal 46709998098 |Fredrik Kronberg [46709630088 | reg. Kr‘onber‘g_8098 2021-07-07 | 11:34:38 | 12:08:20 | 00:33:42

Samtal 46406520009 46709998098 | Fredrik Kronberg Kronberg_8098 2021-07-07 | 12:07:03 | 12:07:03 | 00:00:00

Samtal 46406520009 46709998098 |Fredrik Kronberg Kronberg_8098 2021-07-07 | 12:07:14 | 12:07:14 | 00:00:00
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Start

Fran telefonen

Path:

Universal Android Access.zip/data/data/org.torproject.torbrowser/cache/mo-
zac_browser thumbnails/thumbnails/af84a9¢3-af48-4e98-9adf-
Sfcd0al4a7e5.0

Last access time:

2021-07-07 11:11:32(UTC+0) / Svensk tid 2021-07-07 13:11:32
Modify time:

2021-07-07 11:11:32(UTC+0) / Svensk tid 2021-07-07 13:11:32

Flugavamp 3.0 Tridar Inldgy Senaste inliigg
dag

Viktiga meddelanden och nyheter

Funktioner och utveckling
diskutersr vi forbatiringas
Siiljare och sortiment

Flugforum - giir 1

. 1ag 10550
Tavlingar, lotto etc

Allmiint = = idag
Droger Tréadar Inligyg Senaste inligg
fag 08374

Cannabis

adr 141
Bensodiazepiner

Centralstimulanter dag 11:45:3
Oplater
Hallucinogener

Doping & Dopingpreparat

Ovwrigt drogsnack

Gulder, darknet och dvrigt Tebdar Inligg Senasie inlagg

Guider

Darknet, Tor & .onion
Siikerhet och opsec
Ovrigt gér 234350

Papperskorgen 2 - Jug 02

17,766
wdar. 5,626

Totalt inlagg: 197,333
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Fran skrapningen

Dwy-arinte inloggad.

Flugsvamp 3.0 Tradar Inlagg Senaste infagg
_— |dag 085454
i 1.143
Viktiga meddefanden och nyheter 1 ; e Pkt
Funktioner och utveckling 108 1803 dag 21:58:32
H3r diskuterar v fodbatningar och ndringar av marknadsplatzen o av Evalens

Sdljare och sortiment -
Ha’rrn:i" {erar vi speciika sa§are, deras varor, leveranstider, 303 110,088 kg 22 1500

i spacifika s&hare, y leve = av ApptekExpress
produktioaiitat mm

Flugforum . e |gdr 23:25:32
N . 54 382
Kom med synpunkter och forsiag pa detta forum av Bl
S " ldag 12:03°43
3
Tavlingar, lotto etc 54 e omtEdonat]
Allmant 431 14732 Idag 22:18:56
Allmant om FS och slit som hor il ' av hanssuper
Droger Tradar Inlagg Senaste infagg
- - — idag 19:03:45
Cannabis 213 875 av Katamari
= = 2 dag 08:03:32
27 1.207 =
Bensodiazepiner = 2007 av LshanRave
Centralstimulanter a7 15.53
. i i idag 12:40:50
Opiater 163 A4 aw Vacsin
. Idsg 182448
3 318!
Hallucinogener 332 L1383 av Kilen
. i " 2021-10-30-20: 16:20
Doping & Dopingpreparat 20 173 3 i
y i 2 L (RS
Ovrigt drogsnack 242 6,085 av Muppama
Guider, darknet och Svrigt Tradar Inlagg Senaste inlagg
Guider
. . - Idag 183020
TOR, Bitcoin, PGP och annat man behéver vets fir atf fora sig pa <] 1,473 sfg uni;azepzm
darkmet
£ e e 2021-08-21 11:34:27
Darknet, Tor & .onion S b av katls
Sidkerhet och ocpszec 157 1,000 |dag 15:41:58
Vrypledng, steslth och alim@nt om hur man halle : av bubbelmént
Owrigt |dag 21:05:21
. 206 8,807
Al som inte plat nagot forum ovan av fiffluran
Papperskorgen 553 3812 Idag 12:18:32
Hit flytias tradar av riktigh 1ag koaftet - i av Afiansen

Myaste medlem: tackmenvad?

Totsft registrerade medlemmar: 19,390
Totalt tradar; 5,947
inlagg: 223,381

Total
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Nationella operativa avdelningen

Datatrafik fran telefonen

2021-12-08

Kartbilden samt tabellen nedan visar att OnePlus-telefonen kopplar upp data-
trafik samtidigt som telefonens information anger cachade tor-sidan “last ac-
cess time”, vilket var 2021-07-07 13:11:32 svensk tid.
—— -

4G

Innehall

3 Events
From: 2021-07-07 13:06:48
Until: 2021-07-07 13:06:49

4G_start (Uppd ) EEEE

Triangeln; Mmé 150°

I

Sodra Lan

A

([ HEMEGS

Samtal 46406520009 46709998098 Fredrik Kronberg Kro nberg_8098 2021-07-07 | 12:07:03 | 12:07:03 | 00:00:00

Samtal 46406520009 46709998098 Fredrik Kronberg Kronberg_8098 2021-07-07 | 12:07:14 | 12:07:14 | 00:00:00

Samtal 46709998098 Fredrik Kronberg | 33494798004 Kronberg_8098 | 2021-07-07 | 12:09:02 | 12:12:17 | 00:03:15

Samtal 46406520009 46709998098 Fredrik Kronberg Kronberg_8098 2021-07-07 | 12:43:17 | 12:45:28 | 00:02:11

Samtal 46701422112 Emma Langetz  [46709998098 Fredrik Kronberg Kro nberg_8098 2021-07-07 | 13:00:46 | 13:02:27 | 00:01:41

Samtal 46701422112 Emma Langetz  [46709998098 Fredrik Kronberg Krol nberg_8098 2021-07-07 | 13:02:55 | 13:03:04 | 00:00:09
Kronberg_IMEI_

Data 46736300378 4G_start (Uppd.) 2021-07-07 | 13:06:48 | 13:11:45 | 00:04:57 |Triangeln; Mm& 150°
72956_data
Kronberg_IMEI_

Data 46736300378 4G 2021-07-07 | 13:06:49 | 13:11:45 | 00:03:01 |Triangeln; Mm& 150°
72956_data
Kronberg_IMEI_

Data 46736300378 4G 2021-07-07 | 13:06:49 | 13:11:45 | 00:04:56 |Triangeln; Mm& 150°
72956_data

Samtal 46709998098 Fredrik Kronberg (46406056944 Kro nberg_8098 2021-07-07 | 13:23:05 | 13:24:53 | 00:01:48

Samtal 46709998098 Fredrik Kronberg [46709031056 Kronberg_8098 2021-07-07 | 15:13:49 | 15:13:53 | 00:00:04

Samtal 46406520009 46709998098 Fredrik Kronberg Kro nberg_8098 2021-07-07 | 15:14:01 | 15:14:23 | 00:00:22

Samtal 46709998098 Fredrik Kronberg 46725402424 Kro nber9_8098 2021-07-07 | 15:26:33 | 15:26:33 | 00:00:00

Samtal 46709998098 Fredrik Kronberg [46105554011 Kro nberg_8098 2021-07-07 | 15:40:03 | 15:40:07 | 00:00:04

Samtal 46709998098 Fredrik Kronberg 46771111110 Trygg-Hansa Férsakring filial Kronberg_8098 2021-07-07 | 15:40:14 | 15:41:17 | 00:01:03

SMS 46071126 46709998098 Fredrik Kronberg Kronberg_8098 2021-07-07 | 15:41:01 00:00:00

SMS 46071126 46709998098 Fredrik Kronberg Kro nberg_8098 2021-07-07 | 15:41:02 00:00:00

SMS 46708000784 Serv.nr Telenor [46709998098 Fredrik Kronberg Kronberg_8098 2021-07-07 | 15:41:02 00:00:00
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Textfil som visar text till tva olika inldgg pa forumet

Fran telefonen
Path:

Universal Android Access.zip/data/data/org.torproject.torbrowser/cache/mo-

zac_browser thumbnails/thumbnails/5ea97721-bfc2-4630-b2d4-
72d0bd426d44.0

Last access time:

2021-07-10 19:10:51(UTC+0) / Svensk tid 2021-07-10 21:10:51
Modify time:

2021-07-10 19:10:51(UTC+0) / Svensk tid 2021-07-10 21:10:51

Kommentar: Denna sida visar text som ocksa har publicerats pa forumet, i
tva olika inldgg. Delen som inleds med “’Sedan dess FS utsattes for...” finns
ocksa cachad 1 telefonen, se sida 22 i denna PM.

————— BEGIN PGP SIGNED MESSAGE-----
Hash: SHAS512

Som ni har markt ar marknaden nere. Vi haller pa med en
rad uppdateringar som pd grund av en del tekniska
hinder tar langre tid an beraknat. Vi arbeter for fullt
och beraknar ha allt uppe som vanlig igen inom ett par
timmar.

iQGTBAEBCEBIFLIEE1rzut7cOLLC3YVItNCODXUSIcWSFAMDYNFFFIA
AAAAALEAD
aXNzdwVyLWZwckBub3RhdG1vbnMub3BlbnBncC5maWz0aGhvenN1bwF
ulm51dEQ2

QKNFRUI3Qj czNDJDQjBCNzYyRKRFROMOM jM4MzVENEUOODCXNK IACEK
QNCODXUSI

cWv5ZQgAlelvIPIbELGTODNPCZujLo9BTGUZhbAS JKTLFS0ZIF7+Qac
CLQIM5Vtd
t9+vTxQ7MyDLyyOL / xwFBUdksbOpdDvRVT ttPocwKmasY18qCMXHY s+
Sv/gI5slo

23zTmeJ3YS
/tluadolBpCmC9e+QaBbmsrkslxpkyeBEYAVNASAPWy 2ZBRIGEACKFM
nBCtZQs0sVX63pM3SAsBmzd6SLP fWZedQXvLE4
/z4c8oqHzXI0g1048TdBTKMY1C
2i1gzs6zA013eYxFKqcbCRUShwrUDEVQZIvi7bo75vviRal+EgOhv5x
HgAGiLhfc

j1XobMS2Ly4D/FpLoiaCCiUu/JjMNA==

=ildc

————— BEGIN PGP SIGNED MESSAGE-----
Hash: 5HA512

Sedan dess FS utsattes for en langdragen ddos-attack
har en tempordr adress till Flugforum varit synlig fér
inloggade anvindare med en del historik pa marknaden.
Dessa attacker har upphdrt, och eftersom stéd for de
kortare .onion-adresserna (v2) snart kommer tas bort
fran Tor, byter vi nu adress till forumet till den vi
en lang tid anvant som tempordar.

Nedan adress 8r alltsd fran och med nu bdde permanent
och officiell.

Vi har uppdaterat hemsidan med ldnkar till ratt adress.

http://2r6bmfcsvk3cewhgfyz2pavmbbsfasgsmeldfsxtptpgbofe
j5zc4iyd.onion

iQGTBAEBCEBIFLiEETrzut7cOLLC3YV3tNCODXUSIcWsFAmMDopftfFIA

[ HEMHGS
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Fran skrapningen

Du ar inte infoggad

Start - Viktiga meddelanden och nyheter » Tillfallig driftstorning

Sidor 1 Trad stangd
admin 2021-07-10 16:25:08 #1
Administrator = ----- BEGIN PGP SIGNED MESSAGE-----

Hash: SHA512

Som ni har markt ar marknaden nere. Vi hller pd med en rad uppdateringar
som pd grund av en del tekniska hinder tar langre tid @n beriknat. Vi arbeter
Registrerad: 2018-1227 for fullt och beraknar ha allt uppe som vanlig igen inom ett par timmar.

iIQGTBAEBCGBOFEELrzut7cOLLC3Yv3EtNCODXUSICWsFAMD]YNFFFIAAAAAALgAC
aXNzdWVyLWZwckBub3RhdGlvbnMub3BlbnBncCSmaWZ0aGhvenMIbWFuLmSid
EQ2
QkNFRUI3QjczNDIDQiBCNzYYRKRFRDMOMM4MZVENEUOODcXMKIACGkQNCOD
XU5I
cWvSZQgAielv1PIbEIGTQDNpCZujLo9BTGUZhb4SjK1LFSOZIF7 +QacCLQ1MSVE
d
19+vixQ7MyDLyy0L/xwFBUdksbOpdDVRVTttPocwKmasY|8qCMXHYs+9v/gl5s]o
23zTmel3YS/tlua4oI8pCmCe+Qas8bmsrksixpkyeBEYAVNAS4PWy2BROgEAEKF
M

n8CtZQs0sVXE63pM3SAsBmzd6SLPIW ZedQXVvLES/z4c80qHZXIOg1048TdBTKMYI
C

zilgzs6zA013eYxFKgcbCRUShwrUQEVQZIvi7bo75vviRal+EgOhvSxHgAGILhfc
j1XobMS2Ly4D/FplLoiaCCiuu/IjMNA==

=il4c

ek _

Du ar inte inloggad

Start » Viktiga meddelanden och nyheter » Ny adress Flugforum

Sidor 1 Trad stangd
admin 2021-07-10 20:11:28 #1
Administrator 0 - BEGIN PGP SIGNED MESSAGE----—

Hash: SHA512

Sedan dess FS utsattes for en |3ngdragen ddos-attack har en temporar adress
till Flugforum varit synlig for inloggade anvandare med en del historik pa

Registrerad: 2018-12-27 marknaden.

Dessa attacker har upphért, och eftersom stéd for de kortare .onion-
adresserna [v2) snart kommer tas bort frin Tor, byter vi nu adress till forumet
till den vi en I3ng tid anvant som temporar.

Nedan adress ar allts3 fran och med nu b3de permanent och officiell.
Vi har uppdaterat hemsidan med Idnkar till ratt adress.

http://2rebmfcsvk3cewhagfyz2pavmebsfasgsmeldfsxtptpgeofejszc4iyd.onion

IQGTBAEBCGBOFIEELrzut7cOLLC3Yv3ENCODXU SIcWsFAMDopftfFIAAARAALgAD
aXNzdWvyLWZwckBub3RhdGlvbnMub3BlbnBncC5mawWzZ0aGhvenNIbwFulmSld
EQ2
QkMNFRUI2QjczNDIDQiBCNzYyRKRFRDMOMjM4MzVENEUOODCXNKIACGkQNCOD
XUSI

cWvdyAgAjjDFKSEYjRBHAZ pSbIFURVEizkrp7DzbMeCBQSEREBAYKThIZ2K9PIRS
NF7VEQPIWILDEGM3AGY 2x7Wb7WI+0NMiQIXY3IN/QxwyixpvmwAOzItLcjCLeW
1Bk

0OmgeHnNi3M67WqviFgMnFAMUgnGIiSy/jraM3sdBz1/fl xzzJUUPKYkOQ7WFcdzo
1
2Dznod2YhMRDoyzB/PSIz9dQG3esGriaM/2+uyGgPxxLZ2GRgaQKxok+TorEQhj
|

PHESYgpKmNT5ZBFzmO+Fg21zhRXRDOtRz9skiACIkas8dffipfNbfSrGaWvigYy0l
8ZtnkelGitxpM1yIFY5IeZSgilodibg==

=Xnxv

([ HEMIGS
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Nationella operativa avdelningen

Datatrafik fran telefonen

Som tabellen nedan visar kopplar OnePlus-telefonen upp med datatrafik som
samtidigt som telefonens information anger cachade tor-sidan “last access
time”, vilket var 2021-07-10 21:11:28 svensk tid. Som trafiken pa Kronbergs
vanliga telefonnummer indikerar, genom innehallet “roaming in FRAF3”, sa
befinner sig Kronberg i Frankrike vid tillfdllet f6r datauppkopplingen. Vilket

vi ocksé vet genom att det finns dokumenterat att han och familjen reste till

Nice den 10 juli 2021.

ll((:t'; r::tr;lp Fran nummer |Fran namn Till n ummer [Till namn Innehall Brukare Start Datun] Start Tid [Stopptid [Langd Z::ﬁ:t:‘:—
SMS 46708000784 |Serv.nr Telenor [46709998098 |Fredrik Kronberg roaming in FRAF3 |Kronberg_8098 2021-07-10| 20:54:13 00:00:00
SMS 46010615 46709998098 Fredrik Kronberg Kronberg_8098 2021-07-10| 20:54:14 00:00:00
SMS 46708000784 |Serv.nr Telenor [46709998098 |Fredrik Kronberg roaming in FRAF3 |Kronberg_8098 2021-07-10| 20:54:14 00:00:00
SMS 46010615 46709998098 Fredrik Kronberg Kronberg_8098 2021-07-10| 20:54:15 00:00:00
SMS 46010615 46709998098 Fredrik Kronberg Kronberg_8098 2021-07-10| 20:54:16 00:00:00
SMS 46010615 46709998098 Fredrik Kronberg Kronberg_8098 2021-07-10| 20:54:17 00:00:00
Data 46736300351 4G_start (Uppd.) Kronberg_IMEI_72957_dufq 2021-07-10| 21:08:44 | 21:11:36 | 00:02:24
Data 46736300351 4G Kronberg_IMEI_72957_dufq 2021-07-10| 21:08:44 | 21:11:36 | 00:02:52
SMS 46010410 46709998098 Fredrik Kronberg Kronberg_8098 2021-07-10| 21:43:14 00:00:00
SMS 46010410 46709998098 Fredrik Kronberg Kronberg_8098 2021-07-10| 21:43:14 00:00:00
SMS 46010410 46709998098 Fredrik Kronberg Kronberg_8098 2021-07-10| 21:43:15 00:00:00
SMS 46010410 46709998098 Fredrik Kronberg Kronberg_8098 2021-07-10| 21:43:15 00:00:00
SMS 46708000784 |Serv.nr Telenor [46709998098 |Fredrik Kronberg roaming in FRAF1 |Kronberg_8098 2021-07-10| 22:23:12 00:00:00
SMS 46708000784 |Serv.nr Telenor [46709998098 |Fredrik Kronberg roaming in FRAF1 |Kronberg_8098 2021-07-10| 22:23:22 00:00:00
Samtal 46709998098 |Fredrik Kronberg [46704954525 | Brian Michel Osterlind [roaming in FRAF1 Kronberg_8098 2021-07-10| 23:49:24 | 23:55:07 | 00:05:43
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Index >> Viktiga meddelanden och nyheter >> Ny adress
Flugforum

Fran telefonen

Path:

Universal Android Access.zip/data/data/org.torproject.tor-
browser/cache/mozac_browser thumbnails/thumbnails/01f732{6-96a6-4cb7-
ab9f-9a3952181ca8.0

Last access time:

2021-07-10 19:11:28(UTC+0) / Svensk tid 2021-07-10 21:11:28
Modify time:

2021-07-10 19:11:28(UTC+0) / Svensk tid 2021-07-10 21:11:28

Kommentar:

Denna sida visar forumet fran inloggat ldge, inloggad som admin. Inldgget
som visas aterfinns dven som en del i den textfil som ocksé aterfanns bland de
cachade sidorna. Se Textfil som visar text till tva olika inldgg péa forumet” pa
sida 19 1 denna PM.

Obs! Se den cachade sidan pad néistkommande sida.
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ol

Logged in as admin

2021-12-08

Administration ogou Till Flugsvamp (market)

Last visit: Today 16:25:39 Topics: Posted | New | Active | Unanswered

Index » Viktiga meddelanden och nyheter » Ny adress Flugforum

Pages: 1
admin

Administrator
)

~3

Registered: 2018-12-27

|P address logged

&4 Email

Pages: 1

Post reply

Today 20:11:28 #1

——BEGIN PGP SIGNED MESSAGE-—-
Hash: SHA512

Sedan dess FS utsattes for en langdragen ddos-attack
har en temporar adress till Flugforum varit synlig for
inloggade anvédndare med en del historik p& marknaden.

Dessa attacker har upphort, och eftersom stod for de
kortare .onion-adresserna (v2) snart kommer tas bort
fran Tor, byter vi nu adress till forumet till den vi en lang
tid anvant som temporar.

Nedan adress &r alltsa fran och med nu bade permanent
och officiell.

Vi har uppdaterat hemsidan med lankar till ratt adress.

http://2rébmfcsvk3cewhqgfyz2pavmébsfasgsmeldfsxtptp
g60f6j5zc4iyd.onion

——BEGIN PGP SIGNATURE-—-

iQGTBAEBCgBIFIiEE1rzut7cOLLC3YVv3tNCODXUSIcWsFA
mDopftfFIAAAAAALgAO
aXNzdWVyLWZwckBub3RhdGlvbnMub3BIbnBncC5maW
Z0aGhvenNIbWFuLm5IdEQ2
QkNFRUI3QjczNDJDQjBCNzYyRKRFRDMOMjM4MzVENE
UOODcxNkIACgkQNCODXUSI
cWvdyAgAjjiDFKsEY]RBHAZp9bIFURV8izkrp7DzbMeCBQ
SEhEBAYkTh3z2K9PiR9
Nf7VEQPJWJLDE6mM3AQY2x7Wb7WJ+0NMjQJXY3N/Qx
wyixpvmwAOzJtLcjCLeWIBk
OmgeHNnNi3M67WqvjFqMnFAmMUgnGiSy/jr3M3sdBz1
/fLxzzJUUPKYkOQ7WFcdzo1
2Dznod2YhMRDoyzB/P91z9dQG3esGr1aM
/2+uyGgPxxLZ2GRgaQKxok+T9rEQhjl
PHI9YgpKmNT5ZBFzmO+Fg2lzhRXRDOtRz9skiAClkas8d
ffipfNbfSrGaWvJgYyOl
8Ztnke1GtxpM1yJFY5leZ9gi100ibg==

=XnXv

——END PGP SIGNATURE-—-

Report Delete Edit Quote

Post reply

Index » Viktiga meddelanden och nyheter » Ny adress Flugforum

Quick post

& BBCode:on @ [url]tag:on & [img]tag:on & Smilies: on

| Submit | Preview |

Moderate topic = Move topic = Close topic == Unstick topic
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Nationella operativa avdelningen 2021-12-08

Fran skrapningen

2t madlom i fugsvamp {merkey _

D ar inte inloggad

Start » Viktiga meddelanden och nyheter » Ny adress Flugforum

Sidor- 1 Trad stangd
admin 2021-07-10 20:11:28 #1
Administrator =0 ----- BEGIN PGP SIGNED MESSAGE-—-——

Hash: SHAS512

Sedan dess FS utsattes for en |3ngdragen ddos-attack har en temporar adress
till Flugforum varit synlig for inloggade anvandare med en del historik p3

Registrerad: 2018-12-27 marknaden.

Dessa attacker har upphért, och eftersom stéd for de kortare .onion-
adresserna (v2) snart kommer tas bort fran Tor, byter vi nu adress till forumet
till den vi en 18ng tid anvant som temporar.

Nedan adress ar allts3 frdn och med nu bade permanent och officiell.
Vi har uppdaterat hemsidan med lankar till ratt adress.

http://2rebmfcsvk3cewhgfyz2pavmebsfasgsmeldfsxtptpgéofejSzediyd.onion

IQGTBAEBCgBOFEELrzut 7cOLLC3Yv3tNCODXUSIcWsFAMDopftfFIAAAAAAL gAD
aXNzdWWyLWZwckBub3RhdGlvbnMub3BlbnBnrcCSmaWZ0aGhvenMNIbWFuLmSid
EQ2
QKNFRUIZQjczNDIDQIBCHZYyRKRFRDMOMiM4MzVENEUOODexNKIACgkQNCOD
XUSI

cWvdyAgAjjDFKSEYiRBHAZ pebIFURVSizkrp7DzbMeCBQSERERBAYKThIZ2KAPIRS
Nf7VEQPIWILDEEM3AQY2x7Wb7WI+ONMjQIXYIN/QxwyixpymwaOzItLcjCleW
1Bk
OmgeHnNiZM67WqgviFgMnFAMUgnGiSy/jraM3sdBz1/flxzzJUUPKYKOQ7WFcdzo
1
2Dznod2YhMRDoyzB/P9Iz9d(G3esGriaM/2+uyGgPxxLZ2GRgaQKxak+TIrEQh]
|

PHEYgpKmNT5ZBFzmO+Fg2IzhR¥RDOtRz9skiACIkasedffipfNbfSrGawvigyyol
8Ztnkel1GtxpM1yIFY5IeZ9gilolibg==

=XnEy
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Nationella operativa avdelningen

Datatrafik fran telefonen

Som tabellen nedan visar kopplar OnePlus-telefonen upp med datatrafik som

2021-12-08

samtidigt som telefonens information anger cachade tor-sidan “last access

time”, vilket var 2021-07-10 21:11:28 svensk tid. Som trafiken pa Kronbergs
vanliga telefonnummer, 8098, indikerar s& befinner sig Kronberg i Frankrike

[ HENHGS |

vid tillfillet for uppkopplingen - vilket vi ocksé vet genom att det finns doku-
menterat att han och familjen reste till Nice kvillen den 10 juli 2021.

E:::::::;ip Fran nummer (Fran namn Till nummer |Tillnamn Innehall Brukare Start DaturlIStart Tid |Stopptid |Langd (F;ZTIF;::_
SMS 46708000784 |Serv.nr Telenor [46709998098 |Fredrik Kronberg roaming in FRAF3 Kronberg_8098 2021-07-10| 20:54:13 00:00:00
SMS 46010615 46709998098 |Fredrik Kronberg Kronberg_8098 2021-07-10| 20:54:14 00:00:00
SMS 46708000784 |Serv.nr Telenor [46709998098 |Fredrik Kronberg roaming in FRAF3 Kronberg_8098 2021-07-10| 20:54:14 00:00:00
SMS 46010615 46709998098 |Fredrik Kronberg Kronberg_8098 2021-07-10| 20:54:15 00:00:00
SMS 46010615 46709998098 |Fredrik Kronberg Kronberg_8098 2021-07-10| 20:54:16 00:00:00
SMS 46010615 46709998098 |Fredrik Kronberg Kronberg_8098 2021-07-10| 20:54:17 00:00:00
Data 46736300351 4G_start (Uppd.) Kronberg_IMEI_72957_da1'a 2021-07-10 21:08:44 | 21:11:36 | 00:02:24
Data 46736300351 4G Kronberg_IMEI_72957_da1'a 2021-07-10 21:08:44 | 21:11:36 | 00:02:52
SMS 46010410 46709998098 | Fredrik Kronberg Kronberg_8098 2021-07-10 | 21:43:14 00:00:00
SMS 46010410 46709998098 | Fredrik Kronberg Kronberg_8098 2021-07-10 | 21:43:14 00:00:00
SMS 46010410 46709998098 | Fredrik Kronberg Kronberg_8098 2021-07-10 | 21:43:15 00:00:00
SMS 46010410 46709998098 | Fredrik Kronberg Kronberg_8098 2021-07-10 | 21:43:15 00:00:00
SMS 46708000784 |Serv.nr Telenor [46709998098 |Fredrik Kronberg roaming in FRAF1 Kr‘onber‘g_8098 2021-07-10| 22:23:12 00:00:00
SMS 46708000784 |Serv.nr Telenor [46709998098 |Fredrik Kronberg roaming in FRAF1 Kr‘onber‘g_8098 2021-07-10| 22:23:22 00:00:00
Samtal 46709998098  |Fredrik Kronberg [46704954525 |Brian Michel Osterlind |roaming in FRAF1 Kr‘onber‘g_8098 2021-07-10 | 23:49:24 | 23:55:07 | 00:05:43
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Nationella operativa avdelningen 2021-12-08

Start >> Viktiga meddelanden och nyheter

Fran telefonen

Path:

Universal Android Access.zip/data/data/org.torproject.tor-
browser/cache/mozac_browser thumbnails/thumbnails/1eed819d-a0f8-4d29-
8ade-5d5eadcd8398.0

Last access time:

2021-07-12 07:00:04(UTC+0) / Svensk tid 2021-07-12 09:00:04
Modify time:

2021-07-12 07:00:04(UTC+0) / Svensk tid 2021-07-12 09:00:04

Obs! Se den cachade sidan pd nistkommande sida.

Bli medlem Till Flugsvamp (market)

Du ar inte inloggad.

Start » Viktiga meddelanden och nyheter
Sidor: 1

Amne Svar Visningar Senaste inldgg
Klistrad: Ny adress Flugforum av admin 7 256 Idag 02:31:12 av Evalena

Klistrad: Information om svenska vaxlingssidor, polisens

295 104,142 igar 07:11:12 av uzgr
arbete samt FS 2.0 av admin [123 . 12] ? S i
Klistrad: Rensning av gamla konton av admin 7 4671 2021-07-07 12:11:23 av admin
Klistrad: Varning for Flugforum pé clearnet avadmin [12] 4 5309 2021-04-28 10:49:01 av bubbelmint
Klistrad: Regler for Flugforum av admin 24 19,501 2021-04-26 22:04:38 av RGC
listrad : i ishing- i
Klistrad: Stangd: Varning fér phishing-lankar till FS 51 21284 2021-04-20 18:16:48 av Regnskog
avadmin[123]
Klistrad: Stingd: Flugsv ter adres t stérker
Stéing e amp hy. er adress samt stéirke 98,424 2021-03-21 09:17:58 av Regnskog

ddos-skydd av admin[123..12]
Klistrad: Sdkerhetskontroller av substanser av admin

: 150,964 2021-03-07 21:41:10 av jockaf
[123.12]
Tillféllig driftstérning av admin 326 2021-07-10 23:29.54 av Peakyblinders
Flugforum har dppnat av admin [12 3 65 101,912 2021-01-24 04:27:43 av ALLTIDREKO

Sidor: 1

Start » Viktiga meddelanden och nyheter
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Fran skrapningen

Du &r inte inloggad

2021-12-08

(HEMIZG |

Start » Viktiga meddelanden och nyheter

Sidor: 1

Amne

Klistrad: Stangd: Meddelande fran Moderator Regnskog.

av Regnskog

Klistrad: Stangd: Tillfallig driftstrning av admin

Klistrad: Stangd: Flugforum har oppnat avadmin[12 3

Stangd: Rensning av gamla konton av admin [ 12

Stiangd: Regler for Flugforum av admin [ 12

Stéingd: Varning for Flugforum pa clearnet av admin [ 12]

Sténgd: Ny adress Flugferum av admin

Stangd: Information om svenska véaxlingssidor, polisens

arbete samt FS 2.0 avadmin[123 ... 12]

Sténgd: Vaming for phishing-lankar till FS av admin [12]

Stangd: Flugsvamp byter adress samt starker ddos-skydd
avadmin[123 .. 12

Sténgd: Sékerhetskontroller av substanser av admin

[123.12]

Sidor: 1

Start » Viktiga meddelanden och nyheter

Visningar Senaste inlagg

708 Idag 08:54.54 av Regnskog

3,456 2021-09-09 21:03:33 av Regnskog
106,268 2021-08-16 16:55:09 av LKAB
13,313 2021-10-22 15:31:58 av Baver
25,973 2021-10-13 15:37:29 av rugrazz
12,565 2021-08-10 11:39:49 av Scalec!
5,684 2021-08-21 01:51:12 av Titaniaheart
121,634 2021-08-08 22:30:12 av Pepsodent
27,295 2021-04-20 17:36:48 av Cracksson
107.474 2021-03-20 02:13:27 av Wooddemon
160,050 2021-03-07 21:41:10 av jockal

Datatrafik fran telefonen

Som tabellen nedan visar kopplar OnePlus-telefonen upp med datatrafik som
samtidigt som telefonens information anger cachade tor-sidan “last access
time”, vilket var 2021-07-12 09:00:04 svensk tid.

::':t;:)umkat' A_Part_Nummer |A-part Namn B_Part_Nummer |B-part Namn Innehall Brukare :at:tm Start Tid |Stopptid |Langd ::TI—’:::':—
Kronberg_IMEI_
Data 46736300351 4G 2021-07-12| 08:54:12 08:58:01 00:03:49
72957_data
Kronberg_IMEI_
Data 46736300351 4G 2021-07-12| 08:54:12 08:58:01 00:03:49
72957_data
Kronberg_IMEI_
Data 46736300351 4G 2021-07-12| 08:58:01 09:00:23 00:02:20
72957_data
Kronberg_IMEI_
Data 46736300351 4G 2021-07-12| 08:58:01 09:00:23 00:02:22
72957_data
Samtal 33494798004 46709998098 Fredrik Kronberg Kronb er9_8098 2021-07-12| 09:52:40 09:52:40 00:00:00
Samtal 33494798004 46709998098 Fredrik Kronberg Kronb er9_8098 2021-07-12| 09:52:56 09:52:56 00:00:00
Samtal 33494798004 46709998098 Fredrik Kronberg Kronb er9_8098 2021-07-12| 09:53:08 09:53:08 00:00:00
Samtal 46709998098 Fredrik Kronberg [33494798004 roaming in FRAF1 Kr‘onber‘g_8098 2021-07-12| 09:55:35 09:55:52 00:00:17
Samtal 46709998098 Fredrik Kronberg [33494798004 roaming in FRAF1 Kr‘onberg_8098 2021-07-12| 09:57:37 09:58:36 00:00:59
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PM

Po I ise n patum 2022-10-28

Diarienr (aberopas) 5000-K61 5323 - 1 9

Polismyndigheten
Nationellt it-brottscentrum
Komplexa cyberbrott

Siri Abrandt

Resa till Frankrike juli 2021

I juli 2021 reser Kronberg till Frankrike. I denna PM presenteras information
fran den hemliga dataavldsningen av Kronbergs telefon som visar pa att
Kronberg befunnit sig i Frankrike. Resan startade pa K6penhamns flygplats
den 10 juli 2021 dé han flyger med SAS till Nice. Hemresan sker den 19 juli
2021 med SAS fran Nice till Képenhamn.

Nedan presenteras SMS, iMessage och WhatsApp-meddelanden samt en
kartbild med BankID-uppkopplingar. Dessa presenteras i kronologisk ord-

ning.

Resan dit

8= SMS (Text)

Nu kan du checka in pa SK2795 CPH-NCE 10JUL 18:20 (SJID2G) https://flysas.com/se-
sw/cki?id=qTBfU4/pxdRbDNDRGIR+EQ==. Vanligen ladda upp relevanta resedokument
och fa dem godkénda av oss online i var digitala service. Sedan 3r det bara att ladda ner
ditt boardingkort elektroniskt - ach ga direkt till vara sjalvbetjdningsfléden nar du
kommer till flygplatsen. Las mer om vad som galler for din resa
https://www.sas.se/travelreadycenter/. Du maste ta med och bara en egen ansiktsmask
(galler ej barn under 6 ar). SAS godkanner ansiktsmask for engangsbruk, avsedda for
medicinsk anvdndning och den ar ett krav under hela resan. Du far endast ta med ett (1)
handbagage. Halsningar SAS

s= SMS (Innehall)

This object has no Innehall properties
i= Properties
Hindelsebendmning okdnd kantaktar 46705398038
Datum 9 juli2021 14:21:18 +02:00 w
Datakilla V20: 76T
Filstorlek 685 tecken

Viewall 17 =»

Bild 1 - SMS fran SAS — Checka in Képenhamn till Nice

PM 221027 Resa till Frankrike juli 2021.docx

[ HEMSLIG |
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Polismyndigheten 2022-10-28
onr 5000-K615323-19

s= SMS (Text)

Important information about your SAS booking SJID2G Hi, Your Flight SK2795
Copenhagen (CPH) - Nice (MCE} 10 Jul, with departure time 18:20 is delayed to: 18:40 10
Jul. We apologize for this change. Please check in according to original departure time.
Read more about your rights here htips://www.flysas.com/en/legal-info/eu-passenger-

rights/ Regards, SAS

#= SMS (Innehall)
This object has no Innehall properties

= Properties

Hindelsebenimning okand kontaktar 46709998098

Datum 10 juli 2021 16:25:45 +02:00 @
Datakilla V2o 767

Filstorlek 365 tecken

Bild 2 - SMS fran SAS till Kronbergs telefon — Forsening Képenhamn till Nice

s= SMS (Text)

Important information about your SAS booking SJID2G Hi, Your Flight SK2795
Copenhagen (CPH) - Nice (NCE) 10 Jul, with departure time 18:20 is delayed to: 18:30 10
Jul. We apologize for this change. Please check in according to original departure time.
Read more about your rights here https://www.flysas.com/en/legal-info/eu-passenger-

rights/ Regards, SAS

s= SMS (Innehall)

=
This object has no Innehall properties

= Properties

Hindelsebendmning okdnd kontaktar 46709998098

Datum 10 juli 2021 17:50:31 +02:00 G}
Datakalla V20 767

Filstorlek 365 tecken

Bild 3 - Bild 2 - SMS fran SAS — Forseningsuppdatering 2 Képenhamn till Nice

 HBMLIG |
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Polismyndigheten 2022-10-28 l HE}MLIG J
onr 5000-K615323-19

| Frankrike

(SMs/MMS okdnd kontaktar 46709998098
SMS-meddelande  2021-7-10 20:54

Cverview Properties Links Map Med

$= SMS (Text)

Hej och valkemmen till Frankrike. Har kan du anvanda
100 GB av den surfméngd som ingar i ditt abonnemang
utan att det kostar extra. Samtal, sms och mms ingar
precis som hemma. Du ringer utan kostnad till Sverige
och duriga EU/EES-lander. Kom ihag att alltid anvénda
landsnummer nar du ringer i utlandet, For mer
infarmation se telenor.se/utland Vanliga halsningar
Telenor Foretag

SMS (Innehall)
This object has no Innehall properties

:= Properties

Handelsebendmning
okand kontaktar 46709938098

Datum

10 juli 2021 20:54:14 +02:00 @

Bild 4 - Telenor "Vilkommen till Frankrike"

) 46709998098 kontaktar 46706184475 & ~ @0 @ 0 Actions «
iMessage-meddelande 2021-7-14 18:18

Document Properties Links Media History

O - RECORD PROPERTIES =N

Kontonamn 46709998028

Tjeeena broder!! Ja verkligen! Allt dr bra, i 46706184475

frankrike nu, kemmer garna o halsar pa senare | Text Tjeeena broder!! Ja verkligen: All
sommar. Allt bra annars? tarbra, i frankrike nu, kommer g

drna o halsar pa senare i somma
r. Allt bra annars?

Datum 14 juli 2021 18:18:06 +02:0
0

Anviandarnamn  +46706184475
P:+46709998098

Datakidlla V20: 767

Filstorlek 118 tecken

Hindelseben 46705398098 kontaktar 46706
amning 184475

Bild 5 - iMessage fran Kronberg till okéind
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orr 5000-K615323-19

46709998098 kontaktar 46709630088 @& ~ @ o @ 0  Actions «
B | WhatsApp-meddelande |2021-7-19 15:27
1 Document  Properties  Links  Media  History
| (7] ‘ ‘ E - ‘ RECORD PROPERTIES =
' Kontonamn 46709998098
Reser hem idag fr frankrike, hors nar jag ar thxi 46709630088
skane! Text Reser hem idag fr frankrike, hérs
narjag ar tbx i skane!
Datum i) juli 2021 15:27:38 +02:0
0
Anvandarnamn  Fredrik
Calle (CluLhYgG}
Datakalla V20 767
Filstorlek 57 tecken
Hindelseben 46708998098 kontaktar 46709
amning 630088

Bild 6 - WhatsApp-meddelande fran Kronberg till okéind

[ ”) A
A i
__;'J 2 Events / Vence g
A i [:-— From: 2021-07-19 11:38:20 (\H i
Until: 2021-07-19 11:38:52 = L P
ALY A ] 1 Ay LN
o “\“ = 5 . 1-\. b, S . S =
‘%QX‘.L I’Mll 'Jf{ ( 3 A X i(.a‘l‘bo_nng-_-\ L
L_. o ;.Fq%;u;ans-_s_a__l‘:?gw -
\-_,—:q\_‘_ e, i v -
A\
< A
il

an f

3 Events
From: 2021-07-11 11:42:03
Until: 2021-07-11 20:00:04 e

Bild 7 - BankID-uppkopplingar utanfor Nice
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Resan hem

s= SMS (Text)

Nu kan du checka in pa SK792 NCE-CPH 19JUL 20:30 (5JID2G) https://flysas.com/se-
sv/cki?id=zELB1UWfZOBbD+Fw+LfXeQ==. Vanligen ladda upp relevanta resedokument
och fa dem godkanda av oss online i var digitala service. Sedan dr det bara att ladda ner
ditt boardingkort elektroniskt - och ga direkt till vara sjalvbetjaningsfloden nardu
kommer till flygplatsen. Lds mer om vad som galler for din resa
https://wwuw.sas.se/travelreadycenter/. Du maste ta med och béra en egen ansiktsmask
(géller e] barn under 6 ar). SAS godkanner ansiktsmask fér engangsbruk, avsedda for
medicinsk anvdndning och den &r ett krav under hela resan. Du far endast ta med ett (1)
handbagage. Halsningar SAS

= SMS (Innehall)
This object has no Innehall properties

:= Properties

Handelsebendmning okdnd kontaktar 46709958098

Datum 18 juli 2021 16:30:29 +02:00 o©
Datakalla V20: 76T

Filstorlek 684 tecken

Bild 8 - SMS fran SAS till Kronbergs telefon — Checka in Nice till Képenhamn

im SMS (Text)

Important information about your SAS booking SJID2G Hi, Your Flight SKO792 Nice (NCE)
- Copenhagen (CPH) 19 Jul, with departure time 20:30 is delayed to; 20:45 19 Jul. We
apologize for this change. Please check in according to original departure time. Read

more about your rights here hitps://www.flysas.com/en/legal-info/eu-passenger-rights/

Regards, SAS

ams
]

= SMS (Innehall)
This object has no Innehall properties

= Properties

Hindelsebenimning okand kontaktar 46709998098

Datum 19 juli 2021 23:02:46 +02:00 ®
Datakilla V20: 767

Filstorlek 365 tecken

Bild 9 - SMS fran SAS till Kronbergs telefon — Forsening Nice till Képenhamn

Siri Abrandt
Analytiker

( HEMLIG |
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Bokat pad www.sas.se

Bokn ref: SJID2G
Namn:

1.KRONBERG/FREDRIK MR(ADT) (INF/LUDVIG/07APR21)

2 .KRONBERG/VERA(CHD/16JAN18) 3.LANGETZ/EMMA MS (ADT)
F1ight - datum - stracka - alla bekraftat ombord tur/retur:

4 SK2795 H 10JUL 6 CPH NCE FLWN
5 SK 792 K 19JUL 1 NCE CPH FLWN
Kontaktuppgifter:

6 AP +46709998098-M
7 APE FREDRIK@KRONBERG.SE
Biljett bokad och utstalld:
8 TK PAX OKO8JUN/STOSKO8RV//ETSK/S4-5/P1-3
Pris total:
29 RM FARE15053 SEK/P1-3
IP:
32 RM IP:94.234.74.122
Namn pd kort anvant for betalning uppgivet vid
bokningstillfallet:
33 RM CCN FREDRIK KRONBERG
Biljettnummer:
38 FA PAX 117-
2474759424 /ETSK/SEK5216/08JUN21/STOSKO8RV/8049501
5/S4-5/P1
39 FA PAX 117-
2474759425 /ETSK/SEK5216/08JUN21/STOSKO8RV/8049501
5/S4-5/P3
40 FA PAX 117-
2474759426 /ETSK/SEK4224/08JUN21/STOSKO8RV/8049501
5/S4-5/P2
41 FA INF 117-
2474759427 /ETSK/SEK397/08JUN21/STOSKO8RV /80495015
/S4-5/P1
Betalning CCAX = American Express:
52 FP PAX CCAX379391572332001/0825*CVA*AR/A202576/S4-5/P1,3
53 FP PAX CCAX379391572332001/0825*CVA*AR/A202576/S4-5/P2
54 FP INF CCAX379391572332001/0825*CVA*AR/A202576/S4-5/P1
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Hello,

SK2795 10JUL21
Dep: 18:20 Arr: 20:45

SK792 19JUuL21
Dep:21:00 Arr: 22:55

Kind regards

Ullrica Grandin

Manager Crime & Fraud
SAS Corporate Security

SAS

Scandinavian Airlines System
Dept: STOQA-C

SE - 195 87 Stockholm, Sweden
Visit: Frosundaviks Allé 1

flysas.com, Facebook, Twitter, Youtube

From: goran.siklosi@polisen.se <goran.siklosi@polisen.se>
Sent: den 14 februari 2023 14:41

To: Crime Prevention <crimeprevention@sas.se>

Subject: SV: Case 5000-K615323-19

Hello again,

A question has been raced about the actual flight time (which was not included in the attached
booking info).

Could you assist with the hour of departure and landing of that particular flight on that particular
date?

Best regards
Goran Siklosi
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NOA

Goran Siklosi

Installerade appar OnePlus

Fraga uppkom kring vilka appar som har installerats pa i beslag tagen mobil-
telefon OnePlus 2021-5000-BG136753-16.

En ny fraga skickades dérfor till Google och efter en tid kom svaret i form av
ett antal zippade filer innehéllande txt-filer och csv-filer. It-forensiker Mag-
nus Sandberg bitrddde med att ldsa 6ver informationen kring installerade ap-
par i excel och mejlade ett skarmklipp 6ver detta. (Informationen finns i sido-
materalet under *Google 2021-11-19 uppt6ljning 2023-01-17).

Nedan skramklipp visar den information som google har kring de appar som
har installerats pa mobiltelefonen.

Appar i oneplus.docx
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il Acquisition Time B2 poc Backend Docid Doc Backend @ Doc Document Type Doc Title g
2 | 2021-07-04 15:38 com.brave.browser ANDROID_APPS ANDROID_APP Brave Private Fast Web Browser [] https://play.google.com/store/apps/deta
3 | 2021-07-04 15:39 org.torproject.torbrowser ANDROID_APPS ANDROID_APP Tor Browser 1] https://play.google.com/store/apps/deta
4 | 2021-07-04 15:41 com.google.ar.core ANDROID_APPS ANDROID_APP Google Play Services for AR 1] https://play.google.com/store/apps/deta
5 | 2021-07-04 15:41 com.google.android.gms ANDROID_APPS ANDROID_APP Google Play services [l https://play.google.com/store/apps/deta
6 |  2021-07-04 16:07 app.greyshirts.firewall ANDROID_APPS ANDROID_APP NoRoot Firewall 1] https://play.google.com/store/apps/deta
7 | 2021-07-04 16:24 com.hld.anzenbokusucal ANDROID_APPS ANDROID_APP Calculator - photo vault 1 https://play.google.com/store/apps/deta
8 |  2021-07-04 16:28 ru.alexandermalikov.protectednotes ANDROID_APPS ANDROID_APP Private Notepad - safe notes 1] https://play.google.com/store/apps/deta
9 | 2021-07-04 16:32 com.protectedtext.android ANDROID_APPS ANDROID_APP Safe Notes - Secure Ad-freeno  [] https://play.google.com/store/apps/deta
10| 2021-07-04 20:34 me.twrp.twrpapp ANDROID_APPS ANDROID_APP Official TWRP App 1] https://play.google.com/store/apps/deta
11| 2021-07-04 20:37 com.cgollner.flashify ANDROID_APPS ANDROID_APP Flashify (for root users) 1| https://play.google.com/store/apps/deta
12| 2021-07-07 11:22 com.google.android.apps.tachyon ANDROID_APPS ANDROID_APP Google Meet 1] https://play.google.com/store/apps/deta
13| 2021-07-07 11:22 com.google.android.youtube ANDROID_APPS ANDROID_APP YouTube 1] https://play.google.com/store/apps/deta
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Nedan 4r en bild tagen av IT-forensiker pé den stationidra PC som antréffades
vid husrannsakan i Fredrik Kronbergs ldgenhet pa || NN
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. P M Signerad av

Polisen FK - Liveforensik stationar dator BG 136753-24  signerad datum

Enhet Diarienr

Nationella Operativa Avdelningen, Komplexa cyberbrott (KCB) 1 NIB NOA 5000-K615323-19
Uppgiftslamnare Datum Tid

Siklosi, Goran 2022-06-29  08:23

Beslag verkstallt Material for analys

Nej Nej

Mottaget Mottaget datum Tid

Satt pa vilket uppgift Iamnats

Upprattad av
Goran Siklosi

Involverade personer Personnummer/Orgnr Roll

Kronberg, Fredrik Berord person

Uppgiften avser

Uppgift

Vid husrannsakan hos Fredrik Kronberg pa _ gjordes ett flertal beslag i det rum
som Kronberg kallat "kontor". I detta rum fanns bl.a. en stationir dator. Den var péslagen.
Polisens forensiker genomforde darfor s.k. liveforensik. I samband med detta togs ett flertal
stillbilder pa 6ppna flikar i datorn. Dessutom filmades nagra flikar som bedémdes relevanta
for utredningen och som inte "rymdes" ordentligt pa stillbild. I dvrigt, se IT-forensiskt
protokoll dver atgédrden.

FLIKAR

Det fanns ett flertal 6ppna flikar i datorn, vilka fotades. Vissa av dem redovisas i bilagd
fotobilaga. Flertalet redovisas inte i fotobilagan, d& de inte bedoms tillfora drendet nagonting.
De flikar som fotograferades visar bl.a.

- E-handelssidan for bl.a. kldder yoox.com (flikar visar mdssor och skor).

- wise.com

- Mejlbox for ett Gmail-konto.

- En sida som heter STAKE DAO med texten "Strategies" och "Manage your risk while
earning yields". Sidan forefaller handla om Etherum (ETH).

- convexfinance.com, med textboxarna "Total claimable $162,64, total deposits $702,5k"
(ingar i fotobilaga).

- convexfinance.com, med textboxarna "Total claimable $738,87, total deposits $703,9k"
(ingar 1 fotobilaga).

- oldsligt sida.

- twitter.

- ett flertal sidor fran curve.

- rocketpool.net.

- en flik frén zapper som visar texten "Net Worth $12,751,364.67" (ingéar i fotobilaga).

- en flik fran zapper som visar texten "Net Worth $12,842,678.55" (ingar i fotobilaga.)
KOMMENTAR: Virdet 6verst pa skarmen (0xdb7c...228a) dr detsamma pa bagge
skrambilderna och det torde déarfor rora sig om samma tillgdngar dér saldot har fordandrats
under tiden liveforensiken har pagétt.

- hemnet.se.

- en mejlbox frdn Amazon Mail.



FK - Liveforensik stationar dator BG 136753-24, PM, 2022-06-29 08:23 diarienr: 5000-K615323-19 252 ‘

HEMLIG |

- ens.domains, "Decentralised naming for wallets, websites & more".

- En flik med namnet "RatCity Baby", som verkar visa chattar kring digitala "rattor" (s.k.
NFT'er).

- En flik fran etherscan.io visande en stort antal digitala adresser (ingér i fotobilaga).

- En tom supportsida for FTX US (kryptohandel).

- wormholebridge.com dér sidan visar texten "the portal is open" och "The wormhole token
bridge allows you to seamlessly transfer tokenized assets across solana, etherum, BSC and
Terra".

- Ett textdokument med anvéndaruppgifter och 16senord till olika tjanster, diar mejladressen
fredrik@net2.net framgar.

- ledger live inloggningssida. Anvindarnamn syns inte och inloggningsfaltet &r inte ifyllt.
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Bildbilaga

ANTECKNINGAR
Foton pé 6ppna flikar i stationédr dator BG136753-24.
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Total Claimable Total Deposits

$162,64 $702,5k

@» Claim All & Stake Claim and stake all your rewards in one go

Claim earnings
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Earned (USD value) APR
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| HEMLIG |
Polismyndigheten
NOA Datum Diarienummer
Nationellt It-brottscentrum, It-forensik 2022-11-03 K615323-19
Polisen 106 75 STOCKHOLM 5800/49376-21

PM

P& begiran av utredare har sokningar gjorts 1 beslag efter specifika begrepp. Begreppen
presenteras nedan. I de fall begreppen har funnits i beslagen har detta presenterats for
utredare som bedomt innehallet och begirt redovisning av utvalda begreppstraffar.
Detta redovisas ocksa nedan.

Begrepp framtagna av utredare

Alameda

Beltran

Beltran consulting
Bitrefill

Bread Wallet
caspar200@outlook.com
Genesis Block

Johan Wedorf

Turtle

Turtlefi

Wasabiwallet
Wohamusic
Wohamusic@icloud.com

Undersokta beslag

2021-5000-BG136753 p. 2, 5, 13, 16-22, 24, 26.
2021-5000-BG136943 p. 2, 6.
2021-5000-BG137934 p, 1-2.

Begreppstraffar som utredare begart redovisning av

2021-5000-BG136753-2

e Bilaga 1 —2021-5000-BG136753-2 Telegramkonversation.

Bilaga 2 —2021-5000-BG136753-2 SMS-konversation.

Bilaga 3 —2021-5000-BG136753-2 SMS-konversation.

Bilaga 4 — 2021-5000-BG136753-2 Sparad kontakt, Julian Beltran.
Bilaga 5 — 2021-5000-BG136753-2 Anvandarkonto Turtle #3338”.

2021-5000-BG136753-24

Beslaget var en stationdr dator som inneho6ll virtuella datorer.
e Bilaga 6 —2021-5000-BG136753-24. I webbldsaren sparade
inloggningsuppgifter till sidan ftx.com

1)



Protokoll FK - PM s6kning efter begrepp, 2022-11-04 12:25 diarienr: 5000-K615323-19

262 |

2021-5000-BG136753-24 (Debian VPN TURTLE-disk001.vdi) (virtuell dator)

e Bilaga 7—-2021-5000-BG136753-24. | webblésaren sparade
inloggningsuppgifter till sidan ftx.com
e Bilaga 8§ —2021-5000-BG136753-24. Internethistorik.

2021-5000-BG136753-26
e Bilaga 9 —-2021-5000-BG136753-26. Sparad kontakt, Julian Beltran.

e Bilaga 10 —2021-5000-BG136753-26. Epostmeddelanden med ”Beltran.hk™.

Viktor Nasman
It-forensiker

2(2)

| HEMLIG |




Bilaga10-2021-5000-BG136753-26 Epostmeddelanden, 2022-11-04 12:25 diarienr: 5000-K615323-19 263 ‘

| HEMLIG |

FORENSIC EXAMINATION REPORT
CASE NUMBER 5000-K615323-19

Case generated  Friday, November 12, 2021
Report generated  Wednesday, November 2, 2022
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EML(X) Files

Record 1
To
From
Date/Time - UTC+01:00 (yyyy-
MM-dd)[DST]
Subject
Body

MD5 Hash
SHAT Hash
Source

Location
Evidence number
[tem ID

Record 2
To
From
Date/Time - UTC+01:00 (yyyy-
MM-dd)[DST]
Subject

| HEMLIG |

support@beltran.hk
Fredrik Kronberg <fredrik@net2.net>
2019-12-09 21:59:09

Website traffic

Hi Julian,
Nice to meet you.

As discussed, | will send you high quality web traffic within the software and services nisch. | will
redirect all traffic from high traffic domain avicodecpack.com, along with this, | will add links to your
website in my private blog networks.

| will start sending traffic within a day or two and commence the SEO link building work on Monday.

For the first invoice, | will invoice you a fixed price for the lease of avicodecpack.com, and for recurring
invoices we will measure how well the traffic converts and | will invoice you for a profit share
accordingly as discussed, and then we'll take it from there, hoping for a long term co-operation.

Let me know if you have any guestions,
Please let me know the details | need forthe invoice, and | will have it prepared shortly.
Kind regards

Fredrik Kronberg
Net 2-Net Group Stockholm AB

75ad4ec38a52ed42beb02d0263085849

fd81fb721ef4e4b594bdb56e091a8033a06424d1
. Entire Disk (APFS Container, 465.63 GB)\8612b020-6270-4dd9-b25e-e05c0fee48f6\Users\fredrik
\Library\Mail\V8\9C827C39-451C-48C2-B99F-8F8D7BIEEF33\[Gmail].mbox\Alla mail. nbox\70D3AE24
-9150-4F8B-9A68-02447081DA46\Data\\4\4\Messages\441712.emlx
. File Offset 172
. 2021-5000-BG136753-26.aff4

402990

support@beltran.hk
Fredrik Kronberg <fredrik@net2.net>
2019-12-09 21:59:09

Website traffic

5000-K615323-19 | Wednesday, November 2, 2022
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EML(X) Files

Body

MD5 Hash
SHAT Hash
Source

Location
Evidence number
[tem ID

Record 3
To
From
Date/Time - UTC+01:00 (yyyy-
MM-dd)[DST]
Subject
Body

MD5 Hash
SHAT Hash

| HEMLIG |

Hi Julian,
Nice to meet you.

As discussed, | will send you high quality web traffic within the software and services nisch. | will
redirect all traffic from high traffic domain avicodecpack.com, along with this, | will add links to your
website in my private blog networks.

| will start sending traffic within a day or two and commence the SEO link building work on Monday.

For the first invoice, | will invoice you a fixed price for the lease of avicodecpackcom, and for recurring
invoices we will measure how well the traffic converts and | will invoice you for a profit share
accordingly as discussed, and then we'll take it from there, hoping for a long term co-operation.

Let me know if you have any guestions,
Please let me know the details | need for the invoice, and | will have it prepared shortly.
Kind regards

Fredrik Kronberg
Net 2-Net Group Stockholm AB

6cae86c19981d10cf7e65d9f8c1b2056

716ae59885958a09f0c6b4d815e931d36dabf077
. Entire Disk (APFS Container, 465.63 GB)\8612b020-6270-4dd9-b25e-e05c0fee48f6\Users\fredrik
\LibrarAMail\V8\9C827C39-451C-48C2-B99F-8F8D7B1EEF33\[Gmail].mbox\Alla mail.mbox\70D3AE24
-9150-4F8B-9A68-02447081DA46\Data\\4d\4\Messages\441711.partial.emix
. File Offset 9248
. 2021-5000-BG136753-26.aff4

403025

fredrik@net2.net
Mail Delivery Subsystem <mailer-daemon@googlemail.com>
2019-12-09 21:59:53

Delivery Status Notification (Failure)

-Adressen hittades inte

Meddelandet levererades inte efiersom adressen support@beltran.hk inte hittades eller
inte kan ta emot e-post

Svaret fran fjarrservern var

550 Ho Such User Here"

6cae86c19981d10cf7e65d9f8c102056
716ae59885958a09f0c6b4d815e931d36dabf077

5000-K615323-19 | Wednesday, November 2, 2022



‘ Bilaga10-2021-5000-BG136753-26 Epostmeddelanden, 2022-11-04 12:25 diarienr: 5000-K615323-19

EML(X) Files

Source

Location
Evidence number
[tem ID

Record 4
To
From
Date/Time - UTC+01:00 (yyyy-
MM-dd)[DST]
Subject
Body

MD5 Hash
SHA1 Hash
Source

Location
Evidence number
Item ID

Record 5
To
From
Date/Time - UTC+01:00 (yyyy-
MM-dd)[DST]
Subject

| HEMLIG |

. Entire Disk (APFS Container, 465.63 GB)\8612b020-6270-4dd9-b25e-e05c0fee48f6\Users\fredrik
\Library\Mail\V8\9C827C39-451C-48C2-B99F-8F8D7BIEEF33\[Gmail].mbox\Alla mail. nbox\70D3AE24
-9150-4F8B-9A68-02447081DA46\Data\\4A\4\Messages\441711.partial.emix
. File Offset 4360
. 2021-5000-BG136753-26.aff4

403021

Julian@beltran.hk
Fredrik Kronberg <fredrik@net2.net>
2019-12-10 00:43:36

Web traffic and SEO

Hi Julian,
Nice to meet you.

As discussed, | will send you high guality web traffic within the software and services nisch. | will
redirect all traffic from high traffic domain avicodecpack.com, along with this, | will add links to your
website in my private blog networks.

| will start sending traffic within a day or two and commence the SEO link building work on Monday.

For the first invoice, | will invoice you a fixed price for the lease of avicodecpack.com, and for recurring
invoices we will measure how well the traffic converts and | will invoice you for a profit share
accordingly as discussed, and then we'll take it from there, hoping for a long term co-operation.

Let me know if you have any guestions,
Please let me know the details | need forthe invoice, and | will have it prepared shortly,
Kind regards

Fredrik Kronberg
Net 2-Net Group Stockholm AB

246299d19bfed83925e01fce3741671b

bab7f46e7804c65eec81594fc429db3dc772066f
. Entire Disk (APFS Container, 465.63 GB)\8612b020-6270-4dd9-b25e-e05c0fee48f6\Users\fredrik
\LibranAMail\V8\9C827C39-451C-48C2-B99F-8F8D7B1EEF33\[Gmail].mbox\Alla mail.mbox\70D3AE24
-9150-4F8B-9A68-02447081DA46\Data\\4\4\Messages\441707.emlx
. File Offset 489
. 2021-5000-BG136753-26.aff4

403315

Fredrik Kronberg <fredrik@net2.net>
Julian Beltran <julian@beltran.hk>
2019-12-10 09:21:19

Re: Web traffic and SEO

5000-K615323-19 | Wednesday, November 2, 2022
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| HEMLIG |

EML(X) Files
Bodly *ear Fredrik,

Thanks, this would be a good start to promote my website

The invoice details would be:

Beltran Consulting Limited

20/F, Central Tower, 28 Queen’s Road Central, Hong Kong

On Tue, 10 Dec 2019 at 07:44, Fredrik Kronberg <fredrik@net2.net> wrote:
Hi Julian,
Nice to meet you.
As discussed, | will send you high guality web traffic within the software and services nisch. | will
redirect all traffic from high traffic domain avicodecpack.com, along with this, | will add links to your
website in my private blog networks.
| will start sending traffic within a day or two and commence the SEO link building work on Monday.
For the first invoice, | will invoice you a fixed price for the lease of avicodecpack.com, and for
recurring invoices we will measure how well the traffic converts and | will invoice you for a profit
share accordingly as discussed, and then we'll take it from there, hoping for a long term co-
operation.
Let me know if you have any gquestions.
Please let me know the details | need for the invoice, and | will have it prepared shortly.
Kind regards
Fredrik Kronberg
Net 2-Net Group Stockholm AB

Julian Beltran

Director

Beltran Consulting Limited

20th Floor, Central Tower, 28 Queen's Road, Central, Hong Kong

T:+852 94566698 E: julian@beltran.nk W: ywiww beltran hk

This message, as well as any attached document(s), contains information from Beltran Consulting Limited that may be confidential, or

may contain work product, The information is intended only for the use of the individual(s) or entity to whom it is addressed. If you

are notthe intended recipient, you are hereby notified that any disclosure, copying, or distribution of this email or attached

documents, or taking any action in reliance on the contents of this message or its attachments is strictly prohibited, and may

be unlawful, If you have received this message in error, please (1) immediately notify Beltran Consulting by reply email, (2] do not

review, copy, save, farward, or print this email or any of its attachments, and (3} immediately delete and destroy this email, its

attachments and all copies thereof.

MD5 Hash  1bfc9a0229c54aa16689471882¢ef3cf4
SHAT Hash  abf7eb83e661a5352aefa40953ca5ceaad 7c3dfc
Source . Entire Disk (APFS Container, 465.63 GB)\8612b020-6270-4dd9-b25e-e05c0fee48f6\Users\fredrik
\LibranAMail\V8\9C827C39-451C-48C2-B99F-8F8D7B1EEF33\[Gmail].mbox\Alla mail.mbox\70D3AE24
-9150-4F8B-9A68-02447081DA46\Data\\A\4\Messages\441692 partial.emlx
Location . File Offset 4312
Evidence number . 2021-5000-BG136753-26.aff4
[tem ID 402671
Record 6

To  Julian@beltran.hk
From  Fredrik Kronberg <fredrik@net2.net>
Date/Time - UTC+01:00 (yyyy-  2019-12-11 09:48:40
MM-dd)[DST]
Subject  Invoice BCOOT

5000-K615323-19 | Wednesday, November 2, 2022 5
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EML(X) Files

Body

MD5 Hash
SHAT Hash
Source

Location
Evidence number
Item ID

Record 7
To
From
Date/Time - UTC+01:00 (yyyy-
MM-dd)[DST]
Subject
Body

MD5 Hash
SHAT Hash
Source

Location
Evidence number
Item ID

Record 8
To
From
Date/Time - UTC+01:00 (yyyy-
MM-dd)[DST]
Subject
Body

MD5 Hash
SHAT Hash
Source

Location
Evidence number
Item ID

Record 9
To
From

| HEMLIG |

Hi! Attached invoice as agreed. Let me know if you have any guestions,
Kind regards,

Fredrik

e65b19cc4d2275cf38b1297d47b3b3b2

0a9970652a37cc14bdbbab182c7a53a4ce58838e
. Entire Disk (APFS Container, 465.63 GB)\8612b020-6270-4dd9-b25e-e05c0fee48f6\Users\fredrik
\Library\Mail\V8\9C827C39-451C-48C2-B99F-8F8D7B1EEF33\[Gmail]. mbox\Alla mail. mbox\70D3AE24
-9150-4F8B-9A68-02447081DA46\Data\\4\4\Messages\441661.partial.emix
. File Offset 171
. 2021-5000-BG136753-26.aff4

403026

Julian@beltran.hk
Fredrik Kronberg <fredrik@net2.net>
2019-12-1110:23:23

Invoice BCOOT (New)

Attached new invoice specified in HKD instead,
Best,
Fredrik

69d661256398e3bbddd8f73c99be643

a0de54db14d5d2e028fe17f1793a1254bebebba’
. Entire Disk (APFS Container, 465.63 GB)\8612b020-6270-4dd9-b25e-e05c0fee48f6\Users\fredrik
\LibranAMail\V8\9C827C39-451C-48C2-B99F-8F8D7B1EEF33\[Gmail].mbox\Alla mail.mbox\70D3AE24
-9150-4F8B-9A68-02447081DA46\Data\\4\4\Messages\441660.partial.emix
. File Offset 177
. 2021-5000-BG136753-26.aff4

403119

Julian@Dbeltran.hk
Fredrik Kronberg <fredrik@net2.net>
2019-12-13 11:54:48

Invoice BCO02

Hello and thanks for paying the last invoice promptly. Here's the second one for the additional traffic
I'm sending starting Monday.

Have a nice week-end.
Kind regards,

Fredrik Kronberg

f9a10bb7a8f15f342587123896bc7ca5

919ce454de4d23fo0d227ee3adfbee34b994dala
. Entire Disk (APFS Container, 465.63 GB)\8612b020-6270-4dd9-b25e-e05c0fee48f6\Users\fredrik
\Library\Mail\V8\9C827C39-451C-48C2-B99F-8F8D7B1EEF33\[Gmail]. mbox\Alla mail. mbox\70D3AE24
-9150-4F8B-9A68-02447081DA46\Data\\A\4\Messages\441595.partial.emlx
. File Offset 171
. 2021-5000-BG136753-26.aff4

402928

Fredrik Kronberg <fredrik@net2.net>
Julian Beltran <julian@beltran.hk>

5000-K615323-19 | Wednesday, November 2, 2022
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EML(X) Files

Date/Time - UTC+01:00 (yyyy-
MM-dd)[DST]

Subject

Body

MD5 Hash
SHAT Hash
Source

Location
Evidence number
[tem ID

Record 10
To
From
Date/Time - UTC+01:00 (yyyy-
MM-dd)[DST]
Subject

| HEMLIG |

2019-12-13 12:26:37

Re: Invoice BCO02
Hi Fredrik,

OK, I'll try to do it later tonight or on Monday
Have a nice weekend!

On Fri, 13 Dec 2019, 18:55 Fredrik Kronberg, <fredrik@net2 net> wrote:
Hello and thanks for paying the last invoice promptly, Here's the second one for the additional
traffic I'm sending starting Monday.

Have a nice week-end.
Kind regards,

Fredrik Kronberg

28d1746b8ebal1a2fd715d79025d563b

9ee38b5d46a0cd5427e5bab12c4187e684569f61
. Entire Disk (APFS Container, 465.63 GB)\8612b020-6270-4dd9-b25e-e05c0fee48f6\Users\fredrik
\LibrarAMail\V8\9C827C39-451C-48C2-B99F-8F8D7B1EEF33\[Gmail].mbox\Alla mail.mbox\70D3AE24
-9150-4F8B-9A68-02447081DA46\Data\\A\4\Messages\441594.partial.emlx
. File Offset 3312
. 2021-5000-BG136753-26.aff4

403086

Fredrik Kronberg <fredrik@net2.net>
Julian Beltran <julian@beltran.hk>
2019-12-14 15:17:37

Re: Invoice BCO02

5000-K615323-19 | Wednesday, November 2, 2022 7
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| HEMLIG |

EML(X) Files
Body X Fredrik
| processed the payment, You should have by Monday, the bank don't send on weekend.
Thanks
On Fri, 13 Dec 2019 at 19:26, Julian Beltran <julian@beitran.nk> wrote:
Hi Fredrik,
OK, I'll try to do it later tonight or on Monday
Have a nice weekend!
On Fri, 13 Dec 2019, 18:55 Fredrik Kronberg, <fredrik@net2.net> wrote;
Hello and thanks for paying the last invoice promptly. Here's the second one for the additional
traffic I'm sending starting Monday.
Have a nice week-end.
Kind regards,
Fredrik Kronberg
Julian Beltran
Director
Beltran Consulting Limited
20th Floor, Central Tower, 28 Queen's Road, Central, Hong Kong
T:+852 94566698 E: julian@beltran.hk W ynanw beltran.hk
This message, as well as any attached document(s), contains infarmation from Beltran Consulting Limited that may be confidential, or
may contain work product. The information is intended only for the use of the individual(s) or entity to whom it is addressed. If you
are not the intended recipient, you are hereby notified that any disclosure, copying, or distribution of this email or attached
documents, or taking any action in reliance on the contents of this message or its attachments is strictly prohibited, and may
be unlawful. If you have received this message in error, please (1) immediately notify Beltran Consulting by reply email, (2) do not
review, copy, save, forward, or print this email ar any of its attachments, and (3] immediately delete and destroy this email, its
attachments and all copies thereof,
MD5 Hash  0c763835f91elcb4facece2831cf577a
SHA1 Hash d507f06ac524d6cb3738eca77db54e82ad74e604
Source . Entire Disk (APFS Container, 465.63 GB)\8612b020-6270-4dd9-b25e-e05c0fee48f6\Users\fredrik
\LibranAMail\V8\9C827C39-451C-48C2-B99F-8F8D7B1EEF33\[Gmail].mbox\Alla mail.mbox\70D3AE24
-9150-4F8B-9A68-02447081DA46\Data\\A\4\Messages\441552 partial.emlx
Location . File Offset 3396
Evidence number . 2021-5000-BG136753-26.aff4
ltem ID 403631
Record 11

To frederik@net2.net
From  Julian Beltran <jb@aitrem.com>
Date/Time - UTC+01:00 (yyyy-  2019-12-17 10:56:12
MM-dd)[DST]
Subject  AITREM Investment Presentation

5000-K615323-19 | Wednesday, November 2, 2022 8
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EML(X) Files

Body

MD5 Hash
SHAT Hash
Source

Location
Evidence number
Item ID

Record 12
To
From
Date/Time - UTC+01:00 (yyyy-
MM-dd)[DST]
Subject

| HEMLIG |

Dear Frederik,

Thanks for your interest on Aitrem. We are closing a 200k USD round for the company and you might

be interested.
Please find the company presentation attached.

You can also contact me on WA/TG +85294566698

Thanks

Julian Beltran

Director

AITREM
Lower Ground Floor, 64 Mount Street Lower, Dublin 2, Ireland

T:+333 1443 4368

f187271e8f5cb29a46d8c8de67c06285

74bc5e20c566350332db48a4733a2679244284b9
. Entire Disk (APFS Container, 465.63 GB)\8612b020-6270-4dd9-b25e-e05c0fee48f6\Users\fredrik
\LibranAMail\V8\9C827C39-451C-48C2-B99F-8F8D7B1EEF33\[Gmail].mbox\Alla mail.mbox\70D3AE24
-9150-4F8B-9A68-02447081DA46\Data\\4\4\Messages\441504.partial.emlx
. File Offset 3234
. 2021-5000-BG136753-26.aff4

402754

Julian Beltran <jb@aitrem.com>
Fredrik Kronberg <fredrik@net2.net>
2019-12-18 23:23:37

Re: AITREM Investment Presentation

5000-K615323-19 | Wednesday, November 2, 2022
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| HEMLIG |

EML(X) Files

Eod Hi! Thanks for the deck. It locks like an interesting project. I've been myself trading everything finance

related except currencies as my view has been that there's too hard gaining an edge when it comes to
fx. It's usally just the brokers making the money. | would like to see some more data on your strategies
however, The links doesn't foad..

As for the next few months | need to put most of my revenue toward my own business but am open for
investments later on in 2020.

Best,

Fredrik

On 17 Dec 2019, at 10:56, Julian Beltran <jb@aitrem.com> wrote:

Dear Frederik,

Thanks for your interest on Aitrem. We are closing a 200k USD round for the company and
you might be interested.
Please find the company presentation attached.

You can also contact me on WA/TG +85294566698

Thanks

Julian Beltran

Director

AITREM
Lower Ground Floor, 64 Mount Street Lower, Dublin 2, Ireland

T:+333 1443 4368

<AITREM Investment Presentation 1.4.pdf=

MDS5 Hash  7116d1aef34a8f4ece31e35198bebc22
SHAT Hash  123899a5bcc9f8699bc4c35d81a6c0391eb6c116
Source . Entire Disk (APFS Container, 465.63 GB)\8612b020-6270-4dd9-b25e-e05c0fee48f6\Users\fredrik
\LibranAMail\V8\9C827C39-451C-48C2-B99F-8F8D7B1EEF33\[Gmail].mbox\Alla mail.mbox\70D3AE24
-9150-4F8B-9A68-02447081DA46\Data\\A\4\Messages\441458.partial.emlx
Location . File Offset 458
Evidence number . 2021-5000-BG136753-26.aff4
tem ID 403347

Record 13
To Fredrik Kronberg <fredrik@net2.net>
From  Aitrem Trading Robots <aitremie@gmail.com>
Date/Time - UTC+01:00 (yyyy-  2019-12-19 09:45:31
MM-dd)[DST]
Subject Re: AITREM Investment Presentation

5000-K615323-19 | Wednesday, November 2, 2022 10
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Dear Fredrik
Thanks for the feedback.

On Thu, 19 Dec 2019 at 06:23, Fredrik Kronberg <fredrik@net2.net> wrote:
| Hil Thanks for the deck. It looks like an interesting project.
Thanks ) )
I've been myself trading everything finance related except c ies as my view has been that

there’s too hard gaining an edge when it comes to fx. It's usally just the brokers making the money.
And people that put enough es on doing i 1d backtesting :)
‘ | would like to see some more data on your strategies however. The links doesn't load..

My bad! That link is internal, this is the good one
hittp:/ A, ol ers/AITREM/ttem-100k/3530343

As for the next few months | need to put most of my revenue toward my own business but am open
for investments later on in 2020.

| understand no worries, if you can do earlier | can make you an offer like 1 Btc per month (or 8333
USD) for twelve months for 5% of the company.

If the strategy or the revenue flow goes down, you can stop at any time to minimise the loss if
something goes wrong.

Thanks for your time and interest
Julian

'On 17 Dec 2019, at 10:56, Julian Beltran <jb@aitrem.com> wrote:

Dear Frederik,

Thanks for your interest on Aitrem. We are closing a 200k USD round for the company
and you might be interested.

Please find the company presentation attached.

You can also contact me on WA/TG +85294566698

Thanks

Julian Beltran

Director

AITREM

Lower Ground Floor, 64 Mount Street Lower, Dublin 2, Irefand

T:+3531443 4368

<AITREM Investment Presentation 1.4.pdf>

Julian Beltran

Director

AITREM

Floor, 64 Dublin 2, Ireland

T:+3531443 4368

f9a5cb1b6a39f87bf9574ffad289c231

ca24bbeaf98bfd820c52a8b1026744e505d3c649

. Entire Disk (APFS Container, 465.63 GB)\8612b020-6270-4dd9-b25e-e05c0fee48f6\Users\fredrik
\Library\Mail\V8\9C827C39-451C-48C2-B99F-8F8D7B1EEF33\[Gmail]. mbox\Alla mail. nbox\70D3AE24
-9150-4F8B-9A68-02447081DA46\Data\\4\4\Messages\441446.partial.emlx

. File Offset 4040

. 2021-5000-BG136753-26.aff4

403667

Record 14

Aitrem Trading Robots <aitremie@gmail.com>

Fredrik Kronberg <fredrik@net2.net>

2019-12-19 22:48:12

Re: AITREM Investment Presentation

5000-K615323-19 | Wednesday, November 2, 2022
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Let's discuss possible investments after the holiday season. I'm currently swamped in work right now :)
Have a nice evening!

Best,
Frearik

Den tors 19 dec. 2019 ki 09:45 skrev Aitrem Trading Robots <aitremie@gmail.com=;
Dear Fredrik
Thanks for the feedback.

On Thu, 19 Dec 2019 at 06223, Fredrik Kronberg <fredrik@net2net> wrote:
|| Hil Thanks for the deck It looks like an interesting project.
Thanks :)
I've been myself trading everything finance related except ci cies as my view has been that
there's t00 hard gaining an edge when it comes to fx. It's usally just the brokers making the

money.
And people that put enough n doing tion and g1
| 1would like to see some more data on your strategies however. The links doesn't load..

My bad! That link s intemal, ths is the good one:
http: [TREM/11cm-100k/3530343

As for the next few months | need to put most of my revenue toward my own business but am
oopen for investments later on in 2020.

| understand no worries, if you can do earlier | can make you an offer like 1 Btc per month (or 8333
UsD) hs for 5% of the )

If the strategy or the revenue flow goes down, you can stop at any time to minimise the loss if
something goes wrong.

Thanks for your time and interest
Julian

On 17 Dec 2019, at 10:56, Julian Beltran <jb@aitrem.com> wrote:

Dear Frederik,

‘Thanks for your interest on Aitrem. We are closing a 200k USD round for the company
and you might be interested.

Please find the company presentation attached.

You can also contact me on WA/TG +85294566698

Thanks.

Julian Beltran

Director

AITREM

Lower Ground Floor, 64 Mount Street Lower, Dublin 2. Ircland

T: 3531443 4368

<AITREM Investment Presentation 1.4.pdf>

Julian Beltran

Director

AITREM

Floar, Lower, Dublin 2, Ireland

T:+3531403 4368

7alafa9b72b3c1c0169fb70e53422c8b

0d009800f823ad4b804ccdfd897addb14e0b51d7

. Entire Disk (APFS Container, 465.63 GB)\8612b020-6270-4dd9-b25e-e05c0fee48f6\Users\fredrik
\Library\Mail\V8\9C827C39-451C-48C2-B99F-8F8D7B1EEF33\[Gmail]. mbox\Alla mail. nbox\70D3AE24
-9150-4F8B-9A68-02447081DA46\Data\\4\4\Messages\441415.partial.emlx

. File Offset 474

. 2021-5000-BG136753-26.aff4

403566

Record 15

Fredrik Kronberg <fredrik@net2.net>

Julian Beltran <jb@aitrem.com>

2020-01-08 09:19:17

Re: AITREM Investment Presentation

5000-K615323-19 | Wednesday, November 2, 2022
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Hey Fredrik,
Happy new year. Hope everything is great at your side.
This is the company pipeline

X

Aitrem Pro for FIX is already working and being offered in TTCM and Darwinex. More brokers coming

Aitrem for MT4 will be available this year 2020, It's a softy ninstall and d
trading on MT4 where the user can customize the risk, strategies and set the direction based in the
information from the banks.

Aitrem Pro for IB be available in 2021. It's the institutional tool where it can help with the trading
based in their own Research Desk.

The funds for the investment would be mainly:

s ning including updat servers
—Deuelopingﬂzemwprodmsmr MTfimi B

R e e \eeraca

Research Desks.

We gather i on from banks to process it and deliv for every firm, that helps to take
better decisions.

x

X

Let me know if you have additional questions
Thanks very much for your interest

Julian

On Fri, 20 Dec 2019 at 05:48, D F 3
Let's discuss possible i after the holiday season. I' ly ped in’ right now

5

Have a nice evening!

5000-K615323-19 | Wednesday, November 2, 2022 13
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Best,

Fredrik
Den tors 19 dec. 2019 ki 09:45 skrev Aitrem Trading Robots <aitremie@gmail.com>:
Dear Fredrik

Thanks for the feedback.

On Thu, 19 Dec 2019 at 06:23, Fredrik Kronberg <fredrik@net2net> wrote:
|| Hit Thanks for the deck It looks like an interesting project.
Thanks )
I've been myself trading everything finance related except currencies as my view has been that
there’s too hard gaining an edge when it comes to fi. It's usally just the brokers making the
money.
And people that put enough resou doing a tion and bacl e
| 1 would like to see some more data on your strategies however. The links doesn't load..

My bad! That link is internal, this is the good one

As for the next few months | need to put most of my revenue toward my own business but am
open for investments later on in 2020.

1 no worries, if y do earlier | can make you an offer like 1 Btc per month (or
8333 USD) for twelve months for 5% of the company.

If the strategy or the revenue flow goes down, you can stop at any time to minimise the loss if
something goes wrong.

Thanks for your time and interest
Julian

On 17 Dec 2019, at 10:56, Julian Beltran <jb@aitrem.com> wrote:

Dear Frederik,

Thanks for your interest on Aitrem. We are closing a 200k USD round for the
company and you might be interested.
Please find the company presentation attached.

ict me on WA/TG +85
Thanks

Julian Beltran
Director

AITREM

T:+3531 4434368
<AITREM Investment Presentation 1.4.pdf>

Director

AITREM
Lower Ground Floor, 64 Mount Street Lower, Dublin 2, Ireland

T:+353 14434368

Julian Beltran

Director

AITREM

Lower 64

T:+35314434368

d0530blbeada7ela3d46a8cfee91814e

b3bfd3Ticead362f348c2d02ec90f65e75139a57

. Entire Disk (APFS Container, 465.63 GB)\8612b020-6270-4dd9-b25e-e05c0fee48f6\Users\fredrik
\LibranAMail\V8\9C827C39-451C-48C2-B99F-8F8D7B1EEF33\[Gmail].mbox\Alla mail.mbox\70D3AE24
-9150-4F8B-9A68-02447081DA46\Data\\4\4\Messages\441060.partial.emlx

. File Offset 3306

. 2021-5000-BG136753-26.aff4

403010

Record 16

Julian@beltran.hk

Fredrik Kronberg <fredrik@net2.net>

2020-01-08 14:18:34

Invoice BC20001

5000-K615323-19 | Wednesday, November 2, 2022
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Eod Here's the latest invoice.
Talk to you soon.
Kind regards,
Fredrik Kronberg
MD5 Hash 59b032a3186e1de9659956faf23a91cb
SHAT Hash 73049087741ca24aedaa576a842c44da9838eb2a
Source . Entire Disk (APFS Container, 465.63 GB)\8612b020-6270-4dd9-b25e-e05c0fee48f6\Users\fredrik
\Library\Mail\V8\9C827C39-451C-48C2-B99F-8F8D7B1EEF33\[Gmail]. mbox\Alla mail. nbox\70D3AE24
-9150-4F8B-9A68-02447081DA46\Data\\4\4\Messages\441054.partial.emlx
Location . File Offset 172
Evidence number . 2021-5000-BG136753-26.aff4
Item ID 403314
Record 17

To  Julian@beltran.hk
From  Fredrik Kronberg <fredrik@net2.net>
Date/Time - UTC+01:00 (yyyy-  2020-01-13 15:24:59
MM-dd)[DST]
Subject  Invoice BCO002

e Hi! Find the invoice attached.

Thank you and talk to you soon.
Best,
Fredrik

MDS5 Hash ~ db2501a75502b19301dc0e342dae99bc
SHAT Hash 9e412b7746af15ac6de6dc401e50ec8d33eb8ccc
Source . Entire Disk (APFS Container, 465.63 GB)\8612b020-6270-4dd9-b25e-e05c0fee48f6\Users\fredrik
\LibranAMail\V8\9C827C39-451C-48C2-B99F-8F8D7B1EEF33\[Gmail].mbox\Alla mail.mbox\70D3AE24
-9150-4F8B-9A68-02447081DA46\Data\0\A\A\Messages\440939.partial.emix
Location . File Offset 172
Evidence number . 2021-5000-BG136753-26.aff4
ftemID 364451

Record 18
To Julian@beltran.hk
From  Fredrik Kronberg <fredrik@net2.net>
Date/Time - UTC+01:00 (yyyy- ~ 2020-01-23 13:28:34
MM-dd)[DST]
Subject  Invoice BC20003

Eee Hi! Attached you'll find the latest invoice.

Kind regards,
Fredrik

MD5 Hash f56fa437db3eff9477dd54a0dedd43b7
SHA1 Hash  ff17a42f1b503239cb5f06d9933¢c3d786842a5c9
Source . Entire Disk (APFS Container, 465.63 GB)\8612b020-6270-4dd9-b25e-e05c0fee48f6\Users\fredrik
\LibrarAMail\V8\9C827C39-451C-48C2-B99F-8F8D7B1EEF33\[Gmail].mbox\Alla mail.mbox\70D3AE24
-9150-4F8B-9A68-02447081DA46\Data\0\4\4\Messages\440701.partial.emlx
Location . File Offset 173
Evidence number . 2021-5000-BG136753-26.aff4
ltemID 364984

Record 19
To  Julian@beltran.hk
From  Fredrik Kronberg <fredrik@net2.net>
Date/Time - UTC+01:00 (yyyy-  2020-02-05 16:54:44
MM-dd)[DST]
Subject  Invoice BCO004

5000-K615323-19 | Wednesday, November 2, 2022 15
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Body i Julian!
Attached you'll find the invoice as discussed.
Kind regards,
Fredrik
Cc  Fredrik Kronberg <fredrik@net2.net>
MD5 Hash e45ac6385415c07d408a2b154305d58d
SHA1 Hash  56fbfe871d2bad4ae8aal7f4b8039b8d7c45747a
Source . Entire Disk (APFS Container, 465.63 GB)\8612b020-6270-4dd9-b25e-e05c0fee48f6\Users\fredrik
\LibranAMail\V8\9C827C39-451C-48C2-B99F-8F8D7B1EEF33\[Gmail].mbox\Alla mail.mbox\70D3AE24
-9150-4F8B-9A68-02447081DA46\Data\0\4\4\Messages\440431.partial.emix
Location . File Offset 171
Evidence number . 2021-5000-BG136753-26.aff4
ftemID 364780
Record 20

To  Julian@beltran.hk
From  Fredrik Kronberg <fredrik@net2.net>
Date/Time - UTC+01:00 (yyyy-  2020-03-03 09:40:13
MM-dd)[DST]
Subject  Invoice BCOO05
-

Here's the invoice!
Kind regards,
Fredrik

MDS5 Hash ~ 8916b558f8ec17adc73de9aa86d9f17f
SHA1 Hash  154621858c484a209ee14e621d5e05b651c68d68
Source . Entire Disk (APFS Container, 465.63 GB)\8612b020-6270-4dd9-b25e-e05c0fee48f6\Users\fredrik
\LibraryAMail\V8\9C827C39-451C-48C2-B99F-8F8D7BIEEF33\[Gmail].mbox\Alla mail. nbox\70D3AE24
-9150-4F8B-9A68-02447081DA46\Data\9\3\4\Messages\439897.partial.emlx
Location . File Offset 171
Evidence number . 2021-5000-BG136753-26.aff4
ftemID 351222

Record 21
To  Julian@beltran.hk
From  Fredrik Kronberg <fredrik@net2.net>
Date/Time - UTC+01:00 (yyyy-  2020-03-18 09:23:32
MM-dd)[DST]
Subject Invoice BCOO06

Bty Hi Julian! Here's the invoice.

Have a nice day!
Kind regards,
Fredrik

MDS5 Hash ~ 829e7e8fb148896abf9df24f01351356
SHAT Hash b7818109e37ae2cdb5ae91f6dab01bf294eb69a9
Source . Entire Disk (APFS Container, 465.63 GB)\8612b020-6270-4dd9-b25e-e05c0fee48f6\Users\fredrik
\LibrarAMail\V8\9C827C39-451C-48C2-B99F-8F8D7B1EEF33\[Gmail].mbox\Alla mail.mbox\70D3AE24
-9150-4F8B-9A68-02447081DA46\Data\9\3\4\Messages\439570.partial.emlx
Location . File Offset 172
Evidence number . 2021-5000-BG136753-26.aff4
[tem ID 351343

Record 22
To  Julian@beltran.hk
From  Fredrik Kronberg <fredrik@net2.net>

5000-K615323-19 | Wednesday, November 2, 2022 16
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Date/Time - UTC+01:00 (yyyy-
MM-dd)[DST]

Subject

Body

MD5 Hash
SHAT Hash
Source

Location
Evidence number
[tem ID

Record 23
To
From
Date/Time - UTC+01:00 (yyyy-
MM-dd)[DST]
Subject
Body

MD5 Hash
SHAT Hash
Source

Location
Evidence number
Item ID

Record 24
To
From
Date/Time - UTC+01:00 (yyyy-
MM-dd)[DST]
Subject
Body

MD5 Hash
SHAT Hash
Source

Location
Evidence number
Item ID

Record 25
To
From

| HEMLIG |

2020-03-27 20:14:56

Invoice BCO007

Hi! Attached is the latest invoice.
Kind regards,
Fredrik

d75e9a88237f2deaf7eb398882e14b08

1912e34¢8173ef88728c5fcf2775f25e5c2fee7f
. Entire Disk (APFS Container, 465.63 GB)\8612b020-6270-4dd9-b25e-e05c0fee48f6\Users\fredrik
\Library\Mail\V8\9C827C39-451C-48C2-B99F-8F8D7BIEEF33\[Gmail].mbox\Alla mail. mbox\70D3AE24
-9150-4F8B-9A68-02447081DA46\Data\9\3\4\Messages\439350.partial.emlx
. File Offset 172
. 2021-5000-BG136753-26.aff4

352357

Julian@beltran.hk
Fredrik Kronberg <fredrik@net2.net>
2020-04-13 09:42:49

Invoice BCO008

Hi Julian,

Hope all is well and that you've had a nice easter holiday.
Attached you'll find the latest invoice.

Kind regards,

Fredrik

313cebbb5a30b24ae93a88748833596e

36327¢5804551e8e7de07564471c40b%aacc2c]
. Entire Disk (APFS Container, 465.63 GB)\8612b020-6270-4dd9-b25e-e05c0fee48f6\Users\fredrik
\LibranAMail\V8\9C827C39-451C-48C2-B99F-8F8D7B1EEF33\[Gmail].mbox\Alla mail.mbox\70D3AE24
-9150-4F8B-9A68-02447081DA46\Data\9\3\4\Messages\439057.partial.emlx
. File Offset 172
. 2021-5000-BG136753-26.aff4

352028

Julian@beltran.hk
Fredrik Kronberg <fredrik@net2.net>
2020-05-03 16:52:56

Invoice BCO09

Hi Julian,

Hope you had a nice weekend.
Attached you'll find the latest invoice,
All my best,

Fredrik

9f5530efe92042b4af52f47430b1c730

54ad6de2a60e62a274621bd0e9d11c0355b24¢61
. Entire Disk (APFS Container, 465.63 GB)\8612b020-6270-4dd9-b25e-e05c0fee48f6\Users\fredrik
\LibrarAMail\V8\9C827C39-451C-48C2-B99F-8F8D7B1EEF33\[Gmail].mbox\Alla mail.mbox\70D3AE24
-9150-4F8B-9A68-02447081DA46\Data\8\3\4\Messages\438594.partial.emlx
. File Offset 170
. 2021-5000-BG136753-26.aff4

417618

Julian@beltran.hk
Fredrik Kronberg <fredrik@net2.net>

5000-K615323-19 | Wednesday, November 2, 2022
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Date/Time - UTC+01:00 (yyyy-  2020-05-18 12:08:32

MM-dd)[DST]
Subject  Invoice BCO010
BOdY i Julian,
Attached you'll find the latest invoice.
All my best,
Fredrik

MD5 Hash 27da27b5aled42300ac889cc38dead0c
SHA1 Hash  280c7edae812862edf6c20384611f2bd1ab83e12
Source . Entire Disk (APFS Container, 465.63 GB)\8612b020-6270-4dd9-b25e-e05c0fee48f6\Users\fredrik
\LibrarAMail\V8\9C827C39-451C-48C2-B99F-8F8D7B1EEF33\[Gmail].mbox\Alla mail.mbox\70D3AE24
-9150-4F8B-9A68-02447081DA46\Data\8\3\4\Messages\438353.partial.emilx
Location . File Offset 172
Evidence number . 2021-5000-BG136753-26.aff4
ltemID 417178

Record 26
To  Fredrik Kronberg <fredrik@net2.net>
From  Julian Beltran <julian@beltran.hk>
Date/Time - UTC+0T.00 (yyyy-  2020-05-19 16:27:41
MM-dd)[DST]
Subject  Re: Invoice BCO010

Body " paig

Let's talk these days
Thanks

On Mon, 18 May 2020 at 18:08, Fredrik Kronberg <fredrik@netl.net> wrote:
Hi Julian,
Attached you'll find the latest invoice,
All my best,
Fredrik

MD5 Hash b0d9f59ef8a44bebababfdbfdd16c824
SHA1 Hash  d2dac9bd8f381a0a02789b7d591db41cd60204(7
Source . Entire Disk (APFS Container, 465.63 GB)\8612b020-6270-4dd9-b25e-e05c0fee48f6\Users\fredrik
\Library\Mail\V8\9C827C39-451C-48C2-B99F-8F8D7B1EEF33\[Gmail].mbox\Alla mail.mbox\70D3AE24
-9150-4F8B-9A68-02447081DA46\Data\8\3\4\Messages\438316.partial.emlx
Location . File Offset 4040
Evidence number . 2021-5000-BG136753-26.aff4
[tem ID 417535

Record 27
To Julian@beltran.hk
From  Fredrik Kronberg <fredrik@net2.net>
Date/Time - UTC+01.00 (yyyy-  2020-06-03 17:53:24

MM-dd)[DST]
Subject  Invoice BCOOT
BodY i Jutian,
Attached you'll find the latest invoice.
All my best,
Fredrik

MDS5 Hash ~ 05aa9737a6dc18db5f8bc38b059ff886
SHAT Hash  a991cd15fa0fc20081c6be692711c3e84aab8b4b
Source . Entire Disk (APFS Container, 465.63 GB)\8612b020-6270-4dd9-b25e-e05c0fee48f6\Users\fredrik
\Library\Mail\V8\9C827C39-451C-48C2-B99F-8F8D7B1EEF33\[Gmail]. mbox\Alla mail.mbox\70D3AE24
-9150-4F8B-9A68-02447081DA46\Data\7\3\4\Messages\437969.partial.emix
Location . File Offset 171
Evidence number . 2021-5000-BG136753-26.aff4

5000-K615323-19 | Wednesday, November 2, 2022 18
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Item ID

Record 28
To
From
Date/Time - UTC+01:00 (yyyy-
MM-dd)[DST]
Subject
Body

MD5 Hash
SHAT Hash
Source

Location
Evidence number
Item ID

Record 29
To
From
Date/Time - UTC+01:00 (yyyy-
MM-dd)[DST]
Subject
Body

MD5 Hash
SHAT Hash
Source

Location
Evidence number
[tem ID

Record 30
To
From
Date/Time - UTC+01:00 (yyyy-
MM-dd)[DST]
Subject
Body

MD5 Hash
SHAT Hash
Source

Location

| HEMLIG |

377426

Julian@beltran.hk
Fredrik Kronberg <fredrik@net2.net>
2020-06-22 21:31:45

Invoice BCOO12

Hi Julian,

Attached you'll find the latest invoice.
All my best,

Fredrik

ea8cf7ffbad951e8ecfcef9900f4870e

a229e7daa887e7f0897888d9a696737fee1fe848
. Entire Disk (APFS Container, 465.63 GB)\8612b020-6270-4dd9-b25e-e05c0fee48f6\Users\fredrik
\LibranAMail\V8\9C827C39-451C-48C2-B99F-8F8D7B1EEF33\[Gmail].mbox\Alla mail.mbox\70D3AE24
-9150-4F8B-9A68-02447081DA46\Data\7\3\4\Messages\437531.partial.emix
. File Offset 172
. 2021-5000-BG136753-26.aff4

377244

Fredrik Kronberg <fredrik@net2.net>
Julian Beltran <julian@beltran.hk>
2020-06-24 09:45:38

Re: Invoice BCOO12

Paid

On Tue, 23 Jun 2020 at 03:31, Fredrik Kronberg <fredrik@netl.net> wrote:
HiJulian,
Attached you'll find the latest invoice,
All my best,
Fredrik

2dfd7fdd9f0aaf4fa0c0288c11ffb8c1

ac69787efc1f787e42f605fa90fabcdd09058658
. Entire Disk (APFS Container, 465.63 GB)\8612b020-6270-4dd9-b25e-e05c0fee48f6\Users\fredrik
\LibraryAMail\V8\9C827C39-451C-48C2-B99F-8F8D7BIEEF33\[Gmail].mbox\Alla mail. nbox\70D3AE24
-9150-4F8B-9A68-02447081DA46\Data\7\3\4\Messages\437511.partial.emix
. File Offset 4039
. 2021-5000-BG136753-26.aff4

377606

Julian Beltran <julian@beltran.hk>
Fredrik Kronberg <fredrik@net2.net>
2020-07-13 20:02:17

Invoice BCOO13

Hi there,

Attached you'll find the latest invoice.
Kind regards,

Fredrik

6961e0ab8ba81665dac3376a4ad7fbas

4e08e15f4334bff28flebd4ce0582db568d61e79
. Entire Disk (APFS Container, 465.63 GB)\8612b020-6270-4dd9-b25e-e05c0fee48f6\Users\fredrik
\Library\Mail\V8\9C827C39-451C-48C2-B99F-8F8D7BIEEF33\[Gmail].mbox\Alla mail. nbox\70D3AE24
-9150-4F8B-9A68-02447081DA46\Data\7\3\4\Messages\437004.partial.emlx
. File Offset 335
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EML(X) Files

Evidence number . 2021-5000-BG136753-26.aff4
Item ID 378062

Record 31
To  Fredrik Kronberg <fredrik@net2.net>
From  Julian Beltran <julian@beltran.hk>
Date/Time - UTC+01:00 (yyyy-  2020-07-16 09:09:30
MM-dd)[DST]
Subject  Re: Invoice BCOO13

B Paid. Thanks for your business

On Tue, 14 Jul 2020 at 02:02, Fredrik Kronberg <fredrik@net2.net> wrote:
Hi there,
Attached you'll find the latest invoice,
Kind regards,
Fredrik

MD5 Hash 7dc2a4b15b23b10f3b15e4b0eal7c3ce
SHA1 Hash 617d900a0676f7e05e0919928d5828c25e6b6f3e
Source . Entire Disk (APFS Container, 465.63 GB)\8612b020-6270-4dd9-b25e-e05c0fee48f6\Users\fredrik
\LibraryAMail\V8\9C827C39-451C-48C2-B99F-8F8D7BIEEF33\[Gmail].mbox\Alla mail. mbox\70D3AE24
-9150-4F8B-9A68-02447081DA46\Data\6\3\4\Messages\436944.partial.emix
Location . File Offset 3991
Evidence number . 2021-5000-BG136753-26.aff4
ltemID 393318

Record 32
To  Julian Beltran <Julian@beltran.hk>
From  Fredrik Kronberg <fredrik@net2.net>
Date/Time - UTC+01:00 (yyyy-  2020-08-02 20:09:50
MM-dd)[DST]
Subject  Invoice BCO014

BOdY i there!
Attached you'll find the latest invoice.
Kind regards,
Fredrik

MDS5 Hash  7alcael2eb5617396d0271d3552¢312d
SHAT Hash aca2680e8c1ab36a013c43flfcd772283eebf9fb
Source . Entire Disk (APFS Container, 465.63 GB)\8612b020-6270-4dd9-b25e-e05c0fee48f6\Users\fredrik
\Library\Mail\V8\9C827C39-451C-48C2-B99F-8F8D7B1EEF33\[Gmail]. mbox\Alla mail. mbox\70D3AE24
-9150-4F8B-9A68-02447081DA46\Data\6\3\4\Messages\436531.partial.emlx
Location . File Offset 171
Evidence number . 2021-5000-BG136753-26.aff4
[tem ID 392697

Record 33
To  Fredrik Kronberg <fredrik@net2.net>
From  Julian Beltran <julian@beltran.hk>
Date/Time - UTC+01.00 (yyyy-  2020-08-04 03:54:46
MM-dd)[DST]
Subject  Re: Invoice BC0014

sy Paid. Thanks for your business

On Mon, 3 Aug 2020 at 02:10, Fredrik Kronberg <fredrik@netZ.net> wrote:
Hi therel
Attached you'll find the latest invoice.
Kind regards,
Fredrik

MD5 Hash fof3eel7a8b435c59f22bf436c2af691
SHAT Hash 5b80904e61abef04ffc00db71af8c084110962¢7
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EML(X) Files
Source . Entire Disk (APFS Container, 465.63 GB)\8612b020-6270-4dd9-b25e-e05c0fee48f6\Users\fredrik
\Library\Mail\V8\9C827C39-451C-48C2-B99F-8F8D7BIEEF33\[Gmail].mbox\Alla mail. nbox\70D3AE24
-9150-4F8B-9A68-02447081DA46\Data\6\3\4\Messages\436509.partial.emlx
Location . File Offset 4039
Evidence number . 2021-5000-BG136753-26.aff4
[tem ID 393171
Record 34

To  Julian Beltran <Julian@beltran.hk>
From  Fredrik Kronberg <fredrik@net2.net>
Date/Time - UTC+01:00 (yyyy-  2020-08-26 11:51:35
MM-dd)[DST]
Subject Invoice BCOO15

Bgcly Hi! Attached you'll find the invoice.

Talk to you soon.
Kind regards,
Fredrik

MDS5 Hash  7d77d9c784a3ac611e1b32707677d368
SHA1 Hash  97f0244ac29ea7ade2074e5e16355af5af509f99
Attachment Name(s) BC0015.pdf
Source . Entire Disk (APFS Container, 465.63 GB)\8612b020-6270-4dd9-b25e-e05c0fee48f6\Users\fredrik
\Libran/AMail\V8\9C827C39-451C-48C2-B99F-8F8D7B1EEF33\[Gmail].mbox\Alla mail.mbox\70D3AE24
-9150-4F8B-9A68-02447081DA46\Data\6\3\4\Messages\436127 partial.emlx
Location . File Offset 172
Evidence number . 2021-5000-BG136753-26.aff4
ftem ID 393407

Record 35
To  Julian Beltran <Julian@beltran.nk>
From  Fredrik Kronberg <fredrik@net2.net>
Date/Time - UTC+01:00 (yyyy-  2020-09-28 18:29:00
MM-dd)[DST]
Subject  Invoice BC0016

Body Attached the invoice.

Thank you for your business.
Kind regards,
Fredrik

MDS5 Hash ~ 87708dc81a6703413058c7f8409d4ba?
SHA1 Hash  7735a2a710247c0846b73e081ff76bd822d32237
Attachment Name(s) BC0016.pdf
Source . Entire Disk (APFS Container, 465.63 GB)\8612b020-6270-4dd9-b25e-e05c0fee48f6\Users\fredrik
\Library\Mail\V8\9C827C39-451C-48C2-B99F-8F8D7B1EEF33\[Gmail]. mbox\Alla mail.mbox\70D3AE24
-9150-4F8B-9A68-02447081DA46\Data\5\3\4\Messages\435475.partial.emlx
Location . File Offset 172
Evidence number . 2021-5000-BG136753-26.aff4
ftemID 466801

Record 36
To  Fredrik Kronberg <fredrik@net2.net>
From  Julian Beltran <julian@beltran.hk>
Date/Time - UTC+01:00 (yyyy-  2020-09-29 13:00:28
MM-dd)[DST]
Subject  Re: Invoice BC0016
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| HEMLIG |
EML(X) Files
Body  pjig

It should arrive tomorrow early morning.

Thank you for your business.

Kind regards,

On Tue, 29 Sep 2020 at 00:29, Fredrik Kronberg «<fredrik@net?.net> wrote:
Attached the invoice.
Thank you for your business.
Kind regards,
Fredrik

MD5 Hash ~ 7691ae7c96b0362d71e017cadcfc47f2
SHA1 Hash  f2a7d5eeb72db5456c4d686eb435940089ad 170
Source . Entire Disk (APFS Container, 465.63 GB)\8612b020-6270-4dd9-b25e-e05c0fee48f6\Users\fredrik
\LibranAMail\V8\9C827C39-451C-48C2-B99F-8F8D7B1EEF33\[Gmail].mbox\Alla mail.mbox\70D3AE24
-9150-4F8B-9A68-02447081DA46\Data\5\3\4\Messages\435451.emlx
Location . File Offset 4375
Evidence number . 2021-5000-BG136753-26.aff4
tem ID 466958
Record 37

To  Julian Beltran <Julian@beltran.hk>
From Fredrik Kronberg <fredrik@net2.net>
Date/Time - UTC+01:00 (yyyy-  2020-10-18 20:09:08
MM-dd)[DST]
Subject  Invoice BCOO017
B il

Attached you'll find invoice BC0O017.

Thank you for your business.

Kind regards,
Fredrik

MD5 Hash 67f1caB8612a4042693ed74c7178a4336
SHA1 Hash baea091eaae511931c4b6f3983ecc19b65602566
Attachment Name(s) BC0017.pdf
Source . Entire Disk (APFS Container, 465.63 GB)\8612b020-6270-4dd9-b25e-e05c0fee48f6\Users\fredrik
\Library\Mail\V8\9C827C39-451C-48C2-B99F-8F8D7B1EEF33\[Gmail]. mbox\Alla mail. mbox\70D3AE24
-9150-4F8B-9A68-02447081DA46\Data\5\3\4\Messages\435101.partial.emix
Location . File Offset 172
Evidence number . 2021-5000-BG136753-26.aff4
Item ID 467348

Record 38
To  Fredrik Kronberg <fredrik@net2.net>
From  Julian Beltran <julian@beltran.hk>
Date/Time - UTC+01:00 (yyyy-  2020-10-19 12:08:41
MM-dd)[DST]
Subject  Re: Invoice BC0017
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B Paid, it should arrive tomorrow early morning
Thanks for your business.
On Mon, 18 Oct 2020 at 05:09, Fredrik Kronberg <fredrik@net2.net> wrote;
Hi!
Attached you'll find invoice BCO017,
Thank you for your business.
Kind regards,
Fredrik
MDS5 Hash ~ de896faldbd78a26a16ae361c62e5015
SHAT Hash  89c¢19e0745b337378717ea24f2fdd2da2ee89e77
Source . Entire Disk (APFS Container, 465.63 GB)\8612b020-6270-4dd9-b25e-e05c0fee48f6\Users\fredrik
\Library\Mail\V8\9C827C39-451C-48C2-B99F-8F8D7B1EEF33\[Gmail]. mbox\Alla mail. nbox\70D3AE24
-9150-4F8B-9A68-02447081DA46\Data\5\3\4\Messages\435088.emix
Location . File Offset 4389
Evidence number o 2021-5000-BG136753-26.aff4
Item ID 467411
Record 39
To  Julian Beltran <Julian@beltran.hk>
From  Fredrik Kronberg <fredrik@net2.net>
Date/Time - UTC+01:00 (yyyy- = 2020-11-12 19:48:31
MM-dd)[DST]
Subject  Invoice BC0018
Body Hit
Attached the latest invoice as agreed.
Thank you!
Kind regards,
Fredrik Kronberg
MDS5 Hash ~ ¢1a0d955fbcc610c50243a890d3db5fb
SHATHash  be96c4d12ed86dbf16b12b640860ac5898dae321
Attachment Name(s) BCOO18.pdf
Source . Entire Disk (APFS Container, 465.63 GB)\8612b020-6270-4dd9-b25e-e05c0fee48f6\Users\fredrik
\LibrarAMail\V8\9C827C39-451C-48C2-B99F-8F8D7B1EEF33\[Gmail].mbox\Alla mail.mbox\70D3AE24
-9150-4F8B-9A68-02447081DA46\Data\4\3\4\Messages\434618.partial.emix
Location . File Offset 172
Evidence number . 2021-5000-BG136753-26.aff4
ltemID 431732
Record 40
To  Fredrik Kronberg <fredrik@net2.net>
From  Julian Beltran <julian@beltran.hk>
Date/Time - UTC+01:00 (yyyy-  2020-11-13 06:58:35
MM-dd)[DST]
Subject  Re: Invoice BCOO18
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EML(X) Files
BOdY ™ ello

Invoice paid

It should arrive today or Monday early morning

Have a great weekend ;)

On Fri, 13 Nov 2020 at 05:48, Fredrik Kronberg <fredrik@net?.net> wrote:
Hi!
Attached the latest invoice as agreed.
Thank you!
Kind regards,
Fredrik Kronberg

MD5 Hash 9cf0eb829ded856db59b91c573b67034
SHA1 Hash  7cec9582912d3c222d04c166d9f2557816a5a5a3
Source . Entire Disk (APFS Container, 465.63 GB)\8612b020-6270-4dd9-b25e-e05c0fee48f6\Users\fredrik
\LibranAMail\V8\9C827C39-451C-48C2-B99F-8F8D7B1EEF33\[Gmail].mbox\Alla mail.mbox\70D3AE24
-9150-4F8B-9A68-02447081DA46\Data\4\3\4\Messages\434609.emix
Location . File Offset 4377
Evidence number . 2021-5000-BG136753-26.aff4
ltem D 431341
Record 41

To  Julian Beltran <Julian@beltran.hk>
From  Fredrik Kronberg <fredrik@net2.net>
Date/Time - UTC+01:00 (yyyy- ~ 2020-12-1519:17:14

MM-dd)[DST]
Subject  Invoice BCO019
i,
Attached you'll find the invoice as agreed.
All my best,
Fredrik

MD5 Hash 9ade5b55b8cc87e2c304b0a4d7bc2a8d
SHATHash  406117401ddc2c34af8831e0511035836ba46780
Attachment Name(s) BC0019.pdf
Source . Entire Disk (APFS Container, 465.63 GB)\8612b020-6270-4dd9-b25e-e05c0fee48f6\Users\fredrik
\Library\Mail\V8\9C827C39-451C-48C2-B99F-8F8D7BIEEF33\[Gmail].mbox\Alla mail. nbox\70D3AE24
-9150-4F8B-9A68-02447081DA46\Data\4\3\4\Messages\434057.partial.emlx
Location . File Offset 172
Evidence number . 2021-5000-BG136753-26.aff4
[tem ID 431335

Record 42
To  Fredrik Kronberg <fredrik@net2.net>
From  Julian Beltran <julian@beltran.hk>
Date/Time - UTC+01.00 (yyyy-  2020-12-16 11:13:54
MM-dd)[DST]
Subject  Re: Invoice BCO019
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EML(X) Files

Body

MD5 Hash
SHAT Hash
Source

Location
Evidence number
[tem ID

Record 43
To
From
Date/Time - UTC+01:00 (yyyy-
MM-dd)[DST]
Subject
Body

MD5 Hash

SHAT Hash
Attachment Name(s)
Source

Location
Evidence number
Item ID

Record 44
To
From
Date/Time - UTC+01:00 (yyyy-
MM-dd)[DST]
Subject
MD5 Hash
SHAT Hash
Attachment Name(s)
Source

Location
Evidence number
[tem ID

Record 45
To
From
Date/Time - UTC+01:00 (yyyy-
MM-dd)[DST]
Subject

| HEMLIG |

Paid.
Thanks for your service

On Wed, 16 Dec 2020 at 05:17, Fredrik Kronberg <fredrik@netd.net> wrote:
Hi,
Attached you'll find the invoice as agreed.
All my best,
Fredrik

566399795329e84d8b3e14ede4b1a089

6183029cf7d0d2f38f535e65c250eecfcc928272
. Entire Disk (APFS Container, 465.63 GB)\8612b020-6270-4dd9-b25e-e05c0fee48f6\Users\fredrik
\LibrarAMail\V8\9C827C39-451C-48C2-B99F-8F8D7B1EEF33\[Gmail].mbox\Alla mail.mbox\70D3AE24
-9150-4F8B-9A68-02447081DA46\Data\4\3\4\Messages\434040.emix
. File Offset 4376
. 2021-5000-BG136753-26.aff4

431567

Julian Beltran <Julian@beltran.hk>
Fredrik Kronberg <fredrik@net2.net>
2021-02-06 22:38:14

Invoice BC0020
Hil
Find the invoice attached.

All my best,
Fredrik

0edf92389cf16c14b865f0c54f46d671a

82104947a6cd2ee95765535190b10003a438d387

BC0020.pdf
. Entire Disk (APFS Container, 465.63 GB)\8612b020-6270-4dd9-b25e-e05c0fee48f6\Users\fredrik
\LibranAMail\V8\9C827C39-451C-48C2-B99F-8F8D7B1EEF33\[Gmail].mbox\Alla mail.mbox\70D3AE24
-9150-4F8B-9A68-02447081DA46\Data\3\3\4\Messages\433000.partial.emlx
. File Offset 171
. 2021-5000-BG136753-26.aff4

443614

Julian Beltran <Julian@beltran.hk>
Fredrik Kronberg <fredrik@net2.net>
2021-02-06 22:38:14

Invoice BC0020

77ae5096fa0584249eb267062d8ddas53

072adb381719f2662c9336a199323bf4fbdae876

icon.png
. Entire Disk (APFS Container, 465.63 GB)\8612b020-6270-4dd9-b25e-e05c0fee48f6\Users\fredrik
\LibrarAMail\V8\9C827C39-451C-48C2-B99F-8F8D7B1EEF33\[Gmail].mbox\Alla mail.mbox\70D3AE24
-9150-4F8B-9A68-02447081DA46\Data\2\3\4\Messages\432999.partial.emix
. File Offset 10409
. 2021-5000-BG136753-26.aff4

453343

fredrik@net2.net
Mail Delivery Subsystem <mailer-daemon@googlemail.com>
2021-02-06 22:38:27

Delivery Status Notification (Failure)

5000-K615323-19 | Wednesday, November 2, 2022



‘ Bilaga10-2021-5000-BG136753-26 Epostmeddelanden, 2022-11-04 12:25 diarienr: 5000-K615323-19 288 ‘

| HEMLIG |

EML(X) Files

Body

Adressen hittades inte

Meddelandet levererades inte eftersom adressen Julian@beltran.hk inte hittades eller
inte kan ta emot e-post

LAS MER

Swaret var:

550 5.1.1 The email account that you tried to reach does not exist. Please try
double-checking the recipient's email address for typos or unnecessary sSpaces.
Learn more at https://support.google.com/mail/?p=NoSuchUser v7so0r7067148qvx.8 —
gsmtp

MD5 Hash 77ae5096fa0584249eb267062d8dda53
SHAT Hash 072adb381719f2662c9336a199323bf4fbdae876
Attachment Name(s)  icon.png
Source . Entire Disk (APFS Container, 465.63 GB)\8612b020-6270-4dd9-b25e-e05c0fee48f6\Users\fredrik
\LibraryAMail\V8\9C827C39-451C-48C2-B99F-8F8D7B1EEF33\[Gmail].mbox\Alla mail.mbox\70D3AE24
-9150-4F8B-9A68-02447081DA46\Data\2\3\4\Messages\432999.partial.emlx
Location . File Offset 4735
Evidence number . 2021-5000-BG136753-26.aff4
Item ID 453321

Record 46
To  Julian Beltran <Julian@beltran.hk>
From  Fredrik Kronberg <fredrik@net2.net>
Date/Time - UTC+01:00 (yyyy-  2021-02-07 10:00:20
MM-dd)[DST]
Subject  Invoice BC0020
Body Hit
Please find the invoice attached.
Kind regards,
Fredrik

MDS5 Hash  795a51e0e04bab2ae5437e15ed 782823
SHAT Hash 31b13cdacbae05e784d184d2d263933e33ccbd2d
Attachment Name(s) BC0020.pdf
Source . Entire Disk (APFS Container, 465.63 GB)\8612b020-6270-4dd9-b25e-e05c0fee48f6\Users\fredrik
\LibraryA\Mail\V8\9C827C39-451C-48C2-B99F-8F8D7BIEEF33\[Gmail].mbox\Alla mail. nbox\70D3AE24
-9150-4F8B-9A68-02447081DA46\Data\2\3\4\Messages\432996.partial.emlx
Location . File Offset 171
Evidence number . 2021-5000-BG136753-26.aff4
ltem ID 454076

Record 47
To  Fredrik Kronberg <fredrik@net2.net>
From  Julian Beltran <julian@beltran.hk>
Date/Time - UTC+01.00 (yyyy-  2021-02-08 07:35:36
MM-dd)[DST]
Subject  Re: Invoice BCO020
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Body

MD5 Hash
SHAT Hash
Source

Location
Evidence number
[tem ID

Record 48
To
From
Date/Time - UTC+01:00 (yyyy-
MM-dd)[DST]
Subject

| HEMLIG |

Paid, you should received in the next 24h
Thanks for your business

On Sun, 7 Feb 2021 at 20:00, Fredrik Kronberg <fredrik@netZ.net> wrote:
Hi!
Please find the invoice attached.
Kind regards,
Fredrik

77t645540c3ccab4052ef85d74e1087b

f266536c09038bf/d2fe90eadca2d09450027¢91
. Entire Disk (APFS Container, 465.63 GB)\8612b020-6270-4dd9-b25e-e05c0fee48f6\Users\fredrik
\LibrarAMail\V8\9C827C39-451C-48C2-B99F-8F8D7B1EEF33\[Gmail].mbox\Alla mail.mbox\70D3AE24
-9150-4F8B-9A68-02447081DA46\Data\2\3\4\Messages\432981.emlx
. File Offset 4384
. 2021-5000-BG136753-26.aff4

453517

fredrik@net2.net
"its_boc@bochk.com" <its_boc@bochk.com>
2021-02-08 07:51:02

BOCHK PAYMENT ADVICE
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Body

MD5 Hash
SHAT Hash
Source

Location
Evidence number
[tem ID

Record 49
To
From
Date/Time - UTC+01:00 (yyyy-
MM-dd)[DST]
Subject

| HEMLIG |

BOCHK PAYMENT ADVICE

IGTB Reference: 01063371636

Transaction Type: Telegraphic Transfer

Beneficiary Name & Address: NET 2-* G 5* A*
SEB MA® 3% 5% 5%
M, SWED*=

Beneficiary Bank: SKANDINAVISKA ENSKILDA BANKEN AB
Beneficiary Account; SE3*#*357

Payment amount: USD 30000.00
Charge Borne By:Beneficiary
Value date: 2021/02/08

Payer Account Name: BELTRAN CONSULTING LIMITED
Payer Bank: Bank of China (Hong Kong) Ltd
Payment Details: INVOIC* B*

Online Security

Customers are reminded NCT to login online banking service through hyperlinks embedded in any
emails. Our Bank will not ask for customers’ account number, password or any personal information via
emails.

Important Notes: This Advice is issued at the reguest of our customer. It purports to set out certain
information provided to our Bank by our customer and certain details of the transaction that our Bank
was instructed to effect.This is NOT a payment confirmation that the transaction has been or will be
effected. Please conduct your own checking and verification regarding the payment information set out
in this Advice including, without limitation,the status of the transaction mentioned herein. This Advice is
for your reference only and is not to be relied upon by you or any one for any purpose, We have not
verified the content of this Advice and bear no respaonsibility therefor.Where this Advice is sent over the
Internet, you should take note that communication over the Internet may be subject to interruption,
transmission blackout, delayed transmission or failed transmission. In particular,email messages sent via
the Internet cannot be guaranteed to be secure, error, or virus-free as information could be interrupted,
corrupted, lost, arrive late or contain viruses. The Bank shall bear no liability whatsoever for any
direct,indirect or conseguential loss arising out of this Advice being sent to you over the Internet
whether caused by the Bank or other third parties. The information contained in this Advice is
confidential. It may also be legally privileged.If you are not the addressee, you may not copy, forward,
disclose or use any part of it

Issued by Bank of China (Hong Kong) Limited. conversation-id 313298 date-last-viewed 0 date-
received 1612767063 flags 8590195713 gmail-label-ids 7 remote-id 467021

5cf29a900a8d07a92801b4b532c79144

402086848e157eb2698d4aef6e12bfca036a64de
. Entire Disk (APFS Container, 465.63 GB)\8612b020-6270-4dd9-b25e-e05c0fee48f6\Users\fredrik
\LibranAMail\V8\9C827C39-451C-48C2-B99F-8F8D7B1EEF33\[Gmail].mbox\Alla mail.mbox\70D3AE24
-9150-4F8B-9A68-02447081DA46\Data\2\3\4\Messages\432979.emlx
. File Offset 2582
. 2021-5000-BG136753-26.aff4

453349

Julian Beltran <Julian@beltran.hk>
Fredrik Kronberg <fredrik@net2.net>
2021-04-10 12:56:31

Invoice BCO021
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EML(X) Files

Eod Hi! Attached the invoice as discussed.

Thank you for your business.
Kind regards,
Fredrik

MDS5 Hash ~ 2462ad478a6097a8ef58bd809fc6981a
SHA1 Hash 51892c59aaalf4230ad8d145e13678cc3f53049b
Attachment Name(s)  BC0021.pdf
Source . Entire Disk (APFS Container, 465.63 GB)\8612b020-6270-4dd9-b25e-e05c0fee48f6\Users\fredrik
\Library\Mail\V8\9C827C39-451C-48C2-B99F-8F8D7B1EEF33\[Gmail]. mbox\Alla mail. nbox\70D3AE24
-9150-4F8B-9A68-02447081DA46\Data\\3\4\Messages\431749.partial.emix
Location . File Offset 172
Evidence number . 2021-5000-BG136753-26.aff4
[tem ID 405935

Record 50
To  Fredrik Kronberg <fredrik@net2.net>
From  Julian Beltran <julian@beltran.hk>
Date/Time - UTC+01.00 (yyyy-  2021-04-12 07:45:32
MM-dd)[DST]
Subject  Re: Invoice BCO021

Body Received, thank you.

It will be paid tonight
Thanks

On Sat, 10 Apr 2021 at 20:56, Fredrik Kronberg <fredrik@net’.net> wrote:
Hi! Attached the invoice as discussed.
Thank you for your business.
Kind regards,
Fredrik

MDS5 Hash ~ 02685c3cd0ff60e0e3b9e7eea74793d3
SHA1 Hash  959746b663a422c1ea3dafff5fb84922f9d4a018
Source . Entire Disk (APFS Container, 465.63 GB)\8612b020-6270-4dd9-b25e-e05c0fee48f6\Users\fredrik
\Library\Mail\V8\9C827C39-451C-48C2-B99F-8F8D7B1EEF33\[Gmail]. mbox\Alla mail.mbox\70D3AE24
-9150-4F8B-9A68-02447081DA46\Data\\3\4\Messages\431722.emlx
Location . File Offset 4383
Evidence number . 2021-5000-BG136753-26.aff4
ftemID 405510

Record 51
To  Fredrik Kronberg <fredrik@net2.net>
From  Julian Beltran <julian@beltran.hk>
Date/Time - UTC+01:00 (yyyy-  2021-04-13 06:37:27
MM-dd)[DST]
Subject  Re: Invoice BCO021
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Body paig,
Please note that the Payment reference is BCO022 as inside the document not BC0021 as the subject of
this email.
Thanks foryour business
E
On Mon, 12 Apr 2021 at 1545, Julian Beltran <julian@beltran.nk> wrote:
Received, thank you.
It will be paid tonight
Thanks
On Sat, 10 Apr 2021 at 20:56, Fredrik Kronberg <fredrik@net2.net> wrote:
Hi! Attached the invoice as discussed.
Thank you for your business.
Kind regards,
Fredrik
MDS5 Hash  bdaff34c8bf14b5d752fe0d490703ac6
SHA1 Hash  daal832e795cf0a007f1e5bf05193480ea6914f6
Source . Entire Disk (APFS Container, 465.63 GB)\8612b020-6270-4dd9-b25e-e05c0fee48f6\Users\fredrik
\Library\Mail\V8\9C827C39-451C-48C2-B99F-8F8D7B1EEF33\[Gmail]. mbox\Alla mail. mbox\70D3AE24
-9150-4F8B-9A68-02447081DA46\Data\\3\4\Messages\431689.emix
Location . File Offset 4454
Evidence number . 2021-5000-BG136753-26.aff4
ftemID 405164
Record 52
To fredrik@net2.net
From "its_boc@bochk.com" <its_boc@bochk.com>
Date/Time - UTC+01:00 (yyyy-  2021-04-13 06:38:19
MM-dd)[DST]

Subject = BOCHK PAYMENT ADVICE
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Body

MD5 Hash
SHAT Hash
Source

Location
Evidence number
[tem ID

Record 53
To
From
Date/Time - UTC+01:00 (yyyy-
MM-dd)[DST]
Subject

| HEMLIG |

BOCHK PAYMENT ADVICE

IGTB Reference: 01091185444

Transaction Type: Telegraphic Transfer

Beneficiary Name & Address: NET 2-* G 5* A*
SEB MA® 3% 5% 5%
M, SWED*=

Beneficiary Bank: SKANDINAVISKA ENSKILDA BANKEN AB
Beneficiary Account; SE3*#*357

Payment amount: USD 47463.00
Charge Borne By:Beneficiary
Value date: 2021/04/13

Payer Account Name: BELTRAN CONSULTING LIMITED
Payer Bank: Bank of China (Hong Kong) Ltd
Payment Details: INVOIC* B*

Online Security

Customers are reminded NCT to login online banking service through hyperlinks embedded in any
emails. Our Bank will not ask for customers’ account number, password or any personal information via
emails.

Important Notes: This Advice is issued at the reguest of our customer. It purports to set out certain
information provided to our Bank by our customer and certain details of the transaction that our Bank
was instructed to effect.This is NOT a payment confirmation that the transaction has been or will be
effected. Please conduct your own checking and verification regarding the payment information set out
in this Advice including, without limitation,the status of the transaction mentioned herein. This Advice is
for your reference only and is not to be relied upon by you or any one for any purpose, We have not
verified the content of this Advice and bear no respaonsibility therefor.Where this Advice is sent over the
Internet, you should take note that communication over the Internet may be subject to interruption,
transmission blackout, delayed transmission or failed transmission. In particular,email messages sent via
the Internet cannot be guaranteed to be secure, error, or virus-free as information could be interrupted,
corrupted, lost, arrive late or contain viruses. The Bank shall bear no liability whatsoever for any
direct,indirect or conseguential loss arising out of this Advice being sent to you over the Internet
whether caused by the Bank or other third parties. The information contained in this Advice is
confidential. It may also be legally privileged.If you are not the addressee, you may not copy, forward,
disclose or use any part of it

Issued by Bank of China (Hong Kong) Limited. conversation-id 311678 date-last-viewed 0 date-
received 1618288701 flags 8580195713 gmail-label-ids 7 17 remote-id 470039

96139525b1c1c599339d45b506871ael

74c87c4842685e10f313b238ddd462d998b3996¢
. Entire Disk (APFS Container, 465.63 GB)\8612b020-6270-4dd9-b25e-e05c0fee48f6\Users\fredrik
\LibranAMail\V8\9C827C39-451C-48C2-B99F-8F8D7B1EEF33\[Gmail].mbox\Alla mail.mbox\70D3AE24
-9150-4F8B-9A68-02447081DA46\Data\\3\4\Messages\431688.emix
. File Offset 2588
. 2021-5000-BG136753-26.aff4

405523

Julian Beltran <julian@beltran.hk>
Fredrik Kronberg <fredrik@net2.net>
2021-04-13 09:01:53

Re: Invoice BCO021
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Body : :
Great, yes a typo in the subject.
Thank you!
On 13 Apr 2021, at 06:37, Julian Beltran <julian@beltran.hk= wrote:
Paid,
Please note that the Payment reference is BC0022 as inside the document not BC0021 as
the subject of this email.
Thanks for your business
I
On Mon, 12 Apr 2021 at 1545, Julian Beltran <julian@beltran.hk= wrote;
Received, thank you.
It will be paid tonight
Thanks
On 5at, 10 Apr 2021 at 20:56, Fredrik Kronberg <fredrik@net2.net> wrote:
Hi! Attached the invoice as discussed.
Thank you for your business.
Kind regards,
Fredrik
MD5 Hash 174e04f1a26bbd0b799cfeal93868d04
SHA1 Hash b20d3e0fce2f1d56377ee1770b24235a8e3a202a
Source . Entire Disk (APFS Container, 465.63 GB)\8612b020-6270-4dd9-b25e-e05c0fee48f6\Users\fredrik
\LibraryAMail\V8\9C827C39-451C-48C2-B99F-8F8D7B1EEF33\[Gmail].mbox\Alla mail.mbox\70D3AE24
-9150-4F8B-9A68-02447081DA46\Data\\3\4\Messages\431686.emix
Location . File Offset 448
Evidence number . 2021-5000-BG136753-26.aff4
ltemID 405694
Record 54

To  Julian Beltran <Julian@beltran.hk>
From Fredrik Kronberg <fredrik@net2.net>
Date/Time - UTC+01:00 (yyyy-  2021-06-16 11:29:43
MM-dd)[DST]
Subject  Invoice BC0023

Bty Attached invoice as discussed.

Thank you for your business.
Kind regards,

Fredrk

MDS5 Hash  ech3d2666bdb4f6adcfd4aa90d54f077
SHA1 Hash  d639d0fb8070ebefde2a26026b936e9basf47285
Attachment Name(s) BC0023.pdf
Source . Entire Disk (APFS Container, 465.63 GB)\8612b020-6270-4dd9-b25e-e05c0fee48f6\Users\fredrik
\LibranAMail\V8\9C827C39-451C-48C2-B99F-8F8D7B1EEF33\[Gmail].mbox\Alla mail.mbox\70D3AE24
-9150-4F8B-9A68-02447081DA46\Data\0\3\4\Messages\430443.partial.emlx
Location . File Offset 172
Evidence number . 2021-5000-BG136753-26.aff4
ftemID 366837
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Record 55
To
From
Date/Time - UTC+01:00 (yyyy-
MM-dd)[DST]
Subject
Body

MD5 Hash

SHAT Hash
Attachment Name(s)
Source

Location
Evidence number
Item ID

Record 56
To
From
Date/Time - UTC+01:00 (yyyy-
MM-dd)[DST]
Subject
Body

MD5 Hash
SHAT Hash
Source

Location
Evidence number
[tem ID

| HEMLIG |

Julian Beltran <Julian@beltran.hk>
Fredrik Kronberg <fredrik@net2.net>
2021-08-23 14:22:17

Invoice BC0024

Please find the attached invoice,
Let me know if you have any questions.

Kind regards,
Fredrik

db3a42b4e9660bfob28164b90c0d41d6

9a09f5d1bae29eec319c0f45cf71fc6e61a836b

BC0024.pdf
. Entire Disk (APFS Container, 465.63 GB)\8612b020-6270-4dd9-b25e-e05c0fee48f6\Users\fredrik
\LibraryA\Mail\V8\9C827C39-451C-48C2-B99F-8F8D7BIEEF33\[Gmail].mbox\Alla mail. nbox\70D3AE24
-9150-4F8B-9A68-02447081DA46\Data\8\2\4\Messages\428678.partial.emlx
. File Offset 172
. 2021-5000-BG136753-26.aff4

420018

Fredrik Kronberg <fredrik@net2.net>
Julian Beltran <julian@beltran.hk>
2021-08-24 13:04:02

Re: Invoice BC0024
x

Paid, it should arrive by tomorrow marning

Thanks for your service
J

X enaernotilied by oe s4/21, 09:03:49 PM
Mialtrack
On Mon, 23 Aug 2021 at 22:22, Fredrik Kronberg <fredrik@netl.net> wrote:
Please find the attached invoice.

Let me know if you have any questions.

Kind regards,
Fredrik

fbbee73536c19d4f88242812a35c4b91

87d35cd995f7c4ec2f3407f5cae138996edd2b0d
. Entire Disk (APFS Container, 465.63 GB)\8612b020-6270-4dd9-b25e-e05c0fee48f6\Users\fredrik
\LibranAMail\V8\9C827C39-451C-48C2-B99F-8F8D7B1EEF33\[Gmail].mbox\Alla mail.mbox\70D3AE24
-9150-4F8B-9A68-02447081DA46\Data\8\2\4\Messages\428665.emix
. File Offset 4374
. 2021-5000-BG136753-26.aff4

419741
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©

Extraction Report - Apple iOS iTunes (Backup)

| HEMLIG |

i.* Cellebrite

wownn.cellebrite.com

Participants

p— 520148265
“ & N2Net (owner)

13053900

Conversation - Instant Messages (76)

®
From: 13053900

Hello
2019-12-09 15:39:32(UTC+1)

Source Info:
fs-partial-afu.zip/private/var/mobile/Containers/Shared/AppGroup/21BB73C7-FAGF-47B5-
B89F-2B39A3C319EB/telegram-data/account-3310966710836000515/postbox/db/db_sqlite-
wal : 0x2E86A7 (Size: 4120032 bytes)

®
From: 13053900

My contact @GiGoGoHK told me you can promote my website
2019-12-09 15:39:57(UTC+1)

Source Info:
fs-partial-afu.zip/private/var/mobile/Containers/Shared/AppGroup/21BB73C7-FAGF-47B5-B89F-
2B39A3C319EB/telegram-data/account-3310966710836000515/postbox/db/db_sqlite-wal : 0x2E8710 (Size:
4120032 bytes)

®
From: 13053900

| offer IT Consultancy in HK

2019-12-09 15:40:06(UTC+1)

Source Info:
fs-partial-afu.zip/private/var/mobile/Containers/Shared/AppGroup/21BB73C7-FA6F-47B5-
B89F-2B39A3C319EB/telegram-data/account-3310966710836000515/postbox/db/db_sqlite-
wal : 0x2E87D5 (Size: 4120032 bytes)
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®
From: 13053900

Beltran.hk

2019-12-09 15:4

Source Info:
fs-partial-afu.zip/private/var/mobile/Containers/Shared/AppGroup/21BB73C7-FAGF-47B5-
B89F-2B39A3C319EB/telegram-data/account-3310966710836000515/postbox/db/db_sqlite-
wal : 0x2E8855 (Size: 4120032 bytes)

®
From: 520148265 N2Net (owner)

Hi there! Yes that’s correct! | will discuss details with you shortly, on the run right now :)
2019-12-09 15:46:29(UTC+1)

Source Info:
fs-partial-afu.zip/private/var/mobile/Containers/Shared/AppGroup/21BB73C7-FAGF-47B5-B89F-2B39A3C319EB/telegram-data/account-
3310966710836000515/postbox/db/db_sglite-wal : 0x2E88EE (Size: 4120032 bytes)
fs-partial-afu.zip/private/var/mobile/Containers/Shared/AppGroup/21BB73C7-FAGF-47B5-B89F-2B39A3C319EB/telegram-data/account-
3310966710836000515/postbox/db/db_sglite : 0xC5DC7 (Size: 1523712 bytes)

®
From: 13053900

No worries
2019-12-09 15:46:46(UTC+1)

Source Info:
fs-partial-afu.zip/private/var/mobile/Containers/Shared/AppGroup/21BB73C7-FABF-47B5-
B89F-2B39A3C319EB/telegram-data/account-33109667 108360005 15/postbox/db/db_sqlite-
wal : 0x2E89B1 (Size: 4120032 bytes)

(&)
From: 520148265 N2Net (owner)

Sent you an email on support@beltran.hk with the details
2019-12-09 22:00:00(UTC+1)

Source Info:

fs-partial-afu.zip/private/var/mobile/Containers/Shared/AppGroup/21BB73C7-FAGF-47B5-B89F-

‘2”8386-\33?31 9E;3/telegram-data/account-3310966710836000515/postbox/db/db,sqlite-wal : Ox2E8A1F (Size:
ytes

fs-partial-afu.zip/private/var/mobile/Containers/Shared/AppGroup/21BB73C7-FAGF-47B5-B89F-

%233%35319E;3/telegram-data/account-3310966710836000515/postbox/db/db,sqlite : 0xC5DCY7 (Size:
ytes

From: 520148265 N2Net (owner)

Let me know if it looks good, and answer back with invoicing details so | can prepare the
invoice for you to review

2019-12-09 22:01:08(UTC+1)

Source Info:
fs-partial-afu.zip/private/var/mobile/Containers/Shared/AppGroup/21BB73C7-FAGF-47B5-B89F-2B39A3C319EB/telegram-data/account-
3310966710836000515/postbox/db/db_sglite-wal : 0x2E8AEG (Size: 4120032 bytes)
fs-partial-afu.zip/private/var/mobile/Containers/Shared/AppGroup/21BB73C7-FAGF-47B5-B89F-2B39A3C319EB/telegram-data/account-
33109667 10836000515/postbox/db/db_sglite : 0xC5DC7 (Size: 1523712 bytes)
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(&)
From: 520148265 N2Net (owner)

Support@beltran.hk bounced.. what's you email?
2019-12-09 22:08:55(UTC+1)

Source Info:
fs-partial-afu.zip/private/var/mobile/Containers/Shared/AppGroup/21BB73C7-FA6F-47B5-B89F-
2B39A3C319EB/telegram-data/account-3310966710836000515/postbox/db/db_sqlite-wal :
0x2E8BBD (Size: 4120032 bytes)
fs-partial-afu.zip/private/var/mobile/Containers/Shared/AppGroup/21BB73C7-FA6F-47B5-B89F -
2B39A3C319EB/telegram-data/account-3310966710836000515/postbox/db/db_sglite : 0xC5DC7
(Size: 1523712 bytes)

®
From: 13053900

Julian@beltran.hk

-10 00:40:04(UTC+1)

Source Info:
fs-partial-afu.zip/private/var/mobile/Containers/Shared/AppGroup/21BB73C7-FA6F-47B5-
B89F-2B39A3C319EB/telegram-data/account-3310966710836000515/postbox/db/db_sqlite-
wal : 0x2E8C7C (Size: 4120032 bytes)

(&)
From: 520148265 N2Net (owner)

Ok, I'll resend

-10 00:41:10(UTC+1)

Source Info:
fs-partial-afu.zip/private/var/mobile/Containers/Shared/AppGroup/21BB73C7-FABF-47B5-
B89F-2B39A3C319EB/telegram-data/account-33109667 108360005 15/postbox/db/db_sqlite-
wal : 0x2E8D1B (Size: 4120032 bytes)
fs-partial-afu.zip/private/var/mobile/Containers/Shared/AppGroup/21BB73C7-FABF-47B5-
B89F-2B39A3C319EB/telegram-data/account-3310966710836000515/postbox/db/db_sglite :
0xC5DC7 (Size: 1523712 bytes)

®
From: 13053900

Hello
-10 09:15:47(UTC+1)

Source Info:
fs-partial-afu.zip/private/var/mobile/Containers/Shared/AppGroup/21BB73C7-FAGF-47B5-
B89F-2B39A3C319EB/telegram-data/account-3310966710836000515/postbox/db/db_sqlite-
wal : 0x2E8D8F (Size: 4120032 bytes)

®
From: 13053900

Didn't receive any email

-10 09:15:56(UTC+1)

Source Info:
fs-partial-afu.zip/private/var/mobile/Containers/Shared/AppGroup/21BB73C7-FA6F-47B5-
B89F-2B39A3C319EB/telegram-data/account-3310966710836000515/postbox/db/db_sqlite-
wal : 0x2E8DF7 (Size: 4120032 bytes)
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®
From: 13053900

Found it, it was on spam

-10 09:30:01(UTC+1)

Source Info:
fs-partial-afu.zip/private/var/mobile/Containers/Shared/AppGroup/21BB73C7-FAGF-47B5-
B89F-2B39A3C319EB/telegram-data/account-3310966710836000515/postbox/db/db_sqlite-
wal : 0x2E8E72 (Size: 4120032 bytes)

(&)
From: 520148265 N2Net (owner)

Great! Then we're all set

-10 10:39:01(UTC+1)

Source Info:
fs-partial-afu.zip/private/var/mobile/Containers/Shared/AppGroup/21BB73C7-FA6F-47B5-
B89F-2B39A3C319EB/telegram-data/account-3310966710836000515/postbox/db/db_sqlite-
wal : 0x2E8EED (Size: 4120032 bytes)
fs-partial-afu.zip/private/var/mobile/Containers/Shared/AppGroup/21BB73C7-FA6F-47B5-
B89F-2B39A3C319EB/telegram-data/account-33109667 10836000515/postbox/db/db_sqlite :
0xC5DC7 (Size: 1523712 bytes)

®
From: 13053900

Hi
-11 16:17:14(UTC+1)

Source Info:
fs-partial-afu.zip/private/var/mobile/Containers/Shared/AppGroup/21BB73C7-FABF-47B5-
B89F-2B39A3C319EB/telegram-data/account-3310966710836000515/postbox/db/db_sqlite-
wal : 0x2E8F6B (Size: 4120032 bytes)

®
From: 13053900

Just paid the invoice

-11 16:17:18(UTC+1)

Source Info:
fs-partial-afu.zip/private/var/mobile/Containers/Shared/AppGroup/21BB73C7-FA6F-47B5-
B89F-2B39A3C319EB/telegram-data/account-3310966710836000515/postbox/db/db_sqlite-
wal : 0x2E8FDO (Size: 4120032 bytes)

®
From: 13053900

Let me know of you receive it

-11 16:17:24(UTC+1)

Source Info:
fs-partial-afu.zip/private/var/mobile/Containers/Shared/AppGroup/21BB73C7-FA6F-47B5-
B89F-2B39A3C319EB/telegram-data/account-3310966710836000515/postbox/db/db_sqlite-
wal : 0x2E9048 (Size: 4120032 bytes)
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®
From: 13053900

In the next 24h

-11 16:17:33(UTC+1)

Source Info:
fs-partial-afu.zip/private/var/mobile/Containers/Shared/AppGroup/21BB73C7-FAGF-47B5-
B89F-2B39A3C319EB/telegram-data/account-3310966710836000515/postbox/db/db_sqlite-
wal : 0x2E90C8 (Size: 4120032 bytes)

(&)
From: 520148265 N2Net (owner)

That’s great, thanks a lot! I'll let you know when it's received!
2019-12-11 16:18:00(UTC+1)

Source Info:

fs-partial-afu.zip/private/var/mobile/Containers/Shared/AppGroup/21BB73C7-FAGF-47B5-B89F-

l2)B39/)\3C31 9EB/telegram-data/account-33109667 108360005 15/postbox/db/db_sqlite-wal : 0x2E913B (Size: 4120032
ytes

fs-partial-afu.zip/private/var/mobile/Containers/Shared/AppGroup/21BB73C7-FAGF-47B5-B89F-

2B39A3C319EB/telegram-data/account-3310966710836000515/postbox/db/db_sglite : 0xC5DC7 (Size: 1523712 bytes)

(&)
From: 520148265 N2Net (owner)

Already received! That was really fast, thank you very much!

Source Info:
fs-partial-afu.zip/private/var/mobile/Containers/Shared/AppGroup/21BB73C7-FA6F-47B5-B89F-
2B39A3C319EB/telegram-data/account-3310966710836000515/postbox/db/db_sqlite-wal : 0x2E91E6 (Size:

4120032 bytes)
fs-partial-afu.zip/private/var/mobile/Containers/Shared/AppGroup/21BB73C7-FA6F-47B5-B89F-
2B39A3C319EB/telegram-data/account-3310966710836000515/postbox/db/db_sqlite : 0XC5DC7 (Size: 1523712

bytes)

®
From: 13053900

Great
2 13:26:59(UTC+1)

Source Info:
fs-partial-afu.zip/private/var/mobile/Containers/Shared/AppGroup/21BB73C7-FA6F-47B5-
B89F-2B39A3C319EB/telegram-data/account-3310966710836000515/postbox/db/db_sqlite-
wal : 0x2E9285 (Size: 4120032 bytes)

®
From: 13053900

Send me some ftraffic :)

-12 13:27:07(UTC+1)

Source Info:
fs-partial-afu.zip/private/var/mobile/Containers/Shared/AppGroup/21BB73C7-FA6F-47B5-
B89F-2B39A3C319EB/telegram-data/account-3310966710836000515/postbox/db/db_sqlite-
wal : 0x2E92ED (Size: 4120032 bytes)
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(&)
From: 520148265 N2Net (owner)

Yes it's on its way :)

13:27:35(UTC+1)

Source Info:
fs-partial-afu.zip/private/var/mobile/Containers/Shared/AppGroup/21BB73C7-FAGF-47B5-
B89F-2B39A3C319EB/telegram-data/account-3310966710836000515/postbox/db/db_sqlite-
wal : 0x2E9367 (Size: 4120032 bytes)
fs-partial-afu.zip/private/var/mobile/Containers/Shared/AppGroup/21BB73C7-FAGF-47B5-
B89F-2B39A3C319EB/telegram-data/account-3310966710836000515/postbox/db/db_sqlite :
0xC5DC7 (Size: 1523712 bytes)

®
From: 13053900

Dear Frederick, | processed the payment
2019-12-14 15:20:34(UTC+1)

Source Info:
fs-partial-afu.zip/private/var/mobile/Containers/Shared/AppGroup/21BB73C7-FA6F-47B5-
B89F-2B39A3C319EB/telegram-data/account-3310966710836000515/postbox/db/db_sqlite-
wal : 0x2E93E3 (Size: 4120032 bytes)

®
From: 13053900

Hope you can send me some traffic :)
2019-12-14 15:20:45(UTC+1)

Source Info:
fs-partial-afu.zip/private/var/mobile/Containers/Shared/AppGroup/21BB73C7-FABF-47B5-
B89F-2B39A3C319EB/telegram-data/account-33109667 108360005 15/postbox/db/db_sqlite-
wal : 0x2E946E (Size: 4120032 bytes)

(&)
From: 520148265 N2Net (owner)

Thank you, much appreciated! Yes traffic is already being sent since yesterday :)
2019-12-14 15:26:10(UTC+1)

Source Info:
fs-partial-afu.zip/private/var/mobile/Containers/Shared/AppGroup/21BB73C7-FA6F-47B5-B89F-2B39A3C319EB/telegram-
data/account-3310966710836000515/postbox/db/db_sqlite-wal : 0x2E94F6 (Size: 4120032 bytes)
fs-partial-afu.zip/private/var/mobile/Containers/Shared/AppGroup/21BB73C7-FA6F-47B5-B89F-2B39A3C319EB/telegram-
data/account-3310966710836000515/postbox/db/db_sqlite : 0xC5DC7 (Size: 1523712 bytes)

®
From: 13053900

-14 15:26:31(UTC+1)

Source Info:
fs-partial-afu.zip/private/var/mobile/Containers/Shared/AppGroup/21BB73C7-FA6F-47B5-
B89F-2B39A3C319EB/telegram-data/account-3310966710836000515/postbox/db/db_sqlite-
wal : 0x2E5640 (Size: 4120032 bytes)
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®
From: 13053900

Hey Frederick, hope you like the presentation

2019-12-17 11:2

Source Info:
fs-partial-afu.zip/private/var/mobile/Containers/Shared/AppGroup/21BB73C7-FA6F-47B5-B89F-
2B39A3C319EB/telegram-data/account-3310966710836000515/postbox/db/db_sqlite-wal :
0x2E56A8 (Size: 4120032 bytes)

®
From: 13053900

Btw, I'm doing more deals, tech projects
2019-12-17 11:21:32(UTC+1)

Source Info:
fs-partial-afu.zip/private/var/mobile/Containers/Shared/AppGroup/21BB73C7-FA6F-47B5-
B89F-2B39A3C319EB/telegram-data/account-3310966710836000515/postbox/db/db_sqlite-
wal : 0x2E5739 (Size: 4120032 bytes)

®
From: 13053900

So we are going more deals of paying ads :)
2019-12-17 11:21:47(UTC+1)

Source Info:
fs-partial-afu.zip/private/var/mobile/Containers/Shared/AppGroup/21BB73C7-FA6F-47B5-B89F-
2B39A3C319EB/telegram-data/account-3310966710836000515/postbox/db/db_sqlite-wal :
0x2E57C5 (Size: 4120032 bytes)

®
From: 13053900

And bringing traffic
2019-12-17 11:21:54(UTC+1)

Source Info:
fs-partial-afu.zip/private/var/mobile/Containers/Shared/AppGroup/21BB73C7-FA6F-47B5-
B89F-2B39A3C319EB/telegram-data/account-3310966710836000515/postbox/db/db_sqlite-
wal : 0x2E5853 (Size: 4120032 bytes)

®
From: 520148265 N2Net (owner)

Hi! Yes it look very interesting at first glance, | will look more closely once back at my
office :)

2019-12-17 11:21:56(UTC+1)

Source Info:
fs-partial-afu.zip/private/var/mobile/Containers/Shared/AppGroup/21BB73C7-FAGF-47B5-B89F-2B39A3C319EB/telegram-data/account-
3310966710836000515/postbox/db/db_sqlite-wal : 0x2E58CB (Size: 4120032 bytes)
fs-partial-afu.zip/private/var/mobile/Containers/Shared/AppGroup/21BB73C7-FAGF-47B5-B89F-2B39A3C319EB/telegram-data/account-
3310966710836000515/postbox/db/db_sqlite : 0xC5DC7 (Size: 1523712 bytes)
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®
From: 520148265 N2Net (owner)

| will give it a proper read and revert back with my comments
2019-12-17 11:22:51(UTC+1)

Source Info:
fs-partial-afu.zip/private/var/mobile/Containers/Shared/AppGroup/21BB73C7-FAGF-47B5-B89F-
i?gg(l)\ggy9E;3/telegram—data/account—3310966710836000515/postbox/db/db_sq|ite—wal : 0x2E5993 (Size:
ytes
fs-partial-afu.zip/private/var/mobile/Containers/Shared/AppGroup/21BB73C7-FAGF-47B5-B89F-
§B39;\30319EB/teIegram—data/account—3310966710836000515/postbox/db/db_sq|ite : 0xC5DC7 (Size: 1523712
ytes

®
From: 13053900

Hello
2020-03-01 16:44:51(UTC+1)

Source Info:
fs-partial-afu.zip/private/var/mobile/Containers/Shared/AppGroup/21BB73C7-FA6F-47B5-
B89F-2B39A3C319EB/telegram-data/account-3310966710836000515/postbox/db/db_sqlite-
wal : 0x2E5A33 (Size: 4120032 bytes)

®
From: 13053900

How are you doing ?
2020-03-01 16:44:55(UTC+1)

Source Info:
fs-partial-afu.zip/private/var/mobile/Containers/Shared/AppGroup/21BB73C7-FABF-47B5-
B89F-2B39A3C319EB/telegram-data/account-33109667 108360005 15/postbox/db/db_sqlite-
wal : 0x2E5A9B (Size: 4120032 bytes)

®
From: 13053900

http://www.myfxbook.com/members/AITREM/dwx-rmx5/3581353
2020-03-01 16:44:59(UTC+1)

Source Info:

fs-partial-afu.zip/private/var/mobile/Containers/Shared/AppGroup/21BB73C7-FAGF-47B5-B89F-

‘211828@3320319E;3/telegram-data/account—3310966710836000515/postbox/db/db,sqlite-wal : 0x2E5B12 (Size:
ytes

(&)
From: 520148265 N2Net (owner)

Hi there! I'm doing good thank you! Cold and rainy Stockholm. How are you?
2020-03-01 16:57:52(UTC+1)

Source Info:
fs-partial-afu.zip/private/var/mobile/Containers/Shared/AppGroup/21BB73C7-FA6F-47B5-B89F-2B39A3C319EB/telegram-
data/account-3310966710836000515/postbox/db/db_sqlite-wal : 0x2E5D56 (Size: 4120032 bytes)
fs-partial-afu.zip/private/var/mobile/Containers/Shared/AppGroup/21BB73C7-FAGF-47B5-B89F-2B39A3C319EB/telegram-
data/account-3310966710836000515/postbox/db/db_sqlite : 0xC5DC7 (Size: 1523712 bytes)
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®
From: 13053900

Not bad, dealing with all the economic storm

Source Info:
fs-partial-afu.zip/private/var/mobile/Containers/Shared/AppGroup/21BB73C7-FA6F-47B5-B89F-
2B39A3C319EB/telegram-data/account-3310966710836000515/postbox/db/db_sqlite-wal :
0x2E5E06 (Size: 4120032 bytes)

®
From: 520148265 N2Net (owner)

It's a pretty big draw down on that system as well.
2020-03-01 16:58:28(UTC+1)

Source Info:

fs-partial-afu.zip/private/var/mobile/Containers/Shared/AppGroup/21BB73C7-FAGF-47B5-B89F-

2B39A3C319EB/telegram-data/account-3310966710836000515/postbox/db/db_sqlite-wal : 0x2E5E96

(Size: 4120032 bytes)

fs-partial-afu.zip/private/var/mobile/Containers/Shared/AppGroup/21BB73C7-FAGF-47B5-B89F-

$B§§A3zcg1 9E;3/telegram—data/account—331 0966710836000515/postbox/db/db_sglite : 0XC5DC7 (Size:
523712 bytes,

®
From: 13053900

Yes, but still up 6%
2020-03-01 16:58:36(UTC+1)

Source Info:
fs-partial-afu.zip/private/var/mobile/Containers/Shared/AppGroup/21BB73C7-FABF-47B5-
B89F-2B39A3C319EB/telegram-data/account-3310966710836000515/postbox/db/db_sqlite-
wal : 0x2E5F2E (Size: 4120032 bytes)

®
From: 13053900

The cyprus broker and Darwinex stills continue with it

2020-03-01 16:58:53(UTC+1)

Source Info:

fs-partial-afu.zip/private/var/mobile/Containers/Shared/AppGroup/21BB73C7-FAGF-47B5-B89F-

‘2”838@;20319E;3/telegram-data/account-3310966710836000515/postbox/db/db,sqlite-wal : Ox2E5FAG (Size:
ytes

®
From: 13053900

We had the worst week since GFC

2020-03-01 16:59:02(UTC+1)

Source Info:
fs-partial-afu.zip/private/var/mobile/Containers/Shared/AppGroup/21BB73C7-FA6F-47B5-
B89F-2B39A3C319EB/telegram-data/account-3310966710836000515/postbox/db/db_sqlite-
wal : 0x2E6040 (Size: 4120032 bytes)
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(&)
From: 520148265 N2Net (owner)

Oh yes very chaotic, hoping for some stabilisation soon for the stockmarket
2020-03-01 16:59:03(UTC+1)

Source Info:
fs-partial-afu.zip/private/var/mobile/Containers/Shared/AppGroup/21BB73C7-FAGF-47B5-B89F-2B39A3C319EB/telegram-
data/account-3310966710836000515/postbox/db/db_sqlite-wal : 0x2E60C3 (Size: 4120032 bytes)
fs-partial-afu.zip/private/var/mobile/Containers/Shared/AppGroup/21BB73C7-FAGF-47B5-B89F-2B39A3C319EB/telegram-
data/account-3310966710836000515/postbox/db/db_sqlite : 0xC5DC7 (Size: 1523712 bytes)

®
From: 13053900

And still positive
2020-03-01 16:59:05(UTC+1)

Source Info:
fs-partial-afu.zip/private/var/mobile/Containers/Shared/AppGroup/21BB73C7-FA6F-47B5-
B89F-2B39A3C319EB/telegram-data/account-3310966710836000515/postbox/db/db_sqlite-
wal : 0x2E6171 (Size: 4120032 bytes)

®
From: 13053900

https://www.ie.edu/business-school/faculty-and-research/faculty/eneko-knorr/
2020-03-01 16:59:37(UTC+1)

Source Info:
fs-partial-afu.zip/private/var/mobile/Containers/Shared/AppGroup/21BB73C7-FA6F-47B5-B89F-2B39A3C319EB/telegram-
data/account-3310966710836000515/postbox/db/db_sqlite-wal : 0x2E61E7 (Size: 4120032 bytes)

®
From: 13053900

He wants to start and office in Madrid and start offering the strategies
2020-03-01 16:59:50(UTC+1)

Source Info:
fs-partial-afu.zip/private/var/mobile/Containers/Shared/AppGroup/21BB73C7-FA6F-47B5-B89F-2B39A3C319EB/telegram-
data/account-3310966710836000515/postbox/db/db_sqlite-wal : 0x2E62C2 (Size: 4120032 bytes)

®
From: 13053900

I'm talking next week with an incubator interested with a 100k Eur for 5%

2020-03-01 17:00:22(UTC+1)

Source Info:
fs-partial-afu.zip/private/var/mobile/Containers/Shared/AppGroup/21BB73C7-FA6F-47B5-B89F-2B39A3C319EB/telegram-
data/account-3310966710836000515/postbox/db/db_sqlite-wal : 0x2E636E (Size: 4120032 bytes)

10



Bilaga1-2021-5000-BG136753-2 Telegramkonversation, 2022-11-04 12:25 diarienr: 5000-K615323-19 306

(&)
From: 520148265 N2Net (owner)

Who would potential buyers be for tje system?
2020-03-01 17:00:44(UTC+1)

Source Info:
fs-partial-afu.zip/private/var/mobile/Containers/Shared/AppGroup/21BB73C7-FA6F-47B5-B89F-
2B39A3C319EB/telegram-data/account-3310966710836000515/postbox/db/db_sqlite-wal :
0x2E641B (Size: 4120032 bytes)
fs-partial-afu.zip/private/var/mobile/Containers/Shared/AppGroup/21BB73C7-FA6F-47B5-B89F -
2B39A3C319EB/telegram-data/account-3310966710836000515/postbox/db/db_sqlite : 0xC5DC7
(Size: 1523712 bytes)

®
From: 13053900

https://www.linkedin.com/in/bipincpatel/
2020-03-01 17:00:45(UTC+1)

Source Info:
fs-partial-afu.zip/private/var/mobile/Containers/Shared/AppGroup/21BB73C7-FA6F-47B5-
B89F-2B39A3C319EB/telegram-data/account-3310966710836000515/postbox/db/db_sqlite-
wal : 0x2E64AC (Size: 4120032 bytes)

®
From: 13053900

Already in talks with him with a potential investment

2020-03-01 17:01:00(UTC+1)

Source Info:
fs-partial-afu.zip/private/var/mobile/Containers/Shared/AppGroup/21BB73C7-FAGF-47B5-B89F-
2B39A3C319EB/telegram-data/account-3310966710836000515/postbox/db/db_sqlite-wal : 0x280C90 (Size:
4120032 bytes)

(&)
From: 520148265 N2Net (owner)

Wouldn’t they want less volatility and risk for big draw downs?

2020-03-01 17:01:11(UTC+1)

Source Info:

fs-partial-afu.zip/private/var/mobile/Containers/Shared/AppGroup/21BB73C7-FAGF-47B5-B89F-

§839¢3C31QEB/teIegram-data/account—3310966710836000515/postbox/db/db,sqIite-wal : 0x280D29 (Size: 4120032
ytes

fs-partial-afu.zip/private/var/mobile/Containers/Shared/AppGroup/21BB73C7-FAGF-47B5-B89F-

§B39¢3C31QEB/teIegram-data/account—3310966710836000515/postbox/db/db,sqlite : 0xC5DC7 (Size: 1523712
ytes

®
From: 13053900

It fits for integrating in the future with some of his investments

2020-03-01 17:01:17(UTC+1)

Source Info:

fs-partial-afu.zip/private/var/mobile/Containers/Shared/AppGroup/21BB73C7-FAGF-47B5-B89F-

§B39?3C319EB/telegram—data/account—3310966710836000515/postbox/db/db_sqlite—wal : 0x280DCE (Size: 4120032
ytes
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®
From: 13053900

The drawdown was because a problem with repeated orders
2020-03-01 17:01:34(UTC+1)

Source Info:

fs-partial-afu.zip/private/var/mobile/Containers/Shared/AppGroup/21BB73C7-FA6F-47B5-B89F-

‘2‘18388520319E;B/telegram—data/account—3310966710836000515/postbox/db/db_sqlite—wal : 0x280E74 (Size:
ytes

®
From: 13053900

But the stop loss protection was executed avoiding more losses
2020-03-01 17:01:45(UTC+1)

Source Info:

fs-partial-afu.zip/private/var/mobile/Containers/Shared/AppGroup/21BB73C7-FAGF-47B5-B89F-

§1B2386\3§20§19E;?,/telegram—data/account—3310966710836000515/postbox/db/db_sqlite—wal : 0x280FOF (Size:
ytes

®
From: 13053900

This will be improved in new setups

2020-03-01 17:01:52(UTC+1)

Source Info:
fs-partial-afu.zip/private/var/mobile/Containers/Shared/AppGroup/21BB73C7-FABF-47B5-
B89F-2B39A3C319EB/telegram-data/account-3310966710836000515/postbox/db/db_sqlite-
wal : 0x280FB1 (Size: 4120032 bytes)

(&)
From: 520148265 N2Net (owner)

Ok got it
2020-03-01 17:02:14(UTC+1)

Source Info:
fs-partial-afu.zip/private/var/mobile/Containers/Shared/AppGroup/21BB73C7-FA6F-47B5-
B89F-2B39A3C319EB/telegram-data/account-3310966710836000515/postbox/db/db_sqlite-
wal : 0x281037 (Size: 4120032 bytes)
fs-partial-afu.zip/private/var/mobile/Containers/Shared/AppGroup/21BB73C7-FAGF-47B5-
B89F-2B39A3C319EB/telegram-data/account-3310966710836000515/postbox/db/db_sqlite :
0xC5DC7 (Size: 1523712 bytes)

(&)
From: 520148265 N2Net (owner)

Ok let’s continue investment for some time hoping the system holds up
2020-03-01 17:02:52(UTC+1)

Source Info:
fs-partial-afu.zip/private/var/mobile/Containers/Shared/AppGroup/21BB73C7-FAGF-47B5-B89F-2B39A3C319EB/telegram-
data/account-3310966710836000515/postbox/db/db_sqlite-wal : 0x2810A4 (Size: 4120032 bytes)
fs-partial-afu.zip/private/var/mobile/Containers/Shared/AppGroup/21BB73C7-FAGF-47B5-B89F-2B39A3C319EB/telegram-
data/account-3310966710836000515/postbox/db/db_sqlite : 0xC5DC7 (Size: 1523712 bytes)
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®
From: 13053900

Thanks, your commitment would help me with the new rounds
2020-03-01 17:03:52(UTC+1)

Source Info:

fs-partial-afu.zip/private/var/mobile/Containers/Shared/AppGroup/21BB73C7-FA6F-47B5-B89F-

‘2‘18388520319E;B/telegram—data/account—3310966710836000515/postbox/db/db_sqlite—wal : 0x2811C7 (Size:
ytes

(&)
From: 520148265 N2Net (owner)

Great! Keep me updated :)
2020-03-01 17:05:21(UTC+1)

Source Info:
fs-partial-afu.zip/private/var/mobile/Containers/Shared/AppGroup/21BB73C7-FA6F-47B5-
B89F-2B39A3C319EB/telegram-data/account-3310966710836000515/postbox/db/db_sqlite-
wal : 0x281209 (Size: 4120032 bytes)
fs-partial-afu.zip/private/var/mobile/Containers/Shared/AppGroup/21BB73C7-FA6F-47B5-
B89F-2B39A3C319EB/telegram-data/account-33109667 10836000515/postbox/db/db_sqlite :
0xC5DC7 (Size: 1523712 bytes)

(&)
From: 520148265 N2Net (owner)

And | will keep an eye on the system performance. Is it only this system that is the one to
watch now? Not TTCM?

2020-03-01 17:06:26(UTC+1)

Source Info:
fs-partial-afu.zip/private/var/mobile/Containers/Shared/AppGroup/21BB73C7-FAGF-47B5-B89F-2B39A3C319EB/telegram-data/account-

3310966710836000515/postbox/db/db_sglite-wal : 0x281286 (Size: 4120032 bytes)
fs-partial-afu.zip/private/var/mobile/Containers/Shared/AppGroup/21BB73C7-FAGF-47B5-B89F-2B39A3C319EB/telegram-data/account-

3310966710836000515/postbox/db/db_sglite : 0xC5DC7 (Size: 1523712 bytes)

®
From: 13053900

Can give you access to the TTCM one
2020-03-01 17:06:45(UTC+1)

Source Info:
fs-partial-afu.zip/private/var/mobile/Containers/Shared/AppGroup/21BB73C7-FA6F-47B5-
B89F-2B39A3C319EB/telegram-data/account-3310966710836000515/postbox/db/db_sqlite-
wal : 0x28135A (Size: 4120032 bytes)

®
From: 13053900

I'll create a new account anyway

2020-03-01 17:06:53(UTC+1)

Source Info:
fs-partial-afu.zip/private/var/mobile/Containers/Shared/AppGroup/21BB73C7-FAGF-47B5-
B89F-2B39A3C319EB/telegram-data/account-33109667 108360005 15/postbox/db/db_sqlite-
wal : 0x2813E1 (Size: 4120032 bytes)
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(&)
From: 520148265 N2Net (owner)

Alright
2020-03-01 17:07:31(UTC+1)

Source Info:
fs-partial-afu.zip/private/var/mobile/Containers/Shared/AppGroup/21BB73C7-FA6F-47B5-
B89F-2B39A3C319EB/telegram-data/account-3310966710836000515/postbox/db/db_sqlite-
wal : 0x28152E (Size: 4120032 bytes)
fs-partial-afu.zip/private/var/mobile/Containers/Shared/AppGroup/21BB73C7-FA6F-47B5-

B89F-2B39A3C319EB/telegram-data/account-3310966710836000515/postbox/db/db_sqlite :

0xC5DC7 (Size: 1523712 bytes)

®
From: 13053900

| expect to launch by summer a windows app you can install one the computer and tweak
using parameters

2020-03-01 17:07:31(UTC+1)

Source Info:
fs-partial-afu.zip/private/var/mobile/Containers/Shared/AppGroup/21BB73C7-FA6F-47B5-B89F-2B39A3C319EB/telegram-data/account-
3310966710836000515/postbox/db/db_sqlite-wal : 0x281465 (Size: 4120032 bytes)

(&)
From: 520148265 N2Net (owner)

Ok cool!

2020-03-01 17:07:38(UTC+1)

Source Info:
fs-partial-afu.zip/private/var/mobile/Containers/Shared/AppGroup/21BB73C7-FAGF-47B5-
B89F-2B39A3C319EB/telegram-data/account-3310966710836000515/postbox/db/db_sqlite-
wal : 0x281598 (Size: 4120032 bytes)
fs-partial-afu.zip/private/var/mobile/Containers/Shared/AppGroup/21BB73C7-FAGF-47B5-

B89F-2B39A3C319EB/telegram-data/account-33109667 10836000515/postbox/db/db_sqlite :

0xC5DC7 (Size: 1523712 bytes)

®
From: 13053900

It connects directly to MTS
2020-03-01 17:07:48(UTC+1)

Source Info:
fs-partial-afu.zip/private/var/mobile/Containers/Shared/AppGroup/21BB73C7-FA6F-47B5-
B89F-2B39A3C319EB/telegram-data/account-3310966710836000515/postbox/db/db_sqlite-
wal : 0x281603 (Size: 4120032 bytes)

®
From: 13053900

I'll try to make a new round in 2 months

2020-03-01 17:10:22(UTC+1)

Source Info:
fs-partial-afu.zip/private/var/mobile/Containers/Shared/AppGroup/21BB73C7-FAGF-47B5-
B89F-2B39A3C319EB/telegram-data/account-3310966710836000515/postbox/db/db_sqlite-
wal : 0x281682 (Size: 4120032 bytes)

14
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®
From: 13053900

With a revaluation for you from 2m USD to 2m EUR
2020-03-01 17:10:33(UTC+1)

Source Info:
fs-partial-afu.zip/private/var/mobile/Containers/Shared/AppGroup/21BB73C7-FA6F-47B5-B89F-
2B39A3C319EB/telegram-data/account-3310966710836000515/postbox/db/db_sqlite-wal : 0x28170E
(Size: 4120032 bytes)

®
From: 13053900

After raising 100 or 200k Eur i'll close the round
2020-03-01 17:10:58(UTC+1)

Source Info:
fs-partial-afu.zip/private/var/mobile/Containers/Shared/AppGroup/21BB73C7-FAGF-47B5-B89F-
2B39A3C319EB/telegram-data/account-3310966710836000515/postbox/db/db_sqlite-wal : 0x2817A2
(Size: 4120032 bytes)

(&)
From: 520148265 N2Net (owner)

Sounds good!
-01 17:11:07(UTC+1)

Source Info:
fs-partial-afu.zip/private/var/mobile/Containers/Shared/AppGroup/21BB73C7-FABF-47B5-
B89F-2B39A3C319EB/telegram-data/account-3310966710836000515/postbox/db/db_sqlite-
wal : 0x281837 (Size: 4120032 bytes)
fs-partial-afu.zip/private/var/mobile/Containers/Shared/AppGroup/21BB73C7-FABF-47B5-
B89F-2B39A3C319EB/telegram-data/account-3310966710836000515/postbox/db/db_sqlite :
0xC5DC7 (Size: 1523712 bytes)

®
From: 13053900

Looking to sell it to Bipin or to make a big Series A

2020-03-01 17:11:13(UTC+1)

Source Info:

fs-partial-afu.zip/private/var/mobile/Containers/Shared/AppGroup/21BB73C7-FAGF-47B5-B89F-

‘2”838@;20319E;3/telegram-data/account-3310966710836000515/postbox/db/db,sqlite-wal : 0x2818A7 (Size:
ytes

®
From: 13053900

50m USD valuation

2020-03-01 17:11:20(UTC+1)

Source Info:
fs-partial-afu.zip/private/var/mobile/Containers/Shared/AppGroup/21BB73C7-FA6F-47B5-
B89F-2B39A3C319EB/telegram-data/account-3310966710836000515/postbox/db/db_sqlite-
wal : 0x28193F (Size: 4120032 bytes)

| HEMLIG |
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®
From: 13053900

-01 17:12:31(UTC+1)

Source Info:
fs-partial-afu.zip/private/var/mobile/Containers/Shared/AppGroup/21BB73C7-FABF-47B5-

B89F-2B39A3C319EB/telegram-data/account-3310966710836000515/postbox/db/db_sglite :

0xC1F3F (Size: 1523712 bytes)

(&)
From: 520148265 N2Net (owner)

That would be epic
2020-03-01 17:11:34(UTC+1)

Source Info:
fs-partial-afu.zip/private/var/mobile/Containers/Shared/AppGroup/21BB73C7-FA6F-47B5-
B89F-2B39A3C319EB/telegram-data/account-3310966710836000515/postbox/db/db_sqlite-
wal : 0x2819B3 (Size: 4120032 bytes)
fs-partial-afu.zip/private/var/mobile/Containers/Shared/AppGroup/21BB73C7-FA6F-47B5-

B89F-2B39A3C319EB/telegram-data/account-3310966710836000515/postbox/db/db_sqlite :

0xC5DC7 (Size: 1523712 bytes)

(&)
From: 520148265 N2Net (owner)

Go hard

2020-03-01 17:11:38(UTC+1)

Source Info:
fs-partial-afu.zip/private/var/mobile/Containers/Shared/AppGroup/21BB73C7-FA6F-47B5-
B89F-2B39A3C319EB/telegram-data/account-3310966710836000515/postbox/db/db_sqlite-
wal : 0x281A28 (Size: 4120032 bytes)
fs-partial-afu.zip/private/var/mobile/Containers/Shared/AppGroup/21BB73C7-FA6F-47B5-

B89F-2B39A3C319EB/telegram-data/account-33109667 10836000515/postbox/db/db_sqlite :

0xC5DC7 (Size: 1523712 bytes)

16
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©

Extraction Report - Apple iOS iTunes (Backup)

HEMLIG |

i.% Cellebrite

wonrwi.cellebrite.cam

Participants

2
e

+46723292029
Caspar*

fredrik@yr.net
_$!<Other>!$_* (owner)

Conversation - Instant Messages (5)

From: +46709998098 Fredrik Kronberg (owner)
To: +46723292029 Caspar
To: fredrik@yr.net _$!<Other>!$_ (owner)

Goodguysnft.com

Attachments:
6ood Guys.

Title: 27780C91-E85A-4951-8F9C-B5025CD70171.pluginPayloadAttachment
Size: 41157

File name: ~/Library/SMS/Attachments/d7/07/1AC2FCDE-0411-44D7-9E8C-
CE670EAC5FFE/27780C91-E85A-4951-8F9C-
B5025CD70171.pluginPayloadAttachment

~/Library/SMS/Attachments/d7/07/1AC2FCDE-0411-44D7-9E8C-
CEG70EACS5FFE/27780C91-E85A-4951-8F9C-

B5025CD70171.pluginPayloadAttachment

Participant Delivered Read Played

+46723292029 Caspar  2021-09-09
19:27:22(UTC
+2)

fredrik@yr.net
_$!<Other>1$_

Status: Sent
2021-09-09 19:27:20(UTC+2)

Source Info:

fs-partial-afu.zip/private/var/mobile/Library/SMS/sms.db : 0x790B578 (Table: message, chat,
attachment, handle; Size: 193863680 bytes)
fs-partial-afu.zip/private/var/mobile/Library/SMS/Attachments/d7/07/1AC2FCDE-0411-44D7-
9E8C-CE670EAC5FFE/27780C91-E85A-4951-8F9C-
B5025CD70171.pluginPayloadAttachment : (Size: 41157 bytes)
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From: +46709998098 Fredrik Kronberg (owner)
To: +46723292029 Caspar
To: fredrik@yr.net _$!<Other>!$_ (owner)

Gors sig bast pa dator

Participant Delivered Read Played

+46723292029 Caspar  2021-09-09
19:27:26(UTC
+2)

fredrik@yr.net
_$!<Other>1$_

Status: Sent
2021-09-09 19:27:26(UTC+2)

Source Info:
fs-partial-afu.zip/private/var/mobile/Library/SMS/sms.db : 0x790CF8D (Table: message, chat,

handle; Size: 193863680 bytes)

From: +46723292029 Caspar
To: +46709998098 Fredrik Kronberg (owner)
To: fredrik@yr.net _$!<Other>!$_ (owner)

Feeeetttr snyggt

Participant Delivered Read Played

+46709998098 Fredrik 2021-

Kronberg 09-09
19:29:19
(UTC+2)

fredrik@yr.net
_$!<Other>!$_

Status: Read
2021-09-09 19:29:15(UTC+2)

Source Info:
fs-partial-afu.zip/private/var/mobile/Library/SMS/sms.db : 0x790C1FE (Table: message,
handle, chat; Size: 193863680 bytes)

From: +46723292029 Caspar
To: +46709998098 Fredrik Kronberg (owner)
To: fredrik@yr.net _$!<Other>!$_ (owner)

Ar de du som &r turtle

Participant Delivered Read Played
+46709998098 Fredrik 2021-

Kronberg 09-09
19:29:50
(UTC+2)

fredrik@yr.net
_$!<Other>1$_

Status: Read
2021-09-09 19:29:30(UTC+2)

Source Info:
fs-partial-afu.zip/private/var/mobile/Library/SMS/sms.db : 0x790DF83 (Table: message,
handle, chat; Size: 193863680 bytes)
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From: +46709998098 Fredrik Kronberg (owner)
To: +46723292029 Caspar
To: fredrik@yr.net _$!<Other>!$_ (owner)

Jajjemen

Participant Delivered Read Played

+46723292029 Caspar  2021-09-09
19:29:54(UTC
+2)

fredrik@yr.net
_$!<Other>1$_

Status: Sent
2021-09-09 19:29:54(UTC+2)

Source Info:
fs-partial-afu.zip/private/var/mobile/Library/SMS/sms.db : 0x790DD74 (Table: message, chat,

handle; Size: 193863680 bytes)
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©

P &
*.. Cellebrite
www.cellebrite.comn

Extraction Report - Apple iOS iTunes (Backup)

Participants
p— +46765948253
“ ‘ Cosmos*
fredrik@yr.net

“\H _$!<Other>!$_* (owner)

Conversation - Instant Messages (1)

From: +46765948253 Cosmos
To: +46709998098 Fredrik Kronberg (owner)
To: fredrik@yr.net _$!<Other>!$_ (owner)

Turtle ar du framfor datorn?

Participant Delivered Read Played
+46709998098 Fredrik 2021-

Kronberg 04-22
16:26:05
(UTC+2)

fredrik@yr.net
_$!<Other>1$_

Status: Read
2021-04-22 15:17:29(UTC+2)

Source Info:
fs-partial-afu.zip/private/var/mobile/Library/SMS/sms.db : OX6E92F83 (Table: message,
handle, chat; Size: 193863680 bytes)



‘ Bilaga4-2021-5000-BG136753-2 Kontakter, 2022-11-04 12:25 diarienr: 5000-K615323-19 316 ‘

| HEMLIG |

©

sta? =
*. Cellebrite
Extraction Report - Apple iOS iTunes (Backup) www.celiebrite.com

Contacts (4)

# Contact Timestamp Entries Addresses Notes Additional info Deleted
Name: Julian Beltran User ID:
Source: WhatsApp Id C1415CB0-A042-
Account: 4025-9C03-
46709998098@s.wh B46F9340A389:ABPerso
atsapp.net n
Source file: fs-
partial-

afu.zip/private/var/m
obile/Containers/Sha
red/AppGroup/220B
1965-CBC5-43A1-
8C74-
AAD412C4114E/Co
ntactsV2.sqlite :
0x12BE1 (Table:
ZWAADDRESSBOO
KCONTACT; Size:
167936 bytes)

2 Name: Julian Beltran Email:
Source: Recents Julian@beltran.hk
Source file: fs-
partial-

afu.zip/private/var/m
obile/Library/Recents
/Recents : 0x68426
(Table: contacts;
Size: 630784 bytes)

3 Name: Julian Beltran Email:
Source: Recents jb@aitrem.com
Source file: fs-
partial-

afu.zip/private/var/m
obile/Library/Recents
/Recents : 0x68A39
(Table: contacts;
Size: 630784 bytes)

4 Name: Julian Beltran |Created: User ID:
Source file: fs- 2019-12-09 User ID C1415CBO-
partial- 16:20:23(UTC+1) A042-4025-9C03-
afu.zip/private/var/m B46F9340A389:ABPerso
obile/Library/Address Modified: n

Book/AddressBook.s

- 2021-09-28
qglitedb : 0xDO25A q4- .
(Table: ABPerson, 17:14:19(UTC+2) Web address:

; e Telegram
ABMultiValue; Size: ? f
1007616 bytes) Bttps.//t.me/@ld‘I 305390
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@

sta? =
*. Cellebrite
Extraction Report - Apple iOS iTunes (Backup) www.cellebrite.com

User Accounts (1)

# User Account Entries Addresses Notes Additional info Deleted
Creation time Email: Source file: fs-partial-
Account Name: Turtle #3338 email fredrik@net2.net afu.zip/private/var/mobile/Cont

ainers/Data/Application/5B296
s - Di d CA9-D9EC-4447-B9DB-
OUICEpRIScor FO74E4E5A765/Library/Cach
es/com.hammerandchisel.disc
ord/fsCachedData/2AD4767F-
0236-4C5B-BE51-
2D4C77DBF90D : 0x299
(Size: 13231 bytes)
fs-partial-
afu.zip/private/var/mobile/Cont
ainers/Data/Application/5B296
CA9-D9EC-4447-B9DB-
F974E4E5A765/Documents/m
mkv/mmkv.default : 0OxX5BF6F5
(Size: 8388608 bytes)
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FORENSIC EXAMINATION REPORT
CASE NUMBER 5000-K615323-19

Case generated Monday, November 15, 2021
Report generated  Wednesday, November 2, 2022
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Firefox Logins

Record 1
User Name
Password
Created Date/Time -

caspar200@outlook.com
tOm3kNIKd123***
2021-03-02 10:25:16

| HEMLIG |

UTC+01:00 (yyyy-MM-

dd)[DST]
URL https://ftx.com
Source . STATIONAR_DATOR_DATORRUM.EQ1 - Entire Disk (Microsoft NTFS, 465.76 GB)\Users\net2\AppData\
Roaming\Mozilla\Firefox\Profiles\9y93bu18.default-release\logins.json
Location . n/a
Evidence number . 2021-5000-BG136753-24
Recovery method . Parsing
ltem ID 1092385

5000-K615323-19 | Wednesday, November 2, 2022 2
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FORENSIC EXAMINATION REPORT
CASE NUMBER 5000-K615323-19

Case generated  Friday, November 26, 2021
Report generated  Wednesday, November 2, 2022
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Chrome Logins

Record 1
User Name
Password
Created Date/Time -
UTC+01:00 (yyyy-MM-
dd)[DST]
URL
Source

Location
Evidence number
Recovery method

Item ID

caspar200@outlook.com
<Encrypted Data>
2020-11-29 20:17:13

https://ftx.com/
. Debian VPN TURTLE-disk001.vdi - Partition 1 (EXT-family, 16 GB)\home\user\.config\google-c
hrome\Default\Login Data
. Table: logins(id: 1)
. Debian VPN TURTLE-disk001.vdi
. Parsing
250146

5000-K615323-19 | Wednesday, November 2, 2022

| HEMLIG |
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FORENSIC EXAMINATION REPORT
CASE NUMBER 5000-K615323-19

Case generated  Friday, November 26, 2021
Report generated  Wednesday, November 2, 2022
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Firefox Web Visits

Record 1
URL
Title
Date Visited Date/Time -
UTC+01:00 (yyyy-MM-
dd)[DST]
Typed
Transition Type
Source

Location

Evidence number
Recovery method
Item ID

Record 2
URL
Title
Date Visited Date/Time -
UTC+01:00 (yyyy-MM-
dd)[DST]
Typed
Transition Type
Source

Location

Evidence number
Recovery method
Item ID

Record 3
URL
Title
Date Visited Date/Time -
UTC+01:00 (yyyy-MM-
dd)[DST]
Typed
Transition Type
Source

Location

Evidence number
Recovery method
Item ID

Record 4
URL
Title
Date Visited Date/Time -
UTC+01:00 (yyyy-MM-
dd)[DST]
Typed
Transition Type
Source

Location
Evidence number

Recovery method
Item ID

https://ftx.com/profile
FTX — wohamusic@icloud.com
2020-11-27 15:06:50

No
TRANSITION_LINK

. Debian VPN TURTLE-disk001.vdi - Partition 1 (EXT-family, 16 GB)\home\user\.mozilla\firefox

\fm777z8m.default-esr\places.sqlite
. Table: moz_places(id: 744)
. Table: moz_historyvisits(id: 1275)
. Debian VPN TURTLE-disk001.vdi
. Parsing

256192

https://ftx.com/profile
FTX — wohamusic@icloud.com
2020-11-27 15:07:26

No
TRANSITION_LINK

. Debian VPN TURTLE-disk001.vdi - Partition 1 (EXT-family, 16 GB)\home\user\. mozilla\firefox

\fm777z8m.default-esr\places.sqlite
. Table: moz_places(id: 744)
. Table: moz_historyvisits(id: 1277)
. Debian VPN TURTLE-disk001.vdi
. Parsing

256194

https://ftx.com/profile
FTX — wohamusic@icloud.com
2020-11-28 14:50:13

No
TRANSITION_LINK

. Debian VPN TURTLE-disk001.vdi - Partition 1 (EXT-family, 16 GB)\home\user\.mozilla\firefox

\fm777z8m.default-esr\places.sqlite
. Table: moz_places(id: 744)
. Table: moz_historyvisits(id: 1297)
. Debian VPN TURTLE-disk001.vdi
. Parsing

256196

https://ftx.com/profile
FTX — wohamusic@icloud.com
2020-11-28 21:35:35

No
TRANSITION_LINK

. Debian VPN TURTLE-disk001.vdi - Partition 1 (EXT-family, 16 GB)\home\user\. mozilla\firefox

\fm777z8m.default-esr\places.sqlite
. Table: moz_places(id: 744)
. Table: moz_historyvisits(id: 1307)
. Debian VPN TURTLE-disk001.vdi
. Parsing

256197

5000-K615323-19 | Wednesday, November 2, 2022

| HEMLIG |
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Firefox Web Visits

5000-K615323-19 | Wednesday, November 2, 2022 3
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FORENSIC EXAMINATION REPORT
CASE NUMBER 5000-K615323-19

Case generated  Friday, November 12, 2021
Report generated  Wednesday, November 2, 2022
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Apple Contacts - macOS

Record 1
First Name
Last Name
Created Date/Time -
UTC+01:00 (yyyy-MM-
dd)[DST]
Website
Source Account
Company
Last Modified Date/Time -
UTC+01:00 (yyyy-MM-
dd)[DST]
Source

Location

Evidence number
Recovery method
Item ID

| HEMLIG |

Julian
Beltran
2020-08-14 19:12:28

https://t.me/@id13053900
Unknown Remote Account
False

2020-08-14 19:12:28

. Entire Disk (APFS Container, 465.63 GB)\8612b020-6270-4dd9-b25e-e05c0fee48f6\Users\fredrik
\Library\Application Support\AddressBook\Sources\7468A34E-6658-4FEB-AACI-6B01135B2C23\Addr
essBook-v22.abcddb

. Entire Disk (APFS Container, 465.63 GB)\8612b020-6270-4dd9-b25e-e05c0fee48f6\Users\fredrik
\Library\Accounts\Accounts4.sqlite

. Table: ZABCDRECORD(Z_PK: 110)

. Table: ZABCDURLADDRESS(Z_PK: 1)

. n/a
. 2021-5000-BG136753-26.aff4
. Parsing

296723

5000-K615323-19 | Wednesday, November 2, 2022 2
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Polismyndigheten
NOA Datum Diarienummer
Nationellt It-brottscentrum, It-forensik 2022-06-08 K615323-19
106 75 STOCKHOLM 5800/49376-21

PM

Pé begéran av utredare har tva fragestillningar stéllts som underlag for fordjupade
undersokningar. Den ena avseende héndelser pa digitala enheter kopplat till specifika
datum grundat i den “’tidslinje 6ver lanseringen av FS3” och den andra relaterad till Tor!
och till Tor-relaterade artefakter oberoende av datum.

De undersokta beslagen dr en stationdr dator 2021-5000-BG136753-24, Macbook 2021-
5000-BG136753-22, Macbook 2021-5000-BG136753-26, iPhone 2021-5000-
BG136753-2, OnePlus Nord 2021-5000-BG136753-16, Xiaomi 2021-5000-BG136753-
17.

Undersokning 1:

Vad for aktivitet relaterad till Tor, SSH, bashhistorik osv kan iakttas i enheten?
Finns det wifi-uppkopplingshistorik?

Undersokningen ar avgransad till att inte omfatta chattar, detta redovisas separat
av utredare. Den undersokta tidsperioden ar 2018-12-16 22:42 — 2018-12-18 00:57.

Stationar dator 2021-5000-BG136753-24
Inget har iakttagits relaterat till undersokningens fragor.

Macbook 2021-5000-BG136753-22

Under tidsperioden har epostmeddelanden som inte har relevans till utredningen
mottagits och skickats. Exempel pa det ar reklamutskick fran bl.a. Facebook, Google,
Rentalcars, Amex m.m. Dartill finns dven webhistorik och cookies fran webbldsaren
som inte beddms vara av relevans for drendet.

2018-12-17 10:43:50 — Lagras ett nytt WiFi-inlogg i datorn. Wifi:ts namn dr Mynt Cafe
och 16senordet &r MYNTCAFEV31.

2018-12-17 10:55:25 — Inkommer ett e-postmeddelande till fredrik@net2.net frin
uber.sverige@uber.com med kvitto for en resa mellan ||| j B och Ringvigen
98A. Resan startade 10:44 och avslutades 10:55.

2018-12-17 16:36:52 — Inkommer ett e-postmeddelande till fredrik@net2.net fran
uber.sverige@uber.com med kvitto for en resa mellan Ringvégen 98A och

I - R csan startades 16:24 och
avslutades 16:36.

Macbook 2021-5000-BG136753-26

Under tidsperioden har epostmeddelanden som inte har relevans for utredningen
mottagits och skickats.

Samma epostmeddelande som iakttogs pa 2021-5000-BG136753-26 med avsidndare
Uber har iakttagits pa denna enhet.

'Tor innehéaller flera lager av kryptering och anonymisering vilket gér att den som anvinder
krypteringsnétverket kan surfa med véldigt liten risk att avsldja sin identitet”
https://sv.wikipedia.org/wiki/Tor (n%C3%Ad4tverk)
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iPhone 2021-5000-BG136753-2
P& enheten har enbart chattar iakttagits under tidsperioden.

OnePlus Nord 2021-5000-BG136753-16
Inget har iakttagits relaterat till undersdkningens fragor.

Xiaomi 2021-5000-BG136753-17
Inget har iakttagits relaterat till undersdkningens fragor.

Undersokning 2: Finns Tor installerat och vilka anvandarrelaterade artefakter kan
iakttas? Undersokningen &r inte datum-/tidsbegransad.

Stationar dator 2021-5000-BG136753-24
Inga Tor-relaterade artefakter har iakttagits.

Macbook 2021-5000-BG136753-22
TorBrowser ér installerad pa datorn och det finns .onion-bokmaérken i Tor. Bokmirkena
ar pwoah7foa6au2pul(.)onion samt deepdot35Swvmeyd5(.)onion.

Pa datorn finns dven en plist-fil som heter com.apple.dock.plist. Dock.plist innehaller
information om vilka program som finns i Macbookens ”dock” och dar ar
TorBrowser.app en av applikationerna som finns med.

P4 datorn finns databasen knowledgeC.db. Databasen innehaller information om appar
pa datorn som varit i fokus och under vilka tider det skett. Avseende TorBrowser visar
databasen att TorBrowser varit aktivt/i fokus 2020-07-15 21:07:18 till

21:11:50 samt 2020-07-19 22:33:23 till 22:49:26.

Pé datorn finns dven ett epostmeddelande diar TorBrowser omndmns.
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S @ 217454.emlix ™  Oppna med Mail

Fredrik Kronberg <fredrik@net2.net> 11 jan. 2016 19:26:54
(Amne saknas)

Till: marcvenzara@gmail.com

Download Tor Browser:

https://www.torproject.org/distitorbrowser/5.0.7forbrowser-install-5.0.7_en-US .exe

Then go to Alpha Bay and open an account.. Deposit some bitcoins and go shopping!

URL o Alpha Bay: http://pwoah7foa6au2pul.onion

This is shipped already to you:

1/40z of Psilocybe Cubensis Magic Mushroom powder of the Penis Envy strain.

About the Penis:

The Penis Envy is a mutant strain of Psilocybe Cubensis. It gets its name from its uncanny resemblance to a penis. The Penis Envy is
among the most potent of cubes and should be eaten with care. From a production standpoint, the potency of this shroom is balanced by its
slow flush rate and smaller than average yields.

Adose of 1.5-2 grams will be enough for most casual psychonauts. Please eat with care as these are extremely potent shrooms.

All mushrooms are fresh within a month. Most mushrooms you will eat at festivals have been in storage all winter. This will effect product
quality as oxygen breaks down psilocybin.

We powder the dried product in a Nutribuliet immediately prior to fulfilling an order. This is to provide additional package stealth.

Macbook 2021-5000-BG136753-26
Inga Tor-relaterade artefakter har iakttagits.

iPhone 2021-5000-BG136753-2

P4 telefonen finns applikationen ”Onion Browser~” frén tillverkaren Mike Tigas.
Applikationen kan anvéndas pd samma sétt som Tor pé en dator. I enheten har ingen
information kring anvédndning iakttagits.

299

OnePlus Nord 2021-5000-BG136753-16
Pé telefonen finns Tor installerat och det har iakttagits tumnagelbilder frén onion-sidor.
Detta har redovisats 1 separat PM.

Pé telefonen har dven applikationen Onion Browser iakttagits. I enheten har ingen
information kring anvéndning av Onion Browser iakttagits.

Xiaomi 2021-5000-BG136753-17
Inga Tor-relaterade artefakter har iakttagits.

Viktor Ndasman
It-forensiker

2 Onion Browser is the original free and open-source Tor-powered web browser for i0S. Onion Browser
helps you access the internet with more safety and privacy, and no extra cost to you.
https://apps.apple.com/se/app/onion-browser/id519296448
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PM

Pa begiran av utredare har tva fragestdllningar stillts som underlag for fordjupade
undersokningar. Den ena avseende héndelser pa digitala enheter kopplat till specifika
datum grundat i den “’tidslinje 6ver lanseringen av FS3” och den andra relaterad till Tor!
och till Tor-relaterade artefakter oberoende av datum.

De undersokta beslagen dr en stationdr dator 2021-5000-BG136753-24, Macbook 2021-
5000-BG136753-22, Macbook 2021-5000-BG136753-26, iPhone 2021-5000-
BG136753-2, OnePlus Nord 2021-5000-BG136753-16, Xiaomi 2021-5000-BG136753-
17.

Underso6kning 1:

Vad for aktivitet relaterad till Tor, SSH, bashhistorik osv kan iakttas i enheten?
Finns det wifi-uppkopplingshistorik?

Undersokningen ar avgransad till att inte omfatta chattar, detta redovisas separat
av utredare. Den undersékta tidsperioden ar 2018-12-16 22:42 — 2018-12-18 00:57.

Stationar dator 2021-5000-BG136753-24
Inget har iakttagits relaterat till undersokningens fragor.

Macbook 2021-5000-BG136753-22

Under tidsperioden har epostmeddelanden som inte har relevans till utredningen
mottagits och skickats. Exempel pa det ar reklamutskick fran bl.a. Facebook, Google,
Rentalcars, Amex m.m. Dartill finns dven webhistorik och cookies fran webbldsaren
som inte bedoms vara av relevans for drendet.

2018-12-17 10:43:50 — Lagras ett nytt WiFi-inlogg i datorn. Wifi:ts namn dr Mynt Cafe
och lésenordet ir MYNTCAFEV31.

2018-12-17 10:55:25 — Inkommer ett e-postmeddelande till fredrik@net2.net fran
uber.sverige@uber.com med kvitto for en resa mellan || | j B och Ringvigen
98A. Resan startade 10:44 och avslutades 10:55.

2018-12-17 16:36:52 — Inkommer ett e-postmeddelande till fredrik@net2.net fran
uber.sverige@uber.com med kvitto for en resa mellan Ringvégen 98A och

I R csan startades 16:24 och
avslutades 16:36.

Macbook 2021-5000-BG136753-26

Under tidsperioden har epostmeddelanden som inte har relevans for utredningen
mottagits och skickats.

Samma epostmeddelande som iakttogs pa 2021-5000-BG136753-26 med avséndare
Uber har iakttagits pa denna enhet.

'”Tor innehéaller flera lager av kryptering och anonymisering vilket gor att den som anvéinder
krypteringsnétverket kan surfa med vildigt liten risk att avslja sin identitet”
https://sv.wikipedia.org/wiki/Tor (n%C3%Ad4tverk)
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iPhone 2021-5000-BG136753-2
P& enheten har enbart chattar iakttagits under tidsperioden.

OnePlus Nord 2021-5000-BG136753-16
Inget har iakttagits relaterat till undersokningens fragor.

Xiaomi 2021-5000-BG136753-17
Inget har iakttagits relaterat till undersokningens fragor.

Undersékning 2: Finns Tor installerat och vilka anvdndarrelaterade artefakter kan
iakttas? Undersdkningen &r inte datum-/tidsbegréansad.

Stationar dator 2021-5000-BG136753-24
Inga Tor-relaterade artefakter har iakttagits.

Macbook 2021-5000-BG136753-22
TorBrowser ér installerad pa datorn och det finns .onion-bokmérken i Tor. Bokmirkena
ar pwoah7foa6au2pul(.)onion samt deepdot3Swvmeyd5(.)onion.

Pa datorn finns dven en plist-fil som heter com.apple.dock.plist. Dock.plist innehaller
information om vilka program som finns i Macbookens ’dock” och dir ar
TorBrowser.app en av applikationerna som finns med.

P4 datorn finns databasen knowledgeC.db. Databasen innehaller information om appar
pa datorn som varit i fokus och under vilka tider det skett. Avseende TorBrowser visar
databasen att TorBrowser varit aktivt/i fokus 2020-07-15 21:07:18 till

21:11:50 samt 2020-07-19 22:33:23 till 22:49:26.

Pé datorn finns dven ett epostmeddelande diar TorBrowser omndmns.
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S @ 217454.emlix ™  Oppna med Mail

Fredrik Kronberg <fredrik@net2.net> 11 jan. 2016 19:26:54
(Amne saknas)

Till: marcvenzara@gmail.com

Download Tor Browser:

https://www.torproject.org/distitorbrowser/5.0.7forbrowser-install-5.0.7_en-US .exe

Then go to Alpha Bay and open an account.. Deposit some bitcoins and go shopping!

URL o Alpha Bay: http://pwoah7foa6au2pul.onion

This is shipped already to you:

1/40z of Psilocybe Cubensis Magic Mushroom powder of the Penis Envy strain.

About the Penis:

The Penis Envy is a mutant strain of Psilocybe Cubensis. It gets its name from its uncanny resemblance to a penis. The Penis Envy is
among the most potent of cubes and should be eaten with care. From a production standpoint, the potency of this shroom is balanced by its
slow flush rate and smaller than average yields.

Adose of 1.5-2 grams will be enough for most casual psychonauts. Please eat with care as these are extremely potent shrooms.

All mushrooms are fresh within a month. Most mushrooms you will eat at festivals have been in storage all winter. This will effect product
quality as oxygen breaks down psilocybin.

We powder the dried product in a Nutribuliet immediately prior to fulfilling an order. This is to provide additional package stealth.

Macbook 2021-5000-BG136753-26
Inga Tor-relaterade artefakter har iakttagits.

iPhone 2021-5000-BG136753-2

Pa telefonen finns applikationen ”Onion Browser~” fran tillverkaren Mike Tigas.
Applikationen kan anvéndas pd samma sétt som Tor pé en dator. I enheten har ingen
information kring anvéndning iakttagits.

299

OnePlus Nord 2021-5000-BG136753-16
Pa telefonen finns Tor installerat och det har iakttagits tumnagelbilder frén onion-sidor.
Detta har redovisats 1 separat PM.

Pa telefonen har dven applikationen Onion Browser iakttagits. I enheten har ingen
information kring anvéndning av Onion Browser iakttagits.

Xiaomi 2021-5000-BG136753-17
Inga Tor-relaterade artefakter har iakttagits.

Viktor Ndsman
It-forensiker

2 Onion Browser is the original free and open-source Tor-powered web browser for i0S. Onion Browser
helps you access the internet with more safety and privacy, and no extra cost to you.
https://apps.apple.com/se/app/onion-browser/id519296448
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De tva onionadresser som omnamns i PM ar kontrollerade av undertecknad genom
kontakt med Noa underrattelsesektionen.
Ingen av adresserna ar langre aktiv.

pwoah7foa6au2pul - Adressen gick till AlphaBay, som under en period var varldens
storsta internationella marknadsplats och togs ner av USA. Se
https://www.fbi.gov/news/stories/alphabay-takedown.

deepdot35wvmeyd5 - DeepDotWeb var en sida med nyheter om Darknet och lankar till
marknadsplatser. Man hade referal links till marknadsplatser vilket innebar att
man fick en procent for de kunder man formedlade. Sidan togs ner av USA. Se
https://www.justice.gov/opa/pr/deepdotweb-administrator-pleads-guilty-money-laun
dering-conspiracy.

Antecknat av krinsp Siklosi.
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Polismyndigheten
Philip Lindhagen

Genomgang av hemligt tvangsmedel. HDA

I férunders6kningen som ror narkotikamarknadsplatsen Flugsvamp 3.0 har
Polismyndigheten fatt tillstdnd att anvénda sig av hemlig dataavldsning mot
den missténkta administratéren Fredrik Kronberg.

Avlasning

Dataavldsningen har varit begriansad for information mellan 2018-06-01 och
2021-12-02. Avldsningen har genomforts pa en iPhone med IMEI:
353912106467311 samt telefonnummer 46709998098.

Anvandandet

Vid avlésningstillfillet och bakat s kan man notera att det &r daglig trafik pa
telefonen. De flesta meddelanden &dr familjerelaterade meddelanden till och
fran Fredrik Kronbergs partner EL.

I 6vrigt sa finns véldigt mycket kontakt med en WC, Garcia dér de tillsam-
mans koordinerar och administrerar ett NFT-projekt som kallas f6r Million-
DollarRats. I 6vrigt sa dr det ett stort flode av epost till Fredriks privata adres-
ser samt foretagsadresser. Det finns dven flera chattgrupper pa bland annat
whats-app dér det fors diskussioner om tillexempel utekvillar, droger, fester,
aktier, investeringar och trianing.

PM 220822 Genomgang HDA.docx
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Material som berér Flugsvamp

I en gruppchatt som berdr en resa till Ziirich finns foljande dialog. Bedomt
betyder "md” i meddelandet fran Fredrik drogen MDMA.

Program Riktning Kontakt Meddelande

2018-10-13 21:06:25 WhatsApp In AM Jag lamnar inget at slumpen

Vi kommer ha kul har boys. Ser sjukt mkt fram emot er
2018-10-13 21:07:06 WhatsApp In AM ankomst
2018-10-13 21:12:29 WhatsApp Out Fredrik Ja set ska blir jakla kul!!

Gick det att [6sa md btw? Annars gar det att bestalla on-
2018-10-13 21:12:50 WhatsApp Out Fredrik line igen

Agaren bakom flugsvamp har ju &kt dit, jakla sjukt, 26-
2018-10-13 21:13:20 WhatsApp Out Fredrik aring fran lund
2018-10-13 21:13:34 WhatsApp Out Fredrik Ska bli spannande att félja det caset

MD ska ga att fixa men maste ringa igen och lite jidder sa
2018-10-13 21:19:05 WhatsApp In AM om det ar easy online sa fixa garna pa forhand :)
2018-10-13 21:26:30 WhatsApp Out Fredrik Aa men da klickar jag hem en enhet istéllet

Bra grejer eller? Ingen risk att ta med sig? Vill inte att du
2018-10-13 21:27:28 WhatsApp In AM aker dit :)
2018-10-13 21:29:49 WhatsApp Out Fredrik  Hihi no risk
2018-10-13 21:31:45 WhatsApp In AM Hihi ok
2018-10-13 21:32:02 WhatsApp In M Haha
2018-10-13 21:32:45 WhatsApp In AM Kan meddela grejerna som har inhandlats ar dunder
2018-10-13 21:32:57 WhatsApp In AM Pang pang

2018-10-13 22:47:36 WhatsApp In AM Labbtestat 80%%
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I konversationen nedan berdrs ett kop som genomfors pa Flugsvamp 3.0 av
Fredrik och bestills till Caspars hemadress.

Avsan-

Program Riktning dare Meddelande
Kan jag bestalla till [DIN ADRESS, felsta-

2019-05-07 21:08:13 iMessage Out Fredrik  vat]
2019-05-07 21:08:35 iMessage Out Fredrik  Sa lagger jag pa en gobbe dundernabb
2019-05-07 21:20:46 iMessage In Caspar  Jaja men kor tva gubbar
2019-05-07 21:21:35 iMessage In Caspar  Mijhihihi
2019-05-07 21:21:45 iMessage In Caspar  De borjar kma fan va gott
2019-05-07 21:21:56 iMessage In Caspar  Snart ska jag osterina sonder ocksa
2019-05-07 21:23:33 iMessage Out Fredrik  Shit det hander grejjer

Redan bestallt blev en bara men denna
2019-05-07 21:23:47 iMessage Out Fredrik  assa jeeez
2019-05-07 21:23:52 iMessage Out Fredrik  Ska va san dunder
2019-05-07 21:23:55 iMessage Out Fredrik 1200
2019-05-07 21:24:16 iMessage In Caspar  Oki
2019-05-07 21:24:23 iMessage Out Fredrik  Smarr
2019-05-07 21:24:28 iMessage In Caspar  Vart bestallde du lol?
2019-05-07 21:24:39 iMessage Out Fredrik ~ Samt 20st oxycontin 10mg
2019-05-07 21:24:43 iMessage In Caspar [FRAGA OM ADRESS som felstavad]
2019-05-07 21:24:52 iMessage Out Fredrik  Samt vapes
2019-05-07 21:24:55 iMessage In Caspar  Fanva gott

Sa har vi lite gott till din stora fira kor-
2019-05-07 21:25:37 iMessage Out Fredrik  kortsgaddan
2019-05-07 21:25:46 iMessage Out Fredrik  Ngt mer vi behover?
2019-05-07 21:33:00 iMessage Out Fredrik
2019-05-07 21:35:31 iMessage In Caspar  Ahjuste ja
2019-05-07 21:35:33 iMessage In Caspar Na
2019-05-07 21:35:38 iMessage In Caspar Nah:)
2019-05-07 21:36:09 iMessage In Caspar  Men vart bestallde du de?
2019-05-07 21:36:24 iMessage Out Fredrik  Flugsvamp
2019-05-07 21:36:28 iMessage In Caspar  Jo men till
2019-05-07 21:36:39 iMessage Out Fredrik  [DIN ADRESS]

Oki hade kunnat vanta lite jag ar ju inte
2019-05-07 21:36:56 iMessage In Caspar hemma
2019-05-07 21:37:06 iMessage In Caspar  Ahja men jag sager till jocke
2019-05-07 21:37:09 iMessage Out Fredrik Ok
2019-05-07 21:37:23 iMessage In Caspar  Eller har du redan bestallt
2019-05-07 21:37:26 iMessage Out Fredrik Mm

2019-05-07 21:37:33 iMessage In Caspar  Oki
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Meddelanden med motpart som hér bendmns "FO” om att ldsa forundersok-
ningsprotokollet om Flugsvamp 2.0.

Rikt-  Avsadn-
Datum  Tid ning  dare Meddelande
2020-02-
12 20:19:49 In FO Har du last FS2 FUPen? :-)
2020-02-
12 20:20:34 In FO Javlar vad de satte dit dem rejalt hehe.
2020-02-
12 20:21:46 Out Fredrik Aboo shiiet ar den ute nu!
2020-02-
12 20:21:55 In FO Mhmm
2020-02-
12 20:21:59 In FO massiiiiv
2020-02-
12 20:22:10 Out Fredrik Hah kan tanka mig
2020-02- Lite fulla hander med sjuk mig och vera har far lasa imrn,
12 20:22:44 Out Fredrik summera whats what!
2020-02-
12 20:22:56 Out Fredrik Hur akte han dit?!
2020-02-
12 20:23:28 In FO Kopplade bitcoinkdp plus han salde weed osv
2020-02-
12 20:23:54 |In FO Verkar varit ratt lat pa vissa hall, men smart pa andra
2020-02-
12 20:23:57 Out Fredrik Han salde weed?!
2020-02-
12 20:24:02 In FO Yup
2020-02-
12 20:24:10 In FO Kan du tanka dig vilket pucko
2020-02-
12 20:24:23 Out Fredrik Whyyy, han maste desgit in sa mkt
2020-02-
12 20:24:33 In FO Mm sjuka summor
2020-02-
12 20:24:37 Out Fredrik Ok sa bitcoinkop
2020-02-
12 20:24:40 In FO 100-100msek+
2020-02-
12 20:24:50 Out Fredrik Fuuucking fuck
2020-02-
12 20:24:52 In FO 100-200
2020-02-
12 20:24:59 Out Fredrik Jeez
2020-02-
12 20:25:16 In FO men troligtvis mer. fast i dagens btcvarde da
2020-02-

12 20:25:48 In FO 17 000 kopare och 600 ngt sdljare har de identifierat
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2020-02-
12
2020-02-
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2020-02-
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2020-02-
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2020-02-
12
2020-02-
12
2020-02-
12
2020-02-
12
2020-02-
12
2020-02-
12
2020-02-
12
2020-02-
12

20:25:54

20:25:54

20:26:13

20:26:51

20:26:54

20:27:01

20:28:24

20:28:52

20:29:15

20:29:27

20:29:30

20:29:40

20:29:41

20:29:56

20:30:05

Out

Out

Out

Fredrik

Fredrik

Fredrik

FO

FO

FO

FO

Fredrik

FO

FO

FO

Fredrik

FO

FO

Fredrik

2022-08-22 [ HEMLIG ]
oo 5000-K615323-19

Makes sense
Ah ja, gatt upp fran 500usd typ ju ndr dom borja
O sen hogg dom honom med datorn igang?

Eller snarare att de vet att det fanns minst 17k, forstas inte
att de identifierat alla

Japp

Classic

Allt var mkt decentraliserat och ordentligt uppbyggt pa
manga satt.. Bara for klantiga/lata

Hehe fan ska bli spannande lasa!

Indeedio :D

Den ar pa 250mb

pdfer

Ouff

Som en lang bok

Enjoy meckoo

Will do!
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Meddelanden som rér fakturor och tjanster till Beltran Consulting
Itd

Konversationen nedan har skett via programmet Telegram. Notera att det f6-

refaller som att detta dr den forsta kontakten mellan Fredrik och Beltran Con-
sulting. Den forsta fakturan forsoker Fredrik skicka samma kvéll som de ini-

tialt har fatt kontakt. Sedan skickas den ater till rétt epost nista dag och beta-

las dagen efter.

Riktning  Avsdndare Meddelande
2019-12-09 15:39:32 |In 13053900 Hello

My contact @GiGoGoHK told
me you can promote my web-

2019-12-09 15:39:57 In 13053900 site
2019-12-09 15:40:06 In 13053900 | offer IT Consultancy in HK
2019-12-09 15:40:10 In 13053900 Beltran.hk

Hi there! Yes that’s correct! |
will discuss details with you
2019-12-09 15:46:29 Out N2Net shortly, on the run right now :)

2019-12-09 15:46:46 |In 13053900 No worries

Sent you an email on sup-
port@beltran.hk with the de-
2019-12-09 22:00:00 Out N2Net tails

Let me know if it looks good,
and answer back with invoicing
details so | can prepare the in-

2019-12-09 22:01:08 Out N2Net voice for you to review
Support@beltran.hk bounced..

2019-12-09 22:08:55 Out N2Net what’s you email?

2019-12-10 00:40:04 |In 13053900 Julian@beltran.hk

2019-12-10 00:41:10 Out N2Net Ok, I'll resend

2019-12-10 09:15:47 In 13053900 Hello

2019-12-10 09:15:56 In 13053900 Didn't receive any email

2019-12-10 09:30:01 In 13053900 Found it, it was on spam

2019-12-10 10:39:01 Out N2Net Great! Then we're all set

2019-12-11 16:17:14 In 13053900 Hi

2019-12-11 16:17:18 |In 13053900 Just paid the invoice

2019-12-11 16:17:24 |In 13053900 Let me know of you receive it

2019-12-11 16:17:33 In 13053900 In the next 24h

That’s great, thanks a lot! I'll let
2019-12-11 16:18:00 Out N2Net you know when it’s received!
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Already received! That was re-

2019-12-12 13:26:30 Out N2Net ally fast, thank you very much!
2019-12-12 13:26:59 |In 13053900 Great
2019-12-12 13:27:07 In 13053900 Send me some traffic :)
2019-12-12 13:27:35 Out N2Net Yes it’s on its way :)

Dear Frederick, | processed the
2019-12-14 15:20:34 In 13053900 payment

Hope you can send me some
2019-12-14 15:20:45 |In 13053900 traffic :)

Thank you, much appreciated!
Yes traffic is already being sent
2019-12-14 15:26:10 Out N2Net since yesterday :)

2019-12-14 15:26:31 |In 13053900 )
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Fredriks kunskap om kryptovalutor

Nedan &r ett exempel pé en konversation som Fredrik startar till en grupp
med kompisar. Det tas med i denna redovisningen som ett exempel pa Fred-
riks férdigheter inom kryptovaluta.

Datum Tid Riktning  Avsdndare = Meddelande

Har ar en snabb genomgang
som kanske kan intressera
fler.. Forst satter man inte
ETH som sakerhet till
aave.com och kramar ut ca
1% plus 1.5% i matic reward
2021-05-07 19:21:18 Out Fredrik for hela beloppet

Sedan anvander man dessa
eth som sakerhet och lanar
USDT. Da betalar man ca 10%
i ranta, men far ca 15% i matc
2021-05-07 19:21:57 Out Fredrik reward, vilket blir 5% netto

Sedan tar man dessa USDT

och satter in i curve.fi dar

man far 9.4% i trading fees
2021-05-07 19:24:05 Out Fredrik plus ca 27% i matic rewards

Pa aave far man lana USDT till

ett varde av 80% av sina ETH,

och blir likviderad om det

uppgar till 82.5%, sa det far

inte handa, det kostar 5% att
2021-05-07 19:25:37 Out Fredrik bli likvidrad..

Sa man far kdnna lite var man
inte tror ETH kommer ga ner
till.. Jag ligger t ex saker dven
om ETH gar ner till 2000 vil-
ken gar att sova gott med..
Da blir den totala yielden for
hela ETH positionen med allt
2021-05-07 19:26:34 Out Fredrik inkluderat ca....

Den excel utrakningen har jag
inte kvar men tror det blev
2021-05-07 19:27:12 Out Fredrik 18-20% APY
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Gruppmed-
lem

Fredrik

Fredrik

Fredrik

Fredrik

Gruppmed-
lem
Gruppmed-
lem

Fredrik

Fredrik

Gruppmed-
lem

Gjorde en bankoéverforing till
binance som verkar ha gatt
snett

Man kan aven om man vill ha
noll risk lana eth mot sina
eth, satta tillbaks eth som sa-
kerhet och repeat, repeat re-
peat.. Da krdmar man ur ca
10%

Men da kan man lika garna
kora cureveupplagget med
annu mer safety margin, som
ETH $1500 eller liknande..

Allt 6ver 6-7% pa ETH far rak-
nas som bra

Allt ovan ar pa Polygon och
varje transaktion kostar ca
$0.0002

Laughed at “Den excel utrak-
ningen har jag inte kvar men
tror det blev 18-20% APY”

Jiises vilken grej!

Att claima sina Matic rewards
kostar t ex $0.00016

Nu ska jag natta [DOTTER]
mer om detta sen

Tack for genomgang! Kom-
mer dock behdva en step by
step senare ikvall dver tele-
fon. Eller grupp-FaceTime om
fler vill vara med.
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Kontakt for kop av klocka

I f6rhor med Fredrik Kronberg som genomforts 2021-11-11 sé stér det {6l-
jande: 7 Fredrik sciger att han formodligen har genomfort vixlingen mot en
individ pa telegram.
De har pratat pa Engelska, och Fredrik sciger att han har for sig att hans an-
vindarnamn dr Rafeal eller Rafel. Fredrik sdger att han genomfor privatvix-
lingar for att han ibland far formanliga erbjudanden pa mellan 5-10% ra-
batt.”
Jag har sokt i HDA-materialet efter en Rafael och sokt pé f6ljande termer:

Rafael — Namnet ndmns i ett reklambrev som Fredrik mottog
fran coindesk 2021-04-09.

Rafeal — Ingen traff

Rafel — Ingen traff

Rafal — Ingen traff

Raphael — En kontakt finns skapad 2020-09-20 klockan
12:07:36, manga kontakter finns skapade den tiden sa férmodligen &r det en
import. Ett nummer till kontakten &r angivet som: ”2124330628”. Telefon-
numret forkommer inte ndgon annanstans i materialet och inte heller kontakt-
namnet. Kontakten &r skapad efter klockkopet.

Rapheal — Ingen traff

Raphel — Ingen traff

Raphal — Ingen traff

Raphe — Far 12 traffar totalt, allt dr reklam-epost.

Pé Telegram sé aterfinns det bara totalt 3 kontakter som Fredrik sjdlv har
skrivit till. Det dr ”Cosmos”, ”Giorgio HK” samt ”13053900” som &r det
numret som Fredrik skrivit till géllande fakturor till Beltran Consulting.
Ingen kontakt vid namn Rafael eller prat om véxling av kryptovaluta har skett
via Telegram.

Jag har ocksa sokt pa orden: “vixling”, “eth”, ”btc” samt “swap” f6r inform-
ation i materialet daterat mellan 2020-05-01 och 2020-07-31. Det finns inget
i materialet som antyder en konversation om att véxla kryptovaluta pa ndgon
meddelandetjanst alls.

Fredrik dr ocksé med i en Telegramgrupp som heter ” BitDials | The Bitcoin
Luxury Boutique” Fredrik har sjélv aldrig skrivit i gruppen och i 6vrigt &r det
reklam och vissa supportdrenden som avhandlas i gruppen.

Utredare
Philip Lindhagen
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= Bilaga - Skaligen misstankt
Polise

Enhet Diarienr

Nationella Operativa Avdelningen, Komplexa cyberbrott (KCB) 1 NIB NOA 5000-K615323-19
Skaligen misstankt person Personnr

Kronberg, Fredrik Ulf Julius 19830208-0778
Identifierad Kontrollsatt Kommentar
Ja Annat Kand av utredare
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Polisen

[ HEML]G

- Personalia och dagsbotsuppgift

<~

Utskriftsdatum
2023-04-12
Namn Personnummer
Kronberg, Fredrik Ulf Julius 19830208-0778
Tilltalsnamn Kallas for Oknamn Kén
Fredrik Man
Fddelseférsamling Fddelselan Fddelseort utland
Oscar Stockholms ldan
Medborgarskap Hemvistland Telefonnr
Sverige 0709998098: Mobiltelefon

I

Folkbokféringsort

Stockholm

Foraldrars/Vardnadshavares namn och adress (betraffande den som inte fyllt 20 ar)

Utbildning

Yrke / Titel

Arbetsgivare

Anstéllning (nuvarande och tidigare)

Arbetsforhet och halsotillstand

Kompletterande uppgifter

Telefonnr

Uppgiven inkomst Bidrag

150000 0

Forsorjningsplikt

Férmdgenhet

Hemmavarande barn under 18 ar

Skulder

0

Kontroll utférd
Taxerad inkomst Taxeringsar

Taxeringskontroll utférd av Datum
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Polisen
Enhet
Nationella Operativa Avdelningen, Komplexa cyberbrott (KCB) 1 NIB NOA
Arende
Diarienr Underrattad av
5000-K615323-19 Siklosi, Goran
Garning

Synnerligen grovt narkotikabrott Fullbordat, Stockholm Stockholm, mellan 2018-12-17 och -

Berord person

Personnr Efternamn Férnamn

19930419-2991 Nederman Hampus Helge

Underrattelsesatt Delgiven info. om ev. férenklad delgivning
Underrittelse genom vanlig delgivning 2023-01-26

Datum utsand Yttrande senast (radrum)
2023-04-12 2023-04-28

Notering

Resultat av slutunderrattelse

Information gallande erinran

Forsvarare

Namn

Ataseven, Metin

Underrattelsesatt

Skriftlig underréttelse

Datum utsénd Yttrande senast (radrum)
2023-04-12 2023-04-28
N'gtering

Overldmnat pa USB

Resultat av slutunderrattelse

Information géllande erinran
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Polisen
Enhet
Nationella Operativa Avdelningen, Komplexa cyberbrott (KCB) 1 NIB NOA
Arende
Diarienr Underrattad av
5000-K615323-19 Siklosi, Goran
Garning

Synnerligen grovt narkotikabrott Fullbordat, Stockholm Stockholm, mellan 2019-06-02 och -

Berord person

Personnr Efternamn Férnamn

19940119-7554 Nironen Adam Antti

Underrattelsesatt
Underrittelse genom vanlig delgivning

Datum utsand Yttrande senast (radrum)
2023-04-12 2023-04-28
Notering

Resultat av slutunderrattelse

Information gallande erinran

Forsvarare

Namn

Audell, Elisabet

Underrattelsesatt

Skriftlig underréttelse

Datum utsénd Yttrande senast (radrum)
2023-04-12 2023-04-28
N'gtering

Overldmnat pa USB

Resultat av slutunderrattelse

Information géllande erinran
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Polise

Enhet

Nationella Operativa Avdelningen, Komplexa cyberbrott (KCB) 1 NIB NOA

Arende

Diarienr Underrattad av

5000-K615323-19 Siklosi, GOran

Garning

Bokforingsbrott Fullbordat, Stockholm Stockholm, mellan 2019-12-12 00:00 och 2021-08-25 00:00

Grovt penningtvittsbrott Fullbordat, _, mellan 2019-12-12 och 2021-08-25

Synnerligen grovt narkotikabrott Fullbordat, Stockholm Stockholm, mellan - och 2021-11-09

Berord person

Personnr Efternamn Férnamn

19830208-0778 Kronberg Fredrik UIf Julius

Underrattelsesatt
Underrittelse genom vanlig delgivning

Datum utsand Yttrande senast (radrum)
2023-04-12 2023-04-28
Notering

Resultat av slutunderrattelse

Information gallande erinran

Forsvarare

Namn
Awrohum, Kinora

Underrattelsesatt

Skriftlig underréttelse

Datum utsénd Yttrande senast (radrum)
2023-04-12 2023-04-28
N'gtering

Overldmnat utskrivet och pa USB

Resultat av slutunderrattelse

Information géllande erinran



