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Frén: Christina Claesson

Tili: Sandman Biérn

Arende: SV: E-mail

Datum: onsdag den 4 september 2019 11:04:20
Bllagor: Till EBM 190904.zip

Hej Bjorn,

Bifogar filerna — de &r krypterade med 7-zip/skyddade med 16sen. Skickar lésen till dig pa sms
(antar jag kan skicka sms till det nr du ringde fran igar?) efter att du bekréftat mottagande av
detta mail.

Du 6ppnar sedan filerna genom att spara zip-mappen i detta mail ndgonstans dér du vill spara
materialet. Hogerklicka pa zip-mappen och vélj 7-zip sedan ”packa upp filer”. Fyll i l6senordet i
dialogrutan och tryck OK.

Mvh,

Christina

Fran: Sandman Bjdrn <Bjorn.Sandman@ebm.se>
Skickat: den 3 september 2019 15:14

Till: Christina Claesson <christina.claesson@fi.se>
Amne: E-mail

Vanligen

Bjorn Sandman

Bjorn Sandman
Kriminalinspektér

Ekobrottsmyndigheten Stockholm
Finansmarknadskammaren

Hantverkargatan 15, Box 820, 101 36 STOCKHOLM
Direkt 010-562 92 18, Mobil 072-587 35 99

Vixel 010-562 90 00, Fax 010- 562 90 85

bjorn.sandman@ebm.se

Swrdindl | e ftberity
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"E*‘ Ekobrottsmyndigheten
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Prepared for: The Board of Directors

Customers with offshore engagements
(follow-up)

Confidential

25 April, 2016

Summary

e On the Board Meseting the 5 April, 2016, the Board of Directors assigned the CEO to update the Board
on the situation regarding the Group’s status in relation to offshore countries.

e There are several cases when the bank, or its subsidiaries, have business relations with customers
located in offshore jurisdictions. This can be accepted when it is proven and documented that the
customers have a legitimate reason to reside in such place. Examples of such cases are when the
customer's identity is acknowledged, the source of funds unquestionable and the risk for money
laundering can be managed properly.

e To enable a relevant business decision whether a customer can be accepted or not, it is essential that
each customer’s full identity, the purpose and nature of the relationship with the bank, source of funds,
etc. (“Know Your Customer”, KYC) is carried out and properly documented. Therefore, the KYC on all
customers domiciled in a country that can be classified as offshore, is revised by responsible Business
Area.

e Compliance will advise and support the business to achieve an updated and relevant KYC. Moreover,
Compliance will monitor the area during Q3/ 2016 and thereafter report status to the Board.

1. Background

On April 3, 2016, media informed globally about a law firm in Panama (Mossack Fonseca) that has provided
advice, facilitated and created corporate structures with the purposes to facilitate tax evasion, corruption and
other acts of money laundering for customers throughout the world. Mossack Fonseca is one of a number law
firms that provides these services. A number of political leaders and other celebrities were pointed out with name
and position, as were a number of banks that have assisted their customers to come in touch with the law firm. In
Sweden the bank Nordea was pointed out officially by media, but in the leaked documents the also name
“Swedbank” is mentioned over 700 times. There is currently no information on what context Swedbank has been
mentioned in.

Following the attention, the S-FSA on April 12, 2016, asked for information from Swedbank and the other 3 large
banks in Sweden. The answer, based on information provided by the Business Areas attached, was submitted to
the S-FSA on April 15, 2016, as requested. The questions were targeting the Group's and the Group'’s customers’
involvement with offshore jurisdictions on a broad scope, as well as Swedbank’s internal control structure and
framework regarding risks related to offshore business. . It can be presumed that the S-FSA will come back with
follow-up questions in the near future.

2. What the investigation has shown so far

All Business Areas have gone through their customer bases to compile customers located in jurisdictions that

INTERNAL AND CONFIDENTIAL Page 1 of 2
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Swedbank @@

could be classified as “offshore"!. Further, customers located in other low-tax jurisdictions are also included, e.g.
customers located in Luxembourg (although it could be questioned if Luxembourg is an offshore company, as it is
not classified as such according to the list held by the IMF).

The compilation shows that there are a number of companies located in the above mentioned countries, for a
more detailed report please refer to Appendices A — D (optional reading). Moreover, it is clear that some of the
customers have “shell companies” in their company structure. Although, all Business Areas affirm that their
customers have a legitimate purpose for their structure and that the reason for being located in an offshore
jurisdiction is neither tax evasion nor any other illegal activity. They also confirm that they have a relevant know
your customer (KYC) information documented on the customers, incl. identification of ultimate beneficial owners,
information on source of funds and an understanding of the purpose and nature of the business relationship with
the bank.

The Business Areas’ mappings have been cross checked against lists from another IT-system (which is held for
tax-reporting purposes). This cross check confirms the Business Areas’ compilations of the customers in Sweden
and the branches. However, further investigation is needed in the Baltics to secure that a complete picture of the
situation can be presented.

3. Actions going forward

4, Appendices (optional reading)

Situation in BA Swedish Banking (self-assessment)
Situation in BA LC& (self-assessment)

Situation in BA Baltic Banking (self-assessment)
The Group’s own dealings

Dow»

1 Nota bene: the definition of “offshore” is not officially clarified and can be debated.
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Appendix B

Prepared for: Bjorn Meltzer, Viveka Strangert

Report on Panama-papers mapping in LC&I

14 Prepared by: Robert Schonbeck, Head of LC&I AML
Office

Introduction

Large Corporates & Institutions (LC&l) is Swedbank’s business area dedicated large corporations and financial institutions.
Our client base is geographically diversified, including complex corporate structures spanning over a multitude of
jurisdictions. Our product offering is a comprehensive portfolio of GTS and Markets products and is tailored to the needs of
this client base but is also largely available to retail clients in Swedish Banking, Baltic Banking as well as private individuals in

Private Banking.

In response to the so called Panama Papers recently made public, LC& has mapped our clients and transactions with the
objective to uncover any connection we or our clients may have had with the law firm Mossack Fonseca in Panama. This
report covers the areas of Large Corporates, Financial Institutions, all branches (incl the rep office in Johannesburg), CRM
Retail, Trade Finance, Cash Management, International Cash Management, Securities Services, Transaction Banking,

Investment Banking, and LC&I Legal.
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Do you in your BA have customers with any other type of “shady business?

3. Ifyou find any customers that have a type of business/activity that you do not accept, what is your plan to get rid
of them?

4. Does your business area provide any tax advice tht could recommend non-acceptable tax evasion?

What activities will you do to safeguard that no unwanted business/activity is conducted by customers in your BA?

17/
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6. If you feel you need more time to get the full picture of the situation, what actions are you doing to achieve that
and when will you be finished?

7. Other relevant information on the matter.
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Appendix C
Summary about Swedbank BA Baltic Banking (Estonia, Latvia, Lithuania)

1. Do you in your BA have any customers with any type of relation with Mossack Fonseca
(agreements, payments etc.)? Please specify number of customers and type of activity.

ESTONIA:

There are 28 customers (see Appendix 1) from 15 client groups who have used Mossack Fonseca as their
registered agent in founding and managing an off-shore company. Ultimate beneficiaries of all these
customers have non-Estonian background. The largest number (13} of Mossack Fonseca related
companies are related with a client group called (lll} @i one of the biggest coal producers in Russia
having also a coal terminal in Tallinn. Considering the total number of companies in this Group (nearly
200), Mossack Fonseca related entities make only a minor part of the whole Group. In all of these cases
Swedbank has not had any kind of special direct relationship with Mossack Fonseca, the direct
counterparty has always been the client itself.

LATVIA:

LITHUANIA:

2. Do you in your BA have customers with any other type of “shady business”, e.g. shell companies
in offshore jurisdictions? If yes, please provide information on if you have judged the
arrangement acceptable and on what ground.

ESTONIA:
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LATVIA:

LITHUANIA:




Cu;tomers with offshore enga_gt_a_nﬁlg_._ F12019-09-04 , 2019-09-10 16:10 diarienr: 9000-K822-1 9 21

3. Ifyou find any customers that have a type of business/ activity that you do not accept - what is
your plan to get rid of them? Can you estimate a time frame for that? What activities will you do
to safeguard that no unwanted business/ activity is conducted by customers in your BA?

ESTONIA:

LATVIA:

LITHUANIA:

4. Does your business area provide any tax advice that could recommend nonacceptable tax
evasion?

ESTONIA, LATVIA, LITHUANIA:
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5. If you feel you need more time to get the full picture of the situation — what actions are you doing
to achieve that and when will you be finished?

ESTONIA:

LATVIA:

LITHUANIA:
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Appendix 1. Swedbank Estonia’s clients with Mossack Fonseca link
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Swedbank Group’s own dealings in offshore jurisdictions

Appendix D

Investment
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Sandén Ann-ChristiL

== == — = === == —
Fran: Christina Claesson <christina.claesson@fi.se>
Skickat: onsdag den 18 september 2019 12:28
Till: Sandén Ann-Christin
Kopia: Alexandra Kettis; Langrot Thomas; Sandman Bjérn; Per Hakansson
Amne: SV: Re: Méte?
Bifogade filer: Q1 2016 pwd.docx

Hej Ann-Christin,
Tack for att du och dina kollegor tog er tid att traffa oss tidigare idag.
Jag ser att vi (inom ramen for den I&pande tillsynen) fatt in kvartalsrapporten fér Q1 2016 som du efterfragade.

Diremot kan jag inte se att vi p& motsvarande sitt ftt in de tva bilagor som refereras till i Q2-rapporten f6r 2016
och som jag tror du ocksa efterfragade. Jag far be Alexandra sésom undersékningsledare att kontrollera om vi skulle
ha tagit in de bilagorna inom ramen for undersékningen.

Jag bifogar i a f kvartalsrapporten fér Q1 2016. Den &r |§senordskyddad och jag kommer skicka l6sen separat tilt dig.
Mvh,

Christina

Fran: Sandén Ann-Christin <Ann-Christin.Sanden@ekobrottsmyndigheten.se>
Skickat: den 12 september 2019 15:09

Till: Christina Claesson <christina.claesson@fi.se>

Amne: SV: Re: Méte?

Ja tack, det blir perfekt.

Mvh
Ann-Christin

Fran: Christina Claesson <christina.claesson@fi.se>

Skickat: torsdag den 12 september 2019 15:05

Till: Sandén Ann-Christin <Ann-Christin.Sanden@ekobrottsmyndigheten.se>

Kopia: Sandman Bjérn <Bjorn.Sandman@ekobrottsmyndigheten.se>; Langrot Thomas
<Thomas.Langrot@ekobrottsmyndigheten.se>

Amne: SV: Re: Méte?

Toppen - da ses vi hos oss 08:45 den 18/9.
Ska jag skicka l6sen till dig Ann-Christin?
Mvh

Christina

Fran: Sandén Ann-Christin <Ann-Christin.Sanden@ekobrottsmyndigheten.se>

1
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Datum: 12 september 2019 14:59:16 CEST

Till: Christina Claesson <christina.claesson@fi.se>

Kopia: Sandman Bjérn <Bjorn.Sandman@ekobrottsmyndigheten.se>, Langrot Thomas
<Thomas.Langrot@ekobrottsmyndigheten.se>

Amne: SV: Re: Méte?

Hej igen,
Har stimt av med Thomas och Bjérn och vi kan vara hos er kl 08.45.
Tack for rapporten.

Mvh
Ann-Christin

Fran: Christina Claesson <christina.claesson@fi.se>

Skickat: torsdag den 12 september 2019 14:01

Till: Sandén Ann-Christin <Ann-Christin.Sanden@ekobrottsmyndigheten.se>

Kopia: Sandman Bjérn <Bjorn.Sandman@ekobrottsmyndigheten.se>; Langrot Thomas
<Thomas.Langrot@ekobrottsmyndigheten.se>

Amne: SV: Re: Méte?

Hej Ann-Christin,

Tack fér snabbt svar. Den 18 september passar oss bra men en av oss behover gé till ett annat moéte senast 09:45 s3
jag undrar om ni kan ténka er att ses 08:45; eller t o m 08:30? Om inte, sa foreslar jag att vi tréffas ki 09:00.

Jag dterkommer om rapporten.
Mvh

Christina

Fran: Sandén Ann-Christin <Ann-Christin.Sanden@ekobrottsmyndigheten.se>
Skickat: den 12 september 2019 12:25

Till: Christina Claesson <christina.claesson@fi.se>

Kopia: Sandman Bjérn <Bjorn.Sandman@ekobrottsmyndigheten.se>; Langrot Thomas
<Thomas.Langrot@ekobrottsmyndigheten.se>

Amne: SV: Re: Méte?

Hej Christina,

Vi har fatt uppdraget av Thomas att dterkomma till dig med méjligt datum for ett mote med er. Vart forslag pa ett
méte blir den 18 september, hoppas det ar ett datum som dven passar er.

Vi kan frén klockan 09.00 och ser géarna att métet ar hos er.

Vi 6nskar ta del av en rapport frdn Swedbank som heter “Compliance Report Q2” fér 2016 med bilagor samt en
férteckning éver andra rapporter som ni fatt under férsta halvaret 2016.

Med vinlig hilsning
Ann-Christin Sandén
Utredare/kriminalinspektor
Finansmarknadskammaren
Mobil 0733-31 54 46

Frén: Langrot Thomas

Skickat: torsdag den 12 september 2019 10:42

Till: Sandén Ann-Christin <Ann-Christin.Sanden@ekobrottsmyndigheten.se>; Sandman Bjorn
2
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<Bjorn.Sandman@ekobrottsmyndigheten.se>
Amne: Fwd: Re: Méte?

Skickat fran Workspace ONE Boxer

Frén: Langrot Thomas <Thomas.Langrot@ekobrottsmyndigheten.se>
Datum: 12 september 2019 09:57:35 CEST

Amne: Re: Mote?

Till: Christina Claesson <christina.claesson@fi.se>

Hej Christina. Aterkommer under dagen.
Mvh
Thomas

Skickat fran Workspace ONE Boxer

Den 12 september 2019 09:04:25 CEST Christina Claesson <christina.claesson@fi.se> skrev:

Hej Thomas,

Vi pratade ju tidigare i veckan om att eventuellt ordna ett méte mellan dig/ditt team
och representanter fér var undersékning. Jag skulle gérna vilja boka ett sddant mote
och helst s snart det gar. Du ndmnde att ni dr valdigt upptagna i nartid och jag
tankte darfor att det kanske &r bist att vi bérjar med att ni ger nagra tids-forslag for
ett mote? Lite beroende pa tidpunkt kan vi nog ocksa vara flexibla var moétet sker -
hos er eller hos oss.

Fran var sida skulle det i s f vara Per Hakansson (Chefsjurist), Alexandra Kettis
(Finansinspektér och undersékningsledare), samt jag sjalv som deltar i ett sadant
méte.

Jattetacksam om du kan dterkomma om detta.

Mvh,

Christina

CHRISTINA CLAESSON
Radgivare/ Senior Advisor
Tillsyn stora banker/ Large Banks Supervision

Finansinspektionen

Box 7821, SE-103 97 Stockholm, Sweden
Brunnsgatan 3

Tel +46 8 408 980 00. Dir +46 8 408 982 53
Fax +46 8 24 13 35
christina.claesson@fi.se

www.fi.se
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Prepared for: the Board of Directors

Compliance Report

Q1 2016

Highlights

e AMU CTF: Deficiencies in risk assessment, KYC processes, screening & transaction monitoring within
Baltic Banking.

+ Internal governance: Deficiencies in suitability assessment of key function holders.
Please note that regular monitoring activities carried out according to the approved Compliance Plan will not be
included in this report. A register of performed monitoring activities is kept by Compliance and available at request.

Regulatory development is reported in a separate report twice a year (Q1 and Q3).
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swedbank @

New Key Compliance issues and recommended
actions

111

AML/ CTF

Insufficient AML Risk Assessments on country level

BA/GPI/GF
Baltic Banking

Reported
Q12016

Issue

The three Baltic countries lack sufficient and documented AML Risk Assessments on country level.
There are risk assessments in place to some extent but these mainly cover customer segmentation
rather than the required total scope (customers, products, channels, geographies and transactions). The
AML Risk Assessments provide the basis for risk management including setting relevant KYC
processes, transaction monitoring, follow-up etc., and therefore need to be prioritised.

Consequences

The business area is not compliant with internal and external regulations regarding AML Risk
Assessments. By not having a relevant risk assessment in place, Baltic Banking may fail to assess
relevant risks and ultimately increase the risk for being used for money laundering or terrorist financing
purposes. Ultimately there is a risk for regulatory sanctions, negative impact on Swedbank's funding,
impaired correspondent banking relationships and bad/non-compliant business decisions. In addition the
lack of relevant AML Risk Assessments might lead to inefficient risk management as AML-related
processes might not be set up according to a risk based approach.

Actions

Compliance support

INTERNAL AND CONFIDENTIAL Page 2 of 12
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Swedbank U

Insufficient KYC processes

BA/GP/GF
Baltic Banking

Reported
Q12016

Issue

The KYC processes in all three countries need to be clarified in terms of level of customer due diligence,
KYC information documentation and storage, follow-up etc. KYC data must be easily retrievable and
part of transaction monitoring parameters. The processes need to be based on each country’s AML Risk
Assessment. All countries currently use customer declaration forms for KYC that are similar, but with
more uniform templates and processes efficiency gains could probably be achieved, as similar
information is necessary throughout the business. Moreover, it is not clear if and how the KYC is
validated and followed-up in the business to ensure that all customers have relevant and updated KYC.
Therefore there is a need to scrutinize and probably improve such a process, and implement it based
on the AML Risk Assessment. In addition, in order to meet the updated LV FSA regulation (in force since
December 2015) on enhanced customer due diligence requiring implementation of customer AML
statistical risk scoring, a proper action plan should be set up to implement these new requirements. It
should be also evaluated if some processes related to AML risk handling can be aligned on the Baltic
level.

Consequences

By not having a relevant and documented KYC on all clients in Baltic Banking, the business area is not
fully compliant with internal and external regulations, and consequently there is a risk of sanction from
the supervisory authorities. Additionally, the bank might not detect and act upon all suspicious money
laundering and financing of terrorism that flows through the bank’s systems.

Actions

Compliance support

INTERNAL AND CONFIDENTIAL Page 3 of 12
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Swedbank @

Insufficient sanction screening of transactions, and sanction and PEP screening of
customers

BA/GP/GF
Baltic Banking

Reported
Q12016

Issue

Transaction Screening
The three countries currently use an in-house solution for screening of international payments. All

possible hits are forwarded for further manual analysis to the local AML teams. However, the in-house
solution does not have the fuzzy matching functionality! meaning that there is a risk to miss the payments
containing sanctioned items in case of deviations from exact matches. Moreover, domestic payments
and SWIFT messages must be screened in relevant parts.

Customer Base Screening
Online screening of new customers and beneficial owners must be implemented to avoid onboarding of

customers or beneficial owners, which are on the sanction lists. Also individuals that are politically
exposed persons (PEP) must be identified so they can be treated accordingly. It is not sufficient to
screen individuals after they are on-boarded, as is the case today.

On-going activities
Presently, several AML projects are working to close the identified gaps and they are highly prioritized

due to the urgency.

Consequences

An insufficient sanction screening risks that the Group has a business relationship with a sanctioned
party. A breach of a legally-binding financial sanction (EU) would have severe impact on the Group and
could ultimately risk the banks license and personal imprisonment of the CEO. A breach of a non-legally
binding financial sanction (OFAC) could negatively impact the Group's relations with international
investors and correspondent banks, leading to reputational risk, funding issues and the possibility to
provide customers with international payment products.

Actions

Compliance support

1 Meaning that miss-spelied words, words that are written together without space, etc. are not captured in the system and do
not create a hit.

INTERNAL AND CONFIDENTIAL Page 4 of 12
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1.2

1.21

1.2.1.1

Swedbank @

Insufficient transaction monitoring

BA/GP/GF
Baltic Banking

Reported
Q12016

Issue

The three countries currently use different tools for transaction monitoring, all of which are more or less
manual. There is a need for a system-based transaction monitoring system with relevant scenarios to
detect money laundering and terrorist financing based on each country’s AML Risk Assessment and in
line with both local regulation and Group minimum requirements. This means that the transaction
monitoring should cover both the mandatory reporting according to local FSA requirements as well as
risk based transaction monitoring daily, based on the risks identified in the AML Risk Assessments.

Consequences

Transaction Monitoring

An inefficient transaction monitoring and non-compliance with relevant regulations might lead to
Swedbank being used for money laundering or terrorist financing purposes, regulatory sanctions,
damage on the Swedbank brand and an insufficient reporting to the FIU.

Actions

Compliance support

Internal Governance

Deficiencies in suitability assessment of key function holders

Lack of policy

BA/ GP/ GF
Group HR

Reported
Q12016

Issue

In accordance with the EBA guidelines on assessment of the suitability of key function holders, the
Bank shall have a policy in place for assessing the suitability of key function holders that sets out at
least the positions for which a suitability assessment is required, the individuals or function responsible
for performing the suitability assessment, and the criteria for reputation and experience to be assessed
for the specific position. In addition, the Guidelines on Internal Governance require that the
management body should have a policy in place for selecting, monitoring and planning the succession
of key function holders. As demonstrated by the monitoring performed by the Compliance Function,

INTERNAL AND CONFIDENTIAL Page 5 of 12
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Swedbank @@

the Bank lacks a policy for assessing the suitability of key functions holders and a policy on the
nomination and succession of individuals with key functions.

Consequences

The lack of a policy entails that the Bank is non-compliant with the EBA guidelines and also the
Guidelines on Internal Governance. The non-compliance could lead to a risk that the Bank has key
function holders that are not suitable for their positions, i.e. they could lack experience for their positions
or not be of good repute.

Actions

Compliance support

1.2.1.2 Governance and internal control

BA/ GP/ GF
Group HR

Reported
Q12016

Issue

Chapter 2, Section 1 of the S-FSA Regulatory Code on Governance, Risk Management and Control,
FFFS 2014:1, states, among other things, that a bank shall ensure that its organisational structure is
transparent with a clear allocation of functions and areas of responsibilities ensuring sound and efficient
governance. The EBA Guidelines on assessment of the suitability of key function holders set out the
process, criteria and minimum requirements for assessing the suitability of the Bank'’s key function
holders which should be included in the Bank’s policy for assessing the suitability of key function
holders. As demonstrated by the monitoring performed by the Compliance Function, the Bank has
inadequate governance arrangements and lack of an internal control structure within Group HR in
relation to suitability assessments of key function holders. The internal guidelines, provided by HR, are
insufficient and not comprehensive.

Consequences

The inadequate governance arrangements and lack of internal control structure in the process for
suitability assessments of key function holders do not meet the requirements set out in Chapter 2,
section 1 in FFFS 2014:1, nor the EBA Guidelines. The non-compliance has led to the non-execution
of suitability assessments of key function holders and could lead to the risk that the Bank has key
function holders that are not suitable for their positions, i.e. they could lack experience for their positions
or not be of good repute.

Description Deadline Responsible person

INTERNAL AND CONFIDENTIAL Page 6 of 12
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Swedbank @@

2. Follow-up Compliance issues

All parts in this section have been previously reported.

Headings
AML/ CTF: KYC routines and processes, PEP, Financial sanctions.
Customer protection: Banking secrecy, fund management information,
documentation of investment advice.

internal governance: Management of top level exectives agreements with the
Bank, internal control structure for outsourced services.

21 AML/CTF

211 Insufficient KYC routines and processes

BA/ GP/ GF
Swedish Banking

Reported
Q12014

Issue

Actions

INTERNAL AND CONFIDENTIAL Page 8 of 12
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Swedban%xe

Compliance support

2.2 Internal governance

Page 10 of 12
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3. Other compliance matters

Headings
Compliance - general

Staff situation
Other matters

3.1 Compliance - general

INTERNAL AND CONFIRDENTIAI
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Swedbankﬁ

3.2 Staff situation

3.3 Other matters

4. Appendices

e Follow-up on customers with offshore structures etc. (Appendix 1)
¢ Regulatory Watch report (Appendix 2)

e AML Program (Appendix 3), optional reading

¢ Regulatory contacts, (Appendix 4), optional reading

INTERNAL AND CONFIDENTIAL Page 12 of 12
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3. MAJOR FINDINGS
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ERLING GRIMSTAD

Phone: +47 997 97 542 ¢ email: eg@governance.no
www.governance.no

DRAFT MEMO

Prepared for

Swedbank AB

9 June 2017

ADDITIONAL OBSERVATIONS FROM AML INVESTIGATION -
SWEDBANK ESTONIA

Disclaimer

This memo for Swedbank AB is made by Erling Grimstad, a Norwegian lawyer practicing from Advokatfirmaet Erling Grimstad AS (Norway)
and member of the Norwegian Bar Assoclation. The ability to engage in any activities on behalf of a client outside Norway is subject to
statues and professional codes and court rules. Any legal advice or opinion rendered on laws or regulations outside Norway, should be
consider not necessarily to be within my expertise. You should seek appropriate counsel for specific legal advice outside Norway, to
understand your position and obligations in accordance with the national law. This report is strictly confidential and contain attorney —
client privileged information solely prepared for Swedbank AB.
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1. Swedbank Estonia — preliminary findings of high risk transactions and clients...

2. Reputational and legal risks for Swedbank in the cases presented in this memo

seasnssssnnne

3. Cases of criminal investigation and potential high reputational risk ..........cceocieiiisiiiniianins
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3.7 The company (S /0 i/legal Oiltrade.............ccocvuvvrmeieiinnisiinisisssisnins
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1. Swedbank Estonia — preliminary findings of high risk
transactions and clients

The purpose of this memo is to give Swedbank (the “Bank”) additional information
pertaining to findings of certain high risk transactions and high risk clients, including other
than the Focus Clients. Our intention is also to make the management aware of the potential
risks involved and advise on how to mitigate those risks.

During the AML investigation we found information of the Bank’s possible involvement in
publically known criminal investigations and proceedings. The Bank should be aware of
indications of possible criminal activities and certain high risk clients. While some of the
transactions go years back in time, they might still lead to risk for the Bank today: Media
attention, inquieries from corresponding banks and from epmployees as well as from
individuals and entities claiming compensation. There is an inherent risk of the Bank, directly
or indirectly, being subjected to criminal investigations related to the Bank’s role in providing
and facilitating services for certain high risk clients. Given the nature of the transactions and
persons in question, there is also a considerable ongoing reputational risk for the Bank.

This memo is in no way exhaustive. The memo is made on the request of the recipients.
Further investigation into the matters described in this memo might reveal additional
information confirming or rejecting any risks for the Bank.

The indications of potential money laundering related to the Focus Clients will be described
in the final AML Report in June 2017.

We also identified requests for the transfers of substantial amounts in USD and EUR from
Focus Client without proper justification of the origin of funds or nature of business. We also
found some cases referred to as “overnight deposits”. These examples will be described in
the final AML Report.

It is important to point out that we did not look to identify links to the below cases at the
offset of our investigation, and that we had no prior information of those cases beyond
publicly available information. However, based on information that transpired during our
investigation of the Focus Clients we identified indications of potential connections to the
matters described below. Further inquiries into those matters are made based on open
sources and searches, as well as publicly available databases.

2. Reputational and legal risks for Swedbank in the cases
presented in this memo

Most of the cases presented in this memo represent serious reputational risk for the Bank if
the information become publicly known. Several of the cases presented may potentially lead
to criminal investigation of the Bank and/or employees. Enhanced investigation into the links
and information found, may reveal more enhanced description of the real risks for the Bank.

One of the most surprising findings to us has been the volume of entities and individuals
accepted as clients by Swedbank Estonia without any adequate identification of the real
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owners, the origin of funds or the purpose and intended nature of business. Lack of such
information makes it almost impossible for the Bank to conduct any proper and risk based
monitoring or scrutiny of transactions. This practice seems to have taken place for years and
have made the Bank vulnerable for being used by clients for criminal activity. There is severe
risk for criminal investigation of the Bank and employees on the basis of suspicion of money
laundering.

There is also a risk of civil claims from individuals, entities and governmental institutions
claiming compensations for financial losses due to the Bank'’s role in transactions for clients
committing fraudulent schemes, embezzlement or other criminal activities. As an example
there are ongoing efforts to trace and secure assets from criminal origin in the case of
Hermitage Capital Fund (see case presented in chapter 4.2 in this memo).

Several findings described go years back in time. Even for the findings in the dataset that
goes back to 2009, there is a present legal risk for the Bank being investigated by authorities
or claimed for compensation from external parties. There is also a risk for scrutiny from
authorities investigating tax evasion, unexplained wealth and money laundering.!

3. Cases of criminal investigation and potential high
reputational risk

|

|
|

& An example is the UK Criminal Finances Act of 2017:
http://www.legislation.gov.uk/ukpga/2017/22/contents/enacted/data.htm

Z https://www.youtube.com /|

3 https://www.reportingproject.net_

& http://rubakhin.org/?

B the globalinitiative.net website

Strictly confidential—- attorney client privileged a4
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.2 Hermitage Capital Management — the “Magnitsky case”
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.4  The Deutsche Bank Case

Recommendation No 4;

3.5 Individuals and companies involved in the sale or transportation
of weapons and arms
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Recommendation No 5;

3.6 Transactions with Ukrainian counterparties

Recommendation No 6;

1

1
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3.7 The company | - c illegal oiltrade

Recommendation No 7;

3.8  The sale of
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Recommendation No 8;

3.9 The Moldova “Russian Laundromat” case

l
|

Recommendation No 9;

Strictly confidential—- attorney client privileged 13
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Rapport Signerat av

Myndighet
Eylncgbrottsmyndighe%}ﬂ 7-06-28 Observations Swedbank Estonia Managemeryianerat datum
Enhet

Stockholm FMK 9000-K822-19

Diarienr

Orginalhandlingens férvaringsplats Datum Tid
2021-01-13  12:38
Funktion

Bj6rn Sandman Uppgiftsldmnare

Beréttelse

2017-06-28 Observations Swedbank Estonia Management Final

Involverad personal

Frén beslag 2019-9000-BG294-1 Mejlbeslag husrannsakan Swedbank
Ligger som bilaga i e-post Erling Grimstad skickat 2019-03-13 till Hakan Bengtsson.

Av mejlslingan framgér det att den tidigare skickats den 28 juni 2017,
till Jan Fecko och Johan Rosen Swedbank.
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From: Ering Grimstad <eg@governance.no>

Sent: 2018-03-13 21:22:52 +0000

To: Hakan Bengtsson <hakan.bengtsson@swedbank.com>

Subject: FW: FW: Final Report [KA-Active.FID673373]

Attachments: Observations Swedbank Estonia ManagemeniFinal (12554586_1).PDF

Erling Grimstad

Advokatfirmaet Erling Grimstad AS

Gaustadalléen 21, 0349 Oslo

T: +47 997 97 542

E-mail: eg@governance.no

wwyw,governance,no | www, personvernradaiveren.ng
Oppleering i anti-hvitvasking: www.amlapp.no

Din digitale personvernradgiver (GDPR): https://www.personvernradgiveren,no/chatbot

Denne e-posten med tilhgrende vedlegg er kun for adressaten som er navngitt ovenfor og kan inneholde advokat - klient informasjon som kun er ment for mottakeren, E-post med tilhgrende
dokumenter kan inneholde opplysninger som er undergitt taushetsplikt, Dersom mottaker har mottatt e-posten ved en feil, bes mottaker straks gi beskjed per e-post elier telefon og samtidig
slette e-posten og makulere eventuelle utskrifter eller kopier av denne.

Please note that thls message may contain confidentlal information,

If you have received this message by mistake, please inform the sender of the mistake by sending a reply, then delete the message from your system without making, distributing or retaining any
copies of it, Be aware that the recipient opens this message at his or her own risk, We assume no responsibility for any loss or damage arising from the receipt or use of this message,

Fra: Tormod Tingstad <toti@kammeradvokaten.dk>

Dato: onsdag 28. juni 2017 11:41

Til: Jan Fecko <jan.fecko@swedbank.com>, Johan Rosen <johan.rosen@swedbank.se>

Kopi: "hakan.bengtsson@swedbank.com" <hakan.bengtsson@swedbank.com>, Andreas Hobbelin
<andreas.hobbelin@swedbank.no>, Erling Grimstad <eg@governance.no>

Emne: Final Report [KA-Active.FID673373}

Dear Gents,

For the sake of good order, please find our report on the Estonian management enclosed in its final form.

Apart from tidying up a few typos, we have included the customary disclaimer regarding the application of foreign law.

1 understand this part of the assignment is now brought to a close. However, please do not hesitate to call on us should you require any further assistance now or in the future.

1 thank you for the good cooperation and interesting work, and wish you all a well-deserved summer break.

Yours sincerely

Tormod Tingstad
Assoclate Partner [

Direct +45 50 95 08 85
ﬂ_

Kammeradvokaten
Law Firm Poul Schmith
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Message Headers: Received: from SRV62317.fspa.myntet.se (10.8.31.63) by SRV62318.fspa.myntet.se
(10.8.33.61) with Microsoft SMTP Server (TLS) id 15.0.1367.3 via Mailbox
Transport; Wed, 13 Mar 2019 22:23:01 +0100
Received: from SRV62317.fspa.myntet.se (10.8.31.63) by SRV62317.fspa.myntet.se
(10.8.31.63) with Microsoft SMTP Server (TLS) id 15.0.1367.3; Wed, 13 Mar
2019 22:23:00 +0100
Received: from mailSout.sbcore.net (10.8.31.9) by SRV62317.fspa.myntet.se
(10.8.31.63) with Microsoft SMTP Server id 15.0.1367.3 via Frontend
Transport; Wed, 13 Mar 2019 22:23:00 +0100

X-IronPort-AV: E=Sophos;i="5.58,475,1544482800";
d="pdf'?png'150?scan'150,208,217,150";a="103998398"
X-Amp-Result: UNKNOWN
X-Amp-Original-Verdict: FILE UNKNOWN
Received: from unknown (HELO sto03-pmg003.swedbank.net) ([10.8.35.6])
by mall5in.sbcore.net with ESMTP; 13 Mar 2019 22:23:00 +0100
Received: from localhost (localhost [127.0.0.1])
by sto03-pmg003.swedbank.net (Postfix) with ESMTP id 44KPvQ5wWDz342q5
for <hakan.bengtsson@swedbank.com>; Wed, 13 Mar 2019 22:22:58 +0100 (CET)
X-MTA-CheckPolint: {5C8974B2-0-CD64630A-5CF5}
Received: from maillin.swedbank.se (unknown [10.8.35.91)
by sto03-pmg003.swedbank.net (Postfix) with ESMTP id 44KPvQ5Gmsz34Zpv
for <hakan.bengtsson@swedbank.com>; Wed, 13 Mar 2019 22:22:58 +0100 (CET)
Recelved-SPF: None (maill.swedbank.se: no sender authenticity
information available from domain of eg@governance.no)
Identlty=pra; client-ip=40.107.14.70;
receiver=maill.swedbank.se; envelope-from="eg@governance.no";
x-sender="eg@governance.no"; x-conformance=sidf_compatible
Recelved-SPF: Pass (malll.swedbank.se: domain of eg@governance.no
designates 40.107.14.70 as permitted sender)
identity=mailfrom; client-ip=40.107.14.70;
receiver=malll.swedbank.se; envelope-from="eg@governance.no";
x-sender="eg@governance.no"; x-conformance=sidf_compatible;
x-record-type="v=spfl"; x-record-text="v=spfl
ip4:157.56.112,0/24 ip4:207.46.51.64/26 ip4:64.4.22.64/26
ip4:40.92.0.0/15 ip4:40.107.0.0/16 ip4:134.170.140.0/24
include:spfb.protection.outlook.com ip6:2001:489a:2202::/48
-all"
Received-SPF: Pass (maill.swedbank.se: domain of
postmaster@EUR0Q1-VE1-obe.outbound.protection.outlook.com
designates 40.107.14.70 as permitted sender) identity=helo;
client-ip=40.107.14.70; receiver=maill.swedbank.se;
envelope-from="eg@governance.no";
x-sender="postmaster@EUR01-VE1-obe.outbound.protection.outlook.com”;
x-conformance=sidf_compatible; x-record-type="v=spf1”;
x-record-text="v=spfl ip4:157.56.112,0/24 ip4:207.46.51.64/26
ip4:64.4.22.64/26 ip4:40.92.0.0/15 ip4:40.107.0.0/16
ip4:134,170.140.0/24 include:spfb.protection.outlook.com
ip6:2001:489a:2202::/48 -all"
Authentication-Results: maill.swedbank.se; spf=None smtp.pra=eg@governance.no; spf=Pass smtp.mailfrom=eg@governan
IronPort-PHdr: 9a23:gjkAbx94WIUGN/9uRHKK80MuRw1ilqv9OhMcIp
sgje4SK/a9qs2xdEWK/+5kyUTIVN +GtaEMgL/MvqTpSWEMpoyMtHKSFZAfMn
1NhZAbhQghBsGKEOz+N+LjY209GsFDX0Vi5Ha1LQ5eH80tL0aHUXC24DUOHQ
+mMcAVyOOnvHIfURMnyOefhnv+bY1Bmnj24M597MBjkihjbtMQdndIH)70qwx
TES1pkKcIRw39I107Wowfk65WV3btOthpdoekg8MgSYeDfROEVXbdYBTIPPi
UO6cvnUAPQYSCP63AFAQBO2hBIVY/PyS65earuvgT/7s9CwWAULIIrZdpwSQT
WYyKtoCyX0gxcNCi9+wkHyiekl38c56BjoghdinrfgfYCIGNBVVYXYPoMwHW
EGX+dSC290Da2MTpUOMMOmGboAjdSiiFowlhmcXy69XrvolgZkvCLyz64Ui/
olLQH2FQ/BY9TiVmJ7+j3Cagee806zLX03A/pf/AL+DL679TDVASjmralYY
prQ8P48BgrBh+UpXK9tgamGhKekeQBqU624bN/ebOFzGwjrTNIhySt5s0vV1Z
mO14M5zELW2wNIkKo20vbkHROzcZulCpxWryaAK85sT9g/R3090C8h0e5¢c48
ySYTQKxZI7xhXWd/2Adc2y7wn+UPgKe2sk1ndsebbmwQ2t/ESqw+v/ENK59x
S5REIQQtN7KuzgW0gDLrNCAQ65w8W+u3iiCzQba70pIZ0YzxuLAM5BO+rcrjd
IItFjbWCr/mUH4IqiTI0grO0uev9en9ZLzgrZLaMYgnwhrmPPEWk9ekSf89Lh
BIX2Wf/rGk06b/+ETiXLhQptALqPGA9a73fIEcrKP/BBII2IE+7Rr5Fy2hzN
kTgXgAKhRCZQ6Dil/qfVriJaOWAfS +hgGOmSxwj7DdP7LnC4nQNHWLrr7fL
h85kIdgAo+xNxS/dRVXSkMOVbyXED+rt3dFQMwP0qzxePmA896zYQQRSSEBa
rAavHovFSF5/wiL6y3XKFP522vDf8j6rauiHY4nQZbzZrak0ZEebnP+Bfk0a0
0eKWHhhNsMCy8DoxY +Qer2iVaDTS82BT76XqQy4Ss+AZ6nCoGLT56kgbilli
02VpNMYWUOBIeIGHbuP4KKE/oDQC2VPMI7IDUCXrXnTYhgsHPm/A72xrx7L/
bFrzUCvMGr39x06uvPOBAqoGAsSZ3FjCfUEYCrxjBtIXd +xq10rE1jx03W1K
F5h6UeDsNe6/IAVARSLpOPh+F8Fd32XRrMO9MTT1PzCNipKT42UNBrxdYIaE
s7HdLo3XWhI2K6RqQYKbCGHsl+/6300H/vKtx7wnDN2e8niBN1CtsKPmqgiK
118gHVDIOCiESVMZGhcgEE 1TLM/mOOIDDchkxTXQIUXKMAZKgxOxKK/ +2w/V
IKD7gnCLB+dBBexMKI161ILMbk3x1KQ/LqOdKWZGzZ5ImIYChGWyemKZYzhdi
=?us-ascii?q?Mb20C/QAAInhsS8nCP
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Memorandum
Specification/Version: Draft
2017-07-07

Swedbank in Estonia (the Bank) has been downsizing its high risk non-resident
(HRNR) business over the past year — a work that triggered an examination of
one of its largest customer Groups — Carbo One. A Project (CLEAR) was formed
to investigate for any possible AML violations and possible wrongdoings by
employees during the business relationship with Carbo One — going back several
years. During this investigation more affiliations were identified and the scope was
extended to a virtual group of customers — the “Focus Group”.

The client relationship with the Focus Group dates back to 2002-2003, when the
then head of trade finance of Hansabank - - lcft the Bank to work
full time for one of the affiliated companies, (Ml AG. The Focus Group of

companies is in turn controlled by Russian citizens (S D
G -nd G

Up until the off boarding in 2017 of customers belonging to the Focus Group no
transaction suggestive of money laundering was stopped or reported to FIU albeit
the presence of e.g. questionable loan agreements and invoices with or between
the companies in the Focus Group. The investigation found no evidence of any
proper investigation of suspicious transactions pertaining to the Focus Group in
the reviewed period from 2012 to February 2017.

The due diligence of clients belonging to Focus Group was inadequate and the
Bank failed to obtain sufficient information about the clients and their business
which should have led to the decision not to accept the clients. It cannot be
excluded that the Focus Group may have used the Bank for money laundering
purposes. Money laundering was made possible by giving the clients the
opportunity to transfer large funds in different currency to bank accounts

' However it is not unlikely that the ultimate beneficiaries are other even more prominent Russians, most notab!y N

O - J

Author/Administrator: Johan Rosén Speclficatlon/Verslon: Draft
Department: Information class: Confidential

Restricted access (If applicable): CEO, CCO, CRO, Project CLEAR

Confidential
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controlled by offshore entities, without fully understanding the real nature of
business, the interests beyond transactions or properly questioning the source of
funds.

The investigation identified no indications or intelligence that employees have
received remuneration from the Focus Group in exchange for the facilitation of the
relationship with the Bank. Nor has the investigation identified evident external
ties between employees or managers and the Focus Group beyond normal
business relations.

However, the management has collectively failed to act to protect the bank and to
comply with the bank's legal obligations. The investigation concludes that the
Senior management of the Bank has not fulfilled its express obligations in key
areas of responsibility related to anti-money laundering nor has it promoted a
culture of competence, transparency and trust in relation to AML obligations. The
failure to comply has been ongoing throughout the whole period of review (2012 —
2016).

.1 De-risking the HRNR? portfolio in Swedbank Estonia

N

31.08.2016 31122016 31.05.2017

m

2.2 Conclusions from off-boarding

2 High Risk Non-Resident is defined as entity registered outside of the EU countries and Norway, excluding Malta, Cyprus, UK
and Luxembourg plus 13 EU PSPs because of technical reasons

Project name: Project CLEAR Author/Adminlstrator: Johan Rosén
Document name: Memorandum Department:
Specification/Version: Draft Information class: Confidential

Restricted access (if applicable): CEO, CCO, CRO, Project CLEAR
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2.3 Accelerated off-boarding and enhanced monitoring resulted in several
reports to FIU

Project name: Project CLEAR Author/Administrator: Johan Rosén
Document name: Memorandum Department:
Specification/Version: Draft Information class: Confidential

Restricted access (if applicable): CEO, CCO, CRO, Project CLEAR
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2.4 Lessons learned

During the off boarding process HRNR clients were put under pressure to empty
accounts and find new banking relationships. The underlying account contracts
enabled Swedbank to close the business without any particular reason and with a
grace period of two months. The accelerated closing of accounts in combination
with the difficulties the clients experienced in opening accounts in other banks
triggered behaviours such as loan agreements between Focus companies that
likely raised more red flags and reports to FIU compared to ordinary business
prerequisites. However, it is clear that these relationships should have raised
more red flags and transaction refusal and/or suspicious transactions reports to
FIU® in the past due to the many times low quality of underlying documents and
unclear purposes of transactions or other high risk indicators.

(74

.1 The investigation

3.2 Focus Clients

Project name: Project CLEAR Author/Administrator: Johan Rosén
Document name: Memorandum Department:
Specification/Version: Draft Information class: Confidential
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3.3 AML investigation into Focus clients

it cannot be excluded that the Focus Group may have used the Bank for money
laundering purposes. The Bank made such transactions possible by giving the
clients the opportunity to transfer large funds in different currency to bank
accounts controlled by offshore entities, without fully understanding the real
nature of business, the interests beyond transactions or questioning the source of
funds.

The lack of an effective and adequate AML programme including, but not limited
to, monitoring of clients and transaction as well as proper governance and internal
control and the high risk for involvement in facilitating money laundering for
clients, increased the risk for the Bank.

The overall finding from the AML investigation is the systematic weakness in our
AML operation due to low AML competence and compliance culture. Deficiencies
in the AML control framework are mainly identified in relation to the customer
acceptance and the monitoring of transactions where several warning signs and
indicators of money laundering appear to have been missed or neglected.

There were no real signs found of a risk based approach to the AML processes
and there were no explanations why employees did not comply with the AML
policies and routines in practice. Management involved in the AML process for the
Focus Group did not have a clear understanding of their role and the separate
activities defined to be made by 1% line of defence (client management) and 2nd
line of defence (compliance) in the Bank. This confusion and misunderstanding
have led to lack of proper monitoring and oversight of the Bank’s AML obligations.

The Bank monitored transactions for the Focus Group (and other clients)
retroactively on weekly basis, followed up by asking the client additional
questions. The client managers who presumably had the best knowledge of the
clients and their businesses, was responsible for this weekly monitoring. The
investigation, however, gives the impression that all these efforts were done more
or less as a “tick in the box” exercise with no real understanding of the aim or the
purpose of the AML requirements.

Up and until the off boarding period in 2017 no transactions suggestive of money
laundering was stopped and/or reported to FIU in accordance with mandatory
AML laws. These include questionable loan agreements or invoices with or
between companies in the Focus Group. The AML investigation found no proof of
awareness of money laundering indicators or any evidence of any proper
investigation of suspicious transactions for the Focus Group in the reviewed
period from 2012 to February 2017.

Project name: Project CLEAR Author/Adminlstrator: Johan Rosén
Document name: Memorandum Department:
Specification/Version: Draft Informatlon class: Confidential
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The due diligence of new clients was inadequate and the Bank failed to obtain
sufficient information about the client and its business in several occasions.
Clients refusal to provide sufficient and relevant information to the Bank should
have led to the decision not to accept the client.

There was only one employee, the former client manager, who could say if an
entity was connected to the group of - He was apparently the
only employee in the Bank who had the insight and knowledge to conduct proper
monitoring of transaction. He did however not identify any suspicion of money
laundering.

3.4 Investigation of any possible wrongdoing by Swedbank Estonia
employees

While the investigation have not found any criminal act purported by a specific
member of the management of the bank the management has collectively, and to
different degrees, failed to act to protect the bank and to comply with the bank’s
legal obligations. Senior management has not (real or perceived) adequately
understood the risks associated with the Focus Group Clients and the
investigation concludes that:

Senior management has not fulfilled its express obligations in key areas of

responsibility related to anti-money laundering

Senior management has not promoted a culture of competence, transparency

and trust in relation to AML obligations

Senior management's failure to comply has been ongoing throughout the

whole period of review (2012 — 2016)

The entities set up by Focus Group in Cyprus were owned by BVI entities to hide
the names of the real owners.

On paper, there were no links between the entities and the ultimate beneficial
owners. A vast majority of the companies had nomine shareholders (proxies and
strawmen registered both officially and in the bank as beneficial owners). The
links between entities and the group | as based on oral
information from contact persons of the Focus Group an interpretation of
transactions; historical cash flow and counter parties.

Several of the members of the management board in the Bank had knowledge of
the Focus Group and their refusal to provide the Bank with needed documents,
e.g. shareholder agreements, signed documents of ownership and proper
documentation of links between the entities and alleged beneficial owners.

According to a number of employees in the Bank as well as according to internal
documents reviewed, the former Head of the Compliance department in Estonia,
throughout the review period, was aware that the beneficial owners of the entities

Project name: Project CLEAR Author/Administrator: Johan Rosén
Document name: Memorandum Department:
Specification/Version: Draft Information class: Confidential

Restricted access (if applicable): CEO, CCO, CRO, Project CLEAR
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of the companies within the Focus Group were not documented in the official
documents.

New entities were accepted as clients of the Focus Group without proper
documentation and the Bank opened bank accounts even if there were no proof
of the source of funds and the entity was represented by an individual operating
on behalf of others.

The investigation has not identified any clear elements to suggest that employees
or members of the management board lead lifestyles which are beyond their
means. Similarly, the investigation identified no indications or intelligence that
employees have received remuneration from the Focus Group in exchange for the
facilitation of the relationship with Swedbank. Nor have the investigation identified
evident external ties between employees and the Focus Group.

However, the absence of outward indications of excessive wealth does not mean
that individuals were not involved in wrongdoing. It simply means that in Estonia,
and in Russia, their asset profile is in line with their income.

During the investigation one individual of interest arose: | N 2
Swedbank Estonia
I reoistered wealth does not appear to exceed his earnings, and the
sampling review of [l correspondence identified no indication that his
interaction with the Focus Group was beyond what can be expected of a
I However, the investigation identified instant messaging communication
betweenllll and his colleague that indicates he had knowledge that certain
transactions made by companies within the Focus Group were likely irregular.
In discussing one transaction with a colleague, llllllsaid this transaction was
“not the whitest of deals”, using a colloquialism indicating it was not transparent.
In another communication, where it is not clear whether they are discussing a
Focus Group company or another client, Jillll says to a colleague that one
transaction received by an unspecified company was listed as being related to
gas transportation services, and then left the same entity as “prepayment for

n6

stationary goods”. |l described this transaction as “a tall tale™.

Client memorandums produced by [l in 2009 and 2016 suggest that he
was familiar with the corporate structure of the focus group, its ultimate
beneficiaries, the names of intermediaries and nominees and the manner in which
focus group companies intended to move funds across the group by means of
inter-company loans.

® The Russian used in this context translates literally to mean ‘fairy tale’

Project name: Project CLEAR Author/Administrator: Johan Rosén
Document name: Memorandum Department:
Specification/Version: Draft Information class: Confidential

Restricted access (If applicable): CEO, CCO, CRO, Project CLEAR

Confidential



© Swedbank

Rapport 2017-07-07 Memorandum Project Clear - Johan Rosén, 2019-10-30 22:41 diarienr: 9000-K822-19

4.1 Financial supervisory Authorities

The project has during the off-boarding had contacts with relevant authorities and
have had meeting with the Estonian FIU and FSA in order to explain the
increased number of transactions reported as well as the reasons behind the
reports and other circumstances related to the off-boarding and the way forward.

5.1 The way forward — no legacy business culture

Based on the findings made during the de-risking and off-boarding period it is
clear that Swedbank Estonia needs to ensure a stronger cuiture of AML
compliance and business ethics. This entails a change of culture, risk awareness
and knowledge within the different business units as well as other parts of the
bank, empowering the Compliance staff with sufficient authority, knowledge and
autonomy to follow up on AML compliance as well as facilitating in implementing
the new AML program. Furthermore it entails that all three lines of defense are

empowered to conduct their duties and understand their roles and responsibilities.

Circumstances associated with legacy business culture needs to be flagged and
questioned, including but not limited to:
Arrangements with asset-holding vehicles and proxies/nominee shareholders
The ownership by offshore entities and certain other entities such as LP
entities in UK.
Complex client structures
Difficulties to confirm the business from open sources
Payments received from unknown or un-associated third parties
Close connections between businesses and the owner’s private wealth

AML training needs to be updated, tailored to responsibilities and executed for
leaders, AML compliance staff, client managers and other relevant staff. There is
also a need to ensure appropriate mechanisms for sharing information within the
organization and for information sharing on Money Laundering Reporting Officer
level as well as seeing to that there are sufficient technological, human resources
and relevant competence to fulfil AML obligations.
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5.2 Further actions proposed by the external AML Investigator based on
the findings from the AML investigation.

Effective AML risk management requires proper governance arrangement and the
board of directors in Swedbank Estonia should have a clear understanding of the
AML risks. The board of directors is required to approve and oversee that the
policies for risk, risk management and compliance is relevant in the context of
AML risks and should request quarterly reports from the CEO of the Bank in
Estonia of improvements made, including action plan for future measures to
improve and strengthen AML compliance.

In order for the organisation to learn, the communication to internal relevant
stakeholders on the weaknesses in the AML/CTF area must be ensured, amongst
them, managers and executive management in relevant subsidiaries and on
Group level.

Empower Compliance staff with sufficient authority and autonomy to implement
the new AML program to ensure the implementation is not being compromised by
revenue interests.

The Bank has a strategy of three lines of defends to prevent money laundering
and to ensure AML compliance. It is important that all these three lines of defense
are empowered to conduct their duties and understand their roles and
responsibilities. Policies and processes must prevent any risk of
misunderstanding of roles and responsibilities among first and second line of
defense that can lead to vital steps not being undertaken appropriately.

Observations presented in this report might be explained as consequences of
inadequate organization and structure of the three lines of defense. Both the
business units and compliance department, responsible for AML, was
understaffed. There were misunderstandings among employees of their roles and
responsibilities. Inadequate description of responsibilities and lack of competence
are some of the weaknesses resulting in non-compliance with AML regulations.

Strong three lines of defense can, as a general rule, make the Bank more robust
and able to manage and mitigate the money laundering risk.

Prepare an updated, factual and real AML risk assessment for the Bank that
includes the findings and observation from this report and other findings made
from the off-boarding process in Estonia.

Develop an update a formal AML strategy based on the findings from the AML
risk assessment and observations from the investigation of Focus Clients.
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Provide periodic AML training for leaders, AML compliance staff, client managers
and other relevant staff being a part of the three lines of defense, tailored to their
roles and responsibilities.

Make sure there are appropriate mechanisms for sharing information of
suspicious transactions and activities within the organization and for information
sharing on MLRO level.

Ensure there is sufficient technological and human resources and competence to
fulfil AML obligations.

The components of an effective AML compliance program include, among other
components, ongoing risk assessment, risk-based customer due diligence,
detection and reporting of suspicious activities and independent testing of the
AML program.

The third line of defense, the Internal Audit, should be committed to conduct
internal audit program that would test the AML compliance and sanctions
regulations and laws.

Based on the findings of non-compliance with regulatory requirements, the Bank
is advised to make a thorough review of the identified weaknesses reported
during the investigation. The use of straw men, corporate vehicles and entities in
off-shore jurisdictions have led to high risk for the Bank being involved in money
laundering.
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Abbreviations used throughout the report

AML Anti-money laundering

AMLO Anti-money laundering officer

CDD Customer due dilligence

EDD Enhanced due dilligence

FATF Financial Action Task Force

FIU Financial Intelligence Unit

FSA Financial Supervision Authority
KYC Know your client

MLTFPA (Estonian) Money Laundering and Terrorist Financing Prevention Act
OFAC Office of Foreign Asset Control (US)
PEP Politically exposed person

The Bank Swedbank AS Estonia

UBO Ultimate beneficial owner

Disclaimer

This report for Swedbank AB is made by Erling Grimstad, a Norwegian lawyer practicing from Advokatfirmaet Erling Grimstad AS (Norway)
and member of the Norwegian Bar Association. The ability to engage in any activities on behalf of a client outside Norway is subject to
statues and professional codes and court rules. Any legal advice or opinion rendered on laws or regulations outside Norway, should be
consider not necessarily to be within my expertise. You should seek appropriate counsel for specific legal advice outside Norway, to
understand your position and obligations in accordance with the national law. This report is strictly confidential and contain attorney —
client privileged information solely prepared for Swedbank AB.

20f 67



'Rapport 2017-07-07 Focus Clients AML investigation EG. 2019-10-30 22:29 diarienr: 9000-K822-19

124

Table of contents

Abbreviations used throughout the report
SUMMARY

1.

2.

3.

Introduction, scope and objectives
1.1, Introduction and overview
1.2.  Scope and limitations
1.3 Objective of the report

Our approach and methods
2.1, Methodology used for review and fact finding
2.1.1. Securing relevant information
2.1.2. Limited investigation of 2" and 3™ line of defence
2.1.3. Evidentiary requirements
2.1.4. Quality assurance

AML compliance and risk assessment
3.1.  AML regulations in Estonia
3.1.1. Due diligence — a risk based approach

3.1.2, Refusal of transaction
3.1.3. Obligation to report
3.1.4. Internal security measures

3.15. Keeping of records

3.2.  AML regulations and general conditions for engagement with customers
3.2.1. Directives, policies, relevant mandates and governance rules for the Bank

3.2.2. General conditions
3.3. Overall risks identified from the AML investigation
3.3.1. Introduction

3.3.2. Risk of criminal proceedings in Estonia

3.33. Risk of criminal proceedings

3.34. Risk of actions from Estonian and other financial supervisory authorities
3.35. Risk of civil claims

3.3.6. Reputational risk
3.3.7. Corresponding banks

Focus Clients

4.1. Introduction

4.2. Focus Clients — key individuals and entities
4.2.1.

T
422,
|

423,

Observations and relevant findings
5.1 Summary
5.2. Basis for the findings and observations
5.2.1. Sample testing of KYC information
5.2.2. Sample testing of transaction data
5.2.3. eDiscovery
5.2.4. Cooperation with the Swedbank team
5.3. Awareness of the AML risks resulted in off-boarding of clients

O WM NNNNNSN OO BTN

=
o

10
10
11
11
12
12
12
12
12
13
13
13
13

13
13
14
15
17
20

21
21
23
23
23
24
24
24

3 of 67



'Rapport 2017-07-07 Focus Clients AML investigation EG, 2019-10-30 22:29 diarienr: 9000-K822-19

5.4.

5.4.1.
54.2.
5.4.3.
54.4.
5.4.5.
5.4.6.
5.4.7.

5.5
55.1
55.2
553

5.6.

Observation of non-compliance with AML regulations
High level observations of internal control
Internal governance and risk management
Insufficient overall risk assessment
Risk factors and red flags
Technical system for detecting suspicious transactions
Examples of non compliance with AML regulations
Insufficient monitoring of suspicious transactions

Risk of involvement in money laundering

; Introduction

. Examples of transactions

. Example from the off-boarding
Mitigation done by Swedbank

6. Recommendations

7. Attachments

7.1 Trends on money laundering and recommendations from authorities
7.2. 50 clients with the highest transaction volume in 2016
7.3. Overview of top 5 clients (by transaction volume) per year
7.4. Overview of loan contracts
7.5. Overview loan transactions
7.6. CKFL — contract details
7.7. Asset companies
7.8. Carbo 1 Account information from credit memo
7.9. Example of loan agreements between wallet companies
7.9.1. Example A
7.9.2. Example B
7.9.3. Example C
7.9.4. Example D
7.10. General conditions

25
25
25
26
27
28
28
35
40
40
40
47
48

49

51
51
55
56
57
58
59
61
61
62
62
63
64
65
66

4 of 67



[Rapport 2017-07-07 Focus Clients AML investigation EG, 2019-10-30 22:29 _diarienr: 9000-K822-19 126

SUMMARY

This report summaries the Anti-money laundering (AML) investigation into Swedbank AS Estonia (the Bank)
carried out by Advokatfirmaet Erling Grimstad AS in the period February to June 2017 according to the
mandate.

While we have only assessed a limited number of clients (the Focus Clients) and corresponding transactions, we
have identified major breaches of relevant AML regulations pertaining to these high risk non-residential clients
(individuals and entities), as described more in detail in this report. In our opinion, the non-compliance is
primarily due to a systemic failure by the local management of the Bank to ensure an appropriate compliance
culture as well as AML infrastructure to ensure compliance with AML regulations. Inadequate risk management
systems, risk awareness, competence, resources and governance structure, are seen as major causes of the
non-compliance with the relevant AML legislation.

We found that the Focus Clients may have used the Bank for money laundering purposes. The Bank made such
transactions possible by giving the clients the opportunity to transfer significant amounts in different currency
to bank accounts controlled by straw men of offshore entities, without fully understanding the real nature of
business, the interests beyond transactions or questioning the source of funds. We however note that there is
no concrete evidence of specific profits from criminal origin being transferred by the Bank.

The lack of an effective and adequate AML programme and the high risk for invelvement in facilitating money
laundering for clients, increased the risk for the Bank and made the Bank attractive for clients who might abuse
the banking system for money laundering. Enabling clients to transfer value for money laundering, exposes the
Bank for a significant risk of reputational damage as well as criminal and civil liability.

The investigation has not revealed any evidence of deliberate or reckless behaviour of the senior management
of the Bank.

We are aware that since 2016, the Bank has made several efforts to mitigate the risks identified, to off board
high risk clients and to build a strong AML framework within the Bank.
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1. Introduction, scope and objectives

1.1. Introduction and overview

On 1 February 2017 Advokatfirmaet Erling Grimstad was given a mandate to investigate matters in relation to a
group of Swedbank client relationships, referred to by the bank as the Focus Group Clients (hereafter called the
“Focus Clients”). The Clients broadly consist of a group of clients that are related to a group of companies

which again are refated to G

The background for the request was that Swedbank was made aware of a possibility that the Focus Clients
might have been using the bank for money laundering purposes. The awareness was partly brought forward
through correspondent bank requests and internal findings made by the Swedbank anti-money laundering
office in LC&I (AMLO). The suspected activities were to have been transacted through the Swedbank AS Estonia
(the Bank) subsidiary of Swedbank AB, being part of the business area Baltic Banking.

The scope of the services was agreed to comprise of the following, divided into two phases:

e Phase 1: Conduct an anti-money laundering investigation focusing on the Focus Client relationships for
the period 2012 — 2016, and

e Phase 2: Based on observations made during Phase 1, advise Swedbank on process improvements to
its AML Compliance processes.

This Report contains the findings and observations of Phase 1 of the Mandate and recommendations based
thereon.

1.2. Scope and limitations

The scope of our AML investigation has been defined by the Mandate. The aim of the AML investigation has
been to analyse the level of compliance with AML regulations and to identify any major deficiencies in the AML
control framework. In addition, our tasks have included investigating any possible wrongdoing by employees in
their handling of the Focus Clients, particularly with respect to identifying any activity or transaction highly
suggestive of money laundering.

The aim of the report is also to the Bank a better understanding of the investigated matters should it face
possible enforcement action from FSA (in Sweden or Estonia) or other authorities.

We have not investigated entities or persons (including clients of Swedbank) outside the Focus Clients unless
such omissions, to the best of our knowledge, would render our investigation misleading or incomplete.
Moreover, our investigation has been purely fact based, and we do not intend to render any legal advice in this
Report.

1.3.  Objective of the report
The main objective of this Report is to describe the material findings of our investigation. In reporting our focus
has been facts and circumstances that may be of relevance to the Bank’s potential legal liability, its reputation,

and/ or that may serve as future learning and competence building (particularly in respect of AML compliance.

The report does not in any way provide an exhaustive description of all observations made during the
investigative process. As agreed with Swedbank, we have endeavoured to keep this report relatively short.
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2. Our approach and methods

2.1.  Methodology used for review and fact finding
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3. AML compliance and risk assessment

3.1.  AMLregulations in Estonia
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3.1.1. Due diligence — a risk based approach

37.1.1, Identitv of the customer

3.1.1.2. Purpose and nature of business and transaction

3.1.1.3.

Enhanced Due Diligence — EDD
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3.1.2. Refusal of transaction

3.1.3. Obligation to report

3.1.4. Internal security measures

3.1.5. Keeping of records
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3.2.  AML regulations and general conditions for engagement with customers

Directives, policies, relevant mandates and governance rules for the Bank

11 of 67




[ Rapport 2017-07-07 Focus Clients AML investigation EG, 2019-10-30 22:29 _diarienr: 9000-K822-19

53]

3.3.  Overall risks identified from the AML investigation

3.3.1. Introduction

3.3.2. Risk of criminal proceedings in Estonia

3.3.3. Risk of criminal proceedings
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3.3.4. Risk of actions from Estonian and other financial supervisory authorities

3.3.5. Risk of civil claims

3.3.6. Reputational risk

3.3.7. Corresponding banks

4. Focus Clients

4.1. Introduction

il
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4.2.  Focus Clients — key individuals and entities

_
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4.2.1. | eroup of entities
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Business activities of-
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5. Observations and relevant findings

5.1. Summary
This section gives a brief overview of the major observation and findings described in this chapter.

No proper registration or verification of the Focus Clients

We found no verification of the identity of the ultimate beneficial ownership of the customer. Some of the
persons acting on their behalf as representatives for some of the entities, was identified and said to be
employees in the group of entities {(Focus Clients). In general, the Bank should not establish a banking
relationship, or carry out transactions, until the identity of the customer has been satisfactorily established and
verified. The Bank accepted the disguise of individuals they believed to be beneficial owners, by not
documenting the beneficial ownership in records. The clients’ use of straw men, hiding the real interests
beyond funds, was accepted.

The Bank has however internally in KYC documents and credit memos stated the supposed beneficial owners
and informed the EFSA about the same in their answers to EFSA inquiry.

The Bank had no proper understanding of the purpose and intended nature of the business relationship or
transactions for several of the entities being part of Focus Clients.

Monitoring of transactions

The lack of information on the business purpose of the individual Focus Clients, made it almost impossible to
provide the Bank with a meaningful basis for ongoing monitoring of transactions by these clients. We found
several suspicious transactions, such as questionable payments of dividends, payment for loans, invoices
suspected to be trade base money laundering, use of nominees or proxies linked to cases of money laundering
and criminal activity and more. There was no report of any suspicious transactions being investigated or
reported to the FIU.

AML program and internal control

The AML program was inadequate. The Bank did not carry out an adequate and factual risk assessment. The
directives and policies on AML at the time was not enforced and there was confusion as to roles and
responsibilities for AML monitoring.

Facilitation of money laundering

By accepting to disguise the real owners and keeping no sufficient records of the real relationship, nature of
business nor the intended nature of transactions, there is a risk of the Bank having facilitated money
laundering.

Generally best practice requirements not adopted
More in general there are several observations made of failure to prudently adopt “best practice” as a
fundamental concern for the Bank.

Lack of oversight and supervision - responsibility of the board of directors
The board of directors has the overall responsibility for adequate AML policies and processes, including strict
customer due diligence rules to promote high ethical and professional standards in the Bank and prevent the
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Bank from being used, intentionally or unintentionally, for criminal activities.>® This responsibility require the
board of directors to ensure a sound AML risk program able to address the money laundering risks and to
oversee that there are adequate and effective policies and processes in the Bank. These responsibilities should
not be compromised by the financial interests in banking for high risk clients.

Assessment and understanding of risks require that the employees of the Bank are able to detect and
understand the money laundering risk, not missing warning signs. Through clearly defined roles and
responsibilities, the Bank is able to build a strong culture of responsibility from employees for the AML
program. The effectiveness of the AML program requires proper governance arrangements, especially
requirements for the board of directors to approve and oversee that the policies, risk management and
compliance is relevant for the money laundering risks.

The board of directors should ensure that the Banks policies and procedures are managed effectively.

Inadequate risk assessment or understanding of the money laundering risks involved with the Focus Clients
By conducting a comprehensive risk assessment for money laundering risks, based on factual findings as is,
relevant inherent and residual risks factors can be determined. The risk assessment must include engagement
with high-risk non-resident clients. The risk assessment should include information from the client
management database (CMEE), transaction database (Star), products, services, payment channels, jurisdiction
where clients are doing business, country risk, information of money laundering risks from authorities in
Estonia, studying of money laundering cases in the region, information from public sources and more.

From the result of a genuine and factual risk assessment by someone who understand the money laundering
risk, the Bank should be able determine its risk profile and appropriate level of mitigation. The Banks policies
and procedures for customer acceptance, customer identification and monitoring of business relations and
operations should consider the results from the risk assessment.

No effective lines of defence

We identified understaffed business units and compliance departments responsible for AML. Misunderstanding
among employees of their roles and responsibilities and inadequate description of responsibilities and lack of
competence are understood to be factors resulting in non-compliance.

strong three lines of defence can, as a general rule, make the Bank manage and mitigate the money laundering
risk:

- Thefirst line of defence being the business units, front office and the employees facing the clients.
They should have sufficient resources to identify, assess and control the money laundering risks of the
business they are responsible for. 1t is extremely important that the business units understand the
requirements in the KYC process and fully know their customers, their identity, nature of business,
source of fund and wealth and are able to detect any suspicions of money laundering from their
clients.

- The second line of defence being compliance, responsible for the monitoring of the business units and
the fulfilment of the AML duties of the Bank.

- Astrong Internal Audit has an important role as the third line of defence conducting independent
evaluation of the risk management, oversee controls in place and evaluate the effectiveness of
compliance with AML policies and procedures.?2**

Culture of compliance
Effective AML program require a culture of compliance not compromised by the financial interests of the Bank.

The culture of compliance is essential to protect the Bank from the abuse by clients to transfer value for money

31 Sound management of risks related to money laundering and financing of terrorism, Basel Committee on Banking Supervision, June
2017, Essential elements of sound ML/FL risk management.

32 |ntrnal Audit Report issued 29/12/2016 from GIA on KYC Renewal Process in Balktic Banking, inclusing Estonia, described findings of
insufficient KYC renewal process, lack of adequate governance and intrnal control and agreed actions.

3 Internal Audit Report issued 4/10/2011 of Management, Valuation and Reporting of Problematic Investments in the Portfolios of
Discretionary Asset Management Customers of Swedbank Baltic Banking did not address the AML risk.
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Findings and observations presented in chapter 5

Further in this chapter, we describe the observations and findings that are, as per our understanding, the most
important for the Bank at the time of submission of the report. The findings and observations described in this
report are based on the information we had until finalizing the work at agreed date.

5.2. Basis for the findings and observations

5.2.1. Sample testing of KYC information

5.2.2. Sample testing of transaction data

23 of 67



Rapport 2017-07-07 Focus Cl|ents AML investigation EG, 2019-10-30 22:29 diarienr: 9000-| K822 19 145

5.2.3. eDiscovery

5.2.4. Cooperation with the Swedbank team

ng basis.

Awareness of the AML risks resulted in off-boarding of clients
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5.4. Observation of non-compliance with AML regulations

5.4.1. High level observations of internal control

5.4.2. Internal governance and risk management
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5.4.3. |Insufficient overall risk assessment
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5.4.4. Risk factors and red flags
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5.4.5

=

4.5. Technical system for detecting suspicious transactions

5.4.6. Examples of non compliance with AML regulations

5.4.6.1. Customer due diligence and KYC
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Example of individuals as beneficial owners
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Example — Anonymous email addresses

153
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5.4.6.2.  On-boarding of new entities
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5.4.6.3.  Information available from public sources
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5.4.7. Insufficient monitoring of suspicious transactions

5.4.7.1.  Monitoring and investigation of suspicious transactions
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5.4.7.1.1. Business and private transactions for Focus Clients

5.4.7.1.2. Other detailed examples of transactions reviewed

547121 Example -
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547122, Example - N
—

38 of 67



Rapport 2017-07-07 Focus Clients AML investigation EG, 2019 29 diarienr: 9000-K822-19

39 of 67




Rapport 2017-07-07 Focus Clients AML investigation EG, 2019-10-30 22:29 diarienr: 9000-K822-19 ml

5.5. Risk of involvement in money laundering

5.5.1. Introduction

5.5.2. Examples of transactions

(i}
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5.5.2.1.  Transactions with clients being dissolved or liquidated

5.5.2.2.  Payments explained as loans

[
[
[ ]
[ ]
[ ]
[
L
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5.5.2.2.1. Examples of loan contract — wallet companies
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wallet companies:

45 of 67



Rapport 2017—07-6_7 Focus Clients AML iaresligalion EG, 2019-10-30 22:29 diarienr: 9000-K822-19 16;_

5.5.2.2.2. Examples of loan contracts — Assets companies
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5.5.2.3.  Payments for the purchase of bulldozers — | D
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5.5.3. Example from the off-boarding
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6. Mitigation done by Swedbank
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6. Recommendations

1) Board of directors

2) Empower staff in the three lines of defence

3) AML risk assessment

4) AML strategy and program

5) Information and training
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6) Human and Technological Resources

7) Testing of the AML program

8) Further actions based on identified weaknesses
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7.2. 50 clients with the highest transaction volume in 2016
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7.3.  Overview of top 5 clients (by transaction volume) per year
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7.4,  Overview of loan contracts
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CKFL — contract details

7.6.
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7.7. Asset companies

7.8. Carbo 1 Account information from credit memo
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7.9. Example of loan agreements between wallet companies

7.9.1. Example A
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7.9.2. Example B
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7.10. General conditions
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CONFIDENTIAL Swe dbank e ‘

2018-01-03
Andreas Hobbelin
Hakan Bengtsson

To Swedbank Group GCO

Swedbank Estonia transactions with Danske Bank
and exposure to the Magnitsky case

Department: Group Compiiance, special AML Task Force
In beginning of 2017 Group Compliance established a special AML Task Force ("“AMLTF") fopiﬁi{é"sﬂg‘abuqn éna;éff’-
boarding of specific group of clients of Swedbank Estonia. AMLTF has sinca then also worked with fol low up;on Estonian
AML issues as well as AML issues In Latvia and Lithuania. /s.'f'—- R pod

LW o L

Introduction Mg

The purpose of this report, requested by Swedbank Chief Compliance _Ofﬂcé"r" (€CO), Is to address eariler unknown or
not ufficiently addressed issues relating to transactions between ﬁiiﬁ'ﬁ,i{a'-’Banls,Eé_qu!a (formerly known as Sampo) and

Swadbank Estonia from 2008 to 2011. This report Is based on-f&éent?gf‘é;waﬂéﬁ made available by Swedbank Estonia
to AMLTF, and will also address links to the Magnitsky cqgﬁaéntiﬂeq_-_durfﬁﬁ.'ggring investigation In Swedbank Estonla.
Howaver, this report should in no way be considered as an' ,_ti.rqiy-"fijll ov‘gqlgﬁ' of all suspicious transactions between
Danske Bank Estonia and Swedbark Estonia as z;p,t_{éﬂ transac {ons between the banks that could be of relevance has

been possible to extract and review. The reporgﬁii"hlso hig‘Hijgpf oartaiﬁ' ‘other relevant transactions.

i i)

In the beginning of Septemiber 2017 Ds&n_s_}cé‘églqg vi‘a's‘:.r,_epo'r_‘téta'to be involved in the Azerbaijani Laundromat with
transactions performed by its Estoniari branch. On;21 September 2017, Danske Bank launched a press release, stating
that they would expand its investigéition into ifs Estonian branch’. On 11 October 2017, Danske Barik launched a new
press release, stating that they'fiad Eésip'-‘jﬂéced und'eF'Investlgatlon by the French Tribunal de Grande Instance de Paris
court in relation to suspicions of fﬁén_ay laundering concerning transactions carried out by customere of Danske Bank
Estonia from 2008 to 2041%felated to the Maghitsky case, and Inherently finked to the Russian Laundromat and the
Billion dollar bank ﬁaug,{n"ﬁbfdoﬁéﬁ Fiirthermore it could be mentiohed that Danske Bank accepted a fine from Danish
FSA in Decembef 2017, as.repojted on 21 December 2017, and relating to violation of Danish AL rules®. Also i
September 20{7 members“éf.thé‘ﬁumpaan Parliament called for investigation Into the Azerbajjani Laundromat and
adoption of .mg\ﬂ?a_gnitsky Ag

£ AL ‘.7_,_"].*
Conf}}'_‘}lnlesﬁndivig_l,ualﬁ‘ﬁ"léntioned below and marked in BOLD are or has been clients of Swedbank Estonla. And
mmr‘aﬁh_@sﬂndivlz’i;uéls that are UNDERLINED are related to above mentioned ML cases without being clients of
Swedbark;Estoriia:

Summary

Swadbank initlal review of transactions between Danske Bank and Swedbank was performed by Baltic Banking Intemal
Antl-Financial Crime & Investigation Service (AFCIS), which performed thelr transaction analysis with main focus on the
highlighted companies in the Azerbaijani Laundromat. Findings in the report from AFCIS, reveals that clients of

Y I:rlps:ifdanskcbank,wm!news-nnd-insighLsfncws-nrchivefpmss-mlmsesﬂoIT!pr?.109201‘?

2 htps-fidanskebank.com/ / chive/company ts/2017/cal 1102017

? hltps:ffdanskchank.oorrdnm-and—insightsa'nam-archivc!oompmy-nnnounuemnntstz{n'Huz1122017

4 hitp:ffwww.:umparl,eumpa.cu!ncwslen!pmss-morn-"lOl?ﬂ‘Jl llPRB35lﬁfmps«cﬁlI-‘I'ur—m}-invosligaliun-inlolumrﬁaijani—la,urldromsl

d-insights/ ar

STRICTLY CONFIDENTIAL
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Swedbank Estonia had performed transactions with two companies mentioned in the Azerbailani Laundromat-

- and_. However, these payments were performed between 2012 and 2014.

AMLTF requested additional {ransaction data from Swedbank Estonia on alt USD payments from 2008 to 2011. Due to
the size of data, additional review including other currencies such as EUR will be mads If findings in USD payments
indicate reasons for additional analysis in other currencies and as will be agreed with Swedbank CCO,

From previous investigations and fransaction analysis, AMLTF has transaction data from Swedbank Estonia for the

period from 2012 until February 2017 on @ specific group of former clients belonging to what is known in the Bank as the
Focus Clients or-, which is also related to the former LC&l cllant— The Focus Clients has

performed several of hundreds of incoming and outgoing payments with clients of Danske Bank &lso from 2008 and

2014. .

\

in addition to transaction data, request was made to Swedbank Estonia to provide any underlying docu'hﬁ'é}'nl:s basedipn
request from authorities, corresponding banks or law firms relating to the Magnitsky case. Swéd_banl&Estonia;p[dwidad
two Intemnal documents from March 2013 showing previous efforts performed by the Bank. Oné@!pc}jﬁién‘t named
Payments from Clienis of Sampo related to Magnitsky.doc showed 8 Swedbank Es_;qnla clients performing transactions
with clients of Danske Bank Estonia reportedly linked to the Magnitsky case. s %

And another document named MEMO Magnitsky,pdf, created on 3 March 2043 by local AML Officer Swedbank Estonia

case.

During 2008-2011, there were 8,867 incoming payments (USD.Z7222 759 481) from clients of Danske Bank to clients of
Swedbank Estonia, and 3.788 outgoing payments (USD 1 gs_‘fl' 342 465) ﬁbm.swedbank Estonia clients to clients of
Danske Bank Estonia. 235 clients were incorporated in the following low tax jurisdictions (offshore and onshore);
Switzerland, Belize, Dominica, Switzerland, Cyprus,,Gi_b[_a!;ar;:H'apg KongTsle of Man, St. Kitls & Nevis, Luxembourg,
Marshall Islands, Maita, Panama, Seychelles, Singapore, St Vincent.& Grenadines, British Virgin Islands.

In respect of those offshore and onshore clients there were 2.278 ouitgoing payments (USD 1 785 424 355) to clients of

A ,
Danske Bank, and 1.956 incoming paym Ints\.-(l-,lSD"I--.ﬁ@S 710/718) from clients in Danske Bani to clients in Swedbank
Estonia. Majority of Danske Bank clients were t:éfnpanl'as-lnyichrporated in low tax jurisdictions or LP/LLPs controlled by

offshore companies. A majority of pj_dih the clients of Swedbank Estonia and of Danske Bank Estonia have limited visible

business activity, most probably,just functioning as shell companies.

L

Findings - .

A. Danske Bzi'r'li’(.ctzli'é_[l_@s exposure to Magnitsky case

According to the Azerbafjan/ l-aundromat, the

G

ha-and as General Partners; both companles have been

identified as.having on as beneficial owner . is identified as owner and co-owner in
former Swedbank Estonia clien with links to sanctioned

companies controlled by sanctioned individual is also linked to the
company_ a company meritioned in articles and open sources as holding shares in -

© Swedbank

and Head of Compliance & Operational Risk, Baltic Banking, revealed certain direct links to comﬁanlas in the Magnitsky

followlni UK mmianies had accounts with Danske Bank Estonia;-
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B. Swedbank Estonia clients exposure to Magnitsky case

© Swedbank
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ing c ies and fransactions have been identified:

© Swedbank
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Conclusion "

»

Based on the performed review and currently available information and trafisactions, it:could be concluded as follows;

s

The review of transactions between Swedbank Estonia and Danske BankEstonia during 2008 — 2011 shows
several direct links to companies/parties being linked tdjthe Magnitsky case!(and other ML cases).

There are certain facts that could lead to the concjusion that savé?glkp'ansactions most probably could have
been seen as suspiclous, and thus to be reportei] ‘to FIU,jf those would have been scrutinized at the time for
exacution, In this respact it seems obvious thatthe bank didn't ‘m'éf'iitor and investigate high risk transactions in
a sufficient way. ‘ ;

Based on the material that we currently have been able to extract there are no clear evidence that obviously
shows that the transactions between Swedbank Estonla and Danske Bank Estonia are directly linked to
transferring of money in the Maﬁﬁilﬁky case, however there are several transactions between companies linked
to the case which per se ifidicates that there could be connections to the Magnitsky case and/or other
illegitimate money invalvad'in:tna transactions. On the other hand it could be that the counterparties had
legitimate business between ll'l'emselvas or that it could be suspicious transactions based on other assumptions
than the link to.the Magnitsky:case.

=

© Swedbank
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swedbank @

Amendment

To the report re Swedbank Estonia transactions with Danske Bank
and exposure to the Magnitsky case, dated 2018-01-03, to
Swedbank Group CCO

This amendment Is meantas a clarification of findings in the report Swedbank Estonia transactions with Danske Bank
and exposure to the Magnitsky case and as regards the questions if certain mentioned counterparties are still clients of
the bank or off-boarded since earlier.

© Swedbank
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)

From: Hakan Bengtsson <tvakan.bengteson@swedbank.com>

Sent: 2018-08-13 12:52:01 +0000

To: Mads Blomfeldt <Mads Blomfeldi@bdo.no>; Andreas Hobbelin <andreas.hobbefin@swedbank.no>
Bubjoct: RE: Sendt fra Utidippsverktoy

Aftachments: 20180711 - Memo on new names In media - Danske.pdf

Enl tel

From: Mads Blomfeldt [mafito:Mads.Blomfeldt@bdo.no]
Sant: den 13 august 2018 14:35

To: Andreas Hobbelln; Hikan Bengtsson

Subject: Sendt fra Utidippsverktay

Mossage Hoaders: Recelved: from SRV63092.fspa.myntet.se (10.8.33.65) by SRV63093.fspa.myntet.se
(10,8.31,66) with Microsoft SMTP Server (TLS) Id 15.0,1365,1 via Mallbox
Transport; Mon, 13 Aug 2018 14:52:02 +0200

Recelved: from SRV62318.fspa.myntet.se (10.8,33.61) by SRV63092.fspa.myntet.se
(10.8.33.65) with Microsoft SMTP Server (TLS) Id 15.0.1365.1; Mon, 13 Aug
2018 14:52:01 +0200
Recelved: from SRV62318.fspa.myntet.se ([fe80::498e:aaa8:7bdb:dSba]) by
SRV62318.fspa.myntet.se ([feB0::498e:aaa8:7bdb:d9ba%21]) with mapi Id
15.00.1365.000; Mon, 13 Aug 2018 14:52:01 +0200
Content-Type: application/ms-tnef; name="winmall.dat"
Content-Transfer-Encoding: binary
From: Hikan Bengtsson <hakan.bengtsson@swedbank.com>
To: Mads Blomfeldt <Mads.Blomfeldt@bdo.no>, Andreas Hobbelin
<andreas.hobbelin@swedbank.no>
Subject: RE: Sendt fra Utklippsverktay
Thread-Toplc: Sendt fra Utkll ritey
Thread-Index: AdQzAetUK+9kR1WFSADZVDAESX3ILIQAANIAA
Date: Mon, 13 Aug 2018 14:52:01 +0200
Message-ID: <1e75eb6805a64145h8958b65ec323491@SRV62318.fspa.myntet.se>

References: <AM4PRO501MB1971BC296AD2745F0B7869FIFA390@AM4PRO501MB1971 . eurprd05,prod.outiook.com>
In-Reply-To: <AM4PRO501MB1971BC296AD2745F0B7869F9FA3S0@AM4PRO501MB1971 . eurprd05.prod.outiook.com>

Accept-Language: sv-SE, en-US

Content-Language: en-US

X-MS-Has-Attach: yes

X-MS-Exchange-Organization-SCL: -1

X-MS-TNEF-Correlator: <1€75eb6805a64145b89568b65ec323491@SRV62318.fspa.myntet.se>
MIME-Version; 1.0

X-MS-Exchange-Transport-FromEntityHeader: Hosted
X-MS-Exchange-Organization-MessageDiractionality: Orlginating
X-MS-Exchange-Organization-AuthSource: SRV62318.fspa.myntet.se
X-MS-Exchange-Organization-AuthAs: Internal

X-MS-Exchanga-Organization-AuthMechanism: 04

X-Originating-IP: [10.8.33.6]

X-MS-Exchange-Organization-Network-Message-Id: 7e109c5f-6bf1-421a-60db-08d46011b9075
Retumn-Path: hakan.bengtsson@swedbank.com
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Nanske Bank invelvement in money laundenng sc hemes = new links
nflentitantisl
' Receivers: : Prepared by:
Head of Baltic Banking GSI Investigations Baltics
2018-07-11

CEO's of Swedbank Estonia, Latvia, Lithuania
Head of GSI Investigations
Head of GSI Investigations Baltics

SUMMARY

Media corporations published in the beginning of July 2018 new articles regarding Danske Bank
invelvement in money laundering schemes.

In addition to historlcal media coverage back from 2017 following company names were mentloned as
new:

None of abovementioned entitles have been direct customers of Swedbank Baltic entitles.

In order to assess Swedbank involvement GSil conducted the counterparty search 01.01.2007 until
05.07.2018 and identified that:

- Swedbank customers received 13 incoming payments from

- Perlod of named payments was May 2007 until August 2008;
- Total amount across Baltics was 1 061 394 EUR out of which Estonia received 883 000 EUR;

- Inall cases counterparty bank was Danske Bank Estonian branch.

Background

In the beginning of July 2018 in media there was a new article regarding Danske Bank involvement in
money laundering schemes.

Source;

In addition to historical media coverage back from 2017 following names were mentioned:

CONFIDENTIAL
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Next steps
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STRICTLY GONFIDENTIAL — NOT TO BE SHARED WITHOUT THE EXPLICIT CONSENT OF THE CEO

Baltic Banking’s exposure mainly related to Danske
Bank Estonia case

MR e (G is B e

g @mﬂirzﬁa‘“mm‘m_ '

1 The decisions vs. Deutsche Bank particularly pointed out Estonia as problematic.

STRICTLY CONFIDENTIAL: not to be shared without consent of 1
the CEO, Birgitte Bonnesen
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Swedbanko

i Background and scope P

1.1 Group Compliance, special AML Task Force B i

Early 2017 Compliance established GGAMLTF for investigation and uff-baarding,\of{"a i'éarlzﬁfir; groups of clients of
Swedbank Estonia, intemally known as project Clear’. Project Clear was closed"in :

“‘]Qﬁ“ "May, 2017 and involved
very few Swedbank employees and a few exterhal well known specialists "E-;]Ehi«ﬁ 1hne area of financial crime.
g,

N
Since then work with follow up on Estonian AML issues as well as AMLissués'in Latvia and Lithuania has been
carried out. Hence, since June 2017, GCAMLTF has Initiated op-siteAML workshops/sessions® and has
analyzed parts of the client portfolios within all Balfic countr[as.(ﬂl'sctbss ng and advising on the overall money
laundering risk in each country's client portfolio. The work has als%*ipéluded detailed assessmenits of the money

n

laundering risks within hundreds of dlients, including é'd\__risiﬁg on off-boarding of clients, enhanced EDD,

mitigating actions and analysis etc. Due to findings, GC ﬁﬂl;?l’:f_"-;-iﬁus initiated and supported the development of a
Baltic Banking Moriey Laundering Risk Portfolio Aq_a?!si'si“-'-\l '

Since January 2018, GCAMLTF has monilor@cﬁ?' n%g e'f‘formed transaction analysis on foreign payments in Baltic
Banking’, for the purpose of following up gp'ihg‘progress of AML work related to specific transactions®.
AV .IU &

% ¥ Y
A _ % kN .
In -addition, work was initiated to sc| u’[ih[;b&ﬂents and/or transactions due to negative media articles, such as
DBE, ABLV bank and FBME barlkl"(‘q‘l;iu-{i‘eﬁaiﬁ other issues that have been identified durlng the work,

Yoy
Due to the: amount of work néié’feﬁ%%ﬁa compliance and money. laundering risks in Baltic Banking and the fact
that it is perceived as difficuit't lribcﬁue local staff — before more facts are on the table - due the structures and
potential conflicts of <[pte st etween different externalfinternal stakeholders, most of the work has been
performed by GCQ_JME-:TE.,"‘oms’Eie normal tasks and normal working hours.

1.2 Scope - :‘\'t-;;" ‘
Due to éth_é"qilanﬂed internal investigation initiated by DBE as described by Press Releases from DBE, a
lrangg%tibgaqélysis mirroring the same time period was initiated by Compliance. The purpose of the investigation
was tt;“"ad tess earlier unknown or not sufficiently addressed issues relating to transactions between DBE and
SWedba_n\l\cEstonia. Latvia and Lithuarila between 2007 to 2015.

¥

The investigation is based on transaction data made available by Baltic Banking to GCAMLTF during the

2 Compliance staff involved In preparing this memo is In total four.

3 Also known as “Focus clients”. All actions in project Clear have been documented, inoluding IT logs etc., and analysls have
been stored at a special server where only a very few limited employees have been given authorization as precautionary
measures, The documentation is stored within Group Information Security. )

* Mainly performed by Hakan Bengtsson and Andreas Hobbelin supported with the GSI employee Sven Kiwvistik.

5 Not to be confused wilh the Baltic ML Risk Assessment, however the ML Rlsk Portfolio Analysis shall give input to the Risk
Assessment.

® post-transactions, not related to the AML Compliance transaction monitoting of Nice Actimize alerts.

TPermonth.

® Focusing on LP/LLP and offshore companies.

CONFIDENTIAL Page 2

.



Rapport 2018-07-12 Baltic Banking exposure mainly related, 2021-01-12 14:33 diarienr: 9000-K822-19 202 ]

Swedbanks

spring/summer of 2018, In order to identify transactions between the clients of Baltic Banking and the clients of
DBE that are considered questionable or suspicious from an ML/TF/Financiat Sanction perspective, the following
high risk indicators have been used:

o Companies with no or limited visible business activity or a business aclivity that could not be identified

¢ Companies incorporated in offshore/onshore jurisdictions (including also Hong Kong and Delaware)

= Companies controlled by offshore companies with no or limited business activity (including UK legal
entities, e.g., Limited Liability Partnership “LLP" and Limited Partnership “LP")

o  Companies incorporated in UK and New Zealand with proxy/nominee Directors and/or shareholders

o Companies profiled in Panama Papers and with links to Mossack Fonseca

« Companies profiled in Offshore Leaks, Paradise Papers; Bahamas Leaks, or Swiss Leaks

« Companies with links to money laundering, corruption, fraud and illegal arms trade cases’ .

» Transactions related to project Clear Po

e Large single transactions { .‘.*H bod

- B
g !
S W

",
In this context it is also essential to understand the magnitude of the information retrievq_d._\,whigh_porrespond tfo
141 557 KB, where thie tools to analyze this kind of informatien is inadequate and has beaﬂ'"r‘n;édéfjb? in excel.

%

This report should not be considered as an entirely full overview or {:_ip-depfh scruting of all
suspicious/questiohable transactions between DBE and Baltic Banking as not ail"tf’é'ngscﬂbns between the banks
that cotild ‘be of relevance have been possible to extract and review to_ge!ha‘r«.ﬁ[!h underlying documents
supporting the transactions. The rhain focus of the investigation has therefgge*t;'?;ép to check the counterparties of
DBE. aw N

¢

Furthermore, the report does not contain or has the intention to cquéig %}&éi&“&d description of each transaction
that is considered as questionable and/or suspicious. Detailed deScriptions on underlying transactions considered
as qyeﬁiohable'o andlor suspicious can be given on request and:will'then be presented in the form of xlsx sheets
in personal meetings. However, some selected case examples will be shown in the report in order to understand
the context. R Y g

2. Result

» K-:\'.
2.4 Overall result of the !nvestiggﬁ_&ifn_)

Yk % .
Between 2007 and 2015, BallicBanking clients™ performed 15902 transactions with questionable and/or
suspicious counterparties of; DBE,to the amount of incoming EUR 618 853 225 and USD 105 822 186 and
outgoing EUR 1 422 574:1_5”88’ﬁapd3USD 2 654 210 307. The peak of these transactions was between 2011 and
2013, whereof 10 725, tra"q@ctﬁﬁs where performed. This could be compared to the DBE money laundering

case, which according 30 recént leaks is estimated to be approx. EUR 7.5-8 bn.

x.%‘, b
Zup - e
@ T&mme of funds %
; £ 618 953 225,00
SwBB Source of funds DBE
Misc. dients £ 1 422 574 588,00 - Misc, questionablef/suspicious clients

D,

®Russian Laundromat, Azerbdijani Laundromat, Magnitsky case, Moldova Bank Fraud, Deutsche Mirror Trade, Odessa Network or other
adverse publicity cases

" questionable clients’ means companies with either no or limited visible business activity, or could not be identified, or
incorporated in offshore/onshore jurisdictions, or controlled by offshore companies or incorporated in UK (e.g., LP/LLP, LTD), or
New Zealand with proxy/nominee directors andfor secrelary, or incorporated In Hong Kong and Delaware with no information on
Directors/owners or other visible business activity, or profiled in e.g., Panama Papers (Mossack Fonseca), Offshore Leaks,
Bahamas Leaks, Paradise Papers, Swiss Leaks.

" Domestic and foreign.

CONFIDENTIAL Page 3
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r—Source of funds
4k 105 822 186,00
SWBB Source of funds DBE
Misc. dients $ 2 654 210 307,00 Misc. questionable/suspicious clients

in addition to- performing questionable and/or suspicious transactions, many of the clients of Baltic Banking
performing these transactions, where incomporated themselves in offshore jurisdictions and considered as
questionable. The most frequently offshore jurisdictions found to be used by clients are British Virgin Islands,
Belize, Marshall Island, Seychelles, Panama, Cyprus, and St. Kitts and Nevis. Other jurisdictions have also been
New Zealand, UK, Hong Kong, and US low tax-low transparency states Delaware, Oregon and Nevada as well
as Canada. .

The following sections (2.2-2.7) will provide moare detailed information of what has been seen in the |nuestiganon
in relation to different customer and transaction segments.

2.2 UK counterparties with legal form Limited o 4=.| \ ;

Case examples

2.3 New Zealand companies

Case examples

CONFIDENTIAL Page 4
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It could also be noted that there are several transactions with UK “LTD" companies Iinked t6 _and .
I o rroxies/nominees used by [ e\ s

2.4 BVI incorporated companies

BVI incorporated companies are found fo be frequently used both in clienls of Ball:c Banking and clients of DBE,
many of these BV? companies are profiled in the database of the Inte{nationai Consortium of Investigative
Journalists (ICiJ) 5 under Panama Papers, Offshore Leaks, Bahamas Leaks, Paradise Papers, and Swiss Leaks.
However, the majority of findings relates to companies profi Ied‘m ‘Panama Papers and Offshore Leaks.
Companies/individuals profiled in Panama Papers are linked lo Mossack Fonseca, and in Offshore Leaks to
Commonwealth Trust Lid., which in many cases are’ Ijnged to. Unitrust Corporate Services and Infernational
Offshore Services (I0S) and are similar to Mossack Fonseca2

Case example Mossack Fonseca et &

CONFIDENTIAL Page 5
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2.5 LP/LLP companies

UK and Scottish Limited Liability Partnership (“LP", “LLP") companies have been reported by media _Enq other
bodies such as Transparency International® and the UK National Risk Assessment®, as 'frequentij" used as
vehicles for money laundering, fraud, corruption and illegal arms trade cases in several cases recent 'gé‘ars'. They
are commonly used with proxy/nominee individuals both as Directors and Persons of Significant CGontrol ("PSC"),
and proxy/nominee shell companies being incorporated in offshore jurisdictions as General Partners This non-
transparent setup, often with the use of the same proxy/nominee individuals or offshoreishell oompames makes
clients transactions with suspicious LP/LLP counterparties difficult to disprove. In addmon to the money
laundering risk connected with LF’:‘LLP companies, this non-transparent setup ihat conoeal beneﬁmal owners can
also be used to avoid sanctions®

Between 2007 and 2015, several of hundreds of clients® of Baltic Banking performed transactions with LP/LLP
counterparties of DBE, with a tofal amount of outgoing EUR 65 958 ;:)44 and USD 203 836 071, and Incoming
EUR 126 476 133 and USD 207 703 695. The majority of these LPILLPs are controlled by offshore compamas
linked to alleged money laundering, corruption, fraud and illegal arms: tr_ad_e cases™

Source of funds
45 207 703 695,00

’ _ >
DBE
LP/LLP dients

SWBB
Misc. clients

Source of funds
4k 203 836 071,00

@J Source of funds 5‘:@%} il
£ 126 476 133,00 '
SwBB Source of funds DBE
Misc. dients £ 65 958 344,00 LP/LLP dients

Furthermore the |nvesﬂgatlon has identified 12 clients of Baltic Banking, the majority of these clients belonging to
Swedbank: Estonla with the UK legal form Limited Partnership "LP" and “Limited Liability Parhership “LLP",
Between' 23!_)07 and 2015, these 12 LP/LLP clients of Baltic Banking performed transactions with guestionable
ar[ﬂlor suspicious counterparties of DBE, to the amount of outgoing EUR 3 192 957 and USD 24 236 205 and

s
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incoming EUR 13855 148 and USD 15 427 552. The majority of these clients are being controlled by offshore
companies involved in alleged money laundering, corruption, fraud and illegal arms trade cases.

Case examples

2.6 Transactions related to proje‘c'i’Clea'r--\

Between 2007 and 2015, pro;ect -.‘Clear clients, being clients of Swedbank Estonia, have performed 1599
transactions with clients of’ DBE that are considered as questienable and/or suspicious, to the amount of outgoing
USD 1 378 075 457 and EUR 963 451 635, and incoming USD 19 144 132 and EUR 402 019 057. Transactions
performed by these compames have been both fo questionable and/or suspicious counterparties in DBE, as well
as te other project Cle_ar companies with accounts in DBE.

"o,

Source of funds @
£ 402 019 057,00
SWBB Source of funds DBE

"Project Clear" clients £ 963 451 635,00 Misc. questionable/suspicious clients

CONFIDENTIAL Page 7
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2 e —
4 19 144 132,00
SWBB Source of funds DBE
"Project Clear” clients 8t 1 378 075 457,00 Misc. questionable/suspicious clients

The transactions illustrated below examples were not discovered in Project Clear due to the amount of
information and the fact that some companies had already left the bank, as part of the increased attention of the
Group towards the companies involved in project Clear, which involved more than 200 companies.

Case examples

2.7 Large singe transactions N
Between 2007 and 2015, several large _p.g‘a'yme'ﬁts-__ have been performed between Beltic Banking clients and
clients of DBE. Several of these payms;_ni's I-fa'-\.f_é: béen performed by both questionable and/or suspicious clients of
Baltic Banking and counterparties of DBE. <.

Case examples

CONFIDENTIAL
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3. Conclusion

The majority and the biggest amounts of questionable and/or suspicious transactions are made by clients of
Swedbank Estonia. However there seems fo be different kind of modus operandi between the three Baltic
countries depending on currency, incoming or outgoing payments and type of counterparties (e.0., LPILLP LTD

or similar). P o T

GCAMLTF has not had access to all client files, full account statements or underlying documentaﬂqn‘suppomng
transactions. Without being able to scrutinize the single transactions ‘and underlying documentahon supponlng
the transactions it is not possible to assess how many of the transactlons between Baltic. Banklng and DBE that
should have been reported as suspicious to the respective FIUS . However, as seyera! monay laundering
indicators have been identified in the transaction data, there are grounds to believe that more: transactions should
have been reported to the FIU and more clients should have been off-boarded earlier’ than aclually done.
\-{ W

The large exposure of USD payments to questionable and/or suspicious ceunterparhes, many with links to
Mossack Fonseca, and other alleged money laundering, corruption, fraud and Legal arms trade cases, increases
the risk for Swedbank to be approached by US authorities. In this context it |s\worth noticing 1hat Swedbank got a
request from US (NYDFS) in the spring of 2018 on clients affiliated" vﬁith Mossack Fonseca™. In addition, the
amount of incoming and outgoing payments between Baltic E!ank;\ng ‘in. partecularly Swedbank Estonla and DBE,
can increase the risk for Swedbank to be approached both by Estopian and Danish authorities given the recent
media articles indicating a very high amount of moriey belng allegedl} laundered via DBE.

Finally, the transaction monitoring/analysis of farelgn payments in Baltic Banking show that Baltic Banking still
has a risk exposure to LP/LLP and offshore countarparﬂes Only in May 2018, clients of Baltic Banking performed
163" transactions with LP/LLP companies, o theuamuunt of incoming EUR 3 187 204 and USD 187 860 and
outgoing EUR 516 045 and USD 288 743 Some ef ihese LP/LLP companies are controlled by proxies/nominee
Directors and offshore/shell mmpames as General Partners linked to alléged money laundering, corruption and
illegal arms trade cases™ F «__‘_ i

N okl

4. Recommeéndations and actions
¥ % 2
\ \ - 1?
To mitigate any polentla] risks of Swedbank being used for money laundering/terrorist financing activities and any
risk that could follow from authority's scrutiny of Swedbank including negative risks on Swedbank's reputation and
negative consequences for correspondent banking relationships and funding, Swedbank Comipliance
recommenids'doing thie following:

% 4 April 2013
i htlps Ifoffshoreleaks.icij.org/nodes/216088
% As set out above, similar to Mossack Fonseca
" STRISAR historical reports in the Baltics have not been matched against this Danske Bank data
% This Inquiry excluded Baltic Banking, which was confirmed by our US legal advisors. The excluslon was made clear in the
submitled answer
:’: Only foreign payments above EUR 5 000
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Follow up on Swedbank's 1isk exposure in relation to the investication of Ml issues in Danske
Bank, Estonia

Internal Memo/Confidertial - not to be spread 16 anyone without the expiess consent of the
CED of Swedbank AR (publ)

SUMMARY

o] ure betwe
Bank Estonia (DBE)!.

ht and insight into quest
ek 1.'_;' |

stigation anc

| amount
L) gquestional

_l;‘:l  th:  have b

1O T d resource r f this unttl now
Iy 'nus, some ar 18 ;'__...-: d with on

DBE, while other

! Dated 2018-07-12 distributed only to & few Internal stakeholders.

? The risk Indlcators used are (i) legal form®: L.P, LP, LLP, LTD, LIMITED, LLC, INC, CORP, 8.A, (more legal forms have later
been detected as relevant, e.g., GMBH, A.G. A/S (Danish legal form), howaver transactlons with these have not bean
significant in comparison to the others) (1l) payment description: *loan", *refund®, "repald®, "return” (more payment

been found as relevant, e.g., "consulting”, “corporate service”, however iransactions which Includes these have not besn
significant in comparison to the others) (lli) currency: EUR (included EEK converted to EUR), USD have been used. Other
currencles GBP, RUB and, CHF have been Identified but are not included In the amounts set out in this memo since they are
deamed not to be significant and (v) counterparty (clients of DBE).

* EUR 5000 for domestic paymants and EUR 2600 for forelgn payments.

* After having taken part of the "Report on the Non-resident Portfollo at Danske Bank's Estonlan branch®, made public
2018-08-19, (the DBE Report) Compliance can conclude that this is the same approach that has been used by DBE.

INTERNAL/CONFIDENTIAL 1
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f the entities
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launderihg. In addition, {

y 1 Y] b |
tNel L.r 14y TIE (1

# 8tlll In draft form

® plsasa note that the numbars of customers matched in different segments as well as stated amounts still are under validation

wm.wunmmthuiﬂmwﬂdhmmmhmdeta.

7 as set out in footnote 7, the data, which curmrently matches 1888 cllents, is not fully conflmed. However, for the sake of

simplicity the number 2000 is usad throughout the memo at this point.

'wemtorttm-purpmmmmumumnaswmmmummw. However, it should be noted that
mmumumuandmammmnaewhmwmmnaem(notmummnmmmm.
However, the DBERewﬂonﬂmﬂnuuhdﬂm«ﬂdﬂhﬂhﬂnsﬂlbm&ummhpmvmﬂmm

carried out by Gompliance, could have identified customer and counterparties of DBE not
resident Portfollo.

covered by the Non-
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Laundromat, Russian Laundromat, Deutsche Bank mirror trade and the problems
related to DBE.

6) At least 237 clients of Swedbank, mostly former, identified in the Flow have a
positive match against the investigative Consortium of Investigative Journalists
(ICWJ) databasellists (“ICIJ"), whereof at least 74 are linked to Mossack Fonseca
(IlMFDl)'

7) Atleast 350 counterparties (i.e. clients of DBE) of Swedbank’s customers have
a positive match against ICIJ, whereof at least 100 are linked to MF.
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T_ﬁackground

DBE has repeatedly been accused of facllitating money laundering by the Danish business
paper, Berlingske, The allegations have also been broadcasted by other media and
organisations and the problems around DBE has also lead to investigations from authorities
in Denmark and Estonia but also France; both in general as regards the bank as well as
regarding possible criminal actions towards employees. The result of the investigation done
by DBE was published in the DBE Report.

It seems that Berlingske, as well as OCCRP, have access to internal documents and
account statements from DBE customers. Based on those documents it has been concluded
that accounts of non-resident companies (e.g., includes NZ, UK, PA, BZ, etc.) in DBE were
used to transfer funds originating from several worldwide organized money laundering
scheme, including the following (according to published info)2 :

- Magnitsky - Transactions comprising DKK 28bn, during 2007-2015 connected fo
Russian tax fraud; named after the lawyer S Magnitsky, who died in a Russlan prison

- Moldova - Transactions comprising DKK 7bn, during 2011-2014 connected to tax fraud
and corruption etc. involving Russian organized criminals

- Azerbaijani Laundromat - Transactions comprising DKK 18bn, during 2012-2014
connected to fraud and corruption also pointing at European officials and politicians

- Russian Laundromat - Transactions value not revealed, but conducted during 2007-
2015 connected to companies alleged controlled by the family of Putin and FSB.

- Deutsche Bank Mirror Trading.

It should also be noted that Bill Browder filed a report in July 2018 painting at 26 former and
current employees of DBE, accusing them of money laundering and other criminal activity.
Ultimo July, the Estonian State Prosecutor's Office announced that criminal investigation has
been started based on this report.'® The Danish Prosecutor's Office has informed about
launching similar investigation in Denmark. The DBE Report also states that 42 employees
and "agents” have been deemed to have been involved in some suspicious activity and
where DBE is in the process of filing SARs to the Estonian FIU and further that they have
reported 8 former employees directly to the Estonlan police.

This memo Is intended to describe Swedbank's risk as regards Swedbank’s customers, their
counterparties and their transactions which could be directly, or to some extent indirectly,
linked to the problems in DBE and the customers in DBE that has been mentioned in the
media, which are only a handful, while sources talks about several hundreds.

2 pips:/iwww.b. dinationall/english-version-an-overview-of-the-danske-bank-money-laundering-scandal .

3 The Estonian media has also published an Interview with an anonymous parson who claimed that he/she Is aware of
practices that were usad by the non-resident depariment of DBE. The source explained among other things how new clients
were recrutted and how tha internal setup and ‘service packages' made alleged money laundering in DBE possible, Including
how speclal payments to employees was organized.
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_2 Scope of the investigation, available data and sources and who has been involved

3. Customers, counterparties and the Flow
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Top transactions - off-boarded clients with special interest
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6. Existing customers that can be connected to DBE ML issue or other VL issues

Further, more detailed information of the existing customers connected to DBE is presented
Y in Appendix 2.
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A. Principles for risk appetite

The proposed principles are as follows:

14




[ Rapport 2018-09-20 Follow up on Swedbanks risk exposure, 2021-01-12 15:48 diarienr: 9000-K822-19

221




Rapport 2018-09-20 Follow up on Swedbanks risk exposure, 2021-01-12 15:48 _diarienr: 9000-K822-19

222

Jdvvcuualin



Rapport 2018-09-20 Follow up on Swedbanks risk exposure, 2021-01-12 15:48 _diarienr: 9000-K822-19 223

>

SVVCUIalin w

14



224

P M Signerat av

Myndighet .

Ekobrottsmyndigheten ~ 18-09-27 (18-09-23) The Board of Directors Slgnersteetin

Enhet Dlarlenr

Stockholm FMK 9000-K822-19

Orginalhandlingens férvaringsplats Datum Tid B
2021-01-14  10:45

Involverad personal Funktion

Bjérn Sandman Uppgiftslémnare

Beréittelse N

Bilaga till e-post skickad frén Cecilia Hernqvist till Birgitte Bonnesen 2018-09-23 16:18:48
Mejlet kommer fran e-postbeslag 2019-03-28

Beslag 2019-9000-294-1, K564-19.



PM 18-09-27 (18-08-23) The Board of Direc?rs, 2021-01-14 10:45 diarienr: 9000-K822-19 225

Swedbank @@

27 September, 2018
Swedbank Compliance

Confidential




PM 18-09-27 (18-08-23) The Board of Directors, 2021-01-14 10:45 diarienr: 9000-K822-19 226

7))
-
87':
. O X
CD_E%
©
c 20
D (U O
© - O
>~_,_,U)
28 =
= —
O O
= 5
—



227 |

| PM 18-09-27 (18-08-23) The Board of Directors, 2021-01-14 10:45 diarienr: 9000-K822-19

€260-810C

[enuepyuo)
SS800B pPejoLisey SSEJO LoneLwou) SUBQPEMS B

(.39Q,) eluojs3 ul ssauisnq
S)I J0J SYSL 41 /7N pebajje spyjueg aysue( 0} uolje|al ui sauop uaaqg sey Jeypa

sabua||eyo jeulsjul ay} ale 1eypn

sobua||eyo jeusaixe ayy ale Jeypn
siseq Aep-0)-Aep Jou — sysu 41 /7N pauaiybiay syl YiIm 3Jom am Oop MOH

epuaby



228 |

]—PM 18-09-27 (18-09-23) The Board of Directors, 2021-01-14 10:45 diarienr: 9000-K822-19

14

€2-60-8102

I
ww.tmmmﬂ._w\”—m_v:oo B SIBUMO |eljuspyuon
wpwEOww:U 1L _mm_twa | 19]UNOY $5999€ PaloLIsay SSE[0 UOJBULOY| HUBGPIMS @

1no jnoge Ss1awolsno Ino

Ajuo Jou s 1noqe Ajuo s}
saiediajunod
Slaumo Sslaumo
.sJowoisno solpedisunod
1no Jnoge Sslawojsno
Aluo jou s}| 1no Jnoge

Aluo Jou s}

"**$906 }1 uo pue uQ

saluedisjunod
Slawoisno mv_ﬂmn
1no jnoge Juspuodsalioo
Aluo jou s} Ino jnoge

Aluo jou s

sJowo)sno
1no 1noge
Ajuo jou s}

- 1noqe
Ajuo jou si}




PM 18-09-27 (18-09-23) The Board of Directors, 2021-01-14 10:45 diarienr: 9000-K822-19

el

)

"

2018-09-23

Restricted access

Infarmation class
Confidential

© Swedbank

229



230 |

l PM 18-09-27 (18-09-23) The Board of Directors, 2021-01-14 10:45 diarienr: 9000-K822-19

|epuspuuc)
€2-608102 SSO00E pajoLlsay SSEJ2 UONBULIOU] Jueqpams G

NI4 0} pauodal /7 ‘sjualio yym papn|jod sesiojdwa gy

%00 SEeM P[SIA —

(VS4) yueq [enusd ueissny 8y} @ YS43 U} wol -

,00g ulisiiq —

:Buiuiem jonpuod pue syueq Juspuodsaliod pue sioje|nbai wody sbuiuiem, [elonssg -

1SO2 JO WQQZ MM Mou [ilun pue s,3] 4 0/ Yim obe JesaA suo papue)s -
paulwexa sjualjo 000 9 "xoidde Jej og -

SJUaId 000 S (10} Ul INg SIUSIO 000 O -

Jun ssauisng s)eledss e se uny -

/00Z Ul odwes wouy palinboe _0l1jojl04 JUSpISay-UON,, -

616081 Hodad sy} wolt} 3ga sybiybiH




231

[ PM 18-09-27 (18-09-23) The Board of Directors, 2021-01-14 10:45 diarienr: 9000-K822-19

e - = = B ee————————— - —————————————

|ejuspyuocd
£2-60-8102 SSB00B pojoL)soy SSE[D UOewIou| YUeqpamMS @

sapel) X4 ueissny — Buiped] Joul yueg ayosnaqg-—

gS4 pue unnd Jo Ajiuwe} sy} Aq pajjosuod pabaje seiuedwod
0} pe)oauu09 (SL-/0) PBIONPUOD ING ‘UMOUNUN SNjeA UOjOBSUE]]| - JewoJpune] ueissny —

sueionjod pue sjenyo uesdoing je Huiuiod
0s|e uondniiod pue pnedj 0} PBJOBUUOD |-Z1) uqgl MMA - Jewoipune] iuefieqiazy —

s|eulwo paziuebio
ueissny Buiajoaul "018 uondniiod pue pnedj Xe} 0} Pajosuuod (f1-1L) uq. MMA - eAOPION —

uosid ueissny ul paip oym ‘Aysuubep
S JoAme| ay} Ja)je paweu {pnelj Xe) ueissny 0} pajoauuod (GL-/0) uqgee MMA - AHsyubep —

:9)|I] sewayos
Buliepune} Asuow paziuebio spIMPOM 0] payul| Spunj paliajsued) syualo 3gq -

/ SJUSLIS]E]S JUNOODE/SJUSWINJOP [EUIBIUI 0] SS822E dYDD0 % aysbulpeg -

Sa|Jlle elpawl
WoJ) Mouy am PIp jeym — 3ga siybiybiH



232]

’ PM 18-09-27 (18-09-23) The Board of Directors, 2021-01-14 10:45 diarienr: 9000-K822-19

[ejuapyuod
€2-60-810C $S800€ pajoLlsey SSEJ0 UoljeuLoju| Juegpams ©®

sjuswAed ubialoy 10} 00SZ HNTF pue -o11sawop 10} 000S HN3 JO SpIoysaly}l Junowyy —
SJOJB2IpUI XSl UO paseq pasAjeue alam saiued pue suoljoesuel) ajqeuolsanp —
:paldde aiem suonejiwi| elep Jo unowe biq sy} 0} ang -
sJojedipul ysii papioap buiAjdde yoeoiadde paseq ysii e uo uoljeblysaAui oljojuod vy -
S92IN0Sal pue Sjo0] ‘soljAjeue elep yum souelidwo pauoddns AemioN ul Oag -
Pa]23||00 SalJUN0I Jl)jeg 884y} |je 10} Wol GL0Z-,00Z elep uoioesuel] -

493d 0} psje|al
AJUO JOU - JuBLIND pUE JSWIO) - Yueq ueluo)sg ay) ul seaiojdwe uonebnsaAul [eulaiu] -

POUISIN - 39( 1O }jnSaJ B se sauop usag sey Jeypi



233 |

] PM 18-09-27 (18-09-23) The Board of Directors, 2021-01-14 10:45 diarienr: 9000-K822-19

6

lepuapyuo)
£¢-60-8102 $SB00E pajoLsay SSEJD UCHBULION| JUEGPAMS B

suonoesuel) ay) puiyaq st AjAloe [euiwlo yeyy—
sholoidsns ai1am sjuawAed Ji1ay} Jo ||e Jo sjuswAed yons jey}—

:Aidw Ajuesseosu jou saop sjuswAhed snoioidsns
BWOS Ul POAJOAUI/PAYUIl UBBQ BABY SIUBIO JUSIINDRIBWIO) Jey] Joe) 8y | :Jawiejasiq -

snoloidsns/s|qeuonsanb palapisuod suooesuel)
|BJBABS 8ARY SJBY]0 uoloesuel) a|buls suo Ylm paliuapl Ajuo sjualjo awosg -

soueldwon Aq seseo
|BJOASS Ul BUOP Sem SIU) JaAamoy - pasn jou yoeolddde uonoesuel)-Ag-uonoesuel} y -

paJ8)sSn|o pue SJoJedipul ¥Su 8y} Jsulefe uny s1awolsnd JUSLINOQ i8I0 -

PJUOO POUYISIA
— 39g(Q Jo }jnsal e se sauop usaq sey Jeypn



234 |

| PM 18-09-27 (18-08-23) The Board of Directors, 2021-01-14 10:45 diarienr: 9000-K822-19

|eljuapyuod
€2-60-810¢C $S3008 pajoulsay SSEO UoneuLou| NUBGPOMS ©

pasAjeue alem suoljoesuel) 000 0§ SJoieolpul ysu ayy buiAjdde Ag -

39Q 1o sl o'l ‘saiuediajunod (p
Juedubisul pawasp usaq

aABRY INQ payiluapl usaq aAey 4HD ‘pue gny ‘dgo sanuaund Jsyl0 ‘dsSN pue ¥n3 :Asuauns (g
Jueoiubisul pawaap ussq aAey Ing 821A18s ajesodiod, ‘ Bunnsuod, b6 9 ‘Jueas|al

punoyj usaq aAey sjielap juswAed aiow) uimal, ‘ piedal, ¢ punjal, ‘ ueo|, :uondussap JusawAhed (g

LI 11 ”

S/V 'OV ‘HAND “B 8 ‘Jues|al
paliuapl Jaje| swuoy [ebs} alow) ¥'S ‘dHOD “ONI ‘07171 ‘Q3LINIT ‘L1 ‘d11 'd1 'd 1 -waoy [eba) (1

-SE HyOns SsJojedipul Sl ay] uo psseq U®w>_mcm suoljoesuel] 000 00G -

PIUOO POYISA
— Jgq O} uone|al ul suop usaq sey Jeupi

— — I = By e S S e e ]



235 |

| PM 18-09-27 (18-09-23) The Board of Directors, 2021-01-14 10:45 diarienr: 9000-K822-19

—— I =S e |

[enuspuucH
L €2-60-81L0¢C $$900E poajoLlsay SSE|0 LUoleuoju| NUBQPSMS ©

s|enpiAlpul asulwou/Axouid
pue sajuedwod aioysyo oloads 0} payull saluedwod 1o} /| 0Z Ul PaHEe]s ‘1SI| umo s@oueldwo) —

apel} s,wse [eBa||l BUAS pue eai0y YUON 0} payul| sejuedwo) —

_8SBD U0ZaAald,
oy} woJj saluedwos pue sl 44DD0 8y} ul pajyoid jou Auedwod pajeidosse jewolpune [euolippy —

)JOM}BN BSSapQ 9yl —

Buipeu |
JOLI\ Yueg ayosineq 8y ‘jewolpune] ueissny ‘JewolpuneT juelleqiazy ‘erop|oly ‘Axsnubey —

:0) pajejad soueldwo) Aq payiuapi saiuedwod
a|qejdesoe-uou Jayjo g9G 0] Syull Aq os|e pasAjeue aiam suoloesuel) 000 0€ dUL -

PJuod POYlasA
— 3g( 0} uone|aJ ul suop uaaqg sey Jeyp



236 |

| PM 18-09-27 (18-09-23) The Board of Directors, 2021-01-14 10:45 diarienr: 9000-K822-19

cl

£2-60-810¢C

{enuspyuod
SS8008 pajouisey SSE[O UoeuLIo| SUBQPOMS @

yoeoidde paseq-ysi e YlIm aseo-Ag-aseo pajebiisaaul ||IM Jey} Syul| swos
YUM paljiuspl sjusi|o 000z JoJeym ‘pausalds usag aney sjuald 0opye xoiddy g

sainseaw
saJinbal — (S)usljo JUsLIND puUE JBWLI0)) SIU3I|D JNO Y}IM suoljoesued) apeuwl
sy s a|qejdasse-uou se paluapl ‘Jgq Jo sjualo 9’1 ‘saipediajunod €9 ¥

salnsesw
Juabin saiinbal - sl siap|oy Axold snowiejul 0} SHUI| YIM palijuspl sjuaifd X ‘¢

salnsesw Juabin saiinbal - ysu ajqejdasse-uou se payjusapl SudIPD L Z
S]uUaI|d Se paynuspl 3gq 01 palejel elpaw Ul pauoljusw SaIHIUS Y} JO BUON |

uonebiisaAul 3gq 8yl JO suoisnjouo)



]

237

PM 18-09-27 (18-09-23) The Board of Directors, 2021-01-14 10:45 diarienr: 9000-K822-19

€l

€¢-60-8L0¢

$S820. PIJoUISsY

leuapijuod
SSE[O UOoNEWIoU|

HueGPaMS @




238

— — I —

| PM 18-09-27 (18-09-23) The Board of Directors, 2021-01-14 10:45 diarienr: 8000-K822-19

|ejuapyucd
vl £2-60-810C SS9008 pajoLsay SSEJ0 UOHBULIOU| jueqpams ©

aoueldwon pue |SO ul — Sjoo|

abuajjeyo
|eula)xa os|e ‘Bunjueg onjeg ® |01 ‘1S9O ‘Bunjueg ysipamg ul — sousjadwo)

®

aoueldwon pue |S9) ‘Bujueg ysipamsg Ul — S80IN0SaY
dnolig) ay} ul — ejeq

awi|

L ]

; sabua|leyo

Jeulajul, uliew ||edsAO ay] ale JeypA



[ E-postmeddelande, 2021-01-14 10:45 _diarienr: 9000-K822-19 239

From: Cecilia Hernqvist <MYNTET/FIRST ADMINISTRATIVE
GROUP/RECIPIENTS/P999CHE>

Sent: 2018-09-23 16:18:48 +0000

To: Birgitte Bonnesen <birgitte.bonnesen@swedbank.se>

Subject:

Attachments: 180927 Memo on AML_CTF.docx; 180727 The Board of Directors.pptx

Hej,

Hej,

Bifogat memo och ppt, ppt ar i princip klart, subject till dina kommentarer forstas, de tar mer upp vad
vi gjort maa av D eftersom resten dagliga arbetet star i memot

Memot behéver jag kolla ndgra saker pa som du kommer se, skrev det fr&n minnet, har datastrul och
har inte allt i huvet dven om jag har mkt...

Se b8da som utkast och har férsokt vara sd pedagogisk jag kan fér att forklara risker och utmaningar

Losen kommer pa mess

HA3ll i hatten nar du laser det och I3t oss diskutera

Ha det sként//Cecilia
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Memo 18-09-27 (18-09-23) Signeratav

Myndighet .
Ekobrottsmyndigheten Memo on AML CTF Signerat datum

Enhet = Dlarienr
Stockholm FMK 9000-K822-19
Orginalhandlingens férvaringsplats Datum Tid N

2021-01-14  10:56

Involverad personal Funktion

Bj6rn Sandman Uppgiftsldmnare
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Prepared for: The Board of Directors of Swedbank AB

Memo on how Swedbank work with anti money laundering (“AML"), Combating Terroris

Financing (CF) and Financial Sanctions (“FS”)
27 September, 2018

1. Background

This memo will on a general level and not in-depth describe how Swedbank works to prevent
Money Laundering (“ML")/Terrorist Financing (“TF”) and the efforts done in recent years to
better understand both the compliance risks as well as our ML/TF risks.

This memo does not focus on financial sanctions (“FS”), which due its nature is a more
political tool. This is not to say that sanctions are not important. They are important, esp. for
our relationship with our US correspondent banks and the fact that US regime comes down
hard on non-compliance with sanctions.

2. What is the typical risk in ML/TF/FS?

As in all risk categories, one has to distinguish between the compliance risk and the risk for
ML/TF/FS. The compliance risks comprises that we do not follow all rules related to the area.
The ML/TF’ risks, are the risks that we are used for ML/TF. The perception that we are used
for ML/TF/FS is a reputational risk, which is clearly shown in Danske Bank?. Further, both
compliance risks and ML/TF risks often comprises operational risks®. The risks are of course
linked in that way that if one risk is at hand this may lead to the others.

Where does the risk occur?

In every step there is ML/TF/FS/Compliance risks

1. “On-boarding/lifecycle"; typical compliance risks are that we do not have enough
information about the customer or do not react adequately

1 The FS risk mainly contains compliance risk, but depending on transaction it could also comprise ML/TF risks. For instance in
connection to Danske Bank, there is media articles mentioning that payments have been going through Danske Bank related to
illegal arms trade to North Korea and Azerbajdzjan. Danske informed at their press-conference on Wednesday last week, that
they have not found any breaches of financial sanctions.

2 Danske Bank's share price has been severely affected by the allegations on ML/TF. The investigation that has been carried
on for one year has cost them DKK 200m so far, and they are not finished. They have gone through approx. 6000 customers
out of 15.000 related to the so called Non-resident portfolio and the report states that Danske has had 70 FTE working with this
for one year. It should also be noted that, according to media, there are ongoing investigation by the US authorities since the
last two years.

Poor processes, lack of competence and resources.
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2. “Swedbank/banks”; typical compliance risks are that we do not have adequate framework
that are implemented, not good enough tools and processes’ and ?

3. “In-and outgoing payments and other transactions (FX trades, transfers between own

accounts etc.,)"; typical compliance risks comprise:

4. “On-boarding/lifecycle/Swedbank/banks/in-and  outgoing  payments and  other
transactions”; typical ML/TF/FS risks are that:
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3. Why are ML/TF/FS risks different from risks?
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4. A simplified way to show the work done to prevent, detect and respond

5. How does the organization look like?

6. What has the FSA’s said?

I
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7. What has been done in recent years?
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8. What special efforts have been done due to recent cases mentioned in media?
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9. What are the challenges?
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From: Cecilia Herngvist <MYNTET/FIRST ADMINISTRATIVE
GROUP/RECIPIENTS/P999CHE>

Sent: 2018-09-23 16:18:48 +0000

To: Birgitte Bonnesen <birgitte.bonnesen@swedbank.se>

Subject:

Attachments: 180927 Memo on AML_CTF.docx; 180727 The Board of Directors.pptx

Hej,

Hej,

Bifogat memo och ppt, ppt ar i princip klart, subject till dina kommentarer forstads, de tar mer upp vad
vi gjort maa av D eftersom resten dagliga arbetet stdr i memot

Memot behdver jag kolla ndgra saker pd som du kommer se, skrev det fradn minnet, har datastrul och
har inte allt i huvet &ven om jag har mkt...

Se b3da som utkast och har forsokt vara sa pedagogisk jag kan fér att forklara risker och utmaningar

Loésen kommer pa mess

Hall i hatten nar du laser det och 18t oss diskutera

Ha det skont//Cecilia
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2019-01-25

Prepared by Swedbank Compliance

In July/August 2018 Swedbank Compliance initiated an investigation in order to identify if
former or current employees of Swedbank Estonia might have been connected to clients or
transactions that could expose Swedbank to heightened risk situations in the light of what
was informed in media around the Danske Bank case, and especially taking into account
alleged money laundering and wrongdoings from employees in Danske Bank. The
investigation was not only limited to transactions or client responsibilities etc. connected to
Danske.

The investigation was handled by the CEO of Swedbank Estonia with assistance from GSI
within Baltic Banking/Estonia (“Internal report"). The Internal report was issued 2018-09-27 (see
section 2).

Hereafter Compliance decided to engage an external law firm in order to review the Internal
report from Estonia, but also to further investigate possible AML violations and possible
wrongdoings and liabilities for employees in respect of certain High Risk Non-Resident clients
(HRNR) in Swedbank Estonia. The reason for taking over the internal investigation was due to
possible conflicts of interest within Swedbank Estonia, including GSI. The law firm delivered a
draft report 2018-12-10 based on the assignment (see section 3) and which included certain
recommendations.

This memo sets out the recommendations from the external law firm, and comment on them
from the Group’s perspective also taken into consideration meetings and discussions with the
law firm, the last such meeting on 2019-01-15. Thus, below Swedbank sets out its view on the
recommendations as well as its actions and reasons why Swedbank currently will not follow a
recommendation, as the case may be. The standpoints as set out in this memo might need to
be revised based on developments and/or if new information or circumstances would occur
(section 4 below).

Information class: Internal and Confidential
Page 1 0f 8

Restricted access (If applicable): The CEOQ Swedbank AB (publ) and the external law firn mentioned in this memo
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ERLING GRIMSTAD

Address: Gaustadalléen 21, 0349 Oslo, Norway
T:{+47) 997 97 542 ® Email: eg@governance.no
Web: www.govarnance.no

Swedbank AB
Swedbank Compliance

To be sent by email to: Cecilia.hernqvist @swedbank.com and
hakan.bengtsson@swedbank.com

Atomey s rharge: Criimg Gonslad

Oslo, 30 January 2019

COMMENTS TO THE MEMO RE. CERTAIN ISSUES RELATED TO HRNR CUSTOMERS
OF SWEDBANK ESTONIA

Background

We are asked to give our general, as well as more spesific comments, on the Memo from Swedbank of
25 January 2019. In the Memo, Swedbank Compliance states that the memo “sets out the
recommendations from the external law firm, and comment on them from the Group’s perspective also
taken into consideration meetings ond discussions with the law firm (... )”. Wilh reference Lo our meeting
wilh Swedbank 15 January 2019, we understand that Swedbank have decided to give their comments
and reasons why Swedbank will not follow a specific recommendalion as stated in our Draft Preliminary
Status Report of 10 December 2018, We fully respect this decision.

Based on our assignment and the assessment done of the GSI report of 27 September 2018, we
sincerely cansidered our ability to give detailed comments on the mema of 25 January 2019 from

Swedbank Compliance. Qur conclusion and the reasons for this conclusion, is explained in this letter.

Summary of our work for Swedbank AB
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ERLING GRIMSTAD

Our preliminary assessment of the GSI investigation was not an inve

Conclusion

As stated in the memo from Swedbank Compliance dated 25 January 2019, we understand that
Swedbank do not accept our most significant recommendations, We respect the decisions made by
Swedbank Compliance.

However, and based on this, we have concluded that we are not in any position to comment on the
more detailed considerations and remarks from Swedbank as regard to the recommendations. The most
important feedback from us in this letter is to remind Swedbank of the work we actually did for
Swedbank and the serious breaches of anti-money laundering regulations identified, which pose great
risks for Swedban) based on our best knowledge and analysis.
A7}/

/ /
Lrling Grdnstad
Arorney’

/
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Signerat av

Rapport

I t
Ng;(d(fl:::ottsmyndighetenZM 8-09-20 Follow up on Swedbank's risk exposure ~ Sineratdatum
Enhet Diarienr
Stockholm FMK 9000-K822-19
Orginalhandlingens forvaringsplats Datum Tid

2021-01-20  12:47

Involverad personal Funktion
Ann-Christin Sandén Uppgiftslamnare

Berditelse

Beslag 2019-9000-BG297-6 i drende 9000-K564-19.

Follow up on Swedbanks risk exposure in relation to the investigation of ML issuses i Danske
Bank, Estonia, daterad 2018-09-20. (se infogad fil)

Till rapporten finns tvé bilagor:

Appendix 1, Example clusters to illustrate Swedbank Baltic's exposure to high risk entities.
(se bilaga)

Appendix 2, Statistics re existing clients exposure to DBE, 2018-09-21. (se bilaga)

Rapporten finns dven som inkommen handling 2019-03-12 frén Finansinspektionen men
utan de tvé bilagoma.
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# Follow up on Swedbank's risk exposure in relation to the investigation of MU issues in Danske
Bank. Estonia

internal Memo/Confidential - not to be spreard to anyone without the express consent of the
CEO of Swedbank AB (publ)

SUMMARY

! Dated 2018-07-12 distributed only to a few internal stakeholders.

2 The risk indicators used are (i) legal form™; L.P, LP, LLP, LTD, LIMITED, LLC, INC, CORP, S.A. (more lagal forms have later
besn detected as relevant, e.g., GMBH, A.G. A/S (Danish legal form), however transactions with these have not been
slgnificant in comparison to the others) (ii) payment description: “loan”, “refund”, “repaid", "return” (more payment details have
been found as relevant, e.g., “consulting”, “corporate service", however transactions which includes these have not been
significant in comparison to the others) (iil) currency: EUR (included EEK converted to EUR), USD have been used. Other
currencles GBP, RUB and, CHF have been identified but are not included In the amounts set out in this memo since they are
deemed not to be significant and (iv) counterparty (clients of DBE),

3 EUR 5000 for domestic payments and EUR 2500 for foreign payments. _

4 After having taken pait of the "Report on the Non-resident Portfolio at Danske Bank's Estonian branch®, made public
2018-09-19, (the DBE Report) Compliance can conclude that this is the same approach that has been used by DBE.

INTERNAL/CONFIDENTIAL 1
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Swedbank.

P
Gt

® still in draft form

8 please note that the numbers of customers matched in different segments as well as stated amounts still are under validation
by BDO, which means that there could be some changes in the data.

T'As set out in footnote 7, the data, which currently matches 1986 clients, is not fully confirmed. However, for the sake of
simpllicity the number 2000 is used throughout the memo at this point.

8 We are for this purpose using the term as the DBE Report in order to be able to “compare”™. However, it should be noted that
from what we understand the flow in the DBE Report [s the total flow in DBE Estonia (not limited to flow to/from certain banks).
However, the DBE Report anly covers the so called Non-resident Portfolio and it is unclear what this precisely comprises. The

investigation carried out by Compliance, could have identified customer and counterparties of DBE not covered by the Non-
resident Portfolio.
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1. Background

DBE has repeatedly been accused of facilitating money laundering by the Danish business
paper, Berlingske. The allegations have also been broadcasted by other media and
organisations and the problems around DBE has also lead to investigations from authorities
in Denmark and Estonia but also France; both in general as regards the bank as well as
regarding possible criminal actions towards employees. The result of the investigation done
by DBE was published in the DBE Report.

it seems that Berlingske, as well as OCCRP, have access to internal documents and
account statements from DBE customers. Based on those documents it has been concluded
that accounts of non-resident companies (e.g., includes NZ, UK, PA, BZ, etc.) in DBE were
used to transfer funds originating from several worldwide organized money laundering
scheme, including the following (according to published info)'2 :

- Magnitsky - Transactions comprising DKK 28bn, during 2007-2015 connected to
Russian tax fraud; named after the lawyer S Magnitsky, who died in a Russian prison

- Moldova - Transactions comprising DKK 7bn, during 2011-2014 connected to tax fraud
and corruption etc. involving Russian organized criminals

- Azerbaijani Laundromat - Transactions comprising DKK 18bn, during 2012-2014
connected to fraud and corruption also pointing at European officials and politicians

- Russian Laundromat - Transactions value not revealed, but conducted during 2007-
2015 connected to companies alleged controlled by the family of Putin and FSB.

- Deutsche Bank Mirror Trading.

It should also be noted that Bill Browder filed a report in July 2018 pointing at 26 former and
current employees of DBE, accusing them of money laundering and other criminal activity.
Ultimo July, the Estonian State Prosecutor's Office announced that criminal investigation has
been started based on this report.” The Danish Prosecutor's Office has infermed about
launching similar investigation in Denmark. The DBE Report also states that 42 employees
and “agents” have been deemed to have been involved in some suspicious activity and
where DBE is in the process of filing SARs to the Estonian FIU and further that they have
reported 8 former employees directly to the Estonian police.

This memo is intended to describe Swedbank’s risk as regards Swedbank’s customers, their
counterparties and their transactions which could be directly, or to some extent indirectly,
linked to the problems in DBE and the customers in DBE that has been mentioned in the
media, which are only a handful, while sources talks about several hundreds.

12 hitps:/fwww.b.dk/national/english-version-an-overview-of-the-danske-bank-money-la ndering-scandal .

3 The Estonian media has also published an intarview with an anonymous person who clalmed that he/she is aware of
practices that were used by the non-resident department of DBE. The source explained among other things how new clients
were recruited and how the internal setup and 'service packages' made alléged money laundering in DBE possible, including
how special payments to employees was organized.



pport 2018-09-20 Follow up on Swedbank's risk exposure, 2021-01-20 12:47 _diarienr: 9000-K822-19

swedbank @

o
2. Scope of the investigation, available data and sources and who has been involved

3, Customers, counterparties and the Flow
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Eép&)ﬁ 2018-09-20 Follow up on Swédbank's risk exposure, 202-1--01-20 12:47 diarignr: 9000-K822-19 B 343 |

Swedbanka

Top transactions - off-boarded clients with special interest
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5. Existing customers that can be connected to DBE ML issue or other ML issues

Further, more detailed information of the existing customers connected to DBE is presented
in Appendix 2.
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6. The way forward — Proposed actions to be taken

A. Principles for risk appetite

The proposed principles are as follows;
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Background
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Swedbank Baltic’s exposure 2007-2015
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Network
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is, and his role in known ML cases...

Description of Who
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Swedbank Baltic’s exposure 2007-2015
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Simplified view
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Description of...



[ Appendix 1, 2021-01-20 12:47 _diarienr: 9000-K822-19 B - 362

Swedbank Baltic’s exposure 2007-2015
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Top exposed clients (by amount)
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Top exposed clients (by amount) (2)
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Swedbank Baltic’s exposure 2007-2015
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Total profit overview Baltic

© Swedbank
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Top 10 profit Small Business (without CM)

Estonia

© Swedbank
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Top 10 profit Small Business (without CM)

Latvia
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Top 10 credit Small Business (without CM)
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Internal Memo, The Magnitsky Case and Swedbank in Estonia, daterad 2013-03-01.
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Toomas Tuuling
AML Officer Swedbank AS 01.03.13

Johan Rosén
Head of Compliance & Operational Risk, Baltic Banking

TO: Hakan Berg
Cecilia Hernqvist
Birgitte Bonnesen
Helena Nelson

CONFIDENTIAL

Internal MEMO

The MAGNITSKY CASE and Swedbank in Estonla

There are at this point no significant legal or compliance risks identified related to this
case. There is, however, reputational risk because of possible negative media
coverage.

INTRODUCTION

In 2007 Russian subsidiaries of Hermitage were allegedly raided by Russian police and then
used by state officials as vehicles for stealing USD 230m of tax money from Russian treasury
in a faked tax refund. Sergey Magnitsky was a tax lawyer who was working for Hermitage
and who during his investigation discovered this fraud scheme. Nevertheless, after blowing
the whistle on the case, he was incriminated for the same tax fraud he discovered and
subsequently died in prison from mistreatment.

All this money was paid out from the state Treasury and subsequently laundered using many
banks and offshore companies in different jurisdictions, including Russia, Latvia, Lithuania,
Estonia, Cyprus, Switzerland and Moldova.

Many states, including Switzerland and Lithuania have started criminal investigations related
to this case. In July 2012 attorneys of the law office of Brown Rudnick, who represents
Hermitage Management Limited (the investment advisor to Hermitage Fund), filed complaints
to L-atvian and Estonian authorities, The Latvian complaint we soon found on the Internet but
the Estonian complaint was forwarded to us as late as today by media.

Disclosing pretrial info in criminal cases is strictly regulated by law and can be disclosed only
by authorization of the prosecutor. If info is not leaked to media or it is not disclosed by
authorities, then it is not possible for us to know about this kind of complaints. This is how it
was in Estonia.

THE ACCUSATION

In Latvia several well known non-resident banks were mentioned and in Lithuania Ukio
Bankas in regards to this case. In Estonia Sampo (Danske) and Hansapank (Swedbank) are
named as banks through which money has been laundered.

The complaint sent to Estonian prosecutor’s office and the FIU is a request to start an
investigation into a possible breach of the Estonlan laws on Money Laundering and anti-
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Corruption. Brown Rudnick specifically claim that there is an apparent failure of due diligence
in that the companies through whose accounts the money travelled were apparent shell-
companies.

MEDIA

In January 2013 the Magnitsky case was in Estonian media for the first time in this context,
but at that time no Estonian banks were directly mentioned (FIU declined to comment). There
was an interview with the head of the Estonian FIU regarding this case and possibilities of
starting/not starting criminal investigations. The press also implied that there are problems
with due diligence in Estonian banks, Because of this Swedbank was asked for a comment
and after that it calmed down.

At the end of February 2013 Eesti P&evaleht presented the extract of the Estonian complaint
to Swedbank and Danske for comment, because they had now info who exactly was involved
in Estonia.

THE MONEY TRAIL IN SWEDBANK

CONCLUSIONS AND ACTIONS
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CURRENT STATUS AND RISK

There are at this point no significant legal or compliance risks identified related to this
case. There is, however, reputational risk because of possible negative media

coverage.

NOW AND THEN IN HIGH RISK NON-RESIDENT BUSINESS

DOES SOMETHING NEED IMPROVEMENTS?

-
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Beréttelse

2017-09-13 Memo re the Azerbaijan laundromat (Danske Bank Estonia)
2017-09-12 Activities taken on the Azerbaijani Laundromat media Coverage

2017-09-13 Me;jl fran Hikan Bengtsson till Birgitte Bonnesen med ovan tvd Memon som
bilagor.

Mejlbeslag 2019-9000-BG294-1,
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Prepared for; CEO
Memo re the Azerbaijan laundromat (Danske bank Estonia)

Confidential

1. Background

During the first week of September 2017 there were several articles in media on Danske bank Estonia
in relation to alleged money laundering connected to Azerbaijan. The articles explicitly named certain
companies to which large sums of money should have been routed from Danske bank in Estonia. in
the articles certain main companies were mentioned as receivers of funds through Danske bank; i.e.

I (" “Main

Companies”).

Based on available information of named entities and individuals, and other related parties, actions
was taken together with Baltic Banking AFCIS and in cooperation with local compliance in order to
identify potential association to named entities or transactions that could be linked to Swedbank
Estonia (as Estonia was explicitly pointed out) or Swedbank in Latvia or Lithuania.

Il. Conclusions/status from investigation as of today, 2017-09-13

INTERNAL AND CONFIDENTIAL Page 1 of 2
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lll. Risks related to current findings

IV. Further activities / Next step
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2017-09-13 Activities taken on the Azerbijani Laundromat media coverage.
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Prepared for: To whom it may concern

Activities taken on the Azerbaijani
Laundromat media coverage

Status Update Memo

Confidential

Date: 2017/09/12

BACKGROUND

During 04.09.2017 — 06.09.2017 there were several articles in media on Danske bank Estonia
relations to Azerbaijani Laundromat scheme.

7

hitps.//'www . theguardian.com/world/2017
laundromat?CMP=share btn link

Isepl04/everything-you-need-to-know-aboul-the-azerbaijani

hitp:iwww.aripaev.ee/uudised/2017/09/04/aserile-pesumasin-ule-2-miljardi-huugas-labi-eesti
hitp:iwww.aripaev.ee/uudised/2017/09/05/aseri-pesumasinas-ligutasid-milioneid-ka-eesti-firmad

htlp:www.aripaev.ee/uudised/2017/09/06/kuidas-eesti-danske-bakuus-miljardite-poorilajad-kliendiks

varbas
hitp:/iwww.aripaev.ee/uudised/2017/09/06/rehe-juhilud-danske-oli-offshorkade-paradiis
hitp: /www.aripaev.es/uudised/2017/09/04/aserite-pesumasina-osaline-oli-Juri-Moisa-firma-klient

The AFCIS EE compiled a list of involved companies. In total there are 173 entities and individuals

listed: main concern is related to companies [ R T N
B ond ISR however aim of the full list was to identify Swedbank customers

potentional association to toxic entities.

In cooperation with Compliance Estonia there was verified that Swedbank Estonia do not have direct
customer relationship with the listed companies and individuals.

PanBaltic IT request to identify customers transactions connected to listed subjects was completed.
The IT request was based on name search only {(according to data available., therefore matches

needs to be verified to work further e.g. | however preliminary results

as of 12" of September 2017 can be shared.

Status as of 12th of September 2017

INTERNAL AND CONFIDENTIAL Page 1 of 6
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Beskrivning

2017-09-13 Mejl Danske Azerbadjan
Fran Hékan Bengtsson till Birgitte Bonnesen

Kopia till Charlotte Elsnitz, Cecilia Hernqvist
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From: Hakan Bengtsson <hakan.bengtsson@swedbank.com>

Sent: 2019-03-07 13:27:16 +0000

To: Hakan Bengtsson <hakan.bengtsson@swedbank.com>

Subject: FW: FW: Danske Azerbadjan

Attachments: Danske AzerbadjanHB.docx; Appendix AFCIS SK Azerbaijani Laundromat status 12092017.docx

From: Hakan Bengtsson

Sent: den 13 september 2017 15:16
To: Birgitte Bonnesen

Cc: Charlotte Elsnitz; Cecilia Hernqvist
Subject: Danske Azerbadjan

Birgitte,

Attached please find a memo re actions in connection with the media re Danske and Azerbadjan transactions and as agreed
with Charlotte.

1 also attach a more detailed description/appendix of certain transactions etc, compiled by AFCIS / Sven K.

Sorry for the delay.

BR // Hakan

cc Cecilia H

Message Headers: Received: from SRV63094.fspa.myntet.se (10.8.33.66) by SRV62318.fspa.myntet.se
(10.8.33.61) with Microsoft SMTP Server (TLS) id 15.0.1367.3 via Mailbox
Transport; Thu, 7 Mar 2019 14:27:16 +0100
Received: from SRV62318.fspa.myntet.se (10.8.33.61) by SRV63094.fspa.myntet.se
(10.8.33.66) with Microsoft SMTP Server (TLS) id 15.0.1367.3; Thu, 7 Mar 2019
14:27:16 +0100
Received: from SRV62318.fspa.myntet.se ([fe80::498e:aaa8:7bdb:d%ba]) by
SRV62318.fspa.myntet.se ([fe80::498e:aaa8:7bdb:d9ba%21]) with mapi id
15.00.1367.000; Thu, 7 Mar 2019 14:27:16 +0100
Content-Type: application/ms-tnef; name="winmail.dat"

Content-Transfer-Encoding: binary

From: Hakan Bengtsson <hakan.bengtsson@swedbank.com>

To: H3kan Bengtsson <hakan.bengtsson@swedbank.com>

Subject: FW: Danske Azerbadjan

Thread-Topic: Danske Azerbadjan

Thread-Index: AdMskgYRsJkpx50gSpySogb9/M013GoV29cw

Date: Thu, 7 Mar 2019 14:27:16 +0100

Message-ID: <d46e7ff5c71b42e787d0e559ce3a057e@SRV62318.fspa.myntet.se>
References: <c83e49d651684a7388d6f1031db28fdf@SRV62318.fspa.myntet.se>
In-Reply-To: <c83e49d651684a7388d6f1031db28fdf@SRV62318.fspa.myntet.se>
Accept-Language: sv-SE, en-US

Content-Language: en-US

X-MS-Has-Attach: yes

X-MS-Exchange-Organization-SCL: -1

X-MS-TNEF-Correlator: <d46e7ff5¢71b42e787d0e559ce3a057e@SRV62318.fspa.myntet.se>
MIME-Version: 1.0

X-MS-Exchange-Transport-FromEntityHeader: Hosted
X-MS-Exchange-Organization-MessageDirectionality: Originating
X-MS-Exchange-0Organization-AuthSource: SRV62318.fspa.myntet.se
X-MS-Exchange-Organization-AuthAs: Internal
X-MS-Exchange-Organization-AuthMechanism: 04

X-Originating-IP: [10.8.33.6]

X-MS-Exchange-Organization-Network-Message-Id: 92132de2-85a5-49¢9-c144-08d6a3009dc9
Return-Path: hakan.bengtsson@swedbank.com
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Logg ver hindelser utifrdn MAR/CMI perspektiv med anledning av UG1, EG-rapporten och
BDO-rapporten

Nedan logg visar diskussioner som forts i samband med att Uppdrag Granskning sdnde sitt férsta avsnitt
(UG1) om penningtvitt, och huruvida en insiderlista ska uppréttas.

Nedan logg sammanstiller dven huvudsakligen delar hanforliga till utkast till rapporten “Draft
Preliminary Status Report on AML” av den norske advokaten Erling Grimstad, i denna logg bendmnd som
EG-rapporten. Rapporten ar ett utkast i vilket EG sammanfattar de findings han gjorde vid sin utredning
av AML-hanteringen i bankens estniska dotterbolag, samt forslag pa atgérder. Enligt uppgift fick banken
del av EG-rapporten den 10 december 2018.

Nedan logg behandlar dven den s.k. BDO-rapporten, daterad den 20 september 2018.

Datum

Hindelser relaterade till UG1

Dokument

2019-02-19

2019-02-19 |

2019-02-22 |

2019-03-01

Diskussion fors dver mail huruvida insiderlista élia_éppnas med
anledning av informationen att UG ska sénda ett program om
penningtviitt dir Swedbank dr med

Fortsatt diskussion om eventuell 6ppning av insiderlista bestdende

av en mindre grupp som enligt uppgift hade mer bakomliggande
information om vad som skulle berbras i programmet. Information
till Gregori i efterhand om hur diskussionerna gdtt 2019-02-20

Mail skickas ut till GEC didr man avrdder fran handel i Swedbanks
finansiella instrument. Den 25/2 skickas mail igen till GEC dér de
uppmanas att vidarebefordra mailet till relevanta personer samt
att dokumentera vilka det skickas till. o
EdF mailar Ragnar Gustavii (RG) och tar upp frégan om
ordférandeskapet i CMI, och intressekonflikter som uppstar.

CMI Chair 2019-03-01

Mailvéxling Oppning
av lista 2019-02-19.dc

Fortsatt mallvéxiing
om &ppning av lista 2(

|

Protokoll CMIL
20190220 utan adderu

| Addendum.pdf

Information om
handel | Swedbanks fi

| :
|

BILAGA LOGG Mail om
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Datum E
F

2019-03-26

12019-03-26

| 2019-03-26

2019-03-29

Hindelser relaterade till EG-rapporten och BDO-rapporten Dokument

Medlemmarna i CMI erhiller mail fran Gabriel Francke Rodau med |
utkast av artikel frén Uppdrag granskning (UG) innehallande
pastidda citat frin EG-rapporten. Eventuella kommentarer fran
banken skulle ldmnas senast kl 13 till reportern.

Utkastet till artikel skickas samma dag av Nene Bjerstrdm Galvan ﬂ
(NBG) till Gustav Skogé (GS) och Johan Josjd (J)) pa GDA for hjdlp

PR . I . CMI meeting minutes
med bedémning av innehdllet ur ett insiderperspektiv. ~artikel EG-rapp 2019

Det konstateras att CMl inte fatt del av sjdlva EG-rapporten, vilket ‘
gjorde att det var svart att gbra en korrekt beddmning av
insiderfragan enbart utifran innehallet | utkastet till artikel. i

SVT publicerade artikeln—pé eftermiddagen.

Eva de Falck (EdF) f&r del av EG-rapporten i samband utskick till
styrelsen med anledning av att styrelsen begdrt att fa ta del
rapporten. Kl 21.30 diskuterar EJF rapparten vid telefonméte med
1S och GS). Diskussionen avsig huvudsakligen fradgan om EG-
rapporten utgjorde insiderinformation eller inte. Det
konstaterades att CMI inte kiinner till vilka dvervaganden,
avseende insiderfrdgan, som gjordes i december nir banken
(Compliance) fick del av rapportutkastet. Det foreligger risk att
innehéllet i utkastet borde ha hedémts utgéra insiderinformation
nir den kom. Det bor dock beaktas att det ror sig om ett utkast och
inte en slutlig rapport. For det fall innehdllet ska anses som
insiderinformation bér det ha varit fallet dven i december, varfor
det konstaterades vara fér sent att nu géra en bedémning.
Marknaden har dessutom nu fatt del av vissa delar av rapporten.

EdF har vid ett flertal telefonm&ten med GDA diskuterat fragan hur
banken bdr behandla rapporten utifran ett insider perspektiv
(varav ndgra samtal redogérs for | denna logg). | telefonsamtalen
konstaterades bland annat att rapporten &r ett utkast, att CMl inte
kanner till bankens/Compliance’s instéllning till rapportens
innehAll (haller man med om vad som anges eller anser man atti
vart fall delar inte ir korrekta), samt att CMI inte kdnner till vilka
atgarder, om nagra, som vidtagits med anledning av
rapportutkastet.

12019-03-31

Nene Bjerstrém Galvan (NBG) far del av rapporten. Konstateras att
Gabriel Francke Rodau och Gregori Karamouzls, bade ledambter av
CM, inte har fitt del av rapporten pga. beslut att begrdnsa
spridningen. Konstateras vidare att Anders Karlsson har utsetts till

| tf VD och inte ldngre dr CFO, vilket innebir att han Inte ldngre ingar |
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i CMI (uppdraget var knutet till hans tjanst som CFQO).

2019-04-01 | NBG &terkoppling och avstimning med bl.a. GS.
Kl 22.00 - telefonméte (EdF, NBG, Hakan Bengtsson(HB},
Compliance, samt GDA - JJ, GS, Niclas Rockborn (NR), Daniel
Waerme (DW)). Syfte att diskutera frdgan och radgdra med GDA
hur informationen i EG-rapporten ska bedémas samt hur
eventuellt offentliggtrande eller uppskjutande ska bedémas och
hanteras. HB redogjorde bl.a. fér bakgrunden till rapporten. HB
konstaterade att rapporten var i utkastform, tagits fram under
mycket kort tid, samt att banken hade vissa synpunkter pa den,
vilka hade kommunicerats till EG.

2019-04-02 | EdF lyfter tre frigor med Anders Karlsson . q
1. Compliance kvartalsrapport frin Q1 2016 delas med styrelsen
* | Mallvixing EF och
2. Hur ska EG rapporten hanteras ur ett insiderperspektiv AK ang risker 2015-04

| 3. CMifungerar inte i sin nuvarande form

2019-04-02 | GDA tar fram forslag till kommunikation/pressmeddelande runt
rapportutkastet. Fortsatta diskussioner med GDA avseende
informationens karaktir och om innehallet i rapporten ska anses
vara insiderinformation.

Kl 23.00 - telefonméte (EdF, NBG, 11, GS, NR, DW) dér utkast till
kommunikation/pressmeddelande och rapportutkastet och dess
inneh3ll diskuterades. Det konstaterades bland annat att
huvudslutsatserna var publicerade genom artlkel den 26 mars.

2019-04-03 | EJF mailar RG for att lyfta frigan om ev insiderhantering av EG-

rapporten. |
Mail om ev
Inslderhantering EG ra
2019-04-03 | Fortsatta diskussioner avseende forslag till [
kommunikation/pressmeddelande och rapportutkastet och dess
innehall.
Kl 21.30 - telefonmote (EdF, NBG, JJ, GS, NR, DW).
2019-04-03 | P4 kvillen den 3 april far EdF vetskap om en annan rapport - 1 @
nedan kallad BDO-rapporten - genom telefonsamtal med Ingrid
Harbo, CAE, (IH)). Denna rapport r daterad 20 september 2018 “:fl’sazlo(m'e

och #r upprittad av bankens compliancefunktion. Rapporten har ‘
delgetts vd, CRO, Head of Baltic Banking, och Head of CEO Office (i
egenskap av Specially Appointed Executive for AML of Swedbank
AB). P3skrift pa rapporten: “ Internal Memo Confidential ~ not to

be spread to anyone without the express consent of the CEO of
Swedbank AB (publ). De “findings” som framgar av rapporten
rapporterades aldrig vidare till bankens styrelse. Denna rappart
hade med mycket hig sannolikhet bedmts vara |




Inkomna handlingar vid férhér med Eva De Falck , 2020-10-23 10:24 diarienr: 9000-K822-19

insiderinformation om den beddmts réttidigt i september 2018, I
2019-04-04 | KI 10.30 far Anders Karlsson och Ulrika Francke vetskap om
innehéllet i BDO-rapporten. Hanteringen av rapporten ur
insiderperspektiv diskuterades mellan IH, EdF, Anders Karlsson (vd) |
och Ulrika Francke (vice ordférande i styrelsen).

KI 15.30 diskuteras insideraspekten med JJ och GS, GDA, vid ett
telefonmote. Det 6verenskoms pa detta mote att dven forsoka
ticka in innehdllet i BDO-rapporten i det tinkta pressmeddelandet.

Kl 23.00 diskuteras problematiken med de bida rapporterna pd ett
nytt telefonméte (EdF, 1), GS, samt Clifford Chance — Daniel Silver
m.fl.). Riskerna med att &ppna insiderlista sa langti efterhand samt
ta beslut att offentliggdra eller skjuta upp offentliggérandet,
diskuterades 4nyo. Det tinkta pressmeddelandet, som var tankt
att mitigera riskerna med att ingen av rapporterna hade kunnat |
hanteras enligt ordinarie process fér insiderhantering, diskuterades |
ocksa. GDA &tog sig att ta fram ett utkast till sddant
pressmeddelande, samt stimma av detta med Clifford Chance. ‘

P3 ovan telefonméten diskuterades om inneh3llet i rapporten ska
ses som insiderinformation. Diskuterades vidare att ta fram
pressmeddelande och redogbra for/kommentera uppgifterna i
rapporten samt offentliggdra uppgifter som inte framgick av |
artikeln den 26 mars. Informationen i pressmeddelandet syftade '
bland annat till att mitigera vissa framtida risker fér bankens del
samt risken med att varken EG-rapporten eller BDO-rapporten

hade kunnat beddémas utifrdin MAR/insider perspektiv i ritt tid. Det
utkast som togs fram férankrades genom GDAs forsorg med

Clifford Chance.

2019-04-05

| Pressmeddelande och kommunikationsplan upprittas under 10:e
och 11:e april | olika versioner for offentliggérande av
organisationsforiandring och fdréndringar | bankens ledning och fér
att mitigera MAR-relaterade risker

2019-04-
10--11

DOK-#3345494-v4-Ev
erest - Memo consequ

Mailvéxling ang
Proposed Media state)

190403-PM om
rapporten (v3).docx

Mailvéixling Everest -
MAR konsekvenser.do

0405 - Angdende
medieuppgifter om Ide

Mallvixiing om PRM
ang medieuppgifter or

190410-Communicati
on plan (v3).doex

1904 10-Communicati
on plan (v5).docx

180410-Communicati
on plan (v7).docx

190411-Communicati
on plan (v10).docx
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2019-04-11

2019-04-23

| 2019-04-25

vid méte kI 18.30 den 11 april hos AK (tillsammans med Kreab,
GFR, GK och Asa A) 8verenskoms att avvakta med pressmedd till
Q1 rapporten, 24/4.

EdF skickar synpunkter pa kommunikationsplan och VD-ord till GFR |

Pressmeddelande gér ut kI 07.00 om organisatlonsférédndring och ‘
féréndringar | Swedbanks ledning

Communication plan
(v18).docx m u EdF.dc

CEO statement Q1
2019_ver 11.doox mu

Communication plan
(v23).docx

o
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-----Original Message-----

From: Cecilia Hernqvist

Sent: den 19 februari 2019 18:24

To: Eva De Falck

Cc: Gabriel Francke Rodau; Nene Bjerstrom Galvan
Subject: Re: RE: RE:

Det iir det som dr beddmningen det Nenne ska skriva, eller talar vi om varandra Eva?
Ringer dig imorgon om detta
Skickat fran min iPhone

> 19 feb. 2019 kl. 14:17 skrev Eva De Falck <eva.de-falck@swedbank.com>:

>

> Ok, jag uppfattade att du @nda ville ha en bedémning av om detta dr insiderinfo (jag vet ju inte lika
mycket som du och Gabriel).

> Men d3 dokumenterar vi internt att vi inte &ppnar lista pa de grunder du namnde for Nene och néjer
oss s da.

>

> Ha det bra i Oslol

> Mvh

> Eva

>

> -—-Original Message-----

> From: Cecilia Hernqvist

> Sent: den 19 februari 2019 13:53

> To: Eva De Falck

> Cc: Gabriel Francke Rodau

» Subject: Re: RE:

>

> Det viktiga 4r att det inte &r insider, enligt min bista bedémning och vi har dessutom diskuterat denna
fraga tidigare Eva.

>

> Hur som jag har talat m Nenne, han kommer dokumentera det o det var det jag var ute efter for
bankens skulll

>

> Trevlig em hilsas frén Oslo

>

> Skickat fran min iPhone

>

>> 19 feb. 2019 kl. 10:34 skrev Eva De Falck <eva.de-falck@swedbank.com>:

>>

>> Listan omfattar Ju enbart "interna", men det rdr sig alltsd om s& pass manga?

>> | s4 fall kan Jag tycka att det §r meningsldsta att ta upp det for beslut - eller vill ni §nda att vi
protokolIfdr detta?

>>

>> Mvh
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>> Eva

>>

>> -----Original Message-----

>> From: Gabriel Francke Rodau

>> Sent: den 19 februari 2019 10:30

>> To: Eva De Falck

>> Cc: Cecilia Hernqvist

>> Subject: RE:

>>

>> Okej, be Nene kontakta mig.

>>

>> Vi kan om&jligt upprétta en lista. Vi vet inte vilka som vet helt enkelt. Utanfér var kontroll,

>>

>> Gabriel Francke Rodau

>> Head of Group Communication

>> Group Communication

>> CEQ Office

>>

>> Swedbank AB (publ)

>> SE- 105 34 STOCKHOLM

>> Dir: +46(0)8 58 59 21 07

>> Mob: +46(0)70 144 89 66

>>

>>

>> - Original Message-----

>> From: Eva De Falck

>> Sent: den 19 februari 2019 10:24

>> To: Gabriel Francke Rodau

>> Cc: Cecilia Hernqvist

>> Subject: RE:

>>

>> Men det sinds=blir offentligt imorgon, eller hur?

>> Det blir i s f bara fram till kl 18 (B&rsens stangning) imorgon som listan &r dppen. Och vi maste da
snabbt notifiera dem som finns pa listan.

>> Méjligen kan vi fatta ett beslut om att det inte gar att 6ppna lista, eftersom det &r for manga/okint
antal internt som kanner till det (det dr ju dessa som maste informeras om att de inte far handla i vara
instrument).

>>

>> Dessutom har vi ju informerat Fl, eller hur, s3 vi behdver inte Sppna lista for deras skull s a s.

>>

>> Eftersom jag sitter i styrelsemte hela dagen, s kan jag be Nene kontakta dig och Gregori och bilda
sig en uppfattning och i s f férbereda protokoll och notifiering till dem som ska registreras pa listan, Men
d4 mAste nigon férse oss med de namn som ska upp p3 listan.

>>

>> Vad sdger ni?

>>

>> Mvh

>> Eva



[ Inkomna handlingar vid forhar med Eva De Falck , 2020-10-23 10:24 _diarienr: 9000-K822-19 ~ar0

>> -----0riginal Message-----

>> From: Gabriel Francke Rodau

>> Sent: den 19 februari 2019 10:16

>> To: Eva De Falck

>> Subject: RE:

>>

>> Forstar.

>>

>> Problemet &r féljande:

>>

>> - aktien kan eventuellt g& ner till féljd av programmet, men det vet vi egentligen inte givet att vi inte
vet hur det kommer se ut

>> - @r smatt omajligt att sitta upp insider-listan eftersom antalet manniskor som kdnner till &r minst 100
personer vid det hér laget och utanfor var kontroll

>>

>> S3 om protokoll snarare symboliskt for att visa att vi tagit ett beslut.
>>

>> Gabriel Francke Rodau

>> Head of Group Communication

>> Group Communication

»>> CEO Office

>>

>> Swedbank AB (pubt)

>> SE- 105 34 STOCKHOLM

>> Dir: +46(0)8 58 59 21 07

>> Mob: +46(0)70 144 89 66

>>

>> From: Eva De Falck

>> Sent: den 19 februari 2019 10:14
>> To: Gabriel Francke Rodau

>> Subject: RE:

>>

>> Styrelsemaote fram till kl 15 {minst).
>> Maila géirna - styrelseutbildning nu, sa jag kan kolla mail!
>>

>> -----Original Message-----

>> From: Gabriel Francke Rodau

>> Sent: den 19 februari 2019 10:12
>> To: Eva De Falck; Cecilia Herngvist
>> Subject: RE:

>>

>> Jag ringer dig Eva.

>>

>> Gabriel Francke Rodau

>> Head of Group Communication

>> Group Communication
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>> CEO Office

>>

>> Swedbank AB (publ)

>> SE- 105 34 STOCKHOLM
>> Dir: +46(0)8 58 59 21 07
>> Mob: +46(0)70 144 89 66
>>

>> From: Eva De Falck

>> Sent: den 19 februari 2019 10:10

>> To: Gabriel Francke Rodau; Cecilia Hernqvist

>> Subject: RE:

>>

>> Hej,

>>

>> Beror ju lite pd vad som framgar - och hur det tas emot. Det &r vél ndstan upp till Gregori och er att
avgdra, som har storre insyn, men vi kan absolut titta pa det.

>> Sands imorgon, eller, sa blir ju en kort lista i s f.

>> Vilka ska i s f vara med p listan? (Férutom vi, Birgitte, Gregori ....)
>>

>> Mvh

>> Eva

>>

>> From: Gabriel Francke Rodau

>> Sent: den 19 februari 2019 09:37
>> To: Cecilia Herngvist; Eva De Falck
>> Subject: RE:

S>>

>> Gregori hade samma tanke igar efter dgarmétet, men jag tycker svarbeddmt. Eva, vad sdger du?
>>

>> Gabriel Francke Rodau

>> Head of Group Communication
>> Group Communication

>> CEO Office

>>

>> Swedbank AB (publ)

>> SE- 105 34 STOCKHOLM

>> Dir: +46(0)8 58 59 21 07

>> Mob: +46(0)70 144 89 66

>>

>> From: Cecilia Hernqvist

>> Sent: den 19 februari 2019 09:25

>> To: Eva De Falck; Gabriel Francke Rodau
>> Subject:

>>
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>> Har ni funderat pd om UG kan vara Insider info? Tror inte det men ni kanske behgver gbra en
beddmning o skriva ett protokoll?

>>

>> Skickat fran min iPhone
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Eva De Falck

From: Eva De Falck

Sent: den 20 februari 2019 21:15
To: Gregori Karamouzis
Subject: FW: RE:

Hej Gregori,

Hir ser du hela slingan. | forsta mailet ber jag Nene att dven kontakta dig - sedan forsiggick tydligen konversationen
enbart mellan Cecilia, Gabriel och Nene. Jag skriver ocks4 att jag sitter | styrelseméte och inte kan tala i telefon sjélv.

I slingan framgar ocks4 att jag delade uppfattningen att vi skulle 6ppna lista avseende dem som hade den
bakomliggande informationen. Vi hade t o m listan klar for utskick, men stoppade den for att Cecilia tyckte det var
fel. Nedan ser du att Cecilia inte tyckte det var en bra idé att &ppna lista avseende dem som hade bakomliggande
info. Cecilia ringde sedan Nene och Nene skickade mig ett sms efter samtalet, som jag har vidarebefordrat till dig
som sms. | detta framgar varfor Cecilia inte tyckte att lista skulle &ppnas.

Eftersom varken jag eller Nene visste vilken den bakomliggande informationen var, forlitade vi oss pé Cecilia
(eftersom hon visste vilken information det rorde sig om).

Vad giller protokollet har Nene skickat det till Cecilia for synpunkter.
Du far det s& snart jag far tillbaks det.

Mvh
Eva

From: Cecilia Hernqvist

Sent; den 19 februari 2019 12:41

To: Eva De Falck

Cc: Gabriel Francke Rodau; Nene Bjerstrdm Galvan
Subject: Re: RE:

Nej det kdnns inte bra, ringer er sen
Skickat fran min iPhone

> 19 feb. 2019 kl. 12:31 skrev Eva De Falck <eva.de-falck@swedbank.com>:
>

> Later bra!

>

> Mvh

> Eva

>

> —----Original Message-----

> From: Gabriel Francke Rodau

> Sent: den 19 februari 2019 12:28
> To: Eva De Falck; Cecilia Hernqvist
> Cc: Nene Bjerstrém Galvan

> Subject: RE:

>
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> Jag har pratat med Nene och vi hittat en bra |8sning. Vi 6ppnar en lista, MEN har bara med personer som de facto
sett den bakomliggande informationen/fakta som vi fatt fran Uppdrag Granskning.
>

> P4 den listan &r det i s fall bara féljande som ska vara med (ndgon mer??):
>

> - Birgitte B

>-Ragnarg

> - Charlotte E

> - Cecilia H

> - Josefine U

>-Johanl

> - Gabriel FR

>

> For det &r ju den informationen, snarare én det faktum att Uppdrag granskning kommer handla om
penningtvétt/Swedbank som kan vara kurspaverkande.

>

> Gabriel

>

>

> Gabriel Francke Rodau

> Head of Group Communication

> Group Communication

> CEO Office

>

> Swedbank AB (publ)

> SE- 105 34 STOCKHOLM

> Dir; +46(0)8 58 59 21 07

> Mob: +46(0)70 144 89 66

>

>

> -----Original Message-----

> From: Eva De Falck

> Sent: den 19 februari 2019 10:40

> To: Gabriel Francke Rodau

> Cc: Cecilia Hernqvist

> Subject: RE:

>

> Har messat Nene (som &r pa sportlov) och ber honom kontakta dig, Gabriel.
> Mvh

> Eva

> From: Gabriel Francke Rodau

> Sent: den 19 februari 2019 10:39

> To: Eva De Falck

> Cc: Cecilia Hernqvist

> Subject: RE:

>

> Vi héller bla p4 att skicka ut info till alla chefer inom SBV och kommer imorgon (innan programmet sénds) ta upp
amnet pa Banknytt.

>

> For min del inte nédvindigt protkollféra, men jag &r inte jurist :-)
>

>

>

> Gabriel Francke Rodau
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> Head of Group Communication
> Group Communication

> CEQ Office

>

> Swedbank AB (publ)

> SE- 105 34 STOCKHOLM

> Dir: +46(0)8 58 59 21 07

> Mob: +46(0)70 144 89 66

>

>

> -—-0riginal Message-----

> From: Eva De Falck

> Sent: den 19 februari 2019 10:34
> To: Gabriel Francke Rodau

> Cc: Cecilia Hernqvist

> Subject: RE:

>

> Listan omfattar ju enbart "interna”, men det ror sig alltsa om sa pass manga?
> | 58 fall kan jag tycka att det & meningslsta att ta upp det for beslut - eller vill ni #nd4 att vi protokollfér detta?

>

> Mvh

> Eva

>

> --—Original Message---—

> From: Gabriel Francke Rodau
> Sent: den 19 februarl 2019 10:30
> To: Eva De Falck

> Cc: Cecilia Hernqvist

> Subject: RE:

>

> Okej, be Nene kontakta mig.
>

> Vi kan oméjligt uppritta en lista. Vi vet inte vilka som vet helt enkelt. Utanfér var kontroll.

>

> Gabriel Francke Rodau

> Head of Group Communication
> Group Communication

> CEO Office

>

> Swedbank AB (publ)

> SE- 105 34 STOCKHOLM

> Dir: +46(0)8 58 59 21 07

> Mob: +46(0)70 144 89 66

> From: Eva De Falck

> Sent: den 19 februari 2019 10:24
> To: Gabriel Francke Rodau

> Cc: Cecllia Herngvist

> Subject: RE:

>

> Men det sdnds=blir offentligt imorgon, eller hur?

476

> Det blir i s f bara fram till kl 18 (B6rsens sténgning) imorgon som listan &r 6ppen. Och vi maste da snabbt notifiera

dem som finns pa listan.
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> Mdjligen kan vi fatta ett beslut om att det inte gér att 6ppna lista, eftersom det &r for ménga/oként antal internt
som kanner till det (det &r ju dessa som méste informeras om att de inte far handla i vara instrument).

>

> Dessutom har vi ju informerat Fl, eller hur, sa vi beh&ver inte 6ppna lista for deras skullsa s.

>

> Eftersom jag sitter i styrelseméte hela dagen, sa kan jag be Nene kontakta dig och Gregori och bilda sig en
uppfattning och i s f forbereda protokoll och notifiering till dem som ska registreras pa listan, Men d& maste nagon
forse oss med de namn som ska upp pa listan.

>

>Vad sager ni?

>

> Mvh

> Eva

> -—--Original Message—-

> From: Gabriel Francke Rodau

> Sent: den 19 februari 2019 10:16

> To: Eva De Falck

> Subject: RE:

>

> Forstar.

>

> Problemet dr foljande:

>

> - aktien kan eventuellt g& ner till féljd av programmet, men det vet vl egentligen inte givet att vi inte vet hur det
kommer se ut

> - @r smatt omojligt att sdtta upp insider-listan eftersom antalet manniskor som kdnner till & minst 100 personer
vid det har laget och utanfér var kontroll

>

> S3 om protokoll snarare symboliskt fér att visa att vi tagit ett beslut.

>

> Gabriel Francke Rodau

> Head of Group Communication

> Group Communication

> CEO Office

>

> Swedbank AB (publ)

> SE- 105 34 STOCKHOLM

> Dir: +46(0)8 58 59 21 07

> Mob: +46(0)70 144 89 66

> From: Eva De Falck

> Sent: den 19 februari 2019 10:14

> To: Gabriel Francke Rodau

> Subject: RE:

>

> Styrelseméte fram till kl 15 (minst).

> Maila giirna - styrelseutbildning nu, <3 jag kan kolla maill

> From: Gabriel Francke Rodau

> Sent: den 19 februari 2019 10:12
> To: Eva De Falck; Cecilia Herngvist
>Subject: RE:

>
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> Jag ringer dig Eva.

>

> Gabriel Francke Rodau

> Head of Group Communication
> Group Communication

> CEQ Office

>

> Swedbank AB (publ)

> SE- 105 34 STOCKHOLM

> Dir: +46(0)8 58 59 21 07

> Mob: +46(0)70 144 89 66

>

>

> ——-—-0rlginal Message-——-

> From: Eva De Falck

> Sent: den 19 februarl 2019 10:10
> To: Gabriel Francke Rodau; Cecilia Herngvist
> Subject: RE:

>

> Hej,

S

> Beror ju lite p& vad som framgar - och hur det tas emot. Det &r vél ndstan upp till Gregori och er att avgéra, som
har storre insyn, men vi kan absolut titta pa det.

> Sa@nds imorgon, eller, s blir ju en kort lista is f.

> Vilka ska i s f vara med p4 listan? (Férutom vi, Birgitte, Gregori ....)

>

> Mvh

> Eva

>

> —Original Message--—-

> From: Gabriel Francke Rodau

> Sent: den 19 februarl 2019 09:37
> To: Cecilia Hernqvist; Eva De Falck
> Subject: RE:

>

> Gregorl hade samma tanke igér efter dgarmétet, men jag tycker svarbeddmt. Eva, vad séger du?

>

> Gabriel Francke Rodau

> Head of Group Communication
» Group Communication

> CEO Office

>

> Swedbank AB (publ)

> SE- 105 34 STOCKHOLM

> Dir: +46(0)8 58 59 21 07

> Mob: +46(0)70 144 89 66

>

> ---—--Original Message-----

> From: Cecilia Hernqvist

> Sent: den 19 februari 2019 09:25
> To: Eva De Falck; Gabriel Francke Rodau
> Subject:

>

418

> Har ni funderat p& om UG kan vara insider info? Tror inte det men ni kanske behéver géra en bedémning o skriva

ett protokoll?
>
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> Skickat frdn min iPhone
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Swed ba.nk

Minutes

Per Capsulam
Author Date and Time Page
Nene Bjerstrém Galvan 2019-02-20, 08:00
Specification Securlty
Council on Managing of Inside Information Confidential

Present
Eva de Falck (Chair), Gabriel Francke Rodau
Absent

Anders Karlsson, Gregorl Karamouzls

Alending

Meeting papers that has been circulated to the members prior to the meeting are incorporated by
reference and referred to as the "Papers” at each relevant item below. Any additional
documentation cfroulated or presented at the mesting fs referred fo as an appendix at each lfem
below and incorporated by reference.

§1 Opening of meeting
The Chalr opened the meeting.

§ 2 Approval of previous minutes

N/A.

§3 Information regarding Swedbank Estonia’s work to prevent money laundry etc.

The Swaedish television pragram Uppdrag Granskning ("UG") is investigating how
Swedbank Estonia has been working to prevent money laundering and If the Estonlan
branch has been used for money laundering. The program will be alred in Swedish
television on 20 th February at 8 pm. In connection with the investigation the bank has
received certain Information from UG,

The question has been raised if Information received from UG or the fact that UG s
investigating Swedbank s Estonian operations from a money laundering perspective as
such, should be considered as inside Information.

According to the CMI the information Is to brief and limlited for the CMI to be able to make a

proper assessment. \\k



I Inkomna handlingar vid férhér med Eva De Falck , 2020-10-23 10:24 diarienr: 9000-K822-19

481]

Due to above the CM|I’s assessment at this stage, after consulting Swedbank’s Chief
Compliance Officer, is that information received from UG and the fact that UG is
investigating Swedbank's Estonian branch from a money laundering perspective is not
lIkely to have a significant effect on the price of Swedbank's shares and therefore not
deemed to be insider informatlion,

At the minutes: Checked by:

Nm\\esjers%mw: Eva De Falck

—— .
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Addendum

2019-02-21

Swedbank @&

Addendum to Minutes 2019-02-20 “Information regarding Swedbank Estonla’s work
to prevent money laundry etc.”

Swadbank has recelved information from UG in accordance with the following timeline:

e 11 February, 12:00; Swedbank Is contacted by Axel Gordh Humlesjé at UG, who
asks for an Interview with Birgitte Bonnesen.

¢ 138 February, 14:30; Axel Gordh Humlesjd e-malls the bank's communication
department with certaln limited information prior to the Interview with Gabriel
Francke Rodau on 15 February, as per Appendix 1.

» 15 February, 10:00; UG Interviews Gabrlel Francke Rodau.

« 18 February, 07:00; Axel Gardh Humlesjti e-mails information that another TV show
by UG will be aired with focus on Swedbank, Appendix 2,

It Is noted that the CMI did not have access to above and attached information until 21
February.

it Is further noted that the information provided to the bank by UG is brief, limited and
Imprecise. Details such as customer names and time data are missing. UG has refused to
provide any additional information, athough the bank has requested it. The customers
referred to in UG's e-mall of 13 February are unnamed. It I8 unknown what the amount of
SEK 40bn relates to and to which period. The four customers named in UG's e-mall of 18
February have been subject to internal searches but all but one needs further searches to
get a better understanding. A disclosure of the imprecise information received from UG
would not make any sense and help the market. \U\
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Appendix 1
Mejl 13 februari

YUPPDRAG GRANSKNING, SVT 1 - 20/2 2019

Birgitte Bonnesen, och Swedbank, har vid manga tillfallen, och pé olika s#tt under det senaste
halvérat forklarat att Swedbank inte har haft samma problem som Danske Bank [ Baltlkum,
avseende missténkt penningtvétt.

Sverige Televislon har, som part | ett Internationellt samarhete, tagit del av transaktionsdata
géllande flera svenska storbanker, daribland Swedbank.

Uppdrag granskning har kartlagt delar av transektionsunderlaget och kommer till f8ljande
slutsatser:

1) Swedbank har, likt Danske Bank, haft en stor non-resident-portfél] (och dven en HRNR-grupp).

2) Manga dessa kontohavare (NR) saknar synlig affdrsverksamhet.

3) Méanga av Swedbanks kontohavare (NR), eller deras motparter, &r skrivna p4 adresser som
forekommer | rapporter kring korruption och penningtvitt. Over 1200 kontohavare (| Swedbank
eller motparter | annan bank) delar adress med andra bolag.

4) Ett flertal kontohavare | Swedbank, eller deras motparter | annan bank, finns omné&mnda i
tidigare penningtvéttshérvor.

B) Av de speclalstuderade kontohavare (NR)/motparter ser vi tecken pé falska &rsredovisningar,
samt transaktioner till vilande bolag.

6) Flera av de mest valdokumenterade malvakterna finns i bolag som har konto |
Swedbank/Swadbanks motparter.

7) Pengar frén den sk. "Magnltsky-afféren’, det véldokumenterade skattebedrégerist i Ryssland,
slussas in | Swedbank.

8) UG har granskat de 50 kontohavare | Swedbank som drar pa slg flest varningsflaggor for
missténkt penningtvéitt. Dessa 50 missténkta konton omsatter motsvarande 40 miljarder SEK.

Sverlges Television, Uppdrag granskning, vill Intervjua VD Blrgitte Bonnesen om slutsatserna i
var karti$ggning. Senaste fredag eftermiddag (15/2) kommer vl ill Swedbank f6r att genomféra

Intervjun.” \“'k
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Appendix 2
Mejl 18 februari

"Har kommer information om nAsta del av granskningen i var serle om penningtvatt | Baltikum,
Detta program s#nds den 27 februarl 2019 och yiterligare delar av granskningen kommer ocked
publiceras pa svi.se

\/i &r medvetna om att banksekretessen gtr det svart for er att kommentera alla detaljer | enskilda
fall men det 4r viktigt att ni far ta del av den information som &r relevant for ert gensvar.

Bakgrund:

Uppdrag granskning har, som vl forklarat tidigare, utgatt fran samma metoder som den danska
advokatfirman rérande Danske Bank, men istallet tittat pa Swedbanks kunder. Nér vi letar efter
hégriskkunder hittar vi bolag som har bas | k&nda offshore juriediktioner, och sammanréknat
uppgér era hon-residentkunder till dver 1000 (fram till 2016 d& Danske Bank sténger sin NR- i
portfdij).

Med utgéngspunkt fran de varningsflaggor vi letat efter har vl specialgranskat de 50 kunder som
dragit pa slg flest riskindikatorer | Swedbank, respekfive Danske bank. Underlaget frin Ukio Bank
analyseras fortfarande och kommer att publlceras senare | var.

Vi har med anledning av detta fljande fragor:
Fragor:
1) Danske bank far av myndigheterna fragor géllande sin hdgriskgrupp:

*The report from Group Compliance & AML also mentioned the bank’s reply in 2012 to the Danish
FSA “regarding the high market share of high risk customers”(Danske Bank-rapporten s.45) |

Har motsvarande frégor — om andelen hégriskkunder - stélits till Swedbank i Sverige eller de tre
baltiska l&nderna? | s& fall n&r och av vern? |

2) Nar vl analyserar transaktionsménster och 8gande (i de fall det 4r mdjligt) ser vi en rad
"Kluster”, VI har studerat nagra av dessa t ex, || | N NN <torsom de
utmérker sig avseende omséttning.

Dessa tv& kluster har en m&ngd konton | bade Danske bank och Swedbank.

Har nt identifierat missténkt penningtvatt kopplat till dessa tva bolagsstrukturer? | sa fall nér?
Vilka atgérder har ni vidtagit?

| vér research ser vi att en rad av bolagen kan misstéinktas for penningtvétt. Méanga
varningsflaggor kommer upp sdsom méivakter, skatteparadis, Skénda advokatbyréer,
gemensamma adresser ete. Andé forts#itter pengar slussas ar efter &r. Varfor har inte banken

agerat?

3) Ett av de bolag |om oms#4ttsr mest i relation till Danske Bank 4r

P4 ménga av de omfattande transfereringarna.. mellan tar det
| vaAr data endast "Loan agreement” och ett datum, och samma beskrlvning aterkommer fér
valdigt manga transaktioner. Finns det hos Swedbank underlfiggande dokumentation som styrker

dessa stora Aterkommande dverfiringar? \},\
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4) UBO bakom_-ir enligt var kartldggning — Kénde
Swedbank till att | NI den egentliga 4garen av i banken?

5) I - =s | var research ut (av aklagare som utrett organiserad brotislighet)
som hégrisk-kund, med starka kopplingar till organiserad brottslighet och korruption, Vad &r er

kommentar till det?

6) Vi har specialstuderat transaktioner som gétt mellan Swedbank och Danske bank fran kunder
med bolag | England. Vi kan da se en rad missténkta fall av penningtvétt. Exempelvis
transaktioner till icke-aktiva bolag har genomf8rts och ménga av bolagen delar adresser och kan
kopplas till tidigare penningtvétishérvor. Hur ser ni pé det?

7) Ar (med tillhtrande kluster av bolag) fortfarande kunder |
Swedbank?

Uppglfterna ovan kommer att publiceras Inom kort varfér vi hoppas kunna fa ett snabbt svar.

Med vanlig halsning \U7

Axel”
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From: Eva De Falck

Sent: den 1 mars 2019 11:12
To: Ragnar Gustavii
Subject: CMI

Hej Ragnar,

Betriffande insiderkommittén, CMI har funderat ytterligare efter vart samtal igar och skulle vilja kliva av
som Chair av f6ljande skal:

1. Jag behdver fokusera p& mitigerande &tgérder och krishantering géllande AGM, Baltikum, extern
och intern kommunikation, styrelsehantering mm. Dessutom maste jag se till att verksamheten
fungerar och att Group Legal kan fortsitta supportera affaren, som ju maste rulla pa. Till skillnad
fran Compliance kan vi ju inte dedikera en massa jurister till detta — vi &r ju i forsta linjen och
affaren maste ju rulla vidare.

2. Dessutom hamnar jag i en tydlig intressekonflikt nar jag  ena sidan jobbar i linjen med
riskmitigerande Atgirder och & andra sidan ska fatta ett netutralt och objektivt beslut, utifran
risken fér sanktioner och disciplinatgirder f&r banken. Vi har ju inga kollektiva beslut i banken
och den som fattar beslutet borde enligt min mening sitta pa armléngds avstand till affiren och
inte mitt i. (Risk, GIA el dyl. Aven vissa funktioner i CFO-Office dr ténkbara). | normalfallet nar det
handlar om att 6ppna insiderlistor infér kvartalsboksiut eller M&A transaktioner blir inte detta
nigot problem, men det accentueras i en krissituation som denna. Jag talade dven med Johan
Josj6, GDA, om detta igar kviil och han hdil med om att detta dr en tydlig intressekonflikt och
inte alls optimalt. OBSI Jag tycker att en jurist med ratt kompetens ska vara med i CM, alt
adjungerad, men inte vara Chair.

3. Johan Josjo var dven enig med mig om att det krévs att alla strémmar eskalerar hdndelser till CMI
om processen ska fungera. Jag kan (och hinner) inte gé runt och fraga flera gdnger om dagen om
nagot har hint, utan omstindigheter som kommer till bankens kdnnedom och som kan vara
kursdrivande maste eskaleras och loggas samt och ev bedémas och protokolining.

Utifran risken for disciplindtgérder &r den relevanta tidpunkten nér banken fatt vetskap om
omstandigheten och inte ndr CMI har fatt veta. Jag tycker inte det &r acceptabelt att Compliance
séger att de inte har tid att eskaleral

L&t oss prata vidare om detta i nista vecka. Jag har lite idéer om hur det kan |6sas ocksa.

Mvh

Eva

Med vinlig hilsning/Kind regards
EvaC. de Falck

Chefsjurist/ Chief Legal Officer
Head of Group Legal/Secretary of the Board

Swedbank (publ) AB

105 34 Stockholm

Dir +46 8 585 935 07

Mob +46 72 733 48 47

Gen +46 8 585 900 00

Email eva.de-falck@swedbank.com
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From: Eva De Falck

Sent: den 25 februari 2019 13:10
To: _DL.GEC

Subject: Important information

SWEDISH

Nedanstdende information skickades fredagen den 22 Februari till GEC-ledam&ter och andra
anstillda med insyn i pAgdende AML-drende.

Meddelandet ska skickas vidare till personer som har tillgang till information och har insyn i fragorna.
Observera att det ar varje GEC-ledamots ansvar att se till att meddelandet nar dem det berdr i
respektive organisation. Varje GEC-ledamot ansvarar ocksa for att dokumentera vilka i respektive
organisationen som har fatt meddelandet.

Vinligen notera ocksa att de som har tillgang till kundinformation omfattas av banksekretessen,
vilket innebir att sddan information Inte far obehorigen réjas.

ENGLISH

The information below was circulated on Friday 22 February to GEC-members and others with insight
into the current AML matter.

The message shall be forwarded to employees with information and insight into the matter. Please
be aware that it is the responsibility of every GEC-member to make sure that the message reaches
the relevant employees in your respective units. Every GEC member is also responsible for keeping a
log over employees in respective unit who have received the message.

Please also remember that employees who have access to customer information are always bound
by the banking secrecy, meaning that such information may not be disclosed.

Information sent to GEC-members on 22 February:

SWEDISH

Vi har dnnu Inte formellt Bppnat n&gon insider-lista, men pd grund av det kdnsliga ldget vad géller
informationen runt Uppdrag Gransking, uppmanas ni att tills vidare inte handla med Swedbank-
instrument/aktier. Detta for att dels begriinsa eventuell kritik for det fall det i ett senare skede skulle
ifr&gaséttas varfor vi inte hade 6ppnat en insiderlista och dels for att det kan bli aktuellt att med kort
varsel 6ppna en insiderlista om ny information framkommer.

ENGLISH

We have still not formally opened an insider list, but due to the sensitive situation regarding the
information from the TV show “Uppdrag Granskning”, you are hereby urged not to trade in
swedbank instruments/shares for the time being. The reason for this is partly to limit possible
criticism at a later stage, in case it should be questioned why we have not opened an insider list, and
partly because it can be necessary to open an insider list with very short notice, In case new
information should emerge.

Med viinlig hélsning/Kind regards
Eva C. de Falck

Swedbank @

Chefsjurist/ Chief Legal Officer
Head of Legal/Secretary of the Board

Swedbank (publ) AB
105 34 Stockholm
Dir +46 8 585 935 07
Mob +46 72 733 48 47



Inkomna handlingar vid f6rhér med Eva De Falck , 2020-10-23 10:24 diarienr: 9000-K822-19 488]

Gen +46 8 585 900 00
Email eva.de-falck@swedbank.com
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Swedb nmb Minutes

Per Capsulam
Author Date and Time Page
Nene Bjerstréom Galvan 2019-03-26, 13:00
Specification Securlty
Council on Managing of Inside Information Confidential

Present
Eva de Falck (Chair), Gabriel Francke Rodau, Gregori Karamouzis
Absent

Anders Karlsson

Attending

Meeting papers that has been circulated to the members prior to the meeting are incorporated by
reference and referred to as the "Papers" at each relevant item below. Any additional
documentation circulated or presented at the meeting is referred to as an appendix at each item
below and incorporated by reference.

§1 Opening of meeting

The Chair opened the mesting.

§2 Approval of previous minutes

N/A.

§ 3 Information regarding article to be published by the television program Uppdrag
Granskning

Earlier today the bank received an email from the Swedish television program Uppdrag
Granskning ("UG") with a draft to an article to be published today. The article contained, for
example, alleged quotes from a report written, on behalf of Swedbank, by the Norwegian
lawyer Ehrling Grimstad. Any comment, from the bank, on the article and the alleged
quotes should be sent to UG no later than 1 pm today.

The CMI received an email with a copy of the draft article at 11.17.

It was noted that the CMI did not have access to the alleged report, why it was not possible
for the CMI to assess the correctness of the quotes.
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Due to above the CMI concluded that it was not possible for the CMI to make a proper
assessment of the content of the draft article from an insider perspective.

At the minutes: Checked by:

Nene Bjerstrom Galvan Eva De Falck.
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From: Eva De Falck

Sent: den 2 april 2019 14:17

To: Anders Karlsson

Subject: RE: Tva frégor jag bebdver lyfta med dig

Hej igen,
Punkt 1. Ok.

Punkt 3 fir vi ta tag i ndr alit lugnat ned sig, men punkt 2 kommer jag att behdva lyfta igen, nér vi
kartlagt riskerna.

Cecilia har sedan tidigare skjutit ut sig ur insider kommittén (2:a linjen) och jag tycker inte det kénns
riitt att blanda in henne i detta, eftersom hon/Compliance sas &r parti malet.
Vi férsdker hantera det frén Legal.

Mvh
Eva

From: Anders Karlsson

Sent: den 2 april 2019 13:39

To: Eva De Falck

Subject: RE: Tv3 frégor jag bebdver lyfta med dig

Hej Eva,

1. Det 4r viii styrelsens ritt att fa ta del av den informatlonen. De har fatt den tidigare och vill se
den Igen? Jag forstér inte riktigt hur det kan vara en fraga.

2. Vi méste folja den governance vi har beslutat om. Darfor dr det vél limpligt att du
(tillsammans med Cecilia?) tar ett mdte med GDA och tillsammans reder ut fakta och vilka
alternativ vi har, och dérefter fattar vederbborligt beslut.

3. Vad giller CMI processen framgent, skriv gérna ihop ett férslag till ny process och Iat oss titta
pa det.

//Anders

From: Eva De Falck

Sent: den 2 april 2019 11:48

To: Anders Karlsson

Subject: Tva frdgor jag bebdver lyfta med dig

Anders,
Jag vet att du har en extrem press, men jag maste lyfta tva frégor med dig:

1. Magnus U har bett att f4 ut Compliance Q1 rapport 2016 som Viveka avlimnade. Denna
rapport 4r omfattande och flaggar for en hel del brister v g AML i Baltic Banking. | en bilaga
till rapporten adresseras en uppféljning av off-shore engagemang, eftersom styrelsen bett
om en uppdatering m a a Panama Papers. Compliance rader banken att gora en cross
check, samt séiger att Compliance kommer att supportera och monitorera under Q3 2016 och
Aterkomma med statusrapport till styrelsen. Detta foljs dock aldrig upp —varken av
Compliance eller styrelsen. Det talas ocks4 om stickprov som aldrig gors... Jag och ingrid har
bokat ett kort méte med dig idag om detta infor kvéllens mote. Vi behdver ta stélining till
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om Magnus/styrelsen ska f4 rapporten. Det &r tydligt att det inte har féljts upp av
Compliance, men det slir Sven tilibaka p4 styrelsen som Inte har efterfragat uppf8ijning.

2. Den andra fragan ror ev insiderhantering av Grimstadrapporten. Den beddmningen borde
naturligtvis ha gjorts redan i december, nér rapporten kom banken tillhanda och redan dar
exponerar vi oss for en sanktionsrisk. Vi har nu att ta stéllning till hur vi ska hantera den, nér
den nu kommit till flera personers kinnedom. Om vil kommer fram till att rapporten utgor
insiderinformation, innebir det att vi maste fatta besiut om att offentliggdra de uppgifteri
rapporten som kan antas vara kurspaverkande, ait. skjuta upp offentliggérandet. Om vi
offentliggsr uppgifterna, kan det innebiéra att vi dventyrar client priviliege....

Vad vi n beslutar ang rapporten innebar det att vi exponerar vi oss for risker som
sanktionsavglfter fran Fl och sanktioner frin bbrsen. Den allvarligaste sanktionen fran
bérsen ar att aktierna avnoteras, vilket forstds dr en ren katastrof. Detta &r en fér stor
friga for att jag ska kunna hantera den ensam, eller inom ramen fér CMI. Bade
banken och jag personligen exponeras fér risker som &r sa stora att fragan maste
lyftas till vd niva.

Jag har bett GDA att forstka kvantifiera riskerna I olika scenarlos och ge ett handfast
r&d om vilket agerande som innebir minst risk. Jag har ocksa bett dem skissa pa vad
man (ur svensk legal synvinkel) skulle kunna kommunicera runt rapporten, for att
uppfylla kravet pa offentliggdrande, samtidigt som vi inte séger sddant som ger
ytterligare bad-will eller gor att vi bryter mot banksekretessen. En sadan
kommunikation behdver sjdlvklart i nésta steg stéimmas av med Clifford Chance.

Vi behdver prata om denna frdga inom de ndrmaste dagarna och jag tror det vore
Ismpligt att ha ett mdte med GDA s de fir beskriva riskerna.

Slutligen kan vi konstatera att vr CMI funktion i banken § h t inte fungerar, eftersom
den forutsitter att de som &r representerade i kommittén har tillgang till fakta om
sddant som kan vara kurspaverkande. $3 har inte varit fallet hos oss.

Mvh
Eva

Med vinlig hdlsning/Kind regards
Eva C. de Falck

Chefsjurist/Chief Legal Officer
Head of Group Legal/Secretary of the Board

Swedbank (publ) AB
105 34 Stockholm
Dir +46 8 585 935 07
Mob +46 72733 48 47
Gen +46 8 585 900 00
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From: Eva De Falck

Sent: den 3 april 2019 11:17
To: Ragnar Gustavii
Subject: CMI

Hej Ragnar,

Jag behover lyfta frigan om ev insiderhantering av Grimstadrapporten med dig. Den
bedémningen borde naturligtvis ha gjorts redan i december, ndr rapporten kom banken tillhanda
och redan i o m att det inte gjordes exponerar vi oss for en sanktionsrisk. Vi har nu att ta
stillning till hur vi ska hantera rapporten, nir den nu kommit till flera personers kénnedom. Om
vil kommer fram till att rapporten utgdr insiderinformation, innebdr det att vi maste fatta beslut
om att offentliggdra de uppgifter i rapporten som kan antas vara kurspaverkande, alt. skjuta upp
offentliggdrandet. Omi vi offentliggdr uppgifterna; kan det innebdra att vi ventyrar client
priviliege (advokatsekretessen), vilket kan fa béring pa US Authorities....

Vad vi &n beslutar ang rapporten medfor det m a o att vi exponerar vi oss for risker som héga
sanktionsavgifter frén Fl och sanktioner fran bdrsen. Den allvarligaste sanktionen fran bérsen &r
att aktierna avnoteras, vilket forstas dr en ren katastrof, iven om det inte &r sannolikt. Detta &r
en for stor fraga for att jag ska kunna hantera den ensam, eller inom ramen for CMI (som inte
lingre existerar). Bdde banken och jag personligen exponeras for risker som &r sa stora att jag
méste kunna bolla frigan med ndgon. Detta sarskilt som vir CMI funktion i banken & h tinte
fungerar, eftersom den férutsitter att de som &r representerade | kommittén har tillgéng till
fakta om sddant som kan vara kurspaverkande. S& har inte varit fallet hos oss.

Anders vill inte ldngre delta i CMI p g a sin nya roll, vilket ir forstaeligt och Gabriel och Gregori
har inte last rapporten..... Tanken med CMI &r ju att en beddémning ska goras av personer som ar
insatta i frégan och kan forutse hur kunder, finanser och investerare kan paverkas av
informationen — inte att beslutet ska tas av mig personligen.

Jag lyfter detta for att jag inte vill exponera banken for ytterligare risker, (inte for att vara
besvirlig®).

Jag har bett GDA att forséka kvantifiera riskerna i olika scenarios och ge ett handfast rad om
vilket agerande som innebér minst risk. Jag har ocks3 bett dem skissa pd vad man (ur svensk legal
synvinkel) skulle kunna komimunicera runt rapporten, for att uppfylla kravet pa offentliggérande,
samtidigt som vi inte sager sddant som ger ytterligare bad-will eller gor att vi bryter mot
advokatsekretessen. En sddan kommunikation behdver sjélvklart i ndsta steg stimmas av med
Clifford Chance.

Vi behdver prata om denna friga inom de nirmaste dagarna ndr jag har fatt mer input fran GDA.

Mvh
Eva

Eva C. de Falck

Chefsjurist/Chief Legal Officer
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Head of Group Legal/Secretary of the Board

Swedbank (publ) AB
105 34 Stockholm

Dir +46 8 585 935 07
Mob +46 72733 48 47
Gen +46 8 585 900 (0
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Follow up on Swedbank's risk exposure in relation to the investigation of ML issues in Danske
Bank, Estonia

Internal Memo/Confidential - not to be spread to anyone without the express consent of the
CEO of Swedbank AB (publ)

1 Dated 2018-07-12 distributed only to a few internal stakeholders.

2 The risk indicators used are (i) legal form*: L.P, LP, LLP, LTD, LIMITED, LLC, INC, CORP, S.A. (more legal forms have later
been detected as relevant, e.g., GMBH, A.G. A/S (Danish legal form), however transactions with these have not been
significant in comparison to the others) (ii) payment description: “loan”, "refund”, “repaid”, “return” (more payment details have
been found as relevant, e.g., "consulting”, “corporate service", however transactions which includes these have not been
significant in comparison to the others) (iii) currency: EUR (included EEK converted to EUR), USD have been used. Other
currencies GBP, RUB and, CHF have been identifled but are not included in the amounts set out in this memo since they are
deemed not to be significant and (iv) counterparty (clients of DBE).

3 EUR 5000 for domestic payments and EUR 2500 for foreign payments.

4 After having taken part of the "Report on the Non-resident Porifolio at Danske Bank's Estonian branch”, made public
2018-09-19, (the DBE Report) Compliance can conclude that this is the same approach that has been used by DBE.

INTERNALU/CONFIDENTIAL 1
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The fact that former or current customers have been linked/involved in some suspicious
payments does not necessarily imply that such payments or all of their payments were
suspicious.

The investigations and analysis have been done by Compliance, with the assistance of the
external consultant BDO.

A comprehensive way of describing the risk that Swedbank is exposed to when it comes to
AML/CTEF risks is by describing the networks and links that our clients are associated with,
as is shown in certain examples in Appendix 1°.

Key takeaways:

The following most important takeaways are®:

1) None of the entities that have been mentioned in media in the DBE case has been
identified as customers of Swedbank based on transaction with DBE. (Only a few
of the concerned DBE customers have so far been named in media.)

2) The investigation shows, that approx. 3440 of Swedbank’s former and current
customers have conducted transactions with counterparties of DBE and their
networks, whereof approx. 20007 are current customers.

3) The turnover of identified questionable/suspicious clients and/or counterparties with
transactions with DBE (the “Flow”)? amounts to approx. EUR 3 200m and approx.
USD 6 700m from 2007 till 2015, which comprises both former and current clients.

4) 29 clients of Swedbank, of which 11 are still customers, have been identified as
non-acceptable. They have been directly matched against the list of the Russian
Laundromat companies published by the Organized Crime and Corruption
Reporting Project (OCCRP). 163 counterparties, i.e. clients of DBE, on the same
OCCRP list have made transactions with Swedbank’s customers, both former
and current clients.

5) 35 former clients of Swedbank, which all are UK registered LPs/LLPs, have
performed transactions with clients of DBE. At least 17 of these former clients are
controlled by some of the most infamous offshore companies and
proxy/nominee directors linked to organized corruption and money
laundering. In addition, these former LP/LLP clients are linked by transactions to
other LP/LLP companies, some mentioned in relation to Magnistky, Azerbaijani

5 Still in draft form

5 Please note that the numbers of customers matched in different segments as well as stated amounts still are under validation
by BDO, which means that there could be some changes in the data.

7 As set out in footnote 7, the data, which currently matches 1986 clients, is not fully confirmed. However, for the sake of
simplicity the number 2000 is used throughout the memo at this point.

8 We are for this purpose using the term as the DBE Report in order to be able to “compare". However, it should be noted that
from what we understand the flow in the DBE Report is the total flow in DBE Estonia (not limited to flow to/from certain banks).
However, the DBE Report only covers the so called Non-resident Portfolio and it is unclear what this precisely comprises. The
investigation carried out by Compliance, could have identified customer and counterparties of DBE not covered by the Non-
resident Portfolio.
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Laundromat, Russian Laundromat, Deutsche Bank mirror trade and the problems
related to DBE.

6) At least 237 clients of Swedbank, mostly former, identified in the Flow have a
positive match against the Investigative Consortium of Investigative Journalists
(ICIJ) databaseflists (“ICI1J"), whereof at least 74 are linked to Mossack Fonseca
(HMFN).

7) At least 350 counterparties (i.e. clients of DBE) of Swedbank’s customers have
a positive match against IC1J, whereof at least 100 are linked to MF.
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1. Background

DBE has repeatedly been accused of facilitating money laundering by the Danish business
paper, Berlingske. The allegations have also been broadcasted by other media and
organisations and the problems around DBE has also lead to investigations from authorities
in Denmark and Estonia but also France; both in general as regards the bank as well as
regarding possible criminal actions towards employees. The result of the investigation done
by DBE was published in the DBE Report.

It seems that Berlingske, as well as OCCRP, have access to internal documents and
account statements from DBE customers. Based on those documents it has been concluded
that accounts of non-resident companies (e.g., includes NZ, UK, PA, BZ, etc.) in DBE were
used to transfer funds originating from several worldwide organized money laundering
scheme, including the following (according to published info)? :

- Magnitsky - Transactions comprising DKK 28bn, during 2007-2015 connected to
Russian tax fraud; named after the lawyer S Magnitsky, who died in a Russian prison

- Moldova - Transactions comprising DKK 7bn, during 2011-2014 connected to tax fraud
and corruption etc. involving Russian organized criminals

- Azerbaijani Laundromat - Transactions comprising DKK 18bn, during 2012-2014
connected to fraud and corruption also pointing at European officials and politicians

- Russian Laundromat - Transactions value not revealed, but conducted during 2007-
2015 connected to companies alleged controlled by the family of Putin and FSB.

- Deutsche Bank Mirror Trading.

It should also be noted that Bill Browder filed a report in July 2018 pointing at 26 former and
current employees of DBE, accusing them of money laundering and other criminal activity.
Ultimo July, the Estonian State Prosecutor's Office announced that criminal investigation has
been started based on this report.’ The Danish Prosecutor's Office has informed about
launching similar investigation in Denmark. The DBE Report also states that 42 employees
and “agents” have been deemed to have been involved in some suspicious activity and
where DBE is in the process of filing SARs to the Estonian FIU and further that they have
reported 8 former employees directly to the Estonian police.

This memo is intended to describe Swedbank’s risk as regards Swedbank’s customers, their
counterparties and their transactions which could be directly, or to some extent indirectly,
linked to the problems in DBE and the customers in DBE that has been mentioned in the
media, which are only a handful, while sources talks about several hundreds.

12

13 The Estonian media has also published an interview with an anonymous person who claimed that he/she Is aware of
practices that were used by the non-resident department of DBE. The source explained among other things how new clients
were recruited and how the internal setup and ‘service packages’ made alleged money laundering in DBE possible, including
how special payments to employees was organized.
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2. Scope of the investigation, available data and sources and who has been involved

3. Customers, counterparties and the Flow




Inkomna handl-i_ngg_l_'_l/id férhér med Eva De Falck __.__2020-10-23 10:24 diarjnr: 9000-K822-19

Swedbank w




| na handii _gar vid féorhér med Eva De Falck , 2020-10-23 10:24 diarienr: 9000-K822-19

awedbDank

dentified customers/transactions of non-acceptable and high risk character
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Top transactions - off-boarded clients with special interest
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5. Existing customers that can be connected to DBE ML issue or other ML issues

Further, more detailed information of the existing customers connected to DBE is presented
in Appendix 2.
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6. The way forward — Proposed actions to be taken

A. Principles for risk appetite

The proposed principles are as follows;

« 1

LS

B. Existing 2000 clients identified in the Flow — Monitoring and possible off-boarding

11
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5 april 2019

Angéende medieuppgifter om identifierade brister i regelefterlevnad i
Swedbank AB

| den senaste tidens medierapportering férekommer uppgifter om brister i Swedbanks
regelefterlevnad nér det giller penningtvitt, bland annat i den sk Grimstadrapporten.
Déarfér har banken med godkéinnande av styrelse och vd - och i samarbete med relevanta
myndigheter - startat en bred granskning i bade de svenska och baltiska verksamheterna.

-Granskningen omfattar bade efterlevnad av regelverk for att upptécka och rapportera penningtvétt
samt bankens styrningsprocesser. Granskningen genomférs i samarbete med relevanta
myndigheter, sdger Ragnar Gustavii, chef fér VD-staben pa Swedbank.

Nedan utlatande beskriver bankens pagaende granskningsarbete

Den senaste tidens uppgifter i media har indikerat att banken genom interna utredningar, har
identifierat historiska brister i Swedbanks rutiner och kontroller fér motverkan av penningtvatt i
Baltikum. Vissa har utférts med externt stéd.

Swedbanks arbete for att forbattra sina system och kontroller fér regelefterlevnad omfattar
pagaende utvarderingar av effektivitet i systemen och kundférhallanden. Under de senaste aren har
Swedbank genomfort flertalet granskningar av kundbas och dvervakningsrutiner. Darigenom har
Swedbank 8ver tid identifierat historiska brister i rutiner och kontroller fér att motverka penningtvétt.
Till exempel har Swedbank identifierat att vissa kunder i Swedbanks baltiska verksamhet funnits
med i listor dver personer och féretag som omnamnts i samband med tidigare missténkta
penningtvattsaffarer. Man har ocksa sett att Swedbank Estland har ingatt kundférhallanden trots att
information verkar ha saknats om exempelvis féretags verkliga dgare, pengars ursprung och vad
affarsférbindelsers verkliga art och syfte varit. Det finns indikationer pa att Swedbanks baltiska
verksamhet underlatit att utreda och rapportera missténkta transaktioner och missténkt beteende.
Det finns ocksa en risk att anstéllida i Swedbank Estland historiskt kan ha agerat i samarbete med
kunder eller understétt kunders missténkta transaktioner och missténkta beteende.

Till féljd av dessa utvarderingar har Swedbank dver tid avslutat vissa kundférhallanden som
identifierats innebara en risk som gar utdver bankens risktolerans. Swedbank har ocksa identifierat
behov av férbattring och forstarkning i system och kontroller for att motverka penningtvatt.

Dessa interna utredningar rérande historisk regelefterlevnad har varit en del av Swedbanks
ordinarie arbete f&r att motverka penningtvétt. Vissa utredningar pagar fortfarande och finns i
nuléget endast i utkastform. Vissa har varit begrénsade i omfang och hade specifika syften och mal.
Enskilt ger utredningarna inte en fullsténdig bild av de historiska eller nuvarande omsténdigheterna
f&r bankens arbete mot penningtvitt. Detta géller bland annat rapporten "Draft Preliminary Status
Report on AML”, vilken har upprattats av bankens externa ombud Erling Grimstad och omnamnts i
media.

Swedbank framjar en sund och héllbar ekonomi fér de ménga manniskorna, hushalien och foretagen. Som en ledande bank p4 hemmamarknadema Sverige,
Estland, Lettland och Litauen erbjuder vi ett brett utbud av finansiella tjanster och produkter. Swedbank har drygt 7 miljoner privatkunder och ca 600 000
foretags- och organisationskunder med 186 kontor i Sverige och 125 kontor | de beltiska léndema. Koncamnen har dven verksamhet | 0vriga Norden, USA
och Kina. Den 31 december 2018 uppgick balansomsiutningen lill 2 246 miljarder kronor. Las mer p& vww swedbank s2
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Swedbank har, med godkénnande fran styrelse och vd inlett en omfattande intern utredning av
bankens historiska efterlevnad av regelverken. Utredningen omfattar motverkan av penningtvétt och
styrningsrutiner inom Swedbank och dess baltiska dotterbolag. Utredningen gérs med stéd av
erfarna externa radgivare och bevistekniker samt i samarbete med relevanta myndigheter.

Utredningen kommer bland annat inkludera preliminéra slutsatser fran tidigare utredningar och
férvantas bli tidskrévande att fardigstélla. Swedbank kan inte férutse resultatet av denna utredning,
men kommer ta stalining till de slutsatser som dras under det pagaende analysarbetet. Swedbank
kommer att samarbete med berérda myndigheter kring de slutsatser som utredningen presenterar.

For mer information:
Unni Jerndal, presschef, Swedbank, tfn: +46 73 092 11 80

Detta meddelande giller offentliggérande av insiderinformation

Swedbank AB (publ) ska offentliggéra denna information enligt
Marknadsmissbruksférordningen (EU) nr 596/2014, lagen (2007:528) om
vardepappersmarknaden, lagen (1991:980) om handel med finansiella instrument och
Nasdagq Stockholms regelverk fér emittenter. Informationen lémnades fér offentliggérande
den 5 april 2019, Kkl xx.xx.

Swedbank framjar en sund och halibar ekonomi for de manga méanniskoma, hushailen och féretagen. Som en ledande bank pé hemmamarknaderna Sverige,
Estland, Lettland och Litauen erbjuder vi alt brett utbud av finansielia ti&nster och produkter. Swedbank har drygt 7 miljoner privatkunder och ca 600 000
féretags- och organisationskunder med 186 kontor | Sverige och 125 kontor | de baltiske léndema. Koncernen har dven verksamhet [ Svrige Norden, USA
och Kina. Den 31 december 2018 uppgick balansomsiutningen (il 2 246 miljarder kronor. Las mer p& vivww
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From: Unni Jerndal

Sent: den 6 april 2019 14:12

To: Gabriel Francke Rodau; Ragnar Gustavii; Eva De Falck; Gregori Karamouzis
Subject: FW: senaste

Har dr de sista versionerna av prm ang insiderfrdga som behdver kommuniceras.

Ser att det vore bra med en taktisk plan dir denna och ev andra fragor som behdver “vidras” tas om
hand p§ ett sitt s3 att bolagstedningens agerande biir genomténkt, resolut och konsekvent. Och bidrar
till att vi tar steg mot att fa ett avslut pa krisen.

Denna release innehaller information som kommer att vicka ménga fragor som kan skada bolaget om
inte nagon ledande féretridare med lugn och sakliga argument - samt ett stort matt av 8dmjukhet - kan
svara och forklara vad det som star i releasen innebar.

| den situation vi stir i nu maste vi bdrja leva vara virderingar. Om vi gar ut med detta men inte svarar pa
fragor sa blir det en ny version pd "mérka” och "obegriplig”.

Basta
Unni

From: Unni Jerndal

Sent: den 5 april 2019 15:50
To: Eva De Falck

Subject: senaste

Eva

Jag gjorde en sista dndring i sista stycket pa den svenska versionen. Tror att det blev béttre. Men kolla
innan jag skickar vidare.

Bdsta
Unni

Unni Jerndal
Press Officer
Group Communication

Swedbank AB (publ)
SE-105 34 Stockholm
Visit: Landsvégen 40, Sundbyberg

Dir: +46 (0)8 5850 7640
Mob: +46 (0)730921180
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Author Date Page

Eva de Falck 10 April 2019 1(5)
Specification Identification

The Board of Directors - Swedbank AB S19/19 Extra

Present: Ulrika Francke, Chair
Badil Eriksson
Kerstin Hermansson
Bo Johansson
Anna Mossberg
Peter Norman
Siv Svensson
Magnus Uggla

Camilla Linder (by telephone)

Roger Ljung

Anders Karlsson, CEO

Ingrid Harbo, CAE

Eva de Falck, Secretary of the Board of Directors

Apologies of

absence: Mats Granryd

Date: 10 April 2019

Venue: Swedbank HQ, Landsvdgen 40, Sundbyberg
§1 OPENING OF THE MEETING

The Chair, Ulrika Francke, opened the meeting and welcomed everybody.

There is also a plan to replace the current Chief Compliance Officer, Cecilia Herngvist, with the current
CAE, Ingrid Harbo as acting Chief Compliance Officer.
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§2 PANAMA PAPERS / NON RESIDENTIAL CUSTOMERS IN SWEDBANK
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The Board of Directors - Swedbank AB S 19/19 Extra

§3 REMUNERATION TO ACTING CHIEF COMPLIANCE OFFICER

§4 CLOSING OF THE MEETING

The Chair, Ulrika Francke asked the Board members to revert to her on their availability to be re-
elected as Directors of the Board of Swedbank AB (publ) at a possible upcoming Extra General '
Meeting.

Ulrika Francke also asked everyone to send their input regarding external communication to Bodil
Eriksson who will forward the input received to Kreab.

As no further matters were at hand, the Chair, Ulrika Francke, declared the meeting, which was
opened at 18.00, closed at 20.45.

Minutes kept by:

Eva de Falck
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Checked by:

Ulrika Francke

Siv Svensson
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Version: 3
2019-04-10

11 Background

Recent events have shed light on the importance of further strengthening our
group capabilities within the area of financial crime. As previously communicated
we have decided to further invest in a new internal unit, Financial Crime
Intelligence, to focus on finding and handling criminal activities that are the basis
for money laundering.

Being active in four different home markets requires us to have a unified approach
on how to manage financial crime, and ensure that all business areas get the
support necessary. A centralised financial crime intelligence unit will make it
possible to gather and distribute information throughout the group and support the
group in defining strategies, performing investigations and defining appropriate
mitigating actions.

Author/Administrator: Gabriel Francke Rodau Specification/Version; 3
Department: Information class: Confidential

Restricted access (if applicable): CEO, Head of Group Communication and others with the permission of the before
mentioned

Confidential
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1.3 Time plan

Author/Administrator: Gabriel Francke Rodau Speclfication/Verslon: 3
Department: Group Communication Information class: Confidentlal

Restricted acceas (If applicable): CEO, Head of Group Communication and others with the permission of the before
mentioned

Confidential
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1.4 Press release

11 April 2019

Swedbank sets up Financial crime intelligence unit

Author/AdmInlistrator: Gabriel Francke Rodau Specification/Version: 3
Department: Group Communication Information class: Confidential

Restricted access (if applicable): CEQ, Head of Group Communication and others with the permission of the before
mentioned
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1.5 Internal article
Swedbank sets up Financial crime intelligence unit
Author/Adminlstrator: Gabriel Francke Rodau Specification/Version: 3
Department: Group Communication Informatton class: Confidential
Restricted access (If applicable): CEO, Head of Group Communication and others with the permission of the before
mentioned

Confidential
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Version: 5
2019-04-10

11 Background

Recent events have shed light on the importance of further strengthening our
group capabilities within the area of financial crime. As previously communicated
we have decided to further invest in a new internal unit, Financial Crime
Intelligence, to focus on finding and handling criminal activities that are the basis
for money laundering.

Being active in four different home markets requires us to have a unified approach
on how to manage financial crime, and ensure that all business areas get the
support necessary. A centralised financial crime intelligence unit will make it
possible to gather and distribute information throughout the group and support the
group in defining strategies, performing investigations and defining appropriate
mitigating actions.

Author/Administrator: Gabriel Francke Rodau Specification/Version: 5
Department: Information class: Confldential

Restricted access (If applicable): CEO, Head of Group Communication and others with the permission of the before
mentioned

Confidential
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1.3 Time plan

Author/Administrator: Gabriel Francke Rodau Specification/Version: 5
Department: Group Communication Information class: Confidenfial

Restricted access (if applicable): CEO, Head of Group Communication and others with the permission of the before
mentioned

© Swedbank

Confidential



Inkomna handlingar vid férhér med Eva De Falck , 2020-10-23 10:24_diarienr: 9000-K822-19 52§_

1.4 Press release

11 April 2019

Swedbank sets up Financial crime intelligence unit

Confidential

K

Author/Adminlstrator: Gabriel Francke Rodau Specification/Version: 5
Department: Group Communication Information class: Confidential

Restricted access (If applicable): CEO, Head of Group Communication and others with the permission of the before
mentioned 3
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Author/Administrator: Gabriel Francke Rodau Specificatlon/Version: 5
Department: Group Communication Informatlon class: Confidential

Restricted access (if applicable): CEO, Head of Group Communication and others with the permission of the before
mentioned

Confidential
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1.6 Internal article
[To be updated based on the press release]

Author/Administrator: Gabriel Francke Rodau Specification/Veralon: &
Department: Group Communication Information class: Confidential

Restricted access (if applicable): CEO, Head of Group Communication and others with the permission of the before
mentloned

Confidential
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1.1 Background

Recent events have shed light on the importance of further strengthening our
group capabilities within the area of financial crime. As previously communicated
we have decided to further invest in a new internal unit, Anti-Financial Crime
(AFC), to focus on finding and handling criminal activities that are the basis for
money laundering.

Being active in four different home markets requires us to have a unified approach
on how to manage financial crime, and ensure that all business areas get the
support necessary. A centralised AFC unit will make it possible to gather and
distribute information throughout the group and support the group in defining
strategies, performing investigations and defining appropriate mitigating actions.
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1.3 Time plan
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1.4 Press release

12 April 2018

Swedbank establishes an Anti-Financial Crime unit
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Department: Group Communication Information class: Confidential

Restricted access (If applicable): CEQ, Head of Group Communication and others with the permission of the before
mentioned

Confidential



© Swedbank

Inkomna handlinga_r vid férhdr med Eva De Falck , 2020-10-23 10:24  diarienr: 9000-K822-19

Author/Administrator: Gabriel Francke Rodau Specification/Version: 7
Department: Group Communication Informatlon class: Confidential

Restricted access (If applicable): CEO, Head of Group Communication and others with the permission of the before
mentioned

532

Confidential



© Swedbank

[mmna handlingar vid forhér med Eva De Falck , 2020-10-23 10:24 diarienr: 9000-K822-19 533
1.6 Internal article
[To be updated based on the press release]

Author/Administrator: Gabriel Francke Rodau 8peclfication/Version: 7
Department: Group Communication Information class: Confldential

Restricted access (if applicable): CEO, Head of Group Communication and others with the permission of the before
mentioned

Confidential



Inkomna handlingar vid férhér med Eva De Falck , 2020-10-23 10:24 diarienr; 9000-K822-19 534




© Swedbank

Inkomna hﬁll{ngir vid forhér med Eva De Falck , 2020-10-23 10:24 diarienr: 9000-K822-19

Version: 10
2019-04-11

1.1 Background

Recent events have shed light on the importance of further strengthening our
group capabilities within the area of financial crime. As previously communicated
we have decided to further invest in a new internal unit, Anti-Financial Crime
(AFC), to focus on finding, preventing and handling criminal activities that are the
basis for money laundering.

Being active in four different home markets requires us to have a unified approach
on how to manage and prevent financial crime, and ensure that all business areas
get the support necessary. A centralised AFC unit will make it possible to gather
and distribute information throughout the group and support the group in defining
strategies, performing investigations and defining appropriate mitigating actions.
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1.4 Press release — English version

12 April 2019

Swedbank establishes an Anti-Financial Crime unit
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1.5 Press release — Swedish version

12 april 2019

Swedbank etablerar enhet fér att bekdmpa ekonomisk
brottslighet
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1.6 Internal article
[Should mirror the external announcement]
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Version: 18
2019-04-23

11 Time plan

For Q1 day time plan, please refer to separate document.
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1.2 Press release

25 April, 2019

Swedbank establishes a dedicated Anti-Financial Crime
unit and makes changes in Group Executive Committee
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25 april 2019

Swedbank etablerar sarskild enhet for att bekédmpa
ekonomisk brottslighet och vidtar féréndringar
i koncernledningen
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Version 11 (190423)

Vd-kommentar

Arets forsta kvartel har till stor del priiglats av

uppgifter om att Swedbank her bruslil i arbetet med att
férhindra penningtvétl. Bankens anseende har tagit
skada och som tilférordnad vd &r del min frAmsta
uppglft att nu genomfbra atgarder som gbr att vi kan
bérja alervinna fortroande hos kunder, &gare och andra
intressenter.

Tidigare intema utredningar har Indikerat brister i
Swedbanks arbele mot penningtvéil, Dessa Innefattar
alt vissa kunder har matchats mot listor p& personer och
foretag som frekommit [ tidigare penningtvattsfall,
brister i kundkannedom kopplad Ull vissa kunder,

pelvi de verkligt &g och pengars
ursprung, samt bristande granskning och rapportering
it myndigheter avseende vissa misstinkta
transaktioner.

Fér att g4 til botten med vad som hént p&gar nu en
fordjupad Intem ulredning, som ska utnyitja Innehdllet |
tidigare genom(drda intema utredningar. Darutbver
samarbetar Swedbank fullt ut med de myndigheter i
Sverige, USA och de baltiska ldndera som genomfor
ollka undersBkningar.

Ny enhet fér att bekdmpa akonomisk brottslighet
Fér att forstirka vart fortsatla arbste mot ekonomisk
broltslighet 1 ollka former skapar vi nu en ny
koncembvergripande enhet inom banken. Enheten far
namnet Anti-Financial Crime unit (AFC) och kommer att
arbeta med att motverka penningtvélt,
terrorismfinanslering och bedragerler samt &ven med
cybersikerhet, Informatlonssakerhet och fysisk
sakerhet. Den nya enheten kommer ocks4 aft
koordinera Intemt Inltierade utredningar samt se dver
intemna processer och rutiner och har ansvar for
samarbelel med ansvariga myndigheter inom omrédet.

Banker spalar en central roll i kampen mot penningtvati.
Det 4r alla bankers ansvar alt kiinna slna kunder, atl
rapportera misstanka transaktioner til myndigheterna
och se tlll alt medarbetare fdljer lagar och regler.

For att Swedbank ska fortjina fortroende fran var
omvdrid krévs alt vart erbete mol penningtvatt stiindigt
forbatiras, Over tid har vi Ibpande stdrkt vére metoder,
2018 Intenslifierades arbetet genom otl strskilt program
mol penningtvéit, med sérskilt fokus pa de baltiska
marknadema, Skarpta ruliner ledds il att ménga
kundférhaltanden avveckiades.

Men lika lite som ndgon annan bankchef kan jag
garantera att var arbete mot penningtvétt dr ulan
brister. Kapplépningen med de kiminella pagér hela
tiden. De utredningar som nu pagar kommer att ge oss
viktiga svar p& om vl behtver vidia ytterligare atgarder.
Dartill vill vi ocksé se elt narmare samarbete mellan
banker, ollka myndigheter och finanspolisen for att
bekampa det samhallsproblem som penninglvall utgbr.

Satsningar fbr 8kat fSrtroende och kundvirde
Utdver den intema utredningen och den organlsaloriska
fdrdndringen kommer vi &ven att gbra ett antal
ompriortteringar med syfte ait frbétira véra processer
och 8ka kundvirdet. VArt starka finanslella utgangsidge
mdjliggdr satsningar utbver de leveranser vi redan
planerat for i &r.

Som ett led | arbelet med att farbétira var bek&mpning
av pennlingtvétt kommer vi att paskynda projekt som
syftar tlll att stdrka vara processer och system.

Vissa pagende projekl som syftar tll att digilalisera
vardagliga bankijansler kommer atl kosta nagol mar for
all kunna slutfdras under &rel 4n vad som uppskattades
Initialt. V1 valjer att fortsétta med dessa | ofbriindrad takt
ullfrén vAr Svertygelse om atl satsningama kommer att
8ka kundvdrdet.

Sammantagel bediims dessa Initiativ leda til Okade
kosinader pa cirka en miljard kronor under &ret, utdver
vért redan kommunicerade mal om att underliggande
kostnader ska understiga 17 miljarder kronor under
2019. Vart finansiella mél om en avkasining pa egel
kapltal pA minst 15 procent kvarstér.

Starkt finanslelit resultat

1 kontrast till féra érels avslutning har
marknadsrérelsema varlt gynnsamma under arets fdrsta
kvartal. Globala bdrser har utvecklals positivi och
kreditspreadar har gatt inop. Tillvidutsikiemna har
emellertid juslerats ned nagol, delvis som en fbljd av
osHkerheten kring de pigdende handelskonflikierna och
Brexl-forhandlingama.

Den goda marknadsutvecklingen har péverkat vart
finansiella resultal positivt. Rantenetiol har stirkis tll
fljd av en liigre resolutionsavgift och hiigre korta
marknadsriintor. V1 ser fortsatt god |anetiliviixl pa alla
véra hemmamarknader, men i négot l4gre takt,
framfDratlt i den svenska bolaneportfdljen. Den svenska
bol&nemarknaden #r fortsalt slabll.

Provisli ttot 4r sésongmassigt iAgre men
underiiggande har framfbrallt kapitalfdrvaliningen
levereral ett starkt resultat, med bada god
vardeutveckling och fartsatla infiéden.
Marknadsrdrelsema | kvarlalel har framfSralll stérkt
neltoresultatet fran finanslella poster till {dljd av hdgre
aktivitet och pasitiva vérderingseffekter.

Kraditkvalltelen #r fortsatt god pa alla vara
hemmamarknader. Vér kapilal- och likviditetsposition ar
stark med god marginal till Finansinspektionens
minimikrav.

Slulligen vl Jag rikia ett stort tack tll alla medarbetare
som under den tuffa perlod vi har gatl Ilgenom har mott
oroliga kunder pa bsta mitjliga sall och varil goda
smbassadérer for banken. Swedbank stér stadigt
genom vara starka varderingar. Det &r p8 den grunden
vl dag fér dag bypger en énnu béttre bank.

!
/M‘ fal

Anders Karlsson
Tillférordnad verkstafiande direktdr och koncemchef

Commented [EDF1]: Som jag framforde Idag, hade det varit
onokvart att hir fl med nagot om statusen | den svensks
verksamheten 166 it ) undyika farisatt riskexponoring | den
dalen och b) kunna peka ph att vi namnt dot. GDA bekrdiltar
synipuniten och g vill darer t upp den Igen, avan om nl fran
kommunikationssynvinkel inte tyckor dol @r lmpligl
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CEO Comment

The first quarter of the year was largely characterized by
reports of shortcomings In Swedbank's anti-money
laundering work. The bank's reputation has been
damaged and as acting CEO my highest priorily Is to
Implement measures {hat will enable us lo restore trust
amongst customers, owners and other stakeholders.

Internal K igations have ir
shoricomings in Swedbank's anti-money laundering
work. Thess include reports that certain cuslomers have
maiched agalnst lists of persons and entitles mentioned
in connectlon with previously known money laundering
cases, weak In KYC d to certaln
customers, e.g. relating to beneficial ownership and
source of funds, as well as absence of investigations
and reporis to the authoritles on certaln susplclous
transactlons.

In order to get to the bottom of the matter, an in-depth
internal [nvestigatlon is now underway which will use
information from previous Internal Investlgallons In
addttion, Swedbank Is fully coop g with the
aulhoﬁlles in Sweden, the U.5._ and the Balfic caunirles
In thelr respective Investigations.

A new unit to combat financlal crime

In order to strengthen our ongolng work of preventing
and combating all especis of financial crime we are now
establishing a new group wide unit within the bank, the
Anti-Financial Crime (AFC) unit. AFC will focus on antl-
money laundering (AML), counter-terrorism financing
and fraud prevention, as well as cyber security,
Information security and physical security. The new unit
will also coordinate intemally Initiated Investigations,
revlew Internal processes and routines and manage
cooperation with the authorities within the AML area.

Banks play a central role in combaling money
taundering, All banks are rasponslhla for knowing their
customers, for reporting suspicious ctlons to the
authorities and for ensur'mg that alf employees adhere to
laws and regulations.

For Swedbank to deserve the trust of customers,
authorities, investors, employees and other
stakeholders, conlinuous Improvement In In our anti-
money laundering work Is required. Over the years, we
have enhanced our methads continuously. In 2016 our
work was Inlensifled through a speclal anti-money
laundering program, with particular focus on the Baitic
markets. More stringeni procedures lad to many
customers being off-boarded.

H , no bank fve, me Included, can
guarantee that all our AML work Is flawiess. The race
agalnst criminals Is constantly ongolng. The
Investigations now underway will provide us with
important answers regarding any further measures that
we may need to take. In addition, we would also llke to
see closer collaboration between banks, authoritles and
the financlal police,. |In order to combat the problem
inherent In soclety that money laundering poses.

Increasing trust and customer value
In addition to internal Investigalons and the
organisational changes, we will make a number of

repriorilisations with the alm lo Improve our processes
and increase customer value. Qur slrong financial
position enables furlher investments on top of those
planned for the year.

As part of the effort lo Improve our AML work, we will
accelerate projecls aimed at strengihening our
processes and systems.

Some of our ongoing projects that aim o digitize
everyday banking services will cost more than Initially
estimated In order to be completed during the year.
Based on our bellef that these Invesiments wliil Increase
customer value, we have chosen to continue with the
projects at the current pace.

Allogether, these Inlliatives are estimated lo Increase
costs by approximately SEK 1 billion during the year, in
addilion to our previously communicated goal of keaping
undeslying expenses below SEK 17 billlon In 2018, Our
financial goal to generale a relurn on equity of at least
15 per cent remalns.

A strong financial result

In contrasl to the end of last year, markel movemanls
have been favourable during the firet quarter of 2019.
Global stock exchanges hava developed positively, and
cradit spreads have il d. Growth pecis have,
however, been revised down, partly as a resull of the
uncertalnty surrounding ongolng irade conflicts and the
Brexit negotialions.

The market development has had a positive impact on
our financial performance. Nel inlerest income has been
strengthened as a result of a lower resolution fund fee
and higher short-term market rates. We conlinue to see
a posilive lean growth In all our home markels, but at a
somewhat lower pace, especially in the Swedish
morigage loan portfolio. The Swedish morlgage market
remaln stable.

Net :.cmrnisslun inooma is seasonally lower, but asset
d strong

posilive Incmasa in value and continued inflows. The

market movements during the quarter have primarity

sirengthened net profils from financial items as a result

of higher aclivity and positive valuallon effects.

Credit quality remains resilient In &ll our home markels.
Our capital and liquidity position Is strong with a good
buffer lo the minimum requirements stated by the
Swedish Financial Supervisory Authority.

Lastly, | would fike o extend my sincerest thanks 1o all
employees who, during this challenging period, have
assisted worrled customers In the basl possible way and
have been excellent ambassadors for the bank.
Swedbank stands on solid ground, thanks to our strong
values. It is on this foundation we will conlinue to bulld
an even betler bank, day after day.

hi Va\

Anders Karlsson
Acting Presldent and CEOQ
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1.2 Press release

25 April, 2019

Swedbank establishes a dedicated Anti-Financial Crime
unit and makes changes in Group Executive Committee
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25 april 2019

Swedbank etablerar sarskild enhet fér att bekdmpa
ekonomisk brottslighet och gor férandringar
i koncernledningen
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Annika Winther j
if

From: Eva De Falck !

Sent: den 8 maj 2019 09:03 'I!

To: Annika Winther i

Subject: FW: MAR-m&tet pa onsdag -

Attachments: cid_2878988[1].pdf; ToR CMLpdf

From: Eva De Falck

Sent: den 7 maj 2019 21:48

To: Eva De Falck

Subject: FW: MAR-m&tet pd onsdag

From: Eva De Falck

Sent: den 7 maj 2019 17:02

To: Gabriel Francke Rodau; Tomas Hedberg; Gregori Karameuzis
Subject: FW: MAR-métet pd onsdag

Se nedan och bif. Lite tankar runt CMI framatriktat.

Mvh
Eva

From: Eva De Falck

Sent: den 7 maj 2019 13:01

To: Anders Karlsson; 'Biorn Riese'
Cc: Asa Andersson; Alexandra Kaijser
Subject: MAR-métet pd onsdag
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Hantering av insiderlistor
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Appendix 5.2 (i)

Terms of Reference for the Council on managing Inside
Information (CMI) |

1.  General Purpose and Authorithy I

~ 561]

2. Composition etc. !|r

3. Scope and duties i
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4. Decision-making rules

5. Meetings

6. Minutes
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Styrelseprotokoll 17 juli 2018 Signorat av

Myndighet
Ekobrottsmyndigheten Signerat datum
Enhet Dlarienr
Stockholm FMK 9000-K822-19
Orginalhandlingens forvaringsplats - Datum Tid
2020-06-08  09:15
Involverad personal Funktion
Ann-Christin Sandén Uppgiftsldmnare
Beratleise o

Styrelseprotokoll 17 juli 2018, fran utredning 9000-K564-19, beslag 2019-9000-BG297-17.
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Minutes

INTERNAL AND CONFIDENTIAL

Author
Eva de Falck

Dale
17 july 2018

Page
1(20)

Specification

The Board of Directors - Swedbank AB

Identification
S 09/18

Present:

Apologles of
- absence;

Date:

Venue:

§1

Lars ldermark, Chair
Ulrlka Francke, vice Chair
Bodil Eriksson

Mats Granryd

Bo Johansson

Anna Mossberg

Peter Norman

Annika Poutiainen

Siv Svensson

Magnus Uggla

Roger Ljung
Camilla Linder

Birgitte Bonnesen, CEO
Anders Karlsson, CFO

Eva de Falck, Secretary of the Board of Directors

Carina Strand, Head of Group HR

Cecilla Herngvist, Chief Compliance Officer

Helo Meigas, CRO

Lars-Erik Danlelsson, CCO

Ingrid Harbo, Chief Audit Executive
Patrick Honeth, Deloitte

17 July 2018

Swedbank Head Office, Landsvdgen 40, Sundbyberg, Sweden

OPENING OF THE MEETING

The Chair, Lars Idermark, openied the meeting and welcomed everybody. It was noted that all

presentations shown at the meeting will be uploaded on Directors Desk directly after the meeting,

The Chair, Lars Idermark Informed that the Board evaluation for 2018 will be made in late August.
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The Board of Directors - Swedbank AB 509/18

In addition to the written inquiry, Lars Idermark will have an interview with each one of the Board
members. The result will be presented at the August Board meeting,

§2 CONFLICT OF INTEREST TO REPORT AS REGARDS ANY OF THE ITEMS ON TODAY'S
AGENDA

§3 APPROVAL OF THE MINUTES

§4 CEO UPDATE
§4a CEO REPORT

The CEO, Birgitte Bonnesen, referred to the CEO report that had been sent out prior to the meeting
and briefly commented some of the items in the report.

Danske Bank in Estonia is suspected to have been used for money laundering amounting to billions
of DKK with connection to Russia and in addition suspected to have been involved in illegal arms
trade to North Korea and Iran. In light of this news, Swedbank is looking into transactions and other
links, If any, to Danske Bank in Estonia.

Since everyone had read the CEO report, Birgitte Bonnesen asked whether anyone had any
questions or comments as to the report.
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The Chair, Lars Idermark, thanked Birgitte Bonnesen for the update.

§4b CENTRAL BANKS

§ 4c HR UPDATE
§4cl REMCO SUMMARY

§4cli EKEN AND IP; Q2 2018 PROPOSED ALLOCATION

§4clli IP; Q2 RISK ASSESSMENT

i
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§4civ, EKEN AND IP; TERMS AND CONDITIONS 2018
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§4cv. MATERIAL RISK TAKERS 2018

§ 4c v, SALARY CHANGE FOR GEC MEMBERS
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§ 4c vii, SWEDBANK BALTIC PENSION PLAN
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§ 4c vii. CEO TARGETS; Q2 2018 FOLLOW UP

§4cix AGREEMENT WITH RELATED PARTY
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§5 COMPLIANCE UPDATE

a §5a COMPLIANCE REPORT Q2 2018 INCLUDING REGULATORY WATCH AND
REGULATORY CONTACTS
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The Chair, Lars Idermark, thanked Cecilia Herngvist for the presentation and the Board of Directors
made a note of the Compliance report for Q2 2018,

§6 CRO UPDATE

§6a RISK AND CAPITAL COMMITTEE SUMMARY

§6b CRO REPORT
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§6¢ SUPERVISORY REVIEW AND EVALUATION PROCESS (SREP) - PRELIMINARY
RESULTS
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§7 CCO UPDATE
§7a CREDIT DECISIONS
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§7b CREDIT DECISION WITH RELATED PARTIES
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§8 CFO UPDATE

§8a CFO REPORT INCLUDING PRESENTATION OF THE DRAFT FINANCIAL REPORT
SECOND QUARTER 2018
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§9 GROUP INTERNAL AUDIT UPDATE

§9a AUDIT COMMITTEE SUMMARY

§9b GROUP INTERNAL AUDIT REPORT; Q2 2018
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§10 EXTERNAL AUDITOR'S OPINION ON THE BANK
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DECISION ON THE FINANCIAL REPORT FOR Q2 2018

ANNUAL REVIEW AND ADOPTION OF POLICIES

ADOPTION OF THE BOARD OF DIRECTORS INSTRUCTIONS TO AC, RCC AND REMCO
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§14 REPORTING AND FORMAL MATTERS

§ 14a SIGNATORY POWERS

§14b PENDING MATTERS
§14c BOARD TRAINING PLAN
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§14d BOARD ANNUAL PLAN

ANY OTHER BUSINESS

NEXT MEETING THURSDAY 30 AUGUST 2018

CLOSING OF THE MEETING

Minutes kept by:

Eva de Falck

-

Checked by:
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Present: Lars Idermark, Chalr
Ulrika Francke, vice Chalr
Bodil Eriksson
Bo johansson
Anna Mossberg
Peter Norman
Annika Poutiainen
Siv Svensson
Magnus Uggla

Camilla Linder
Ake Skoglund

Birgitte Bonnesen, CEO
Anders Karlsson, CFO
Eva de Falck, Secretary of the Board of Directors

Lotta Lovén, Head of Digital Banking §4c
Lija Strasuna, Chief Economist, Latvia §4d
Helo Meigas, CRO §5
Lars-Erik Danielsson, CCO §6
Goran Rickle, Head of Real Estate Analysis §6a
Cecilia Hernqvist, Head of Group Compliance §10
Stefan Frisk, deputy General Counsel §10
Niclas Rockborn, Gernandt & Danielsson §10

Apologies of

absence: Mats Granryd
Roger Ljung

Date: 27 September 2018

Venue: Swedbank Head Office, Landsviigen 40, Sundbyberg, Sweden

§1 OPENING OF THE MEETING

The Chalr, Lars Idermark, opened the meeting and welcomed everybody. It was noted that all

presentations shown at the meeting will be uploaded on Directors Desk directly after the meeting.

The Chair also welcomed Ake Skoglund to his first meeting with the Board of Directors.
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Item § 4c, Open Banking and data aggregatlon, was postponed until after lunch due to the need of
Lotta Lovén's attendance in another meeting, however this will not be reflected in these minutes.

§2 CONFLICT OF INTEREST TO REPORT AS REGARDS ANY OF THE ITEMS ON TODAY'S

AGENDA

§3 APPROVAL OF THE MINUTES

§4 CEO UPDATE
§4a CEO REPORT

The CEO, Birgltte Bonnesen, referred to the CEQ report that had been sent out prior to the meeting
and asked whether anyone had any comments or questions as to the report.
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The Chair, Lars ldermark, thanked Birgitte Bonnesen for the update.
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§4b CENTRAL BANKS

§4c OPEN BANKING AND DATA AGGREGATION
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§4d SUSTAINABILITY INDICATORS
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1
_ |

COMPLIANCE UPDATE - REGULATORY CONTACTS
§5 CRO UPDATE
RISK AND CAPITAL COMMITTEE SUMMARY

§5a

§5b CRO REPORT
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§6 CCO UPDATE

§6a UPDATE ON RISKS AND TRENDS IN THE COMMERCIAL REAL ESTATE SECTOR

.
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§6b CREDIT DECISIONS

§6bi CREDIT DECISION BALDER
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§6c CREDIT DECISIONS WITH RELATED PARTIES

§6ei CREDIT DECISIONS WITH RELATED PARTY HEIMSTADEN AB

§6¢ i CREDIT DECISIONS WITH RELATED PARTY RG
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§7 CFO UPDATE
§7a CFO REPORT
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§7b PROPOSAL NEW TOLERANCE LIMIT
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§7c CAPITAL FORECAST

§8 NEW POLICY ON INSURANCE DISTRIBUTION
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§9 REPORTING AND FORMAL MATTERS

§9a SIGNATORY POWERS

§9b NOMINATION INTERNAL BOARDS

§5c AGREEMENT WITH RELATED PARTY
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§9d APPROVAL OF EXTERNAL ASSIGNMENT FOR BOARD MEMBER

PENDING MATTERS

§of ANNUAL BOARD CONFERENCE
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§11 NEXT MEETING MONDAY 22 OCTOBER 2018

The Chair, Lars Idermark, reminded the Board of Directors that the next ordinary meeting is
scheduled on Monday 22MOctober 2018, starting at 14.00. The meeting will be held at
Swedbank’s Head Office in Sundbyberg, in the Board room on floor 8.

§11 CLOSING OF THE MEETING

As no further matters were at hand, the Chair, Lars ldermark, declared the meeting, which was

opened at 10.00, closed at 15.40.

Minutes kept by:

Tl 7tk

Eva de Falck
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Present: Lars Idermark, Chair
Ulrika Francke, vice Chair
Bodil Eriksson
Mats Granryd
Bo Johansson
Anna Mossberg
Peter Norman
Annika Poutiainen
Siv Svensson
Magnus Uggla

Camilla Linder
Ake Skoglund

Birgitte Bonnesen, CED
Anders Karlsson, CFO
Eva de Falck, Secretary of the Board of Directors

Ola Laurin, Head of LC&I §4c
Charlotte Elsnitz, Head of Baltic Banking §4c
Christer Tragardh, Head of Swedish Banking §4c
Ragnar Gustavii, Head of CEO Office §4c
Carina Strand, Head of Group HR § 4f
Cecilia Herngvist, Chief Compliance Officer §§4c,5
Helo Meigas, CRO §6
Lars-Erik Danielsson, CCO §7
Tomas Hedberg, Head of Group Treasury §8
Ingrid Harbo, Chief Audit Executive §9
Patrick Honeth, Deloitte §10

Apologies of Roger Ljung
absence:

Date; 22 October 2018
Venue: Swedbank Head Office, Landsvédgen 40, Sundbyberg, Sweden
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§1 OPENING OF THE MEETING

The Chair, Lars Idermark, opened the meeting and welcomed everybody. It was noted that all
presentations shown at the meeting will be uploaded on Directors Desk directly after the meeting,

Lars Idermark also informed that the CEQ-update today will focus on Anti Money Laundering

actions and Money Laundering mitigating measures in different parts of Swedbank Group.

CONFLICT OF INTEREST TO REPORT AS REGARDS ANY OF THE ITEMS ON TODAY'S

AGENDA

APPROVAL OF THE MINUTES

§4 CEO UPDATE
§4a CEQO REPORT

CENTRAL BANKS
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§4c AML ISSUES
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§4d CUSTOMER SATISFACTION UPDATE

§ 4e SALE OF BUSINESS IN LUXEMBOURG
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§ 4f HR UPDATE

§4fi REMCO SUMMARY

§ 4fii EKEN AND IP; Q3 2018 PROPOSED ALLOCATION
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§4diii REMUNERATION POLICY AND RISK ASSESSMENT

§4d iv. CEQO TARGETS; Q3 2018 FOLLOW UP
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§5 COMPLIANCE UPDATE

§5a COMPLIANCE REPORT Q3 2018 INCLUDING REGULATORY CONTACTS AND
REGULATORY WATCH
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§6 CRO UPDATE

§6a RISK AND CAPITAL COMMITTEE SUMMARY

§6b CRO REPORT
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§6C SWEDBANK GROUP RECOVERY PLAN
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§6d FINAL RESULT ON SUPERVISORY REVIEW AND EVALUATION PROCESS (SREP)
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§be RISK ASSURANCE QUARTERLY REPORT Q3 2018
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§7aii CREDIT DECISION KOMMUNINVEST
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§ 7aiii CREDIT DECISION SBAB

§7b CREDIT DECISIONS WITH RELATED PARTIES

§7bi. CREDIT DECISION WITH RELATED PARTY HEIMSTADEN AB
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§7c REPORTING FROM CREDIT DECISION -

§8 CFO UPDATE

§8a CFO REPORT INCLUDING PRESENTATION OF THE DRAFT FINANCIAL REPORT
THIRD QUARTER 2018
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§8b RESCALE OF THE CET1 MANAGEMENT BUFFER (NEW TOLERANCE LIMIT)
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§8b IRB REGULATIONS AND CAPITAL UPDATE
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§0 GROUP INTERNAL AUDIT UPDATE

§9a AUDIT COMMITTEE SUMMARY
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§9b GROUP INTERNAL AUDIT REPORT; Q3 2018
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§10 REPORT OF THE EXTERNAL AUDITOR




_S_tz_r_glﬂs_ggrotokoll_ﬂ oktober 2018 , 2020-09-07 13:67 diarienr: 9&)0—K82_2-19

a4

Ciava w Minutes
SQWEUUdI A @

INTERNAL AND CONFIDENTIAL
Aulhor Dale Page
Eva de Falck 22 October 2018 21(24)
Specification Identification
The Board of Directors - Swedbank AB $13/18

§11 DECISION ON THE FINANCIAL REPORT FOR Q3 2018

§12 REPORTING AND FORMAL MATTERS

§12a SIGNATORY POWERS
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§12b PENDING MATTERS

§12c APPROVAL OF EXTERNAL ASSIGNMENT FOR BOARD MEMBER BODIL ERIKSSON
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§1led APPROVAL OF EXTERNAL ASSIGNMENT FOR BOARD MEMBER-

§l2e AGREEMENT WITH RELATED PARTY
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§13 ANY OTHER BUSINESS

§14 NEXT MEETING MONDAY 26 NOVEMBER 2018

§15 CLOSING OF THE MEETING

Minutes kept by:
qov dle Jatek
Eva de Falck
Checked by:

I

/4/2 1/{,{ ’?";1-'[2-5
Ulrika Ffancke
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Myndighet
]%’kogbrottsmyndigheten SomE
Enhet Diarienr
Stockholm FMK 9000-K822-19
Orginalhandlingens férvaringsplats B Datum Tid

2021-01-20  14:26

Involverad personal Funktion
Ann-Christin Sandén Uppgiftsldmnare
Beritlelse

Styrelseprotokoll 2019-10-04 himtat frin de handlingar som Eva De Falck hade med sig vid
forhor 2020-10-13.
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Present; Ulrika Francke, Chair
Bodil Eriksson
Kerstin Hermansson
Bo Johansson
Anna Mossberg
Peter Norman
Siv Svensson
Magnus Uggla

Camilla Linder (by telephone)
Roger Ljung

Anders Karlsson, CEO
Ingrid Harbo, CAE
Eva de Falck, Secretary of the Board of Directors

Apologies of

absence: Mats Granryd

Date: 10 April 2019

Venue: Swedbank HQ, Landsvagen 40, Sundbyberg
§1 OPENING OF THE MEETING

The Chair, Ulrika Francke, opened the meeting and welcomed everybody.

There is also a plan to replace the current Chief Compliance Officer. Cecilia Herngvist, with the current

CAE, Inirid Harbo as actini Chief Compliance Officer.
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§3 REMUNERATION TO ACTING CHIEF COMPLIANCE OFFICER

§4 CLOSING OF THE MEETING

The Chair, Ulrika Francke asked the Board members to revert to her on their availability to be re-
elected as Directors of the Board of Swedbank AB (publ) at a possible upcoming Extra General
Meeting.

Ulrika Francke also asked everyone to send their input regarding external communication to Bodil
Eriksson who will forward the input received to Kreab.

As no further matters were at hand, the Chair, Ulrika Francke, declared the meeting, which was
opened at 18.00, closed at 20.45,

Minutes kept by:

Eva de Falck
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Checked by:

Ulrika Francke

Siv Svensson
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Bonnesen, Birgitte Nej

19560518-1824
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Personalia och dagsbotsuppgift

Utskriftsdatum
2021-11-03
|T\la_n; T BB e . Personnummer
Bonnesen, Birgitte 19560518-1824
Tilltalsnamn Kallas fér Oknamn Kén
Kvinna

F&delsefrsamling Fddelseldn Fédelseort utland

Odder
Medborgarskap Hemvistland Telefonnr
Danmark 0708150490: Mobiltelefon
Adress
Lyngsasa 11 LGH 1001
137 70 Dalaro
Folkbokforingsort Senast kontrollerad mot folkbokféring
Dalard 2021-11-01
Foréldrars/Vardnadshavares namn och adress (betr4ffande den som inte fyllt 20 &r)
Utbildning
Yrke / Titel
Arbetsgivare Telefonnr
Anstélining (nuvarande och tidigare)
Arbetsfdrhet och hélsotilistand
Kompletterande uppgifter
Uppgiven inkomst o Bidrag Hemmavarande barn under 18 ar

Forstriningsplikt Skulder

Férmdgenhet

Kontroll utftrd

Taxerad inkomst Taxeringsar
13114400 2020
Taxeringskontroll utfdrd av Datum

Insp Ann-Christin Sandén 2021-01-28




